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This module will familiarize you with the following:
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Module Objective

Use of Linux as a forensic tool.
Recognizing partitions in Linux.
Overview of the file system in Linux.

Linux boot sequence.

Case study — Extracting evidence from a floppy disk using Linux.

Challenges in disk forensics with Linux.

Case study — Extracting evidence from a hard disk using Linux.

Popular Linux forensics tools.
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Use of Linux as a Forensics Tool

® Why use Linux for forensics?

e Greater Control:

— Treats every device as a file.

— Does not need a separate write blocker.
e Flexibility

— Can be booted from a CD.

— Can recognize several file systems.
 Power

— Distributions like THE FARMER'S BOOT CD and
Sleuth make Linux a forensic tool in itself.
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Recognizing Partitions in Linux

® If a standard IDE disk is being used, it will
be referred to as "hdx".

® The "x" Is replaced with an "a" if the disk
IS connected to the primary IDE controller
as master and with a "b" if the disk is
connected to the primary IDE controller as
a slave device.

® Similarly, the IDE disks connected to the
secondary IDE controller as master and
slave will be referred to as "hdc” and
“hdd”, respectively.
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File System In Linux
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File System Description

|Dir|3|:tur_'1.r |Cnntent

|fbin |Common programs, shared by the system, the system adiinistrator and the uzers.

oot The stmp files and the kemel, vmlinuz. Inrecent distibutions also grub data. Grub is the GRand Tmfied Boot loader and 15 an attempt to get rid of the
many different boot-loaders we know today.

|J’dev |Contajns references to all the CPTT peripheral hardware, which are represented as files with special properties.

|fet|: |Most inportant system configuration files are in /ete, this directory containg data sinilar to those m the Control Panel in Windows

|fhome |Home directonies of the common users.

|fi.nitrd |(on some distnbutions) Information for booting. Do not removel

|J’Jib |Libraiy files, mcludes files for all kinds of programs needed by the system and the users.

|ﬂost+found |Every pattition has a lost+found i its upper directory. Files that were saved duning fallures are here.

|fmisc |For tniscellaneons purposes.

|fmnt |Standard mount point for external file systems, e.g. a CD-EOM or a digital camera,

|J’net |Standard mount point for entire remote fle systems

|fopt |T3rpiu:a]l§r contains extra and third party software.

proc A wirtual file systemn cc?-ntajnjng .infom.lation about systern rESOUrces. Mare mfomaﬁon abrout .the me.anjng of the files ih proe 15 obtained by entering the
command man proe i a tenmnal window. The file proc tst discusses the virtual file system i detal.

|froot |The administrative uzer's home directory. hind the difference between f, the root directory and froot, the home directory of the roof user.

|fsb1'.n |Programs for use by the system and the systemn admumstrator,

|ftmp |Temporar3r space for use by the system.

|J’usr |Programs, libraries, decumentation etc. for all user-related programs.

ear =torage for all variable files and temporary files crv_aated by users, such as log .ﬁles_, the mail queue, the print spooler area, space for temporary storage of
files downloaded from the Internet, of to keep an image of a CDr before burning it.
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Mount Command

® Devices like floppies, CDs, hard disk partitions, and other storage devices must
be attached to some existing directory on your system before they can be
accessed.

® This attaching is called mounting, and the directory where the device is attached
Is called a mount point.

® After the device is mounted, you can access the files on that device by accessing
the directory where the device is attached.

® When you're done and want to remove the floppy or CD or other device, you
need to detach, unmount, it before removing it.

® When mounting, you must tell the mount command what is the device or
partition you want to mount and what is the mount point. The mount point must
be a directory that already exists on your system. For example, to mount your

floppy:
e $ mount /dev/fdO0 /mnt/floppy

® When unmounting, you'll need to tell umount what mounted device to unmount:
e $ umount /dev/fdO

copyrignte py ce-couricil
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Linux Boot Sequence

® The first step in the boot up sequence for Linux is
loading the kernel. The kernel image is usually contained

in the /boot directory.

® Details of the boot loader can be gained from LILO or

GRUB using more /etc/lilo.conf or more

/etc/grub.contf.

® The next step is initialization where runlevel and startup

scripts are initialized and terminal process controlled.

® The file that controls the initialization Is /etc/inittab

and the file that begins the process is /sbin/init.
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L Inux Forensics

® Linux has a number of simple utilities that make imaging and basic
analysis of suspect disks and drives easier. These include:

e dd - Command to copy data from an input file or device to an output file or
device.

e sftdiskand fdisk — Command to determine the disk structure.
e grep— Command to search files for instances of an expression or pattern.

e The loop device - Allows you to mount an image without having to
rewrite the image to a disk.

e md5sum and shalsum — Command to create and store an MD5 or SHA
hash of a file or list of files (including devices).

e Tile—-Command to read file header information in an attempt to ascertain
its type, regardless of name or extension.

e xxd - Command line hexdump tool.

e ghexand khexedit-The Gnome and KDE (X Window interfaces) hex
editors.
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Case Example

®Rebecca had filed a lawsuit against Good
Company, Inc. for sexual harassment by one of

its senior directors, Mr. Peter Samson.

®She has submitted a floppy as evidence of Mr.
Samson’s advances.

®She has also discovered that Mr. Samson used to
send her explicit material through floppy disks
marked as legitimate work

®You, a forensic investigator, have been called to
investigate the case on behalf of Good Company,
Inc.

®How do you think he should proceed with the

evidence? _ _
y EC-Council
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Step-by-Step Approach to Case

1. Document all processes
. Begin with creating a directory where all forensic activities can be done.
— /mkdir evidence

. It is desirable to create a special mount point for all physical subject disk
analysis.

— mkdir /mnt/investigation
2. Determine the disk structure
. Create an image of the disk using the simple bit streaming command dd.
— dd 1f=/dev/fd0 of=image.suspectdisk

. Cr?angde the read-write permissions of the image to read-only using
chmod.

—  Chmod 444 image.suspectdisk
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Step-by-Step Approach to Case

(cont’d)

3.  Mount the restored imaged working copy and analyze the contents:

- mount -t vfat -o ro,noexec /dev/fdO
/mnt/i1nvestigations

. Another option is to mount a point within the image file using the loop
interface rather than mounting the contents to another location.

e mount -t vfat -o ro,noexec, loop Image.suspectdisk
/mnt/i1nvestigations

4. Verify the integrity of the data on the imaged file by checking the file
hash:

e md5sum Zevidence/md5. image.suspectfile or
e shalsum -c /evidence/SHA. 1mage.suspectfile
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Step-by-Step Approach to Case

(cont’d)

Use the Is command to view the contents of the disk:

- Is —alR tolist all files including hidden files and list the directories recursively.

Make a list of all files along with access times:
- Is —laiRtu > /evidence/suspectfiles.list

Search for likely evidence using:
- grep. grep -1 xxx suspectfiles._list

List unknown file extensions and changed file appearances:
- file changedfile

. Files can be viewed using strings, cat, more or less.
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Step-by-Step Approach to Case

(cont’d)

9.  Search for certain keywords from the entire file list.
- cat /evidence/ suspectfiles.list | grep blackmailword
A systematic approach to searching for keywords would be to create a keywords list.
E.g. save it as:
— /evidence/keywordlist. txt

grep the files for the keywords and save it to a file.

— grep —aibf keywordlist.txt image.suspectdisk > results.txt
View the results:

— cat results.txt

. To analyze the files at each offset, use the hexdump tool:

— xxd -s (offset) i1mage.suspectdisk | less

Copyright © by EC-Council
EC-COUHC” All rights reserved. Reproduction is strictly prohibited




Challenges In Disk Forensics With

LINnuX

® Linux cannot identify the last sector on hard
drives with odd number of sectors.

® Most Linux tools are complicated as they are
used at the command line.

® Devices can be written to even if they are not
mounted.

® Bugs in the open source tools can be used to
guestion the credibility of the tool for forensics
use.

® Forensic and Incident Response Environment
(F.1.R.E) by William Salusky provides a good
tool set.
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Jason Smith Case

® Mr. Jason Smith has been accused of
hoarding illegal material of questionable
moral content on his company network

systems.

® You have been called upon to examine the
suspect hard disk, and unearth evidence

related to the said illegal material.

® How do you think you should proceed In

extracting and preserving the evidence?
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Step-by-Step Approach to Case

1. Note the model information from the hard disk label /manufacturer’s Web site, and
the size and total number of sectors on the drive.

2. Wipe and format a image disk drive using the ext3 file system (> 3x evidence size).
3. Fill the disk with zeros and ensure that the contents match.

- dcfldd 1f=/dev/zero of=/dev/hda bs=4096 conv=noerror, sync
4. Partition the disk and reboot.

- fdisk /dev/hda
5, Format with the ext3 file system.

- mkfs —t ext3 /dev/image.disk
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Step-by-Step Approach to Case

(cont’d)

6. Prepare the disk for imaging:

a.

EC-Council

Mount the freshly prepared read-write image disk.
mount /dev/hda /mnt/image.disk

Create a directory for all documentation and analysis.
mkdir /mnt/image.disk/case_no

Create a sub-directory to hold the evidence image.
mkdir /mnt/image.disk/case_no/evidence _no

Document details of the investigation in a text file including investigator’s
details, case background details, and investigation dates.

Carry out Document details of the disk media including investigator name
and organization, case number, media evidence number, date and time of
Imaging; make, model, and serial number of computer, IP and system
hostname; make, model, and serial number of HD, source of HD and scope
of investigation.
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Step-by-Step Approach to Case

(cont’d)

7. Image the disk.

a. Connect both original evidence drive and drive to be imaged to the Imaging
System.

b. Verify all jumper settings — Master / Slave.

c. Make sure that the imaging system will boot only from CD by checking the BIOS
settings.

d. Image the disk using dd .
dd 1f=/dev/hdx of=image.disk conv=noerror,sync

This will allow dd to try to ignore any errors (conv=noerror) and synchronize the output
(sync) with the original.

8.  Check for accuracy by comparing md5sum.
9.  Mount the disk and extract evidence.

10. Images can be carved using dd or
the hex dump tool xxd .
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Popular Linux Forensics Tools

® The Sleuth Kit - written by Brian Carrier and
maintained at http://www.sleuthkit.org.

® Autopsy — HTML front-end for sleuthkit.

® SMART for Linux- by ASR Data, is a commercial
data forensics program that runs on Linux.

® THE FARMER'S BOOT CD- by farmerdude, is a
bootable CD that is oriented toward fast previewing
of data in a forensically sound manner.

® Penguin Sleuth - Knoppix based linux distribution

with a forensic flavor.

® Forensix

Copyright © by EC-Council
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The Sleuth Kit

® The Sleuth Kit is a collection of command line
digital investigation tools. The tools run on Linux,
OS X, FreeBSD, OpenBSD, and Solaris and can
analyze FAT, NTFS, UFS, EXT2FS, and EXT3FS.

® The Autopsy Forensic Browser isan HTML-
based graphical interface for the command line tools
in The Sleuth Kit. This makes it much easier and

faster to investigate a system.

® mac-robber is a tool that will collect temporal data
from mounted file systems. The data can be used to
make a timeline of file activity on the system using
tools from The Sleuth Kit.

Copyright © by EC-Council
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Tools In “The Sleuth Kit”

®File System Layer Tools

e Tfsstat

®File Name Laver Tools
- ffind
e fls

®Meta Data Layer Tools
e jcat
- ifind

e ils

e jstat

®Data Unit Layer Tools
e dcat
e dlIs
e dstat

e dcalc

EC-Council

®File System Journal Tools

e jcat
« jls

®Media Management Tools

« mmls

®Image File Tools
e 1Img_stat

= mg_cat

®Disk Tools
e disk _sreset

e disk _stat

®Qther Tools
e« hfind
e mactime

e sorter
e sigfind

LOPYrignt & py cu-vuul icil
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® The Autopsy Forensic Browser is a graphical
interface to the command line digital investigation
analysis tools in The Sleuth Kit. Together, they can
analyze Windows and UNIX disks and file systems
(NTFS, FAT, UFS1/2, Ext2/3).

® The Sleuth Kit and Autopsy are both Open Source
and run on UNIX platforms. As Autopsy is HTML-
based, you can connect to the Autopsy server from
any platform using an HTML browser.

® Autopsy provides a "File Manager"-like interface
and shows details about deleted data and file

system structures.

EC-Council
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The Evidence Analysis Technigues In

Autopsy

1. File Listing:

* Analyze the files and directories, including the names of
deleted files and files with Unicode-based names.

2. File Content:

e The contents of files can be viewed in raw, hex, or the ASCI|I
strings can be extracted.

3. Hash Databases:

e Lookup unknown files in a hash database to quickly identify it
as good or bad.

=

™

-_—

—

4. File Type Sorting:

e Sort the files based on their internal signatures to identify files
of a known type.

5. Timeline of File Activity:

e Create timelines that contain entries for the Modified, Access,
and Change (MAC) times of both allocated and unallocated

files.
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8.

0.

The Evidence Analysis Technigues In

Autopsy (cont’'d)

Keyword Search:

Keyword searches of the file system image can be
performed using ASCII strings and grep regular
expressions.

Meta Data Analysis:

It allows you to view the details of any meta data
structure in the file system.

Data Unit Analysis:

It allows you to view the contents of any data unitin a
variety of formats including ASCII, hexdump, and
strings.

Image Details:

You can view the file system details, including on-disk
layout and the time of activity so that it is possible to
recover data.

Copyright © by EC-Council

EC-Council All rights reserved. Reproduction is strictly prohibited




Autopsy — File Listing

FILE ANALYSIS = KEYWORD SEARCH  FILETYPE IMAGEDETALS = METADATA DATAUNIT & HEP ClLOSE
______________ e R o o R L R o RS g St B . S
irectory: r/ir  label.exe 1996.10.14 2002.06.13 2002.06.13 3016 48 0O 182-128-4
:"i:-w o : 01:38:00(EDT) 170840 (EDT) 17:08:45 (EDT)
| r/r lggacy.inf 1996.10.14 2002 06.13 2002.06.13 4654 48 0 ]E}-lzﬁ;«lm
013800 (EDT) 170840 (EDT) 170840 (EDT)
OK r/r lights.exe 1996.10.14 2002.06.13 2002.06.13 35600 48 0O 184-128-4
e 013800 (EDT)  170840(EDT) 17:08:40 (EDT)
o LMREPL.EXE CHOCR O O OO O O LR i 0 0 0
AL D Tan Euxa 00:00:00 (GMT)  00:00:00 (GMT)  00:00:00 (GMT)
oo rfr  LMREPL.EXE 1996.10.14 2002.06.13 2002.06.13 B6BOO 48 O 185-128-4
o e 01:38:00 (EDT)  17:08:40 (EDT) 17:08:45 (EDT)
S EmE rir loadfix.com  1996.10.14 2002.06.13 2002.06.13 1131 48 0 .
e = = 013800 (EDT)  IT0840(EDT) 170840 (EDT) {realloc)
r'r loadfix.com  1996.10.14 2002.06.13 2002.06.13 1131 48 D 186-128-4 «
01:38:00 (EDT)  17:08:40 (EDT)  17:08:40 (EDT) v
L = = i
ASCII (display - report) * Strings (display - report) * Expon * Add Note
File Type: MS Windows PE 32-bit Intel 80386 GUI executable
string Contents Of File: E:\/aystemi2/inetins.exe m
IThia program cannot be run in DO mode.
LLext
rdata
B.data
.EBPC
P.reloc
MSVCRT .dl1
EERHNEL3Z.dll
USER3Z.dll -
| - ] 1o | EE:‘:}'E__ v

EC-Council

Copyright © by EC-Council
All rights reserved. Reproduction is strictly prohibited




Autopsy — File Content

This file is currently being viewed in a sanitized environment |
HTML files have been edited to disable scripts and links. Pictures have been replaced by place holders |

_ MORMAL EXPORT CONTENTS
# T
\Q:___I_I'HVESTIGAT‘GH SITE
 j
R MAEE SAN.T"Z_E'_E:-__:_—
AT AT —
—
I
e e e ——
S— B W e e e A T — O e LT
— M A e e N " l'_"'=-'-—u_—.-=-.__'-_'—__ I

=

If you are alreadr registered
or would simply like to
browse redhat.com, use the
following links:

e e

~ As an owner of Red Hat Linux 6.2
you are entitled to all of these
benefits:

Priority Online Access

No more late-night visits to
congested mirror sites! As a Red Hat
Linux 6.2 owner, you will receive free
access to priority.redhat.com, our
preferred customer update service,
offering high bandwidth connections
day and night. Priority Online Access
is the most advanced system
available to update your Linux
svstam.

EC-Council

Read the Installation and
Getting Starting Guides:

www.redhat.com/manual
Search and browse our
mailing list archives:
www.redhat.com/mailing-lists

Areass nuir nanline =iinnart

All rights reserved
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Autopsy — Hash Databases

NSRL Lookup

adela%9bal 345176c69ale979dBbE43 Imrepl exe
adelaYbal 345176c69ale979dRbEM43 Imrepl.exe

Exclude Database Lookup
adelafbal 345{76c69a1e9719d8bE143 Hash Not Found

Alert Database Lookup
adela%bal 345176c69a1e97M9d8bE143 Hash Not Found

EC-Council
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Autopsy — File Type Sorting

FILE ANALYSIS DATA UM META DATA IMAGE DETAILS.  KEYWORD SEARCH FILE TYPE HeELr CLOSE

On, ? X

File Type Sortings

The sorter tool will process an image and organize the files based on their file type. The files are organized
into categories that are defined in configuration files. The categories will be saved in the cutput directory.

I+ Sort files into categories by type
| Do not save data about unknown file types
[ Save a copy of files in category directory (may require lots of disk space)
I+ Extension and File Type Validation
I« Exclude files in the NIST NSRL
~ Alert files that are found in the Alert Hash Database
I+ Ignore files that are found in the Exclude Hash Database

OK

\/Upyl IUI L1 Ll_y | == CounCiI
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Autopsy — Timeline of File Activity

CREATE DATA FILE CREATE TIMELINE VIEW TIMELINE VIEW NOTES HeLr CLosE
o 7 X
< May 2002 Jul 2002 -> 0
£
|Jun ~=|[2002 oOK v
ey m.. -owxrwxrwx 48 0 112-128-4 Cisystem32/driverssNTHANDLE.SYS ©
Thutun 132002 22299 ac -rwxrwxrwx 48 0 263-128-4 Cilsystem32ioemnadem.inf
P i3 2002 20063 ac frwxrwxrwx 48 0 270-128-4 Cosystem32ioemnadim.inf
39386 L rwxrwxrwx 48 0 193-1284 Cifsystem32/mem.exe
56 mac d/drwxrwxrwx 48 0 49-144-7 Cisystem3?2
0488 L =frwxrwxrwx 48 0 191-128-4 Cisystem32/lsass.exe
Q458 L =lrwxrwxrwx 48 0 191-128-4 Cifsystem32/lsass.exe (deleted-realloc)
33662 ac  -rwxrwxrwx 48 0 268-128-4 Cifsystem32/oemnadin.inf
B6800 L frwxrwxrwx 48 0 185-128-4 Cisystem32/LMREPL.EXE
25491 ac  -frwxrwxrwx 48 0 269-128-4 Cusystem32/oemnadlb.inf
24391 ac  -frwxrwxrwx 48 0 264-128-4 Cusystem32/oemnaden.inf
22297 ac  =frwxrwxrwx 48 0 266-128-4 Cisystem32/oemnadfid.inf
85632 L <frwxrwxrwx 48 0 179-128-4 Cifsystem32/kml3B6.exe
22296 ac  ~frwxrwxrwx 48 0 267-128-4 Cifsystem32/oemnadim.inf
32016 L Arwxrwxrwx 48 0 182-128-4 Cifsystem32/abel exe L
35225 ac  -frwxrwxrwx 48 0 265-128-4 Cusystem32/oemnadep.inf :
COpPYyrgnue oy rc=council
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Autopsy — Keyword Search

FILE AMALYSIS DaTa UNiT META DaTa IMAGE DETAILS  KEYWORD SEARCH FILE TYPE HELFr CLOSE
U ? X
New Search 4mPrevious  NEXT mp
ExPoORT CONTENTS  ADDMoTE
ASCII (display - report) * Hex (display - report) * Strings (display - report)
2 occurrences of - T File Type: data
"((jan)l(feb)l(mar)l(ap: | & Tasmen
Allocated
were found Group: 15
Pointed to by Inode: 30184
126615 (Hex - Ascii) Pointed to by file:
- siring begins at 256 /bin/mt
bytes
180485 (Hex - Ascii) Hex Contents of Fragment 126615 (1024 bytes) in images/dev hdes.img
- siring begins at () bytes
] 25733420 57726974 69626720 6d6E6465 %5: Writ ing mode
16 20534353 49206d6f 64652070 61676520 5C5 I mo de p age
3z 6661696c 65642ela 00000000 00000000 fail ed.. ...n aan
48 00000000 00000000 00000000 00000000
64 25733a20 436f6d470 72657373 696f6e20 %5: Comp ress ion
a0 6d6f6465 20606f74 20636861 6o676564 mode not cha nged
96 2e0a0000 00000000 00000CO0 QOODOO0O0
112 00000000 00000000 00000000 Q0000000
128 25733a20 52652472 65616420 GF662074 %s: Re-r ead of t
144 68652063 6f6dT7072 65737369 6f622070 he ¢ ompr essi on p
160 61676520 66616960 65642e0a 00436f6d age fail ed.. .Com
176 70726573 73696f6e 206f6ele Q0al0436f pres sion on. ..Co
192 6d707265 7373696f 6e206£66 662edall mpre ssio n of £...
208 00000000 00000000 00000000 Q0000000
224 00000000 64ba0408 00000000 QO0D0000OO0 ceae daoo.
240 00000000 00000000 00000000 Q0000000
256 2449643a 202f7573 72322£75 73657273 $1d: Jus r2/u sers
272 2fédéléb 69736172 G12£7372 63273748 fmak isar alsr c/sy
288 732£6d74 2d73742d 302e3562 2£6d742e s/mt -st- 0.5b /mt.
304 63206174 2053756e 20417567 20313620 £ at Sun hug 16 i
) 320 30393a35 313a3137 20313939 38206279 09:5 1:17 199 & by +
e Sl | LY 20AAR1AR RITIA1T? A14NAKAT AIZRAART mak imar aflka i.ma
Copyright © by EC-Council
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Autopsy — Meta Data Analysis

FILE ANALYSIS DaTA UNIT META DATA IMAGE DETAILS = KEYWORD SEARCH FILE TYPE HeELF CLOSE

O ? X

MFT Entry Number:
182-128-4  Alert Database OK

Dhetails:
ox MFT Entry: 182
Sequence: |
Allocated
UID: 48
DOS Mode: File
Size: 32016
Links: 1
Name: label.exe

ALLOCATION LIST

S5TANDARD _INFORMATION Times:
Created: Thu Jun 13 21:08:40 2002

File Modified: Mon Oct 14 05:38:00 1996
MFT Modified: Thu Jun 13 21:08:45 2002
Accessed: Thu Jun 13 21:08:40 2002

SFILE_NAME Times:

Created; Thu Jun 13 21:08:40 2002

File Modified: Thu Jun 13 21:08:40 2002
MFT Moedified: Thu Jun 13 21:08:40 2002
Accessed: Thu Jun 13 21:08:40 2002

Attributes:
Type: SSTANDARD_INFORMATION (16-0) Name: N/A Resident size: 48 -
Type: SFILE_NAME (48-2) Name: N/A Resident size: 84

pe: SSECURITY_DESCRIPTOR (80-3) Name: N/A Resident size: 92
Type: SDATA (128-4) Name: 3Data Non-Resident size: 32016
JT3T8 77379 77380 F7381 FT382 TTI83 77384 T7385

77386 77387 TT388 77389 77390 77391 77393 77393
77104 TTI0S 7704 77207 TII08 TTI00 TTANN TTANL

-

-
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Autopsy — Data Unit Analysis

FILE ANALYSIS

DaTa Unm META DaTA IMAGE DETALS  KEYWORD SEARCH FILE TYPE Hewr CLOSE
o ? A
Cluster Number: 4= FrEVIOUS MEXT =-p
I??E?B
EXPORT CONTENTS ADD MOTE
Number of Clusters: ASCII (display - report) * Hex (display - report) * Strings (display - report)
|1 File Type: MS Windows PE 32-bit Intel 80386 console executable
Cluster 77378
Address Type: Allocated =
I Regular (dd) - Pointed to hj" MFT Entr}r: !

Lazarus Addr: [

oK
ALLOCATION LIST

LoaD UNALLOCATED

EC-Council

Pointed to by file:
C:/fsystemi2/label.exe

String Contents of Cluster 77378 (512 bytes) in images/ntis.40.dd

!This program cannot be run in DOS mode.
Eaxt

".rdata

#.data

.ESYe

CUMYIIYlIL Y wy ..\,—CounC”
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Autopsy — Image Detalls

FILE AMALYSIS DATA UNIT META DATA IMAGE DETALS  KEYWORD SEARCH FILETYPE HeELP CLOSE

On 7 X

I TTy ITIe

Volume [D 291050747
Volume Label: NO NAME -~
File System Type (super block): FATI2

META-DATA INFORMATION

Range: 2 - 45762
Root Directory: 2

CONTENT-DATA INFORMATION

Sector Size: 512

Cluster Size: 512

Sector of First Cluster: 33
Total Sector Range: 0 - 2878 -
FAT (0 Range: 1 -9

FAT 1 Range: 10 - 18

Data Area Sector Range: 19 - 2873

FAT CONTENTS (in sectors)

33-98 (66) > EOF
99-172 (74) -> EOF
173-266 (94) > EQOF
267-267 (1) = EQF
268-270 (3) -> EOF
271-446 (176) -> EOF
447-494 (48) -> EOF
495-506 (12) = EOF
507-571 (65) -> EOF
372-572 (1) -> EOF =
573-573 (1) > EOF :
_874.574 (11 > BOF 1 )
Copyright © by EC-Council
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SMART for Linux

® SMART is a software utility that has been designed
and optimized to support data forensic practitioners
and Information Security personnel in pursuit of
their respective duties and goals.

® Itis known as ‘The Next Generation Data Forensic
Tool'.

® Functions of SMART:
e "Knock-and-talk" inquiries and investigations.
e On-site or remote preview of a target system.
e Post mortem analysis of a dead system.

e Testing and verification of other forensic
programs.

e Conversion of proprietary "evidence file" formats.
e Baselining of a system.
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Features of SMART for Linux

SMART lists connected storage devices in the main window list.

It uses plugins to do much of the work, and the application itself utilizes a
highly modular design philosophy.

It is multi-threaded.

Its powerful, flexible acquisition options allow you to create pure bit-image
copies and quasiproprietary formats that support seekable compression.

® It can acquire and clone a single source to any number of images and devices
simultaneously.

It generates lots of information about hashes.
It provides the ability to perform real authentication.

It gives you an easy interface to linux mounts, and GUI environments like
KDE and GNOME.

® It enables complex tasks and search result rules to be applied automatically.
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Screenshots

File Cases Log Help

= Info: fdevde
_|/ Storage Devices |

@’? Mevhde
Unallocated Data (3.37 ME)
fdevshida {Sectur 155,344,5!5”]} hAzke and M_EII:IE' MAXTOR AKOEIHS

@. MAXTOR 1KOEOH3 (55917 GB) Serial Mumber | 673131221663
7 fdevihie Size|55.917 GB

Eyles | 60,040,544 256
Unallocated Data (31.5 KE) S
rdew/hde (Sector 0) Sectors | 117 266 GBS

: = Bus Connection [Teriary hMaster
foms L (63) Partition (74235 GB :
araai i
109151y I'IdE".'.l"th-I ey MEI._IDT' 33

e D M |:|
) Extended (1) Partition (40403 2

| few/nde (2eclor 13,500,389 CLoginfa ||| Dismiss

Unallocated Data (31 5kEQ L — -
fevhde (Sector 15,566985) - ) S = :

fe= FAT3Z LBA (c) Partition (456483 GEB) FS: FATIZ [my stum)
SRR fevided [ : )

Unallocated Data (11.67 ME)
JHewie Seclit 17 ade 27l

O IDE-sCSI

BTG BCEIGIOIM

_ {_g_gv{spdli! EEJ.E:.:.!:!"EHBI‘IHEIZD Id:0 Lurn:n
™
en USB
@ STORX AXIS (125.00 MEB) F5 FATIE [«
27 fdewssda Bus:1 Channeko 1d:0 Lun:0 [+
p— e Y 7 T W‘
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Screenshots

Show Tasks;

Currant Tasks =
m(m’ Searching: /dev/hdel
40941 Remaining 2125 MBol7423GB|

Filesystem Study  Funring...

Sf—u'- '5— Y Studying: /dev/hdal
OPlpPToliessly & & & & & & & &V IS

Acquire  Funning. . miEs

ﬁ/ Ifg'“ Acquiring: fdev/hdad

0:13:20 Remaining 58.50 MB of 2.007 GB |

Wipe | Funcing... Jim
et Wiping: /devfsda

0:00:19 Femaining - — 19,69 MB of 31.00 MB!

Pmm | Running. . (=]

[=] Pugins X
Show Plugins: | All Plugins &
Tr@ Message Digest Algorithm, RFC 1321 (MDS) |~
o ASR Data (info@asrdata.com) bt
CRC32 v0.1 =
& Cyclic Redundancy Check (CRC32)
Py ASR Data (infoi@asrdata.com)
Bap2 v0.7
BZipZ Compression
ASR Data (info@asrdata com) —
EWCompress v0.2
Expert Witness Compression
ASE Data (infoi@asrdata.com)
GZip v05
GZip Compression (RFC 1952)
g ASR Data (infoi@asrdata.com)
@ BeFS v0.3
: \ BeFS Filesystem |
= —wnm ASHE Data (Infoi@asrdata.com) -
| e FYT3 will3 ik

@j“i Hashing: /devda2

00804 Remaining 14575 MB of 2.007 GB|

EC-Council

%‘-fﬁ} Loading Floppy Devices...

Epemtiogirogiins 3 4 & & & & & & & & & 4l
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Screenshots

_f Configure r Image 1 rDeuice 1 !

_Llsing 100.0%- 3097 ME ato Cete, Filters: e
L FATI6 {6) Partition (30.97 ME) F3: FAT1E (thumb) |
RO, /ou/sda] [ ——— : HEHEF G i A

f-”‘ Acquire to [»] 1 [&] image file(s).
Hash Protocols: [] SHA1 [ MDS [] CRC3Z

@ Clone to [=] 1 [+] storage device(s).

Cancel

Copyright © by EC-Council
EC-COUHC” All rights reserved. Reproduction is strictly prohibited




Screenshots

File Cases Log Help

r oforage Devices | Case: Austin 1523

[) IMAGES -
ke Thumb drive (30.37 ME) i F&: FATTE (thumb) RO: fSMART/mnif7-0 0
~'| foMARHsasacfduedin 1373 Thiymb drive.image.001
_ T mage b s
Filesystem [ | Unmount
COpy. Browse
Authenticate | Terminal Herg :
Wiew Data copy Mount Point
SEArch... ShABRT b
Itmpot lmaige... i
e — —— :
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Screenshots

EC-Council

| Storage Devices | |

@ IDE/ATA

@ HHKTDH Bl
meumda

debidhina

File Cases Log Her

@ configure unallocated...

Include what classes of unallocated data? (Your choice
here will remain in effect until SMART Is closed, devices ara
rescanned, or you reconfigure unalloc ated).

[¥] Pure Unallocated [v] &ctive File Slack
[v] Deleted Files [v] Deleted File Slack

[<T>

Primary Master |

=en fdey/hdal

et fdev/hda?

g Linux (83) Partition (2.007 GB)

s Loy (83Y Partition (2 007 GBY

F5: EXT3 (blueshif) RW: /

ES EYTARHT 2 Rl fontfeandhoy

——— ————
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Screenshots

|_|_E| Eearcl:'l-ing fdevfhidal
Using 100.0% 21457 GEato Do Filters: N-onf
%?EFT‘: gzﬁ?hf;i;m (7) Partition (21487 GE) studied: NTFS;E
_E._gwe This Term 1 auto-Export: (ClCk to E__r]_z_t__tg_l_g] -
Iatch Reges | mytrology| | B Ignore Case |—
Sawe Thiz Term 1 Suto-E=port (Click to Enahble] [=]
fdatch Regex |‘-H|:IIII\.3-:|:1"-H11\.3-:ED‘-:~1&1 Resta) | [+] Igrore Case
Pre-select [0 || B & | (Oats desaing up fo the match ofset)
Moat Scloct |1 FAD & | (Safa sfarding o e s afSel, 1 sodcls ad maloding dpies)
save This Tern 1 Auto-E=port: (Clck to Enabla] [x]
Start Regex | =2 5PNF | Il Ignare Case
End Regex: | =252 55 0Fw=id | [¥] lanare Case
Frirl mateh must he within MR £ | of Startmatch, or | selert fallhark range <
Fallback Range: KB & | (A vatee of & Wil seloct aif Bytes matching e ot rogex.)
i
-
Cancel search
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Penguin Sleuth

® The Penguin Sleuth Kit is a bootable
Linux distribution based on KNOPPIX.

® Itis the collection of some very useful
tools, including The Coroner’s Toolkit
(TCT), Autopsy, and The Sleuth Kit, as
well as penetration testing and virus
scanning tools.

® It offers a GUI environment, as well as the
good, old-fashioned command line
environment fitting the novice user to the

experienced user.
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Tools Included in Penguin Sleuth Kit

Sleuth Kit - Command Line Forensic Tools

Autopsy - Part of Sleuth Kit

Foremost - Command line data carving tool

Glimpse - Command line data indexing and searching tool

Wipe - Command line utility to securely wipe hard drives and files
Etherape - Visual network monitor

Fenris - Multipurpose tracer

Honeyd - Command line honypot program

Snort - Command line network intrusion tool

Dsniff - Command Line network auditing and penetration testing tools

John The Ripper - Command Line Password Cracking tool

© ® ®© ® ®© ©®© ® ®©® ® ©®© 0 ©

Nikto - Webserver scanner

Lopyrigntw py cu-wuuncil
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Tools Included in Penguin Sleuth Kit

(cont’d)

Nbtscan - Command-line tool that scans for open NETBIOS nameservers

Xprobe - Command line remote operating system fingerprinting tool
Ngrep - Command line Network grep Function

Nemesis - Command Line network packet injector

Fragroute - Command line network intrusion testing tool

Fping - Command line multiple host ping utility

TCPtraceroute - Command line traceroute TCP packages
TCPReplay - Command line utility that replays a TCP dump
Nessus - Graphical Security Scanner

Ethereal - Graphical Network analyzer

Netcat - Command line tool to read and write over network

© ® ®© ® ®© ©®© ® ®©® ® ©®© 0 ©

TCPdump - Command line tool that dumps network traffic
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Tools Included in Penguin Sleuth Kit

(cont’d)

Hping2 - Command line packet assembler / analyzer
Ettercap - Command line sniffer / interceptor / logger for Ethernet networks
Openssh - Secure remote connection utility

Kismet - Graphical wireless network sniffer

AirSnort - Graphical wireless network intrusion tool

GPG - Encryption utility

OpenSSL - Secure remote connection utility

Lsof - Command line utility that lists all open files

Hunt - Command line TCP / IP exploit scanner

Stunnel - SSL connection package

ARPwatch - Command line Ethernet monitor

Dig - Command line tool for querying domain name servers

© ®© ® ® ®© ®© © ©®© ®© ©®© ©®© @ 6

Chkrootkit - Looks for signs of root kit
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Forensix

® The goal of the Forensix ("4N6") Project is to allow a system to be
monitored so that, in the event of a security compromise, it is easy to
track the compromise back to its source and recover from it.

Source: http://forensix.sourceforge.net/

® Forensix performs a complete kernel event audit on the target system
and streams the high-definition audit trail to a backend database that
has been optimized for reconstruction queries.

® Functions:

e Accurately replaying any and all system compromises.

e Determining what specific data (such as credit card numbers) has been accessed on
the system as a result of a compromise.

e Automatically determining what modifications have been made to a system by an
illicit user.

e Selectively "undo"-ing illicit system modifications.
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Maresware

® Linux Forensics provides tools for investigating computer records
while running the LINUX operating system on Intel processors.

® Maresware is useful to all types of investigators, including law
enforcement, intelligence agency, private investigator, and corporate
Internal investigators.

® This software enables discovery of evidence for use in criminal or civil
legal proceedings.

® http://www.dmares.com/maresware/linux_forensics.htm
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Major Programs Present in Maresware
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Captain Nemo

® Widely used by law enforcement personnel, forensic
Investigators, and network administrators. Captain Nemo
enables you to access any Linux drive from your Windows

computer, without requiring a network setup.

® Just connect the Linux drive to your machine, and Captain
Nemo will let you mount your Linux partitions in Windows.

® You can read, search, and view all your Linux files and copy
them to your Windows drive.

® Supports ext2fs and ext3fs

Copyright © by EC-Council
All rights reserved. Reproduction is strictly prohibited

EC-Council




Screenshot

EC-Council

¢ Captain Nemo - The Win95,98/MNT-Novell-Ntfs-Linux Multi Platform File Manager
File Edit Help
RREGE o B BER (GO P 4
|.f1‘n.II Directones |E:'~.*.*
;ﬂ 3% Floppy [&:] I arne | Size | Type | Date | 2t |
"G [ Documents and Settings File Folder 1/18/2007 143148 d
- D] [ fefBcTed2add 37403600, . File: Folder 149/2007 110056 .. _d__
e HALS_S IPOD [E) ) iplapData FieFalder  1/17/2007 105424 . _d___
g NS on 12810 (0 | e FleFolder  1/18/2007 31336 PM _d_hr
[T Program Files File: Folder 14242007 3114 P _d__ 1
[ RECYCLER File Falder 1A18/2007 7-41:28 M _d sh
25 Systom Wolurme triomation File: Falder 1A8/2007 311:50PM _d sh_
[ WwWINDOMWS File Falder 1/24/2007 83132 PM - _d
|5 wmpub File Folder 1842007 1:33184aM 4
[F]aUTOEXEC.BAT OKB windows B..  1/18/2007 1:38:44 M 2
Bbget—ucu 1KB Configuratio..  1/18/2007 20238 P a__shi_
COMFIG.5YS OKB  System file 1A8/2007 1:38:44 AM 5
0eys OKB  System file 1A8/2007 1:38:44 80 8 shi_
MEDOS S OKB  System file 1A8/2007 1:38:44 AM & shi_
FluTnETECT SO 48KE  Application 1A8/2007 268:50 PM & shi_
il 296 KB System file 1A18/2007 258:50 PM & shi_
pagehleayus 1610613 KB System file 1/22/2007 42640 PM a__sh
tpl T26 KB File 1/22/2007 4:44:36PM &
Hp01 4KB  1File 1/22/2007 44436 PM 5
Hpl.2 4KB  2File 1/22/2007 4:44:36PM &
Hpl.3 T2EKBE  3File 142202007 4:44:3BPM &
Memoty in use: 1536244 |Un|icenseu:| Evaluation Copy |1612413412 bytes in 21 objects 5
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THE FARMER'S BOOT CD

® THE FARMER'S BOOT CD allows you to

examine hard disks directly from Linux,

® Boots most any x86 system and mounts file

systems in a forensically sound manner.

® Preview data using a single, unified graphical
user interface (GUI).

® Acquire media after you've previewed the data
and found it pertinent to your investigation.

® http://www.forensicbootcd.com
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Screenshots

Hle Misc Help

BVICES eflle N0 s k3 15 1] N k3 Al nve r IC5 Viewer CENse
Devi file | Windows Logs | Web History | Catalog | Linux Logs | Date Converter | Graphics i Li

All file systems currently recognized by the Linux kemel are shown below. Click on any unmounted file system to mount it. Click
on it again to unmount it. Right-click on any mounted or unmounted file system to view available options. Note that options wyill
change depending upon the mount status. All non-Delve mounted file systems cannot be unmounted within Delve. All
Delve-mounted file systems are mounted read-only. If you add a device to your system wait a few moments and then click on
the RESCAN FILE 3¥YSTEMS button to view file systems on that device. Mote that if you remove a device the Linux kemel may
hold onto that device information, including partitions and file systems, until you force it to rescan by also clicking the RESCAN
FILE 3¥STEMS button.

_1 3how all file systems Rescan file systems

Awvailable file systems

sda? Copyright @2007 farmerdude All rights reserved.
HPFS/NTES . L .
For inclusion in EC-Council CHFI course only. —1 Show all file systems
Thmoun ted
Z} Available file systems
sdal l |I
=
EXT3 ! l__ Mount
Howmt ——
4 sdat Mount as type P

HPFS/N Undelete Files
Unmown File System Info
MD5 Authentication

(=1 sHA1 Authentication
— 1
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Screenshots

Hle Misc

BVICES eflle NOA0W s 5 (B3 1] MU = al nve r ics Viewer CENSE
Devi file | Windows Logs | Web History | Catalog | Linux Logs | Date Converter | Graphics vi L

Pagefile
This application will read the "pagefile.sys" file and extract E-mail addresses and Intermet URLs from the file.

Mavigate to the mounted file system you wish to search, choose your output file location, and click the PARSE button.

Pagefile location |fmnt-*sdazfpageﬂle.sys Browsse ... |
Output file location |ﬂmprerefpageﬂle Browse ... |
Stop Pagefile |
68% done

File Edit Search Options Help

}#########################################################
Pagefile.url - URLs found

Copyright @2007 farmerdude All rights reserved. For inclusion in H
Occurrences Data Of fsets

3 www.google.com 10789736, 10970736, 109397476

2 http://www.google.com/search?g= 12365972, 14105608
2 www.google.com/tools/swg2/update?auv=1&r=4&up=306&p
1 www.l.google.com 10979616

1 http://dl.google.com/swg/0.0.0.0/wontdownload 1100
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Screenshots

File Misc Help

Devices efile | Windows Logs | Weh Histo Catalo Linux Logs | Date Converter | Graphics Viewer | License
q ry g L rap

Windows Logs

This application will scan the targeted file system for key Windows log files. You can then view files of interest by clicking on
them in the results pop-up windovs.

MNavigate to the mounted file system you wish to search, choose your output file location, and click the PARSE button.

Copyright @2007 farmerdude All rights reserved. For inclusion in EC-Council CHFI course only.

Search location |s‘m nt'sdazs Browse ...

Output file location |ﬂmprere Browse ...

Stop

2/39600; fmntfsdaziMWINDOW S5y stem 32 iconfigisystemprofile/Local Settings/Temporary Internet Files

fimp/Delve/SysEvent.Evttxt | %

fimp/DelvefAppEvent.Evt.ixt
fimp/DelvefSecEvent.Evt.txt
fimp/DelvefinfoZ_results.txt

[

-

-
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Screenshots

Fle Misc Help

Devices yjefile | Windows Logs | Web Histo Catalo Linug Logs | Date Converter | Graphics Viewer | License
! ! g ry alog g raj ] ;

Web History

This application will scan the targeted file system looking for Mozilla, Internet Explorer, and Opera cookie and history files.

Navigate to the mounted file system you wish to search, choose your output file location, and click the PARSE button.

Copyright @2007 farmerdude All rights reserved. For inclusion in EC-Council CHFI course only.

History file location |fmnt-’sda2f Browse ...

Output file location |f‘tmprere Browse ...

i

File Edit Search Options Help

'COOKIE KEY COOKIE VALUE DOMAIN PATH COOKIE SET DATE COOKIE EXPIRE  FILENAME

PREF 1D=eee74e01el152f24:TM=1148641237:L.M=1148641237 : 5=al fuBOFXPWgQeR7_

UIb {DBZ21BA72-B582-49B3-BE6GA - OCBBADATAALE} updateservice.sonic.com/ 2007—01—24i

google.com

EC-Council

File Edit Search Options Help

URL MODIFIED TIME  ACCESS TIME TYPE DIRECTORY
Visited: Administrator@about :Home 2006-11-14 22:28:567
Visited: Administrator@about :Home 2006-11-14 22:28:567

HTTP HEADERS FILENAME
2006-11-14 22:28:562 URL

2006-11-14 22:28:562 URL

[+]
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Screenshots

File Misc

EVICES efle MO0ves = 1= 1] N = Al Nnve| I ics Viewer CEnse
Devi file | Windows Logs | Web History | Catalog | Linux Logs | Date Converter | Graphics Vi Li

Catalog

This application will scan the targeted file system looking for the file types you select. You may select from the top level File
Extensions groups, or click on the ADVAMCED button for more granular capabilities.

After selecting the file types of interest navigate to the mounted file system you wish to search, choose your output file location,
and click the SEARCH button.

Copyright @2007 farmerdude All rights reserved. For inclusion in EC-Council CHFI course only.

Search location |fmnt

Documents: W doc W pdf _jpps _ippt ) rtf | sxc | sxi | sxw _|txt | xIs
Output file location |ftmprelvefu:atalog_results.m 5

Executables: _hat jcom _jdat jdll jexe _ilib _ipl _ish
File Extensions: _i Documents _| Executables _| Graphic| Graphics: | bmp _| gif & jpeq W jpg _| png _| Uff _| xpm

Video: _Jasf _javi | mov _| mpeg _| mpg _| wmv

Start Date (mm/ddyyyy) [01/01/2007
End Date (mmiddfyyyy) [02/20/2007

Advanced | Other (space separated) |pst
_I lentify files by header
Search

Lo ] cancal |

Accessed Date

N .
| Filename | Size I Modified Date

‘ | | fDocuments and Settings/kosmo/My Documents/My Picturesfimg001.jpy 1252604  Tue Jan 2 15:19:00 2007 GMT? Mon Jan 29 19:03:36 20

fDocuments and Settings/kosmo/My Documents/My Picturesimg002.jpg 303024165 Tue Jan Z 15:53:13 2007 GMT? Mon Jan 29 193:03:36 20
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Screenshots

File Misc Help

Devices efile | Windows Logs | Wehb Histo Catalo Linug Logs | Date Converter | Graphics Viewer | License
g ry q g Fap

Linux Logs

This application will scan the targeted file system looking for key Linux log files. You can then view files of interest by clicking
on them in the results pop-up window.

Mavigate to the mounted file system you wish to search, choose your output file location, and click the SEARCH button.

Copyright @2007 farmerdude All rights reserved. For inclusion in EC-Council CHFI course only.

Search location I.-’ Browse ...

Output file location Is’tmprelveflinuxlngs_results.bct Browse ...

I

fietc/init.d/cron Y
ffetcfpam.dfcron
fhome/ffammerdude/.bash_history
fhomeffarmerdude/Downloadsroot!.bash_history

firoot{.bash_history
fivarflog/cupsfaccess_log

fivarflogfcupsierror_log
[18r152700: #uswsre/linueheaders-2.6.17-11-generic/include/canfig/fs2 fivarflogfinstallerfsyslog
fivarflogfmessages
fivarflogfsyslog

Stop

-
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Summary

® Linux imparts greater control, flexibility, and power as a
forensics tool.

® Linux has a number of simple utilities that make imaging
and basic analysis of suspect disks and drives easier.

® Linux cannot identify the last sector on hard drives with
odd number of sectors.

® There are several popular Linux tool kits that provide GUI
as well for convenience.
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“Cinderella got married and lived happily ever after
until she got back from her honeymoon
and stepped on the scales.”
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“How can anyone say we're not a green company?
We’ve been dumping green stuff in the river for years!”
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