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Module Objective

This module will familiarize you with the following:

Terminology

Boot loadersBoot loaders

Boot sectors

i bBasic system boot process

MSDOS boot process

Windows XP boot process

Linux boot process
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Macintosh boot process



Module Flow

T i l i B  L dTerminologies Boot Loader

Basic System Boot Process Boot Sector

Windows XP boot processDOS boot process

Mac boot process Linux boot process
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Terminologies

Booting
• Booting is a process that starts operating systems when the user turns on a computer system.

BootstrapBootstrap
• Bootstrap may be defined as a simple program that actually begins the initialization of the 

computer's operating system.

BIOS
• Basic Input/Output System or Basic Integrated Operating SystemBasic Input/Output System or Basic Integrated Operating System.
• Performs booting process.

CMOS
• Complementary  metal oxide semiconductor (CMOS) is a widely used type of semiconductor.
• Computers contain a small amount of battery powered CMOS memory to hold the date  time  and • Computers contain a small amount of battery-powered CMOS memory to hold the date, time, and 

system setup parameters.

Boot Sequence
• It is the set of operations the computer performs when it is switched on that load an operating 

system.

Cold boot (Hard boot)
• Starting  computer from a powered-down, or off, state.

Warm boot (Soft boot) 
• Restarting computer that is already turned on via the operating system  
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Restarting computer that is already turned on via the operating system. 



Boot Loader

It is a small program that loads the operating system into the computer’s memory when 

h   i  b dthe system is booted.

A basic bootloader has following 

eight instructions:

0: set the P register to 8. 

1: check paper tape reader1: check paper tape reader 
ready. 

2: if not ready, jump to 1. 
3: read a byte from paper tape 

reader to accumulatorreader to accumulator.
4: if end of tape, jump to 8. 
5: store accumulator to address      

in P register. 
6 i t th P i t
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6: increment the P register. 
7: jump to 1.



Boot Sector

A boot sector is a sector of a hard disk, floppy disk, or similar data 

storage device that contains code for bootstrapping programs.

Each valid boot sector has two bytes (0x55AA), called a boot sector 

signature, at the end of the sector. 

There are two major kinds of boot sectors:j

• Volume Boot Record

– It is first sector of a data storage device that has not been partitioned or first g p

sector of an individual partition on a data storage device that has been 

partitioned.
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– It contains code to load and invoke the operating system or other standalone 

program installed on that device or within that partition.



Boot Sector (cont’d)

Master Boot Record
It is first sector of a data storage device that • It is first sector of a data storage device that 
has been partitioned.

• It contains code to locate the active 
partition and to invoke its Volume Boot p
Record. 

• Master  boot record contains the following 
structures:

M t  P titi  T bl– Master Partition Table

It is a small bit of code, referred as a table, 
that contains a complete description of the 
partitions that are contained on the hard 
di k   

MBR record in hex and ASCII 

disk.  

– Master Boot Code

The master boot record is the small bit of 
computer code that the BIOS loads and 
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p
executes to start the boot process.



Anatomy of MBR
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Basic System Boot Process

After the computer’s power is turned on:

The system clock generates a series of 

clock ticks which initializes CPU. 

CPU looks to the system's startup 

program in the ROM BIOS for its first 

i iinstruction.

First instruction is to run the power-

 lf t t (POST)  i   on self test (POST), in a 

predetermined memory address.

POST checks the BIOS chip and then 
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POST checks the BIOS chip and then 

tests CMOS RAM.



Basic System Boot Process (cont’d)

If there is no battery failure, POST 

h k  h  i i d h d  checks the inventoried hardware 

devices (video cards), secondary 

storage devices (hard drives and 

floppy drives), ports and other 

hardware devices, (keyboard and 

mouse) to ensure they are functioning mouse) to ensure they are functioning 

properly.

CPU initialization is completed if 

everything is fine.

BIOS looks in to the CMOS chip to 
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find the drive where OS is installed. 



Basic System Boot Process (cont’d)

BIOS then checks the boot record of 
drive to find the beginning of the OS drive to find the beginning of the OS 
and the subsequent program file that 
initializes the OS. 

OS i  i  fil  i   f  BIOS copies its files into memory after 
OS initialization. 

OS takes over control of the boot 
process. 

OS performs another inventory of the 
system's memory and memory system s memory and memory 
availability and loads the device drivers 
that it needs to control the peripheral 
d i  h   i t   
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devices, such as a printer, scanner, 
optical drive, mouse and keyboard. 



MS-DOS Boot Process
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MS-DOS Boot Process

After the computer’s power is turned on:

BIOS initiate Power On Self Test (POST). It 

performs following actions:

• Initializes keyboard and other system 

hardware, such as the video card. ,

• Tests the computer's RAM memory.

Checks disk drives• Checks disk drives.

• Attempts to find a valid operating 

t  
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system. 



MS-DOS Boot Process (cont’d)

If all goes well in POST test,  

BIOS search for the File IO.SYS (INPUT OUTPUT SYSTEM) in the 

ROOT Directory and loads it into RAM. ROOT Directory and loads it into RAM. 

IO.SYS provides services for peripherals such as printers, modems, 

disk drives  etc  disk drives, etc. 

IO.SYS loads file called MSDOS.SYS which is an extension of ROM or 

BIOS.

MSDOS.SYS acts as a gateway for the communication between DOS 
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and BIOS.



MS-DOS Boot Process (cont’d)

MSDOS.SYS searches and loads CONFIG.SYS file.

CONFIG.SYS stores system configurations.

CONFIG.SYS is processed and executed.

MSDOS.SYS loads COMMAND.COM program file into memory.

COMMAND.COM is a command Interpreter which contains all the 

internal DOS instructions such as DIR, CD, CLS, etc.internal DOS instructions such as DIR, CD, CLS, etc.

COMMAND.COM, finally, searches and loads another optional file 

ll d AUTOEXEC BAT d  i
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called AUTOEXEC.BAT and executes it.



Windows XP Boot Process
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Windows XP Boot Process

After power supply is switched on:

Power supply performs a self-test and sends the Power 

Good signal to the processor.

Timer chip stops sending reset signals to the processor 

allowing the CPU to begin operations.

CPU l d  h  ROM BIOS i   ROM  CPU loads the ROM BIOS starting at ROM memory 

address FFFF:0000.

ROM BIOS contains a JMP (jump) instruction that points ROM BIOS contains a JMP (jump) instruction that points 

to the actual address of the ROM BIOS code.

ROM BIOS performs a basic test of central hardware to 
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ROM BIOS performs a basic test of central hardware to 

verify basic functionality.     



Windows XP Boot Process (cont’d)

The BIOS searches for adapters that may need to load 

their own ROM BIOS routines  their own ROM BIOS routines. 

Start-up BIOS routines scan memory addresses 

C000:0000 through C780:0000 to find video ROM.

ROM BIOS checks to see if this is a 'cold-start' or a 

'warm-start‘. 

If this is a cold-start the ROM BIOS executes a full If this is a cold start the ROM BIOS executes a full 

POST (Power On Self Test). If this is a warm-start the 

memory test portion of the POST is switched off.

POST can be broken down into two components:  

• Video Test initializes the video adapter.

• Video adapter tests the video card and video memory and 
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displays configuration information or any errors.



Windows XP Boot Process (cont’d)

BIOS locates and reads the configuration 

information stored in CMOSinformation stored in CMOS.

BIOS examines the disk for a Master Boot Record 

(MBR). 

With a valid MBR loaded into memory, BIOS 

transfers control of the boot process to the 

partition loader code. 

Partition loader or boot loader examines the 

partition table for a partition marked as active.

Partition loader then searches the very first sector Partition loader then searches the very first sector 

of that partition for a boot record. 

The active partition's boot record is checked for a 

valid boot signature and if found the boot sector 
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valid boot signature and if found the boot sector 

code is executed as a program.  



Windows XP Boot Process (cont’d)

NTLDR, a hidden system file in the root directory of the system y y y

partition, controls loading of Windows XP in four stages:

I iti l B t L d  Ph  • Initial Boot Loader Phase 

– NTLDR switches the processor from real-mode to protected mode which places 

th   i  bit  d  d t   i   the processor in 32-bit memory mode and turns memory paging on. 

– It then loads the appropriate mini-file system drivers to allow NTLDR to load files 

f   titi  f tt d ith  f th  fil  t  t d b  XPfrom a partition formatted with any of the files systems supported by XP.

– If the file BOOT.INI is located in the root directory NTLDR will read it's contents 

into memory
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into memory.



Windows XP Boot Process (cont’d)

Operating System selection 

• If BOOT.INI contains entries for more than one 

operating system NTLDR will stop the boot 

sequence at this point, display a menu of 

choices, and wait for a specified period of time 

for the user to make a selection.

• Pressing F8 at this stage of the boot sequence to 

display various boot options including "Safe 

Mode" and "Last Known Good Configuration” 
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(in Windows NT, 2000, or XP ).



Windows XP Boot Process (cont’d)

• Hardware Detection 

– If the selected operating system is XP, NTLDR locates and loads the 

DOS based NTDETECT COM program to perform hardware detection  DOS based NTDETECT.COM program to perform hardware detection. 

– If this computer has more than one defined Hardware Profile, NTLDR 

will stop at this point and display the Hardware Profiles/Configuration 

Recovery menu. 

– After selecting a hardware configuration NTLDR begins loading the XP 

kernel (NTOSKRNL.EXE). 
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Windows XP Boot Process (cont’d)

• Configuration Selection

NTLDR now loads device drivers that are marked as boot devices  With the – NTLDR now loads device drivers that are marked as boot devices. With the 
loading of these drivers NTLDR relinquishes control of the computer. 

– NTOSKRNL goes through two phases in its boot process.

phase 0:phase 0:

– XP disables interrupts during phase 0 and enables them before phase 1.

– The HAL is called to prepare the interrupt controller.

phase 1:

– All Executive subsystems are reinitialized in the following order:
1. Object Manager  

2. Executive

3. Microkernel

4. Security Reference Monitor

5. Memory Manager

6. Cache Manager

7. LPCS

8 I/O Manager
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8. I/O Manager

9. Process Manager



Windows XP Boot Process (cont’d)

I/O Manager starts loading all the systems driver files.

it first finishes the loading of boot devices  it first finishes the loading of boot devices. 

it assembles a prioritized list of drivers and attempts to 

load each in turn.

launches the Session Manager Subsystem (SMSS).g b y ( )

SMSS loads the win32k.sys device driver which 

implements the Win32 graphics subsystem.

win32k.sys switches the screen into graphics mode.

Services Subsystem starts all services mark as Auto Start.

Once all devices and services are started the boot is 

deemed successful and this configuration is saved as the 

d fi iLast Known Good Configuration. 

The logging process is started by the WINLOGON.EXE 

file.

Local Security Authority (LSASS EXE) process displays 
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Local Security Authority (LSASS.EXE) process displays 

the logon dialog box. 



Li  B t PLinux Boot Process
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Common Startup Files in UNIX

.bashrc 
h b h h ll h fil i h ll i hi h i• For the bash shell. The file is a shell script, which means it can 

contain commands and other programming constructs.

.bash profile.bash_profile
• For the bash shell. Another shell script. The difference between 

this script and .bashrc is that .bash_profile runs only when you log 
in. It was originally designed so you could separate interactive in. It was originally designed so you could separate interactive 
shells from those run by background processors like cron.

.cshrc
• For the C shell or tcsh. The file is a shell script using C shell 

construct. 
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Source: http://www.unix.org.ua/orelly/linux/run/ch04_15.htm



Common Startup Files in UNIX (cont’d)

.login
h h ll h h fil i h ll i i h ll• For the C shell or tcsh. The file is a shell script, using C shell 

constructs. Like .bash_profile in the bash shell, this runs only when 
you log in. 

 .emacs 

• For the Emacs editor. Consists of LISP function.

.exrc
• For the vi editor (also known as ex). Each line is an editor 

command.

.fvwm2rc 
• For the fvwm2 window manager. Consists of special commands 

interpreted by fvwm2
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interpreted by fvwm2.

Source: http://www.unix.org.ua/orelly/linux/run/ch04_15.htm



Common Startup Files in UNIX (cont’d)

.twmrc 
h i d i f i l d• For the twm window manager. Consists of special commands 

interpreted by twm. 

.newsrc 
• For news readers. Contains a list of all newsgroups offered at the 

site. 

Xdefaults .Xdefaults 
• For programs using the X Window System. Each line specifies a 

resource along with the value that resource should take. 

i i  .xinitrc 
• For the X Window System. Consists of shell commands that run 

whenever you log into an X session. 
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Source: http://www.unix.org.ua/orelly/linux/run/ch04_15.htm



List of Important Directories in UNIX

/bin
• The most essential Unix commands, such as ls.The most essential Unix commands, such as ls.

/usr/bin
• Other commands. The distinction between /bin and /usr/bin is arbitrary; it was a 

convenient way to split up commands on early Unix systems that had small disks.

/usr/sbin
• Commands used by the superuser for system administration.

/boot
i  h  h  k l d h  fil  d d i  b i   i  d• Location where the kernel and other files used during booting are sometimes stored.

/etc
• Files used by subsystems such as networking, NFS, and mail. Typically, these 

contain tables of network services, disks to mount, and so on., ,

/var
• Administrative files, such as log files, used by various utilities.

/var/spool
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/ / p
• Temporary storage for files being printed, sent by UUCP, and so on.

Source: http://www.unix.org.ua/orelly/linux/run/ch04_16.htm



List of Important Directories in UNIX 
(cont’d) (cont d) 

/usr/lib
• Standard libraries  such as libc a  When you link a program  the linker always • Standard libraries, such as libc.a. When you link a program, the linker always 

searches here for the libraries specified in -l options.

/usr/lib/X11
• The X Window System distribution. Contains the libraries used by X clients, as well y y ,

as fonts, sample resources files, and other important parts of the X package. This 
directory is usually a symbolic link to /usr/X11R6/lib/X11.

/usr/include
S d d l i  f i l d  fil  d i  C  h  di h• Standard location of include files used in C programs, such as <stdio.h>.

/usr/src
• Location of sources to programs built on the system.

/usr/local
• Programs and data files that have been added locally by the system administrator.

/etc/skel

EC-Council
Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited

• Sample startup files you can place in home directories for new users.

Source: http://www.unix.org.ua/orelly/linux/run/ch04_16.htm



Linux Boot Process
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Source: http://www-128.ibm.com/developerworks/library/l-linuxboot/index.html



Linux Boot Process Steps

Step 1: The Boot Manager

• It is responsible for starting the booting process. 

Step 2: init

• This process initializes the booting  This process initializes the booting. 

Step 2.1: /etc/inittab 

• It provides the 4 fields as id, runlevels, action and process.

Step 3: Services 

• It selects the services.

St  4  M  i itt b Step 4: More inittab 
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Step 1: The Boot Manager

Boot manager is a small program that resides mostly on the MBR.

It displays a menu letting user to choose what operating system (if more 

than one OS) to boot.

LILO i  th   b t l d  i  Li  It f  th  f ll i  LILO is the common boot loader in Linux. It performs the following 

tasks:

• Loads the kernel into the memory directly from the physical sector oads t e e e  to t e e o y d ect y o  t e p ys ca  secto  

on a hard disk.

• Optionally loads a ramdisk called initrd containing stuff like disk 

drivers.

• Passes the kernel arguments like run level and init.

f h k l
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• Starts execution of the kernel.



Step 1: The Boot Manager (cont’d)

The kernel is responsible for recognizing and including all the hardware 

into the system. 

The last task of the kernel is to mount the root partition.

The root partition is specified in LILO as a parameter. Then it starts the 

first process, which is usually called INIT.p , y

The messages that show the point where the kernel ends and the 

programs begin looks like this:programs begin looks like this:

• VFS: mounted root (ext2fs) filesystem read-only (still Kernel)

INIT  V i  X XX b ti  ( l d  INIT)

EC-Council
Copyright © by EC-Council

All Rights Reserved. Reproduction is Strictly Prohibited

• INIT: Version X.XX booting (already INIT)



Step 2: init 

Boot loader passes control to /sbin/init.

Linux init will then read a file called /etc/inittab.

Run level 

• A runlevel is a state for the system. Usually 0, 1, 2, 3, 4, 5, 

6 and S. 

• For example, pass init=/bin/sh to the kernel, and then a plain 

shell would be used.
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Step 2: init (cont’d)

Now, INIT checks which program has to be started next.

It executes si:I:wait:PROGRAM. This may lead to any one or all of the 

following:

• Startup of a server

• Startup of shell 

• Network connection 

• Making the partitionMaking the partition

In general PROGRAM stands for /etc/rc.d/init.boot or 

/sbin/init.d/boot.
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/ / /



Step 2.1: /etc/inittab

1:2345:respawn:/sbin/mingetty tty1

They have four fields, separated by colons.

id

• This has no real meaning  but should be different for each line  can This has no real meaning, but should be different for each line, can 
be one to four characters.

runlevels

l hi li li l l d• For example, 2345 means this line applies to runlevels 2,3,4 and 5.

action

• Action of the line.Action of the line.

process

• A command to be executed.
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runlevels

# The runlevels used by RHS are:

#   0 - halt (Do NOT set initdefault to this)

#   1 - Single user modeg

#   2 - Multiuser, without NFS (The same as 3, if you do not 
have networking)

# 3 Full multiuser mode#   3 - Full multiuser mode

#   4 - unused

#   5 - X11

#   6 - reboot (Do NOT set initdefault to this)
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Step 3: Services 

Services are specified here 

/etc/init.d/ or 

/etc/rc.d/init.d

Some services support more or less 

commands, but all support stop, start, 

and restart. 

For each runlevel, there's a list of 

services that should be started, and a list 

of services that should be stopped. 
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Step 4: More inittab

Now init will get all lines with action respawn for the 

desired runlevel and start their processes. 

respawn commands are restarted when they end  so they respawn commands are restarted when they end, so they 

will be running well all the time as long as you are in run 

level 5level 5.

Finally, system is booted and ready to login. 
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Macintosh Boot Process
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Mac OS X

Mac OS X is based on BSD Darwin 

engine.

MAC OS X uses HFS+ file system.

Mac OS X has nothing like the 

/etc/init.d directory. Instead, 

it finds its startup items in either 

/System/Library/StartupIt

ems (for system startup items) or 

/Library/StartupItems (for 
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locally-installed startup items).



Mac OS X Hidden Files 

In Unix, a file can be made invisible by prefixing its name 
i h    i  / lwith a ., as in /.vol.

HFS+ (a file system used by Mac OS) files and directories 
have a hidden attributes that can be set using SetFile have a hidden attributes that can be set using SetFile 
command.

SetFile -a V SomeFile
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Booting Mac OS X
(Supported on non-Intel Macs) (Supported on non Intel Macs) 

Booting in Mac OS X depends g p

on three steps:

• Mac's  Open Firmware 

• Bootloader

• Boot up sequence

Open Firmware can be Open Firmware can be 

started by pressing cmd-opt-

O-F. 

A boot loader can load 

kernels from various file 

systems
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systems.



Screenshot

Directory Listing

Boot from TFTP Server
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Mac OS X Boot Options

Command-S Boot into Single User Mode. 
Command-V Boot using "Verbose" mode (shows all kernel and startup Command-V Boot using Verbose  mode (shows all kernel and startup 
console messages). 
X Reset startup disk selection and boot into Mac OS X Server. 
Shift Boot into "Safe Boot" mode  which runs Disk First Aid  A reboot Shift Boot into Safe Boot  mode, which runs Disk First Aid. A reboot 
will be required afterward.
Option Boot into Open Firmware to select a boot device. 
Command-Option-Shift-Delete Bypass internal harddrive on Co a d Opt o S t e ete ypass te a  a dd ve o  
boot.
T Boot into Firewire target disk mode. 
C Boot from the internal optical drive. p
N Start from the Network (NetBoot). 
Command-Option-P-R Reset Parameter RAM (PRAM) and non-
volatile RAM (NVRAM).
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(mouse button) Eject (internal) removable media. 



The Mac OS X Boot Process

Mac OS X uses boot loader to perform the boot process.

Th  M  OS X B t P  i l  i  tThe Mac OS X Boot Process involves various steps:

1. Starts the OpenFirmware which Looks for a boot device.

2. OpenFirmware loads ’tbxi’ (BootX) file from partition.p ( ) p

3. It executes BootX which,

– Reads root partition from nvram.

– Loads mach kernel from the device.

– Copies Mac OS X device drivers from partition into memory.

Disables all address translations– Disables all address translations.

– Starts Mac OS X mach kernel.

4. Mach kernel begins its boot process.
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5. Mac OS X desktop is loaded.



Installing Mac OS X on Windows XP

Set path for prom_driver_graphic.

St t d li k i t llStart and click install.

Can customize the installation.

Virtual machines like PearPC  is used to install Mac OS X on Windows XP.

PearPC is a way to get the OS X running in very less time span.

Source: http://pearpc.sourceforge.net
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PearPC

Capable of running most Capable of running most 

PowerPC OS.

B h    li t  Behave as a client on 

certain operating systems.

Limitations:

• Performs well on 

small architectures.

• Inaccurate timings.
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MacQuisition Boot CD by BlackBag

MacQuisition forensic acquisition tool utilized to image Mac’s suspect 
drives using the suspect’s own system safely and easily.drives using the suspect s own system safely and easily.

Features:

• Identify the suspected device(s).

f h f d l d l h• Configure the image of destination location directly over the 
network.

• Can use Command line.

• Log case, exhibit and evidence tracking numbers and notes.

• Generate MD5 hashes automatically.

• Hash and block size customization with extension naming.Hash and block size customization with extension naming.

Source: http://www blackbagtech com
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Source: http://www.blackbagtech.com



MacQuisition
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Macintosh Forensic Software by BlackBag

The BlackBag Macintosh Forensic Software is a unique set of 19 tools that 

id  f i  i  i h  fl ibl   i  i hi  hi h  provide forensic examiners with a flexible, open environment within which to 

perform their analysis.

The Suite works within Mac Classic environments 8.1 - 9.2 and OS X.9

The applications are designed to efficiently carve and copy the most pertinent 

sectors of a target hard drive speeding the examiners analysis time, while 

ensuring a thorough investigation of the drive.

Major applications contained within the suite are:

Directory Scan• Directory Scan.

• FileSpy.

• HeaderBuilder
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Directory Scan 

Directory scan enables Directory scan enables 

you to create a directory 

listing of a volume or g

specific folder.

This scan will quickly 

retrieve all active file 

information (including 

invisible files) from a 

mounted volume.
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FileSpy 

FileSpy enables you to py y

obtain a quick preview 

of any file by 

displaying the ASCII 

text for that file.

You can move the file  You can move the file, 

sector by sector, jump 

to the start or end of a 

sector, or jump to any 

specific sector within 

th  fil
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HeaderBuilder

HeaderBuilder enables 

  b ild h  h d  f you to build the header of 

specific files.

It reads the first 32 bytes It reads the first 32 bytes 

of each file.

The header CRC will 

calculate a 32 bit CRC 

check sum of the first 32 

bytes of the file and create bytes of the file and create 

an MD5 checksum of the 

entire file.
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Carbon Copy Cloner (CCC)

CCC makes the following tasks simple by harnessing the Unix power 

built into Mac OS X:

• It is a simple, complete, bootable backup of hard drive.

• It can upgrade to a larger hard drive with minimal hassle and 

without reinstalling OS and all of your applications.

• It can move entire Mac OS X installation to a new computer  • It can move entire Mac OS X installation to a new computer. 

• It can setup a regular backup regimen that occurs in the 

background, even if you are not logged in.

• It runs pre and post-flight shell scripts.

• It can modify the list of items to be removed at the end of a clone.
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Carbon Copy Cloner: Screenshot
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Carbon Copy Cloner: Screenshot
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MacDrive6

M D i  i  th  lti t  MacDrive is the ultimate 

solution for sharing files 

between Mac OS and 

Windows, perfect for graphic 

design, audio, video, 

d i  di i l education, digital 

photography, publishing, word 

processing, CAD/CAM, p g, / ,

database administration.
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MacDrive6: Screenshot
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MacDrive6: Screenshot
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MacDrive6: Screenshot
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MacDrive6: Screenshot
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MacDrive6: Screenshot
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Summary

Booting is a process that starts operating systems when 
h      the user turns on a computer.

Boot loader is a small program that loads the operating 
system into the computer’s memory when the system is system into the computer s memory when the system is 
booted.

Boot sector is a sector of a hard disk, floppy disk, or , ppy ,
similar data storage device that contains code for 
bootstrapping programs.

M  B  R d i  fi   f  d   d i  Master Boot Record is first sector of a data storage device 
that has been partitioned.

Mac OS X is based on BSD Darwin engine
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Mac OS X is based on BSD Darwin engine.
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