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Module Objective

This module will familiarize you with the following:

® Terminology

©® Boot loaders

©® Boot sectors

® Basic system boot process
® MSDOS boot process

® Windows XP boot process
® Linux boot process

® Macintosh boot process
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Terminologies

O]

O]
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Booting
e Booting is a process that starts operating systems when the user turns on a computer system.

Bootstrap

» Bootstrap may be defined as a simple program that actually begins the initialization of the
computer's operating system.

BIOS
e Basic Input/Output System or Basic Integrated Operating System.
e Performs booting process.
CMOS
e Complementary metal oxide semiconductor (CMOYS) is a widely used type of semiconductor.

e Computers contain a small amount of battery-powered CMOS memory to hold the date, time, and
system setup parameters.

Boot Sequence

e Itisthe set of operations the computer performs when it is switched on that load an operating
system.

Cold boot (Hard boot)
e Starting computer from a powered-down, or off, state.

Warm boot (Soft boot)
* Restarting computer that is already turned on via the operating system.
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Boot Loader

® Itis asmall program that loads the operating system into the computer’s memory when

the system is booted.

indows Advanced Options Menu

® A basic bootloader has following

Safe Mode with Networking
ei ht instructions_ Safe Mode with Command Prompt
g) - Enable Boot Logging
Enable VGA Mode
Last Known Good Configuration (your most recent settings that worked)

- = Directory Services Restore Mode (Windows domain controllers only)
O: set the P register to 8. Debugg ing Hode
- Start Windows Normally
1: check paper tape reader Reboot _
Return to OS Choices Menu

ready.
2. 1T not ready, jump to 1.

3: read a byte from paper tape
reader to accumulator.

4: 1T end of tape, jump to 8.

5: store accumulator to address
in P register.

6: Increment the P register.
7- jump to 1.

se the up and down arrow keys to move the highlight to your choice.
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Boot Sector

® A boot sector is a sector of a hard disk, floppy disk, or similar data

storage device that contains code for bootstrapping programs.

® Each valid boot sector has two bytes (Ox55AA), called a boot sector

signature, at the end of the sector.

® There are two major kinds of boot sectors:

 Volume Boot Record

— Itis first sector of a data storage device that has not been partitioned or first
sector of an individual partition on a data storage device that has been

partitioned.

— It contains code to load and invoke the operating system or other standalone

program installed on that device or within that partition.
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Boot Sector (cont’'d)

® Master Boot Record

e Itis first sector of a data storage device that
has been partitioned.

e |t contains code to locate the active
partition and to invoke its Volume Boot
Record.

e Master boot record contains the following
structures:

— Master Partition Table

It is a small bit of code, referred as a table,
that contains a complete description of the
partitions that are contained on the hard
disk.

— Master Boot Code

The master boot record is the small bit of
computer code that the BIOS loads and
executes to start the boot process.

EC-Council

QFFSET 01 23 4567 89 A4E CDETF
000000 fa33c0Se dObocO07c ShL45007 SO1ffbhfc

000030 ch75efocd 188b145bh 4c028hes 83c6l0fe +
000040 ch741a80 3c0074f4 hefhOtac 3c00740kL *
000050 S6kkb0700 b40ecdll Seebflebh febfOS0O0 +
000060 bhoO7chs 010257cd 135£730c 353c0cdl3 *
000070 4f£75edbe &a306ebd3d heciZO0ohf fe7d513d *
Flou.....|..Inval*
*id partition tab¥*
¥le.Error loading?®
0000k0 Z06E£70685 V2617469 6e672073 79737465 +
*m.Missing operatc?*
Fing SYSTEM. ... *
0000e0 QOOOD000 0OOO000000 00000000 QOQO00OOo0 *

000030 55ax75c? ShfSeall 7000042 6e76616c
000090 69642070 61727469 74696f6e 20746162
O000a0 6c650045 72726£72 Z06c6fel 64696267

o000c0 6d004des 7373696e 67Z06f£70 65726174
0oo00d0 69626720 VITITITE 656d0000 00000000

Qoo0f£0 TO 0001laf SAME AS ABOVE

0001k0 00000000 Q0000000 QDO0o000 Qoo0s00L *
0001c0 01000604 fefS3e00 00000673 04000000 *
0001d0 00000000 00000000 00000000 Q0000000 *
O001e0 00000000 Q0000000 00000000 Q0000000 +*
O001£0 00000000 Q0000000 00000000 000055aa *

*0123456799LECDEF *
LRI IS -0 - S
000010 hf0006LS 0001fZaS eald0600 O0bekeO? *
000020 h304803c S0740e80 3c00751c S3c610fe *

operating syste®

MBR record in hex and ASCII
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Anatomy of MBR

EC-Council

Master boot record

448
bytes Bootloader
a7 Partition 1
64 Partition 2
bytes Partition table —
2 - - Partition 4
bytes — Magic Number s
- -7 - ) ) . N
Partition riion 1
flag " | StartCHS Pl EndCHS | Start LBA -
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Basic System Boot Process

After the computer’s power is turned on:

» PGuru Utility

® The system clock generates a series of |5 R Ee

» Advanced BIOS Features

clock ticks which initializes CPU.

» Advanced Chipset Features

» Integrated Peripherals

® CPU looks to the system's startup PR Rinponcnt Sotip
program in the ROM BIOS for its first |
F18 : Save & Exit Setup
inStrUCtiOn F6 : Save PROFILE To BIOS

»

Phoenix - AwardBIOS CMOS Setup Utility

PnP/PCI Configurations
Load Fail-Safe Defaults
Load Optinized Defaults
Set Passuord

Save & Exit Setup

Exit Without Saving

td++ :Select Iten
(1925KE-HB3627-6ATIFA1BC-14)

F?

: Load PROFILE From BIOS

0C Guru & ABIT EQ ...

® First instruction is to run the power-
on self test (POST), ina

predetermined memory address.

® POST checks the BIOS chip and then
tests CMOS RAM.
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Basic System Boot Process (cont’'d)

® If there is no battery failure, POST —
) ) Copyright [C) 1984-98, Aardvark Software Inc.
checks the inventoried hardware wwagg?k
devices (video cards), secondary P
Copyright (C) 1984-98, Aardvark Software Inc.
storage devices (hard drives and e

Detecting IDE Sacondary Slava ... Nona

floppy drives), ports and other
hardware devices, (keyboard and
mouse) to ensure they are functioning

properly. e AR

® CPU initialization is completed if
everything is fine.

® BIOS looks in to the CMOS chip to
find the drive where OS is installed.
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Basic System Boot Process (cont’'d)

® BIOS then checks the boot record of
drive to find the beginning of the OS
and the subsequent program file that ¢ Boot Flogmy sequeace fron the
Initializes the OS.

® BIOS copies its files into memory after
OS initialization.

i Select Screen
Select Iten
Change Option
General Help
‘Save and Exit
Exit

gIa1s

® OS takes over control of the boot
Process.

® OS performs another inventory of the
system's memory and memory
availability and loads the device drivers
that it needs to control the peripheral
devices, such as a printer, scanner,
optical drive, mouse and keyboard.
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MS-DOS Boot Process

Microsoft
MS-DOS
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MS-DOS Boot Process

After the computer’s power is turned on:

® BIOS initiate Power On Self Test (POST). It

performs following actions:

e Initializes keyboard and other system

hardware, such as the video card.
e Tests the computer's RAM memory.
e Checks disk drives.

e Attempts to find a valid operating

system.

EC-Council

—  American

— Megatrends

cRl = I:.uiun; Fentiun (K D CAJ 3. 266GH=
Spend @ 1M B Coznt : 2

Fresa DEL to rum Setup

Initializing USH Controllers .. Dome.
182498 X

) Fmerfcas Megatrends, Inc.
Frd -3 -G00 L 090 1811166 1445 - 5P = WIZ25000 - Y 2XC
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MS-DQOS Boot Process (cont’d)

If all goes well in POST test,

® BIOS search for the File 10.SYS (INPUT OUTPUT SYSTEM) in the
ROOQOT Directory and loads it into RAM.

® 10.SYS provides services for peripherals such as printers, modems,

disk drives, etc.

® 10.SYS loads file called MSDOS.SYS which is an extension of ROM or
BIOS.

® MSDOS.SYS acts as a gateway for the communication between DOS

and BIOS.
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MS-DQOS Boot Process (cont’d)

® MSDOS.SYS searches and loads CONFIG.SYS file.

® CONFIG.SYS stores system configurations.

® CONFIG.SYS is processed and executed.

® MSDOS.SYS loads COMMAND.COM program file into memory.

® COMMAND.COM is a command Interpreter which contains all the

Internal DOS instructions such as DIR, CD, CLS, etc.

® COMMAND.COM, finally, searches and loads another optional file
called AUTOEXEC.BAT and executes it.

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




Windows XP Boot Process

Wmdows"p

C unci
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Windows XP Boot Process

After power supply is switched on:

® Power supply performs a self-test and sends the Power
Good signal to the processor.

® Timer chip stops sending reset signals to the processor
allowing the CPU to begin operations.

® CPU loads the ROM BIQOS starting at ROM memory
address FFFF:0000.

® ROM BIOS contains a JMP (jump) instruction that points
to the actual address of the ROM BIOS code.

® ROM BIOS performs a basic test of central hardware to
verify basic functionality.
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Windows XP Boot Process (cont’'d)

® The BIOS searches for adapters that may need to load ComgH (G 19649, ARtk St
. . wfog_f}_
their own ROM BIOS routines. s 11 G0 s &/ _w
WT“ + 163840K OK EFA POLLUTION PREVENTER
® Start-up BIOS routines scan memory addresses Copyight (01964196, Archak Socrs .
) . Detecting IDE Primary Mastar . - . WDC WD200EB-00CSF0
C000:0000 through C780:0000 to find video ROM. o Al D LS

Detecting IDE Secondary Slave ... None

® ROM BIOS checks to see if this is a ‘cold-start’ or a

‘warm-start'.

® Ifthisis a cold-start the ROM BIOS executes a full

Prass DEL to enter SETUP

POST (Power On Self Test). If this is a warm-start the 10/30/2000-440B-DD- 2ASSKD20E 00

memory test portion of the POST is switched off.

® POST can be broken down into two components:
e Video Test initializes the video adapter.

* Video adapter tests the video card and video memory and

displays configuration information or any errors.
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Windows XP Boot Process (cont’'d)

® BIOS locates and reads the configuration
information stored in CMOS.

® BIOS examines the disk for a Master Boot Record
(M BR) . Master boaot
routine
® With a valid MBR loaded into memory, BIOS
transfers control of the boot process to the THenty  |Bosisamamus
Start head
partition loader code. L
System signature
- . . End head
® Partition loader or boot loader examines the raritten End et
nd cylinder
partition table for a partition marked as active. e
2nd entry
® Partition loader then searches the very first sector 3rd entry
dth entry
of that partition for a boot record. identfication
code

® The active partition's boot record is checked for a
valid boot signature and if found the boot sector
code is executed as a program.
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Windows XP Boot Process (cont’'d)

® NTLDR, a hidden system file in the root directory of the system

partition, controls loading of Windows XP in four stages:

e |nitial Boot Loader Phase

— NTLDR switches the processor from real-mode to protected mode which places

the processor in 32-bit memory mode and turns memory paging on.

— It then loads the appropriate mini-file system drivers to allow NTLDR to load files

from a partition formatted with any of the files systems supported by XP.

— If the file BOOT.INI is located in the root directory NTLDR will read it's contents

into memory.

) Copyright © by EC-Council
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Windows XP Boot Process (cont’'d)

g o di dvanced Options Menu
® Operating System selection : i
: Hufnhj- h!:ith rf».?-iu1j|1:-l-:i'|'1|_f_.p_
 If BOOT.INI contains entries for more than one ot e

Enable Boot Logging

2store Mode (Windows domain controllers only)

Operatlng SyStem NTLDR Wl” StOp the boot !_-:': - & _i!:ll.ll'd!..iljll {your most recent settings that worked)

sequence at this point, display a menu of

Use the up and down arrow keys to move the highlight to your choice.

choices, and wait for a specified period of time

for the user to make a selection.

e Pressing F8 at this stage of the boot sequence to
display various boot options including "Safe
Mode" and "Last Known Good Configuration”

(in Windows NT, 2000, or XP).
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Windows XP Boot Process (cont’'d)

e Hardware Detection

If the selected operating system is XP, NTLDR locates and loads the

DOS based NTDETECT.COM program to perform hardware detection.

If this computer has more than one defined Hardware Profile, NTLDR
will stop at this point and display the Hardware Profiles/Configuration

Recovery menul.

After selecting a hardware configuration NTLDR begins loading the XP

kernel (NTOSKRNL.EXE).
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Windows XP Boot Process (cont’'d)

e Configuration Selection

— NTLDR now loads device drivers that are marked as boot devices. With the
loading of these drivers NTLDR relinquishes control of the computer.

— NTOSKRNL goes through two phases in its boot process.

phase O:
— XP disables interrupts during phase O and enables them before phase 1.
— The HAL is called to prepare the interrupt controller.

phase 1:

— All Executive subsystems are reinitialized in the following order:
Object Manager

Executive

Microkernel

Security Reference Monitor

Memory Manager

Cache Manager

LPCS

1/0 Manager

© 0Nk wDdE

Process Manager
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Windows XP Boot Process (cont’'d)

£t )

| Conzole |

® 1/0 Manager starts loading all the systems driver files.

rindow Manager Graphics
® it first finishes the loading of boot devices. Device

[nterface

® itassembles a prioritized list of drivers and attempts to T T

Mizc. environment

load each in turn. | [ funeton: TR |DrimJI
® launches the Session Manager Subsystem (SMSS). oo o
® SMSS loads the win32k.sys device driver which * Kernel Mode
implements the Win32 graphics subsystem. | Executive Services |
® win32k.sys switches the screen into graphics mode. | Microkemel |

| HAL |

®  Services Subsystem starts all services mark as Auto Start.

® Once all devices and services are started the boot is
deemed successful and this configuration is saved as the
Last Known Good Configuration.

Unauthorized access will rezult in prozecution!

® The logging process is started by the WINLOGON.EXE
file.

User name:

® Local Security Authority (LSASS.EXE) process displays —
the Iogon dlalog bOX I [0]'4 ] [ Cancel ] [ShutDown...] [Optic-ns < ]
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Linux Boot Process
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Common Startup Files in UNIX

® .bashrc

e For the bash shell. The file is a shell script, which means it can
contain commands and other programming constructs.

® .bash_profile

e For the bash shell. Another shell script. The difference between
this script and .bashrc is that .bash_profile runs only when you log
In. It was originally designed so you could separate interactive

shells from those run by background processors like cron.

® .cshrc

e For the C shell or tcsh. The file is a shell script using C shell
construct.

Source: http://www.unix.org.ua/orelly/linux/run/ch04_15.htm
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Common Startup Files in UNIX (cont’'d)

® .login

e For the C shell or tcsh. The file is a shell script, using C shell
constructs. Like .bash_profile in the bash shell, this runs only when

you log in.
® .emacs

e For the Emacs editor. Consists of LISP function.

© .exrc
e For the vi editor (also known as ex). Each line is an editor
command.
® .fvwma2rc

e For the fvwm2 window manager. Consists of special commands
Interpreted by fvwm?2.

) Source: http://www.unix.org.ua/orelly/linux/run/ch04_15.htm Copyright © by EC-Council
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Common Startup Files in UNIX (cont’'d)

® .twmrc

e For the twm window manager. Consists of special commands
Interpreted by twm.

® .Newsrc

e For news readers. Contains a list of all newsgroups offered at the
site.

® .Xdefaults

e For programs using the X Window System. Each line specifies a
resource along with the value that resource should take.

® .Xinitrc

e For the X Window System. Consists of shell commands that run
whenever you log into an X session.

Source: http://www.unix.org.ua/orelly/linux/run/ch04_15.htm
Copyright © by EC-Council
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List of Important Directories in UNIX

® /bin
e The most essential Unix commands, such as Is.

® /usr/bin

e Other commands. The distinction between /bin and /usr/bin is arbitrary; it was a
convenient way to split up commands on early Unix systems that had small disks.

® /Jusr/sbin
e« Commands used by the superuser for system administration.
® /boot
» Location where the kernel and other files used during booting are sometimes stored.

® /[fetc

» Files used by subsystems such as networking, NFS, and mail. Typically, these
contain tables of network services, disks to mount, and so on.

® /Jvar
e Administrative files, such as log files, used by various utilities.

® /var/spool
e Temporary storage for files being printed, sent by UUCP, and so on.
Source: http://www.unix.org.ua/orelly/linux/run/ch04_16.htm
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List of Important Directories in UNIX

(cont’d)

® /Jusr/lib

e Standard libraries, such as libc.a. When you link a program, the linker always
searches here for the libraries specified in -1 options.

® /Jusr/lib/X11

 The X Window System distribution. Contains the libraries used by X clients, as well
as fonts, sample resources files, and other important parts of the X package. This
directory is usually a symbolic link to /usr/X11R6/lib/X11.

® /usr/include
e Standard location of include files used in C programs, such as <stdio.h>.

® Jusr/src
e Location of sources to programs built on the system.

® /fusr/local
 Programs and data files that have been added locally by the system administrator.

® /Jetc/skel
e Sample startup files you can place in home directories for new users.
Source: http://www.unix.org.ua/orelly/linux/run/ch04_16.htm
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Linux Boot Process

Fower-up / Resat

System startup

Stage 1 bootloader

Stage 2 bootloader

Kemel

Init

Operation

Source: http://www-128.ibm.com/developerworks/library/I-linuxboot/index.html

EC-Council

BIOS / BootMonitor

Master Boot Record

LILO, GRUB, etc.

Linux

User-space
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Linux Boot Process Steps

® Step 1: The Boot Manager
e |tis responsible for starting the booting process.
® Step 2: init
e This process initializes the booting.
® Step 2.1: /etc/inittab
e It provides the 4 fields as id, runlevels, action and process.
® Step 3: Services
e It selects the services.
® Step 4: More inittab

) Copyright © by EC-Council
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Step 1: The Boot Manager

® Boot manager is a small program that resides mostly on the MBR.

® It displays a menu letting user to choose what operating system (if more
than one OS) to boot.

® LILO is the common boot loader in Linux. It performs the following
tasks:

e Loads the kernel into the memory directly from the physical sector
on a hard disk.

e Optionally loads a ramdisk called initrd containing stuff like disk
drivers.

e Passes the kernel arguments like run level and init.

e Starts execution of the kernel.
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Step 1: The Boot Manager (cont’d)

® The kernel is responsible for recognizing and including all the hardware

Into the system.
® The last task of the kernel is to mount the root partition.

® The root partition is specified in LILO as a parameter. Then it starts the

first process, which is usually called INIT.

® The messages that show the point where the kernel ends and the

programs begin looks like this:
 VFS: mounted root (ext2fs) filesystem read-only (still Kernel)

e INIT: Version X.XX booting (already INIT)

) Copyright © by EC-Council
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Step 2: Init

® Boot loader passes control to /sbin/Zinit.

® Linux init will then read a file called Zetc/inittab.

® Run level

e Arunlevel is a state for the system. Usually 0, 1, 2, 3, 4, 5,
6 and S.

e For example, pass init=/bin/sh to the kernel, and then a plain
shell would be used.
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Step 2: init (cont’d)

® Now, INIT checks which program has to be started next.

® Itexecutes si:l:wait:PROGRAM. This may lead to any one or all of the
following:

e Startup of a server

e Startup of shell

e Network connection
e Making the partition

® In general PROGRAM stands for /etc/rc.d/init.boot or
/sbin/init.d/boot.
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Step 2.1: /etc/inittab

1:2345:respawn:/sbin/mingetty ttyl
® They have four fields, separated by colons.
® 1d
e This has no real meaning, but should be different for each line, can
be one to four characters.
® runlevels
e For example, 2345 means this line applies to runlevels 2,3,4 and 5.
® action
e Action of the line.
® process
e« A command to be executed.
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runlevels

# The runlevels used by RHS are:

# 0 - halt (Do NOT set i1nitdefault to this)
# 1 - Single user mode

# 2 - Multiuser, without NFS (The same as 3, 1T you do not
have networking)

3 - Full multiuser mode

4 - unused

5 - X11

6 - reboot (Do NOT set i1nitdefault to this)

H H O
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Step 3: Services

File Actions t Runlewvel Help

@®Services are specified here Tr o @

© Start Stop Restart
Currently Running in Runlewvel: 5 Editing Runlevel: 5

/etC/i n i t - d/ Or anacron [~]  Description

O tch script to apply cpu microcode
arpwatc

- - atd
/etc/rc.d/init.d 2 st
[ firstboot
5 gpm
®Some services support more or less prables
keytable
commands, but all support stop, start,
1 lisa

Ipd

and reStart- bl e Z;i:’:’lnsir.dfmicrocode_crl:

L1 mysqld reading microcode status is not
[ named yet supported

network

®For each runlevel, there's a list of O nfs

[] nscd
[1 ntpd

services that should be started, and a list o

rawdevices

Y

[ saslauthd

of services that should be stopped. 0 smand

[ smb
] snmpd -
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Step 4: More Inittab

® Now initwill get all lines with action respawn for the

desired runlevel and start their processes.

® respawn commands are restarted when they end, so they
will be running well all the time as long as you are in run

level 5.

® Finally, system is booted and ready to login.
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Macintosh Boot Process

p

Mac OS X

Version 10.3.9
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Mac OS X

File or Directory Description
@ M aC OS X iS based On BS D Darwi n .D5_Store This file contains Finder settings.
.Trazhes This directory contains files that have been dragged to the Trash.
vol/ This directory maps HFS+ file ID= to files.
Applications/ This directory holds all your Mac 0S5 X applications. Check out its Utilitiess subdirectory

eng i ne. for lots of fun stuff

Dezktop DB, Desktop DF  The Classic Mac O3 desktop database.

Desktop Folder/ The Mac OS5 S desktop folder.
. Developer/ Apple's Developer Tools and documentation. Only available if you have installed the
® MAC OS X uses HFS+ file system.
Library/ Support files for locally installed applications, among other things.
Network) Network-mounted Application, Library, and Users directories, as well as a Servers directory.
Shared Items/ Use by Mac OS S to share items between users.
@ M aC OS X has noth i ng I i ke the System Folder/ The Mac OS5 § System Folder.
System, Contains support files for the system and system applications, among other things.
Temporary Items/ Temporary files used by Mac 05 5.

TheVolumeSettingsFolder/ | This directory keeps track of details such as open windows and desktop printers.

/etc/init.ddirectory. Instead,

Users/ Home directories.

- - - - - - WM Storage Mac 05 g virtual memary file.

It fl ndS ItS Startu p Items I n e Ithe r Volumes/ Contains all mounted filesystems.
automount/ This directory handles static NFS mounts.

_ bin/ Contains essential system binaries.

/Syste m/L I b ra ry/Sta rtu p I t cores/ g—g;{:‘jdiﬁn:hpiss adri’fespoz:.l;l?:ls E_:f;lil; t;s_l:gs limit and bash/=sh's ulimit commands), they will be

dev/ This directory contains files that represent various devices.
- etc/ This directory contains system configuration files.

ems (fo r SyStem Startu p ItemS) Or lost+found This directory stores orphaned files discovered by fscl.

mach This iz a symbolic link to the /mach.sym file.
- mach.sym Kernel symbols.

/L I b ra ry/Sta rtu p I tems (fo r mach_kernel The Darwin kernel.
private/ Contains the tmp, var, etc, and cores directories.
zhin/ Executables for system administration and configuration.

locally-installed startup items). ey fles |
usr/ This directory contains BSD Unix applications and support files.
var/ This directory contains frequently modified files such as log files.
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Mac OS X Hidden Files

® In Unix, a file can be made invisible by prefixing its name
with a ., as in /.vol.

® HFS+ (afile system used by Mac OS) files and directories
have a hidden attributes that can be set using SetFile
command.

® SetFile -a VvV SomeFile
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Booting Mac OS X

(Supported on non-Intel Macs)

® Booting in Mac OS X depends
on three steps:

e Mac's Open Firmware
e Bootloader

» Boot up sequence

® Open Firmware can be
started by pressing cmd-opt-
O-F.

® A boot loader can load
kernels from various file
systems.

EC-Council

1. The following command prints the device tree:

3

££8804580: Scpus

£f8810€8 SBPowerBC, TEOR0
££881488 FlZ—cache
£fB88Z148: /chosen

££882388: /memory@0d
££882c50: fopenprom
f£2B82828: Jolient—serwvices

2. The following command gives you information about installed RAM;

0 » dev /memocry .properties ok

rEme mEmoryY

device type memory

reg 00000000 10000000
10000000 10000000

slot-nemes 0Qa000o03

SODIMMO S JZ5LOWER
SCDIMMI1 S JZEULDER

DDE S5DRaM
DDE SDRaM
BC2700U-253320
BC2700U-253320

dimm-types

dimm-speeds

Copyright © by EC-Council
All Rights Reserved. Reproduction is Strictly Prohibited




Screenshot

® Directory Listing

0 > dir hd:?
Size/ T
bytes date time
cldB 12725/ 3 4:25:2E5
15¢ 89/12/ 3 20:41:5%
585824 12725/ 3 o:45: &

File/Dir

Hame

.D5_Store
.hidden
hotfiles bBtree

® Boot from TFTP Server

bBoot enet:<server IFB» «<file>_ <my IE>»;<subnet?>, ;<gateway IE>

EC-Council
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Mac OS X Boot Options

©

Command-S Boot into Single User Mode.

Command-V Boot using "Verbose" mode (shows all kernel and startup
console messages).

X Reset startup disk selection and boot into Mac OS X Server.

® Shift Boot into "Safe Boot" mode, which runs Disk First Aid. A reboot
will be required afterward.

Option Boot into Open Firmware to select a boot device.

Command-Option-Shift-Delete Bypass internal harddrive on
boot.

T Boot into Firewire target disk mode.
C Boot from the internal optical drive.
N Start from the Network (NetBoot).

Command-Option-P-R Reset Parameter RAM (PRAM) and non-
volatile RAM (NVRAM).

(mouse button) Eject (internal) removable media.

O]

O]

®© ©

®© ®© ® ©

O]
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The Mac OS X Boot Process

® Mac OS X uses boot loader to perform the boot process.
® The Mac OS X Boot Process involves various steps:
1. Starts the OpenFirmware which Looks for a boot device.
2. OpenFirmware loads 'tbxi’ (BootX) file from partition.
3. It executes BootX which,
Reads root partition from nvram.
Loads mach kernel from the device.
Copies Mac OS X device drivers from partition into memory.
Disables all address translations.
Starts Mac OS X mach kernel.
4. Mach kernel begins its boot process.
5. Mac OS X desktop is loaded.
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Installing Mac OS X on Windows XP

Set path for prom_driver_graphic.

Start and click install.

Can customize the installation.

Virtual machines like PearPC is used to install Mac OS X on Windows XP.

© © @ 0 ©

PearPC is a way to get the OS X running in very less time span.

Source: http://pearpc.sourceforge.net
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® Capable of running most
PowerPC OS.

®Behave as a client on

certain operating systems.
@Limitations:

e Performs well on

small architectures.

e lInaccurate timings.

EC-Council

X| _| I:I| PearPC 0.1 - [F12 enables mouse]

[ @ Finder File Edit View Go Window Help 4 MonS:36PM |

1 Change CD |
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MacQuisition Boot CD by BlackBag

® MacQuisition forensic acquisition tool utilized to image Mac’s suspect
drives using the suspect’s own system safely and easily.

©® Features:
e ldentify the suspected device(s).

e Configure the image of destination location directly over the
network.

e Can use Command line.

e Log case, exhibit and evidence tracking numbers and notes.
e Generate MD5 hashes automatically.

e Hash and block size customization with extension naming.

Source: http://www.blackbagtech.com

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




MacQuisition

nen MacQuisition STEP 5 - Imaging/Status Information
STEF: 5 L\ Input/Output Errors j
Acguisition Log:
Hard Drive Capacity: R Reporting Options :
Case Comments: 5
Source Device: /dev/disk0 ATA FUJITSU MHT2080AT - 74.53 GB BD | A system nfo
source Device Size: 80026361856 Bytes 156301488 Sectors ; E OReg Info
Destination Device: '
Destination Partition MountPoint: ~ | Create SigFile
Destination Path: /CASE_2005-05-11_165651/Images/IMAGE_0001 ol —
¥
B ERL
Progress information
1 \
: . Back
Start Time: --:--1-- | ; ( )
F Cancel )
Estimated Finish Time: --:=-:-- Time Remaining: --:--:-- i
- [ e
= )
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Macintosh Forensic Software by BlackBag

® The BlackBag Macintosh Forensic Software is a unique set of 19 tools that
provide forensic examiners with a flexible, open environment within which to
perform their analysis.

® The Suite works within Mac Classic environments 8.1 - 9.2 and OS X.

® The applications are designed to efficiently carve and copy the most pertinent
sectors of a target hard drive speeding the examiners analysis time, while
ensuring a thorough investigation of the drive.

® Major applications contained within the suite are:
e Directory Scan.
* FileSpy.

e HeaderBuilder.
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Directory Scan

. a5 E DirectoryScan 1.0
® Directo ry scan enables i e T r
i | FireBase2 '#1|  Select | ||| Choose... L_
- Mame Path ' DSize RSize Creator Type
ou to create adirectory [, T mTTTTTTT Size | RSize | Creator | Type
OO0OMove&Rename FireBase2: (0 OMove&Rename: 0. 0. MALCS fold
I - t - f I | D5_Store FireBased: D5 _Store 0006 0. oooa oooa
1[0 FireBase2:. Trashes:0: 0. 0. MACS fald
[7] 501 FireBase2: . Trashes 501: . [ MACS a
IStINg OT a volume or ] fold
7] .Trashes FireBase2: . Trashes: 0. 0. MALCS fold
" Desktop Printer Utility FireBase Apple Extras:Apple LaserWrite..0.515 0068 dipu APPL
S peC I fl C fo I d e r . Apple Laser'Writer Software  FireBase2 Apole Extras:Apple LaserWrite...0. 0. MALCS fald
About AppleScript FireBase Apple Extras AppleScriptabo.. 0009 0,003 ttxt ttro
AppleScript Guide Firefase? Apple Extras AppleScriptappl . 0001 0,002 reno poca
. . . About Automated Tasks FireBase Apple Extras AppleScript:Auto. 0003 0,001 text ttro
Add Alias to Apple Menu Firefase Apole Extras:AppleSeriptAuto.. 0. 0.008 dple APPL
@ T h IS Scan WI I I q u I Ckly Share a Folder FireBased Apple Extras:AppleScript:Auto.. 0. 0,023 dplt APFL
Share a Folder (no Guest) FireBase Apale Extras:AppleSeriptAuts.. 0. 0,023  dple APPL
- I I - f_ I Start File Sharing FireBased Apple Extras:AppleSeript:Auto.. 0. 0.006  aplt APFL
Stop File Sharing FireBase Apple Extras: ApplescriptAuto.. 0. 0.004  aplt APFL
ret r I eve a aCt I Ve I e Automated Tasks Firefase? Apple Extras:AppleScriptAuto.. 0. 0. MALCS fald
About More Automated Tasks FireBase? Apole Extras: AppleScriptMor.., 0002 0,001 ixe ttro
- - - - Alert When Faelder Changes  FreBase? Apale Extras:AppleSeript:Mor... 0. 0,036 dple APPL
Information (including poeon ot Sl [kt et 0 it
I yrchronize Foldars in Apgle Extras: riptMor... 0. . o
|| More Automated Tasks FireBased Apple Extras:AppleSeript:Mor... 0. 0. MALCS fald
= A = | | Seript Editor FireBase Apple Extras AppleScriptScip. 0372 0,092 Toys APFL
I nV I S I b I e fl I eS) fro m a | | AppleSeript FireBase? Apple Extras:AppleScript: 0. 0. MALCS fald
||| AutoMatch FireBase Apole Extras:ColorSync Extras_..0. 0,031 aplt APFL
| || Build profile info web page  FreBase2: Apple Extras:ColorSyne Extras...0. 0,017  dple APPL
m OU ntEd VO I U m e . Total size: 462572804 Bytes (441.14 MB)
|:| Fath: absolute Path
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FileSpy

806 FileSpy: BFLreceipies.rtf
bl ) ASCII Filter

Obtain a qUiCk preVieW {irtflymaciansicpgl0000 cocoartF100 gm

® FileSpy enables you to |

{\Fonttbl\ FOs Fswiss\ Feharset 77 ArialMT AP Fawiss\ Feharset 77 Arial-BoldMT:\F2\froman'\fcharset 77
TimesMewRomanP5MT,;

1 H
Of any flle by {icolorthl yred255green255blue2 55 reddgreent blued;}

\margl 14400 margr 1440 vieww 0004 viewh 3000 viewkind 0

- - di xSRI Ex1GEDY i Ex33E00I i i ExSEO0NERE1G0IxE
d|Sp|ay|ng the ASCI I :T\:rn:::falﬂ'\tﬂﬁﬂ"\tﬂ F0Nix 22400 i 28000 ix3 3000 ix 30200 i 4480 ix 5040 i SE00ixB1R0\ixET20Y

. WFOVFs26 Yef D Awesome Egg McMuffin,
!

teXt for that fl Ie' 1 Oat Bran english muffin',

2 egg white 1 whaole egg',

1/2 slice of Healthy Choice Cheese!,

= 1 slice of mesguite turkey breastiget at any delid',
@ You Can move the fl Ie, in one bowl take eggs mix together, in ceramic cereal bowl, spray seme pam (eggs don\'d5t stick), put
eggs in microwave for 2min 30sec depending on wattage. toast yvour muffin while egg is cooking (add
. some butter buds te muffin for taste)Then add egg, cheese, turkey (or other choice of lean meat) You
Sector by SeCtor Jump would think you were eating an Egg McMuffin from McDonaldy'dSs, but hardly any Fat. 1t°d5Ss truly
] awesomellll

Y

to the start or end of a t

Y
Artichoke & Egg),

Sector’ Or ju m p to any Spray the bottom of a small corningware with Pam.\,

1 P | P
Set asside’, illa
In a separate nonstick pan, sautee half onionin 2 ¥ 2
Y o 3 . nne tahlesnnnn af nlive nil until thev are fleart
SpeCIfIC SeCtor Wlth I n Path: iData:Personal Docs:Bodyforlife:BFLreceipies rif
5 Forks Code
the fl Ie Data: 3394 Type: %) Data Fork Current Sector: 1
Resc: 0O Creator: () Resource Fork 1 |—}| l?{”{”}u}ﬂ
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HeaderBuilder

® HeaderBuilder enables
you to build the header of
specific files.

® It reads the first 32 bytes
of each file.

® The header CRC will
calculate a 32 bit CRC
check sum of the first 32
bytes of the file and create
an MD5 checksum of the
entire file.

EC-Council

HeaderBuilder 1.0

4F

FireBase?

Build Hashes

_bS_Store

Desktop Printer HEility
About AppleScript
AppleScript Guide

About Automoted Tasks

Add Alias to Apple Menu
Share a Folder

Share a Folder Cno Guest)
Start File Sharing

Stop File Sharing
|| About More Automated Tasks

Alert When Folder Changes
Hide/Show Folder Sizes

[ R S

Choose Folder...

Salect

ype Crecttor Header Header CRC

oooo gooo 0000Bud1000000000000000UDD0. . . BASSBESES
APPL dtpu Jew | peffpwpcl D00=00000000. . . EYES5EEERE
ttro tixt & About AppleScoript BDEATDSE
poco rerd 000000000000 o0000an0DOLD CBEFTEC2
ttro ttxt ' BAL4F5ES
APPL dplt OO
APPL dplt ]
APFL dplt L]
APPL aplt ]
APFL aplt ]
ttro tixt . B04313E4
APPL dplt ]

CoPARORE R

APPL aplt

nnnnnnnn
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Carbon Copy Cloner (CCC)

® CCC makes the following tasks simple by harnessing the Unix power
built into Mac OS X:

e Itisasimple, complete, bootable backup of hard drive.

e |t can upgrade to a larger hard drive with minimal hassle and
without reinstalling OS and all of your applications.

e It can move entire Mac OS X installation to a new computer.

e |t can setup a regular backup regimen that occurs in the
background, even if you are not logged in.

e It runs pre and post-flight shell scripts.

e It can modify the list of items to be removed at the end of a clone.
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Carbon Copy Cloner: Screenshot

Source Disk options
__ Repair permissions before cloning

Target Disk options
_ Delete directories before overwriting
_'-f Make bootable

" Launch Disk Utility

Synchronization options

psync is not installed
Click here 1o Install

Advanced settings...

Disk image options
| Create a disk image on target

ASR options

Formart:

Segment size (MB)

Cancel Save

EC-Council
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Carbon Copy Cloner: Screenshot

8enn Cloning Console

Use this utility o clone/synchronize one disk 1o another
- disk. If you do not want to copy all the items listed, select
@i | the unwanted items and click on the delete button. Click
J on the padiock to authenticate (enatles the clone and

scheduler buttons).
Source Disk
— Items to be copied
Select a source -84

Target Disk
Select a target T]

Preferences...

(i)

Schaduler...

)

=y
e

Log...

Help...

(=)

()
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MacDrive6

® MacDrive is the ultimate
solution for sharing files
between Mac OS and
Windows, perfect for graphic
design, audio, video,
education, digital
photography, publishing, word
processing, CAD/CAM,
database administration.

EC-Council

* Getting Started with MacDrive 6

F, Check For MacDrive updates
ﬂ Change MacDrive options

lise a Mac disk

5} Wiew Mac disks in My Computer 3

Create a Mac disk

'a Burn a Mac CDar DYD
I.ﬁ Format a Mac Floppy or other removable disk,
&5 Partition a Mac hard disk
-
e

Manage MacDrive

éﬁ
2
.
-
)
(O
=

/ m Wieww MacDrive Help
ﬂ About this window
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MacDrive6: Screenshot

EC-Council

Systen Tasks

[2] Veew systen informa ton
TY Acd or remove programs
ut Chrange a satting

kel Eject this dsk

rthemr Places

& My Network Places
L) Mr Doouments
B Centred Panel

Details

Mac D ()
CD Drive:

File System: HF5
Free Space: 0 bytes

Total Soei 35:1MD

Free Space:0 bytes Total Sae: 35.1 8

K g SOFTVIARE (D1

i My Computer
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MacDrive6: Screenshot

& Mac 0 (P2}

File ard Folder Tasks

W rename th fle

e Move this fle

[} Copy this e

&) Publsh this il to the Wb
() E-mal this fle

W Deete this fle

ithier Plares

i My Compuier
i) ™y Documents
& My Mebwork Places

Details

Desktop DF Frotoshep image pad | Resource fork demo fle.macappl
System fle Adobe Phatoshop Image Macntosh® Appiaton
Attribubes: Hidden, System . TS
Dabe Modified: Tuesday, June
12, 2001, 350 o
Size: 3.84 M8
":""‘ Test document. bt
=_J 1KE
ﬁa‘z&uhﬁd:?ﬂﬁl‘lﬂa 3:21 PM Sipe: 3.54 M8 3.84 M8 i My Computer
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MacDrive6: Screenshot

& MacDrive CD/DVYD Creator
o New @ Add - x [’-'F'r é ﬂ

Disc name: | Mac HD backop

Marne Size Madified

\i Mac HD backup
ElE]I"-.IEI.-‘-.I Web site 1,33 GE 8312004 10:37:558 PM
() Images 1,32 GB
() 5cripts 4,04 ME
@Speciﬁcatinns 19.5 KB 81312004 2:21:48 PM
'E Template pack, 3,12 MB a1 f2004 3:22:42 PM v
4 | I

DVDHR (4,37 GB capacity) | ]
n 3.04 B available Q Burn Dise
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MacDrive6: Screenshot

MacDrive Disk Manager

Change Disks

Indicate which Mac partitions wou want ko create or delete, then click Mext,
These disks will not be changed without Further confirmation,

= Maxtor 45316013
<9 o disk - 152 GB

= Maxtor 6EQ40L0O
<9 \indows disk - 38.2 GB

= PL-3507 1394 Storage Device (1394 ATAPI_ Rew 1.00) IEEE 1394 SEPZ Device
Mac disk - 55,9 5B

bt Projects
Mac O5 Extended (HF3+) - 18.7 5B

bt Skorage
Mac 05 Extended (HFS+) - 18.5 5B

*  Unallocated space

18.5 G5B

5e Add ) Undo

| < Back ” Mexk = || Cancel
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MacDrive6: Screenshot

He Edit Vew Favories Tosk Hep
o ﬂ'!j _rm i,'l::,'Fﬂh'S m"

dgidress | ) My Computer
' Hard Disk Drives

%ﬁmﬂdh{ﬂ:}

Systemn Tasks

E| View sysben informabon
T Acd or remove programs
un- Change & s=tting

& Eject this dek

g soFTVIARE (D1

Other Places

& My Network Places
) Mr Doosnents
B cControl Panel

Free Spaces0 bytes Total Sie: 35.1 M8

¥ My Computer
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Summary

® Booting is a process that starts operating systems when
the user turns on a computer.

® Boot loader is a small program that loads the operating
system into the computer’s memory when the system is
booted.

® Boot sector is a sector of a hard disk, floppy disk, or
similar data storage device that contains code for
bootstrapping programs.

® Master Boot Record is first sector of a data storage device
that has been partitioned.

® Mac OS X is based on BSD Darwin engine.

) Copyright © by EC-Council
EC-Council All Rights Reserved. Reproduction is Strictly Prohibited




Copyright 2004 by Randy Glasbergen.
www.glasbergen.com

hote 07

0 0 o0
GLASBERGEN

“Every time you yell at me, your body temperature rises,
the air conditioner has to work harder, energy costs go up,
profits go down, and your stock loses value.”
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Copyright 2005 by Randy Glasbergen.
www.glasbergen.com

BONE HEAD

A BUNCH OF OVERPAIP IPIOTS

[re ]

00
00

0 SLASBERGEN
“Who was put in charge of making the new organizational chart?”
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Copyright 2005 by Randy Glasbergen.
www.glasbergen.com

e 3

D\ WAL\ )
AP AN MASY
“Somebody sent me a funny e-mail and I thought it

was hilarious so I forwarded a copy to my boss.
I didn’t know it was one of his memos!”
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