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Preface
Windows Forensics Cookbook covers recipes to overcome challenges and carry out effective
investigations easily on a Windows platform. You will begin with a refresher of Digital
Forensics and Evidence Acquisition, which will help you to understand the challenges faced
while acquiring evidence from Windows systems. Next, you will learn how to acquire
Windows memory and analyze Windows systems with modern forensic tools. The book
will also cover more in-depth elements of forensic analysis, such as how to analyze data
from Windows system artifacts, parsing data from the most commonly-used web browsers
and email clients, and effective reporting in digital forensic investigations.

You will learn how Windows 10 is different from previous versions and how you can
overcome the specific challenges it brings. Finally, you will learn how to troubleshoot issues
that arise while performing digital forensic investigations.

By the end of the book, you will be able to carry out forensic investigations efficiently.

What this book covers
Chapter 1, Digital Forensics and Evidence Acquisition, will give you a brief overview of digital
forensics as a science, and will cover the basics of digital evidence acquisition, examination
and reporting.

Chapter 2, Windows Memory Acquisition and Analysis, will guide you through Windows
memory acquisition with Belkasoft RAM Capturer and DumpIt. After you will learn how to
analyze memory images with Belkasoft Evidence Center and Volatility.

Chapter3, Windows Drive Acquisition, will guide you through the acquisition of the main
source of Windows forensic artifacts – hard and solid state drives. You will learn how to
create forensic images with FTK Imager and DC3DD, and also how to mount them with
Arsenal Image Mounter.

Chapter4, Windows File Systems Analysis, will guide you through the analysis of the most
common Windows filesystem, New Technology File System or NTFS, with the Sleuth Kit.
Also, you will learn how to recover deleted files from both NTFS and its descendant, ReFS,
using Autopsy, ReclaiMe Pro, and PhotoRec.

Chapter5, Windows Shadow Copies Analysis, will show you how to browse and copy files
from VSCs with ShadowCopyView. Also you will learn how to mount these copies with
VSSADMIN and MKLINK, and analyze their data with Magnet AXIOM.
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Chapter6, Windows Registry Analysis, will show you how to extract data from the Windows
Registry with Magnet AXIOM and the RegRipper. Also, you will learn how to recover
deleted Registry artifacts with the Registry Explorer.

Chapter 7, Main Windows Operating System Artifacts, will introduce you to the main
Windows forensic artifacts, including the Recycle Bin items, Windows Event Logs, LNK
files, and Prefetch files. You will learn how to analyze these artifacts with EnCase Forensic,
Rifiuti2, Magnet AXIOM, FullEventLogView, EVTXtract, LECmd, Link Parser, PECmd, and
Windows Prefetch Carver.

Chapter 8, Web Browser Forensics, will guide you through the analysis of the most popular
Windows web browser with BlackBagBlackLight, Magnet Axiom, and Belkasoft Evidence
Center. Also, you will learn how to extract browser data from a paging file.

Chapter 9, Email and Instant Messaging Forensics, will show you how to analyze artifacts of
the most popular Windows email clients – Microsoft Outlook and Mozilla Thunderbird,
and the instant messaging application Skype. Also, you will learn how to extract webmail
artifacts from a forensic image.

Chapter 10, Windows 10 Forensics, will introduce you to Windows 10—specific artifacts,
such as Cortana, the Mail app, Xbox app, and notifications. You will learn where the data is
stored, its format, and how to extract and analyze it.

Chapter 11, Data Visualization, will show you how to make your forensic reports even better
with data visualization techniques. You will learn how to use these techniques in Forensic
Toolkit (FTK), Autopsy, and Nuix.

Chapter 12, Troubleshooting in Windows Forensic Analysis, will teach you how to solve
problems with your forensic software, both commercial and free/open source; show you
what to do if processes fail, why it’s important to analyze false positives, give you
recommendations on your first steps in digital forensics; and provide a nice list of sources
for further reading.

What you need for this book
The following software is required for this book:

Arsenal Image Mounter
Autopsy
Belkasoft Evidence Center
Belkasoft RAM Capturer
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BlackBagBlackLight
dc3dd
DumpIt
EnCase Forensic
EVTXtract
FTK
FTK Imager
FullEventLogView
Intella
LECmd
Link Parser
Magnet AXIOM
Nuix
PECmd
PhotoRec
ReclaiMe Pro
Registry Explorer
RegRipper
Rifiuti2
ShadowCopyView
SkypeLogView
The Sleuth Kit
Volatility
Windows Prefetch Carver

Most of the commercial tools from this list have trial versions available for downloading for
free. Download links are provided in the chapters.

Who this book is for
If you are a forensic analyst and incident response professional who wants to solve
computer forensics investigations for the Windows platform, then this books is for you.
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Sections
In this book, you will find several headings that appear frequently (Getting ready, How to
do it, How it works, There's more, and See also).

To give clear instructions on how to complete a recipe, we use these sections as follows:

Getting ready
This section tells you what to expect in the recipe, and describes how to set up any software
or any preliminary settings required for the recipe.

How to do it…
This section contains the steps required to follow the recipe.

How it works…
This section usually consists of a detailed explanation of what happened in the previous
section.

There's more…
This section consists of additional information about the recipe in order to make the reader
more knowledgeable about the recipe.

See also
This section provides helpful links to other useful information for the recipe.

Conventions
In this book, you will find a number of styles of text that distinguish between different
kinds of information. Here are some examples of these styles, and an explanation of their
meaning.
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Code words in text, database table names, folder names, filenames, file extensions, path
names, dummy URLs, user input, and Twitter handles are shown as follows: "So in our
case, it's D:\Belkasoft Memory Forensics Test."

Any command-line input or output is written as follows:

volatility_2.6_win64_standalone.exe -f X:stuxnet.vmem
--
profile=WinXPSP3x86 malfind -p 868 --dump-dir
X:Stuxnet

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "The first pane displays
information about detected shadow copies, including name, Explorer path, Volume path,
Created Time, and so on."

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.

Customer support
Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the color images of this book
We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.
You can download this file from h t t p s ://w w w . p a c k t p u b . c o m /s i t e s /d e f a u l t /f i l e s /d o w n
l o a d s /W i n d o w s F o r e n s i c s C o o k b o o k _ C o l o r I m a g e s . p d f .
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Errata
Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the code-
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any
errata, please report them by visiting h t t p ://w w w . p a c k t p u b . c o m /s u b m i t - e r r a t a , selecting
your book, clicking on the Errata Submission Form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will
be uploaded to our website or added to any list of existing errata under the Errata section of
that title.

To view the previously submitted errata, go to h t t p s ://w w w . p a c k t p u b . c o m /b o o k s /c o n t e n

t /s u p p o r t and enter the name of the book in the search field. The required information will
appear under the Errata section.

Piracy
Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions
If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.
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Digital Forensics and Evidence

Acquisition
In this chapter, well cover the following recipes:

Identifying evidence sources
Acquiring digital evidence
Ensuring evidence is forensically sound
Writing reports
Digital forensic investigation: an international field
Challenges of acquiring digital evidence from Windows systems

Introduction
Digital forensics is an expansive term that can cover a multitude of subject areas. Broadly
speaking, it refers to the investigation of crimes committed on, or with the use of, a
computing device. Several years ago, this may have only been applicable to cases in which
an investigator was looking at financial fraud, intellectual property theft, or similar cases
where computers are, by definition, necessary in order to commit the crime.

In today's world however, the proliferation of digital devices is such that even a crime that
seems to be unrelated to computing—a house burglary where jewellery is stolen, for
example, or the abduction of a child walking home from school—can involve a whole host
of digital evidence.
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Digital evidence refers to anything relevant to an investigation that can be found on a digital
device. Increasingly, digital devices can refer to almost anything around us - not only
computers and phones, but also cars, televisions, refrigerators, and heating systems.

Digital forensics as a discipline does not deal solely with solving crimes. HR matters in
companies, private or civil cases, as well as day-to-day data recovery, can all fall under the
digital forensics bracket. It is reasonable to state, therefore, that not only is digital forensics
a huge field, it is also expanding. For this reason, in this book, we have decided to focus on
one particular aspect of digital forensics: the forensic analysis of Windows operating
systems.

Why Windows?
We could have chosen any number of operating systems as the subject of this book, not to
mention the myriad smartphones and other connected devices that crop up in digital
forensic investigations. Windows is, however, a popular choice of operating system for the
average computer user, and for businesses — recent figures from NetMarketShare indicate
that Windows takes up over 88% of the market. The following diagram demonstrates the
market share of Windows as opposed to Mac, Linux, and other operating systems.

Regardless of whether you're working in law enforcement, in a digital forensics
corporation, as an academic researcher in the field, or for yourself as a freelance
investigator, the chances are that at some point you will come up against Windows systems.

Our goal in writing this book is to create a kind of cookbook, allowing you to dip in and out
and use the recipes to aid in your investigations.
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The range of available operating systems and programs that are frequently run on
Windows machines makes it difficult to provide a full guide. This is particularly when we
take into consideration the recent overhaul resulting in Windows 8, Windows 8.1, and
Windows 10, which refer to programs as applications and look somewhat different from
earlier versions both forensically and from a user experience point of view. To the best of
our ability, we have tried throughout this book to highlight the most salient points in
investigation and to discuss the broad implications of the changes in more recent versions.

Windows file system
Windows machines use NTFS, which used to stand for New Technology filesystem,
although the acronym has now become obsolete. All versions of Windows run on NTFS as
default.

The main thing to remember about NTFS is that everything is a file. The idea behind the
filesystems creation was that it would be easily scalable, as well as being secure and reliable
at all levels. This does present some unique challenges for forensic investigation and
administrative usage, however knowing that any file can be located anywhere on the
system makes it challenging to understand precisely what one is looking at when analyzing
a machine.

The Master File Table (MFT) is the basis of the filesystem. In here, we find all the relevant
information concerning files. It is worth noting that the first entry in the MFT is an entry
that refers to the MFT itself, which can confuse people who are new to Windows filesystem
analysis.

One of the most important elements in Windows investigations is the registry, where keys
containing information regarding the configuration of the system, along with other forensic
gems are stored. Tools such as RegEdit and RegRipper can be very useful in registry
analysis, as can many of the more widely used general forensic programs, such as EnCase
and BlackLight.

We will discuss the specifics of various investigative elements within the Windows NT
filesystem throughout the book. For the moment, the most pertinent points to remember are
that everything in NTFS is a file; that the master file table forms the base of the filesystem;
and that the registry contains useful system configuration information.



Digital Forensics and Evidence Acquisition

[ 10 ]

Identifying evidence sources
As any digital forensic investigator will know, one of the main challenges posed by almost
any case is the sheer amount of data and number of sources available to be worked through.
A useful skill to have is the ability to look through the sources of evidence involved with a
case and make a value judgement as to which will probably be the most useful.

From the beginning of the case, this can take the form of ascertaining which physical items
to remove from a crime scene—computers and mobile phones are almost always seized, but
what about USB sticks, smart televisions, and satellite navigation systems? How do you
even get a WiFi connected refrigerator into a Faraday bag?

Jokes aside, once an investigator has identified the items from which they are going to
attempt to extract evidence, the next hurdle is to work out which bits of evidence will be the
most relevant, and where those can be found.

In Windows systems, there are several elements that will prove to be useful across many
different types of investigations. While some will vary from case to case—looking for
evidence of intellectual property theft or financial fraud will differ hugely from the sources
you'd be locating in a child protection investigation, for instance on the whole, the
following sources of evidence can generally provide useful information from which you can
then extrapolate further.

In older Windows versions (around the time of XP and 2000), there were fewer programs to
deal with, and therefore fewer sources of potential evidence, but there was also less room
for confusion. XP was when Windows began to support the NT filesystem, which gave a
boost to the previous FAT setup and allowed for more in—depth analysis of the system.

Prefetch files were introduced in XP, and swiftly became one of the most pertinent sources
of evidence, which is still the case today. The aim from a user experience perspective was
essentially to speed things up. Prefetch files take note of which programs are used most
frequently and make sure that those programs are pre-loaded into the memory, so that
when a user boots up a machine and then tries to access one of the programs, it will load
more quickly. From a forensic point of view, this means that prefetch files provide a wealth
of information regarding a user's general computer habits—which programs they use most
often, and to some extent, how they are being used. Prefetch files are stored in the
%SystemRoot%Prefetch directory and will be discussed in more depth in Chapter 7, Main
Windows System Artifacts.

Subsequent Windows updates introduced increasingly complex elements, one of the most
pertinent of which is BitLocker.
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BitLocker provides full volume encryption and also includes a version for portable devices,
called BitLocker To Go. Provided that the password is known, decryption of BitLocker
information is relatively straightforward and can be performed using a range of forensic
software, some of which will be detailed later in this book. The simplest way to ascertain
whether a volume has been encrypted using BitLocker is to look for -FVE-FS- in the
volume header. Once this has been determined and the password has been found or
recovered, tools such as FTK or EnCase can be used to decrypt the information.

Around the same time BitLocker was introduced, with the release of Windows Vista, the
way in which user accounts are structured within Windows also changed. This is mainly
noticeable from the perspective of the user themselves, in that the main change is that many
system-wide modifications that could previously be made by any user can now only be
made by an administrator. This can also be an important point forensically, particularly in
cases where a computer has multiple users, only one of whom has access to the
administrative password.

Internet Explorer and its successor, Microsoft Edge, have been overhauled repeatedly
throughout the years. We will take a much closer look at Edge later on in this book,
however, for the moment, it is possible to say that there is a wealth of information to be
found within internet browsers. Arguably one of the most important elements within
Internet Explorer is the cache, which contains information regarding the pages a user has
visited and any content that has been downloaded.

Private browsing is one of the most commonly misconceived options by the end users of
Windows systems: while this may prevent other people in the household from uncovering a
users secret internet habits, it is of course still open to forensic investigation.

Increasingly, we are seeing users becoming more aware of the level of information that can
be gleaned using digital forensic methods, and in recent years, privacy options within
operating systems, applications, and programs have become a growing concern for many
computer users. This has led to a gradual yet steady rise in the installation and usage of
alternative software such as the Tor browser, which purports to be able to prevent others
from uncovering the true location of the end user. However, even these methods are not
impervious to forensic investigation, as demonstrated at the Digital Forensics Research
Workshop 2015 by Epifani et al.

Any attempt at obfuscation or extensive deletion of data should spark a level of suspicion in
the mind of an investigator; anti-forensic methods are becoming more and more
widespread, but so in turn are the methods forensic analysts can use to uncover the
elements users were trying to hide.
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Ensuring evidence is forensically sound
The chain of custody in digital investigations is of paramount importance. Not only does it
demonstrate who had access to the evidence at any given time, it also - at least in theory -
shows what was done with the evidence after it was seized, and the measures that were
taken to ensure its preservation and integrity.

For investigators who work in a team, for example in law enforcement agencies or within a
corporation, there will generally be an already established process to follow, in line with the
guidelines provided by the agency or company. For freelance and individual investigators
(or for those who believe their company's acquisition procedure may need a bit of an
overhaul), it is important to bear a few basic principles in mind.

The level of forensic soundness that you as an investigator will be required to demonstrate
will probably depend, at least in part, on the nature of the case on which you are working.
Civil cases, for example, will generally not require such a high level of evidential integrity
as criminal investigations, since civil cases are less likely to end up in court. It is good
practice, however, to get used to maintaining as high a level of forensic soundness as
possible;"doing so means that, if in the future you specialize in more in-depth
investigations, you will already you will already be used to setting the right level of
groundwork for your forensic examinations.

Generally, it is sufficient when gathering evidence to image a device—that is, to create an
exact copy of the data contained therein—and then to use this forensic image as the basis for
your analysis, rather than conducting analysis on the physical device you have seized from
the scene. Sometimes, you may also be required to verify both that the copy is authentic,
and that the process you used to copy the data did not alter it in any way. Audit trails are a
large part of this—if you can demonstrate where the data sources have been stored, in
which devices, for how long, and who has had access to them, this should suffice.

Removing the source of digital evidence from the scene of the investigation is the first step
in this process and must be done with care. Switching off or unplugging a machine, typing
in a password, moving a mouse, or performing any other kind of interaction with an object
encountered in the course of a crime scene investigation can have unpredictable effects on
the outcome of the investigation. Sometimes, devices are set up to be wiped automatically
when turned off; some will encrypt all data when a password is entered incorrectly.
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In most cases, investigators will be encouraged to leave the source of evidence in the state in
which it is found. For example, if a mobile phone is recovered from a scene, it may be
placed in a Faraday bag, which will block electric fields and therefore prevent signals from
coming through while the phone is being transported.

If there is no way to remove an item from a scene without somehow tampering with it—for
example, if a desktop PC is plugged in and turned on, but needs to be taken away for
analysis—the person tasked with the removal of the item should be expertly qualified to
ensure that no changes happen except the ones that are absolutely necessary, and that any
actions that take place are detailed within the audit trail.

It may sound like this is a relatively straightforward process—don't change anything unless
you absolutely have to; if you do have to, ensure the person who is making the changes is
qualified to do so; and keep a record of everything that happens. However, this is a broad
overview of the basic general requirements for the sound preservation of evidence, and
these will differ—sometimes quite widely—depending on local or national legislation. One
of the most challenging things about being a specialist in computer forensics is that
computer crimes often have an international flavor, and it is not unheard of for an
investigation to span several continents, let alone states within a given country.

For this reason, it is of the utmost importance to verify the local legislative requirements
when it comes to the identification, collection, preservation, and analysis of digital forensic
evidence, particularly if the case on which you are working is likely to end up in court.

Writing reports
As with the chain of custody/audit trail mentioned in the preceding section, the style of
report writing will no doubt vary based on legislative demands, company or agency
guidelines, and individual investigator style. Once again, it makes sense to have a good
grounding in the basics of digital forensic report writing, so that you have a flexible skill set
within which to work.

Reports may also differ significantly depending on who is going to end up reading them. If
you are investigating a civil dispute, your final report will probably not be written in highly
technical language and may just include an overview in layperson terms of the
methodology used and what was uncovered. If you are going to be called into court as an
expert witness however, then a higher level of technical detail and a more in-depth
demonstration of your investigative processes will no doubt be needed.
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Broadly speaking, most digital evidence reports should include the following:

Name, job title, and company of the senior investigating officer.
Name, job title, and company of the digital forensics examiner (if different from
the preceding one).
A brief description of the case, including the nature of the activities under
investigation.
Name of the person or persons whose devices or data are under investigation.
Start and end date of the investigation.
Methodology used throughout the investigation, including but not limited to
how evidence was identified, collected, preserved, and analyzed. This may also
include details of any tools and processes used, as well as a copy of the chain of
custody.
An overview of the results of the investigation in line with the original activities
specified at the beginning of the report, as well as any other relevant information
that was uncovered in the course of the investigation.
Screenshots, printouts, or other evidential items that demonstrate the results of
the case.
An analysis of the results, including any conclusions regarding guilt or innocence
of the accused party.
Any appendices, glossaries, or other information that may prove useful to the
reader of the report.

Many forensic tools will generate their own reports in either digital or printable formats, in
a number of different styles such as PDFs, Excel documents, or Word files. Some software
packages, such as Nuix's Investigator Suite, include add-ons like Web Review and
Analytics, which allow for multiple users to view or work on the same case. This can be
very useful during an investigation, as it allows an administrator or senior investigator to
allocate certain roles within a case, but it can also come in handy when compiling reports.
Some users can be given access only to the final report, which they can enter into and look
at the results that have been found and compiled into user-friendly graphs; if they have the
correct permissions, they can then also take a further look at the evidence from this. The
following diagram shows the dashboard of the Nuix Web Review and Analytics interface,
which allows users to view and manage evidence in a forensic investigation.
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Digital forensic investigation - an
international field
As we have briefly discussed, one of the biggest challenges encountered by digital forensic
investigators, whether in criminal or civil cases is the international nature of their
investigative scope.

When investigating cases such as DDoS attacks (where a person or group of people flood a
website or machine with requests in order to stop it from functioning), online credit card
details theft, or bank fraud for example, it is likely that an investigator may find their
suspects scattered all around the world. In a recent case involving the live streaming of
child abuse from the Philippines, one of the main problems the investigators ran into was
that the people who were watching the live streamed content were also subjects for
investigation, but they were spread internationally and were difficult to track down due to
so many of them using various methods of obfuscation. Laws around the world differ too:
legislation in one country may create a legal loophole that causes havoc for a case and has
implications on whether it is eventually brought to a conclusion or shelved.
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The increasingly globalised nature of crime means that this is a problem we cannot ignore -
it is not something that is going to go away. On the contrary, it looks set to only grow
further with each passing year. Nowadays, our data is stored in the cloud—Nowadays, our
data is stored in the cloud; people we interact with aren't just those we have met in real life,
but instead people we would have previously termed strangers now increasingly form the
basis of our social interactions; our bank accounts are accessible from almost anywhere in
the world, often in multiple currencies. It is difficult enough to trace the actions and data
trail of a single individual who is merely living life in the 21st century, let alone to attempt
to investigate a large group of people, spread across diverse physical locations, who are
making deliberate and sustained attempts to obfuscate data and hide themselves from view.

Strides ahead are being made, however. Various projects have sprung up over recent years
which aim to address the specific challenges brought up by international investigations.
One example is the EVIDENCE Project coordinated by Maria Angela Biasotti, an Italian
lawyer who, in collaboration with colleagues across Europe, is seeking to develop a
common understanding of electronic evidence and a more globally viable way of
collaborating between territories, as well as a more standardized criminal investigation
procedure around the world.

A laudable goal, and one that the EVIDENCE Project at least is moving swiftly towards; at
the time of writing, a test implementation between several member countries is on the
cards. However, at the moment, investigators are still faced with having to work on cases
that have international data sources and implications.

What can we do to make things easier for
ourselves in the meantime?
Scoping out a case before taking it on is good practice regardless of its size or relative
importance, but this becomes even more pertinent when international factors might be
involved. These may have an impact on the time it takes to acquire evidence: for example, if
you are looking to extract data from a server in another country, or even another state, you 
will need at least a basic understanding of the requirements necessary to gain access to it,
and indeed whether this is even possible in the first place.

It is, of course, impossible to have an in-depth understanding of the various bits of
legislation that are relevant to digital forensic investigations around the world. In reality,
the best an investigator can do is to verse themselves as fully as possible in the laws of their
own local area, and then seek advice when the need arises to work across borders.
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Beyond the legislative elements, however, there are also the more mundane aspects of
international investigation, such as linguistic analysis. Keyword searches are often where an
investigation starts, or at least fall somewhere near the beginning—but if your case spans a
multitude of countries, you may well end up at a loss for keywords.

Most of the larger digital forensics solutions, such as EnCase and Nuix Investigator, have
multilingual keyword abilities built in, which is a huge help. Some can even scan the
evidence you enter for you, and then bring back an analysis of the languages used within
the case. You can then use this to form the basis of your investigation and to inform future
searches. Slang is still a problem for many though, and criminals are increasingly becoming
wise to this. While a thesaurus can bring back a number of synonyms for a given term
relating to drug abuse, the exploitation of children, or financial fraud, it may not be able to
include all the less formal terms people are using in their discussions.

Progress is being made, however, and much of the air time at digital forensics conferences
and research groups is devoted to how we as investigators can increase collaboration and
make it easier to investigate global cases.

Challenges of acquiring digital evidence
from Windows systems
One of the challenges of investigating Windows machines is the way that NTFS is set up.
This means that it can be difficult to work out whether what you're looking at refers to a
general property of the file system, or to a property that is specific to an application. The
further along in your investigative career you are of course, the more adept you will
become at making such distinctions, however, it is worth bearing in mind particularly for
early career investigators.

Beyond the basic filesystem challenges, the way in which Windows systems are constantly
updating can bring up further obstacles to digital forensic investigations. What worked on a
machine running Windows 7 may not work on one that's running Windows 8.1; Windows
10 is a minefield of new and intriguing forensic elements (not to mention the increased
privacy concerns it has brought up, leading to a rise in the number of users who are
implementing their own data obfuscation and personal privacy measures). And heaven
forbid you end up with a machine so old that modern forensic software has forgotten how
to analyze it!
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The way Windows 10 runs is of particular interest to forensic examiners, not just because it
is being forcibly rolled out to users everywhere, but also because the structure of how
things are organised has changed significantly. We will look at this in more detail towards
the end of this book, where a full chapter will be devoted to the forensic analysis of
machines running Windows 10, but broadly speaking, the difference from a forensic
perspective comes from the fact that applications and programs don't just have different
names; they work in a slightly different way. End users are increasingly looking for more
lightweight, quick to run devices that make their work and personal lives easier, which
means that, in turn, technology companies such as Microsoft are turning to collaborations
with other entities and making the personal computer less of a single, standalone piece of
equipment and more of a portal to data stored elsewhere. It is quite possible to seize a
device where the documents are stored on Google Drive; voice and video call
communications on Skype; Instagram is an application accessed on the PC rather than - or
as well as - on a smartphone; Facebook isn't a website visited via an internet browser but an
application in its own right.

Notwithstanding the legal challenges concerning international cloud data storage that we
have already discussed, having such a wealth of separate applications to analyze makes
cases much more complex. The fact that users can also add or create their own programs
makes for an increasingly complex and often labyrinthine investigative methodology.

For this reason, it is becoming more and more necessary to narrow down an investigation as
quickly as possible, working out which kinds of applications and services a user may
require to perform the activity for which they are being investigated. Again, this is not
always easy to do; we can but try!

Triage, international collaboration, and the technical understanding of investigators are all
of paramount importance to digital forensic investigations, now more than ever before. In
the Windows Forensics Cookbook, we hope to give you a base upon which you can build your
own investigative techniques.
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2
Windows Memory Acquisition

and Analysis
In this chapter, we will cover the following recipes:

Windows memory acquisition with Belkasoft RAM Capturer
Windows memory acquisition with DumpIt
Windows memory image analysis with Belkasoft Evidence Center
Windows memory image analysis with Volatility
Variations in Windows versions

Introduction
Memory analysis is a relatively new, but increasingly relevant field. A memory image can
be acquired in the same way as a physical image, but by using different tools, some of
which will be discussed in this section.

The image can be stored as one of the many formats, depending on the tool used to acquire
the image. Once an investigator has the image, they can then analyse the data within it.
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One of the main challenges associated with memory forensics is data preservation.
Although your only option in a given investigation may be to power down a system and
then image the data therein, in reality this ends up having an impact on other potential data
sources that might be important later on. It is vital, therefore, to have a thorough
understanding of the scene you are investigating and the specific needs of the case before
you decide which method to choose. Any time you interact with a system, you will alter
something simply by virtue of having been there. However, memory acquisition can help to
minimize the effects of the investigator on the data collected, since a memory image will
sample the volatile memory at a specific time, thus creating a sort of snapshot that can then
be analysed later.

In cases where an investigator arrives at a scene to find a machine powered on, the memory
on the system will be volatile at that time. This means that, if you manage to acquire a
memory image then and there, you will be able to see a snapshot of the computer's memory
at the moment at which you acquired it. This can be very useful, especially if a suspect has
recently fled a scene or has been arrested at the scene.

You will generally need administrative permissions on the computer if you want to acquire
volatile memory unless you are using hardware. One such solution is CaptureGUARD
Physical Memory Acquisition Hardware. It requires a small CaptureGUARD driver to be
installed on the system and creates a memory dump in the standard WinDD format. You
can see one of these devices in figure 2.1.

Figure 2.1. ExpressCard
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In other words, memory forensics is a complex and temperamental field. You will need to
have a thorough understanding of the tool sets you are using, and any potential impacts
they could have on volatile memory before you decide which to use it at a scene. However,
if you do manage to acquire a memory image, it can provide a wealth of useful information
for your case.

Windows memory acquisition with Belkasoft
RAM Capturer
Belkasoft RAM Capturer is a free tool any digital forensic examiner should have in their kit.
It's tiny, easy to use, and has the ability to acquire memory from Windows systems,
including Windows 10, even if they are protected by an active anti-debugging or anti-
dumping system.

Getting ready
You have two options for downloading the tool. If you are a Belkasoft customer and have a
Belkasoft Evidence Center license, go to your customer portal, where you can find a
Belkasoft RAM Capturer download link in the FREE PRODUCTS section. If you are not a
customer, just go to the DOWNLOAD section on the Belkasoft website, choose the product
you want to download - in our case, Belkasoft Live RAM Capturer - and fill in a short form
with your contact information. After the download, a link will be sent to the email
provided.

The steps to prepare a flash drive for acquisition are as follows:

It must have enough space to store the memory image.1.
It must be sterilized via wiping.2.
Put both folders extracted from the archive you downloaded onto the flash drive.3.

Don't forget to prepare a flash drive for acquisition. Firstly, it must have enough space to
store the memory image. Secondly, it must be sterilized by wiping. Finally, put both folders
extracted from the archive you downloaded onto the flash drive.
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How to do it…
The steps for Windows memory acquisition using Belkasoft Ram Capturer are as follows:

The first thing you must do is learn what kind of system you are dealing with –1.
x32 or x64. It's really easy to do – right-click Computer and choose Properties. In
our case, it's x64. So our choice is RamCapture64.exe.
After starting, we will get information about the physical memory page size and2.
its total size.
Now select the output folder path – make sure it's your flash drive and not the3.
local system drive.
After that – just click Capture!4.

Figure 2.2. Memory acquisition with Belkasoft RAM Capturer

As a result, we get a file with .mem extension of the same size as the total physical memory.
By default, you have the date of acquisition as the filename, but we highly recommend
renaming it, and adding more information for identification purposes: operating system
version, edition, computer name, and other information.

That's it! The image is ready for further analysis with memory forensics tools.
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How it works…
Belkasoft RAM Capturer operates in kernel mode (not in user mode like some other
acquisition tools) with the help of 32-bit and 64-bit kernel drivers. It extracts the whole
physical memory, even if it's protected, in a forensically sound manner, and saves it into a 
file with the .mem extension.

See also
The Belkasoft RAM Capturer page on Belkasoft's website: h t t p ://b e l k a s o f t . c o m /r a m - c a p
t u r e r

Windows memory acquisition with DumpIt
DumpIt is a free memory imaging tool from Comae Memory Toolkit. It's a fusion of
Win32dd and Win64dd in one executable. It's extremely easy to use: even a non-technical
person can use it in emergency situations. DumpIt supports all modern Windows versions,
from XP to 10, both 32 and 64-bit. Also, the tool has a very important feature: it displays the
Directory Table Base and the address of the debugging data structures during the
acquisition process.

Getting ready
To get your free copy of DumpIt, go to Comae Technologies' website and click on GET
TOOLS. After you provide some information, including your first name, last name,
company name, email address, phone number and website, you'll get your download link
via email. Don't forget to put the tool onto a wiped external drive later.
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How to do it…
This time, we don't need to know what kind of operating system we are dealing with - 32 or
64-bit. As we have already been said, DumpIt is a fusion of Win32dd and Win64dd in one
executable. So, there are just two steps:

Plug in the external drive in the target system1.
Start DumpIt.exe and type y to start the acquisition process2.

Figure 2.3. Memory acquisition with DumpIt

As a result of the acquisition, you'll get two files: a file with the DMP extension
and a file with the JSON extension. The first is the target system's memory dump
with the computer name, date and time (UTC) in the file name, the second - the
dump information, includes important information from a forensic point of view.
It includes file size, system architecture type (32/64), KdCopyDataBlock
KdDebuggerData, kdpDataBlockEncoded, sha256 hash, and so on. So that's it, the
DMP file is ready to be analysed with the memory forensics software of your
choice.
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How it works…
As DumpIt is a fusion of Win32dd and Win64dd, it automatically detects the system
architecture type and creates a memory snapshot and a file in JSON format with all the
information you will need for further analysis with memory forensics tools, such as
Volatility, Rekall, Belkasoft Evidence Center, and others.

See also
The Comae Memory Toolkit (which DumpIt, along with Hibr2Bin, is a part of) webpage:

h t t p s ://c o m a e . t y p e f o r m . c o m /t o /X I v M a 7

Windows memory image analysis with
Belkasoft Evidence Center
In the previous recipes, we successfully created two memory forensic images, one with
Belkasoft Live RAM Capturer, and the other with DumpIt. Now it's time to perform
analysis. Let's start from the first image and use Belkasoft Evidence Center for analysis.

Belkasoft Evidence Center is a powerful digital forensics tool, capable of parsing data not
only from memory images, but also from images of computer drives and mobile devices.
From a memory dump, it can extract valuable artifacts such as remnants of communications
via social networks, messengers, chat rooms, webmail systems, data from cloud services,
web-browsing artifacts, and so on.

Getting ready
If you don't have a valid license for Belkasoft Evidence Center, you can download a fully
functional trial version of the product from the official website. To do this, go to the
DOWNLOAD section on Belkasoft's website, choose the product you want to download, in
our case, Belkasoft Evidence Center (trial version) - and provide your contact information,
including your First Name, Last Name, Your email and Company, Country. After the
download, the link will be sent to your email. If you are a licensed user, just go to your
customer portal and download the latest version of the product.
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How to do it...
The steps for Windows memory image analysis using Belkasoft Evidence Center:

To do that, click on New in the Open Case window. Now you need to fill in a1.
few fields:

Case name - Usually, we use the case number and year for case names,
but this time, as it's being created for testing purposes, we will name it
Belkasoft Memory Forensics Test.
Root folder - Here, you should choose the folder where the case data
will reside. In our case it's D: drive.
Case folder - This field will be filled in automatically based on the two
previous fields, so in our case, it's D:\Belkasoft Memory
Forensics Test.
Investigator - Type your name in this field.
Time zone - Choosing the right time zone is very important. If you
already know the right one, choose it. If not, we suggest choosing UTC
+00:00. In our case, we know the time zone, so we can use the correct
one (UTC + 03:00).
Description - If you want to add a description to your digital evidence
item, here is the field to do it. We used the following description:
Parsing a memory image created with Belkasoft Live RAM
Capturer for testing purposes.
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Figure 2.4. Creating a new case in Belkasoft Evidence Center

Click OK and you will see the next window - Add data source.2.

Belkasoft Evidence Center supports different kinds of evidence sources, from
physical drives and drive images, to mobile backups and, of course, memory
images, including pagefile.sys and hiberfil.sys.
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As we are talking about memory forensics now, let's choose the image we
previously acquired with Belkasoft RAM Capturer as the data source.

Figure 2.5. Adding previously acquired memory image as data source in Belkasoft Evidence Center

Click Next to choose the data types you want to search for. For testing purposes,3.
we chose all available data types, but you can choose those you really need, to
reduce processing time.

Don't forget to go to Advanced options and enable BelkaCarving - it will
help you to recover fragmented data, for example, pictures.
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Figure 2.6. Choosing data types in Belkasoft Evidence Center

OK, we are ready to start parsing the memory image - just click Finish.4.

It took BEC about an hour to parse and carve the image, and we got impressive
results: 9728 web browser artifacts, 2848 pictures, 74 chat artifacts, and so on.

Figure 2.7. Results of memory image processing with Belkasoft Evidence Center



Windows Memory Acquisition and Analysis

[ 30 ]

As you can see, you can extract quite a lot of valuable digital artifacts from a memory image
with just a few clicks - so, if you have access to a running system, make it a rule to capture
the memory image. This may help you, for example, to recover browsing history from
anonymous tools such as Tor Browser, which are widely used among criminals, as well as
other important digital artifacts which may reside only in volatile memory.

How it works...
Belkasoft Evidence Center parses memory image structure and extracts available data,
putting it into corresponding categories. The BelkaCarving options allow the tool to
reconstruct fragmented data, for example, images.

See also
The Belkasoft Evidence Center page on the Belkasoft website: h t t p ://b e l k a s o f t . c o m /e c

BelkaCarving: h t t p ://r u . b e l k a s o f t . c o m /e n /b e c /e n /B e l k a C a r v i n g . a s p

Windows memory image analysis with
Volatility
The Volatility Framework is an open source collection of tools written in Python for the
extraction of digital artifacts from memory images. This time, we will use the second
memory image, obtained earlier with DumpIt, as a data source to show you how to use this
tool set for memory forensics.
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Getting ready
The Volatility Framework is an open source toolkit, so it's cross-platform, which means that
you can use any operating system family you want - Windows, Linux, or mac OS. Of
course, you can build these tools from source, but there are also so-called standalone
executables for all the operating systems mentioned. As this cookbook is about forensic
examination of Windows OS and the memory dump, what we are going to analyze is
collected from Windows 10, and we are going to use the Windows Standalone Executable.

At the time of writing, the most recent version of Volatility is 2.6. With this version, support
for Windows 10 (including 14393.447) improved, also support for Windows Server 2016,
mac OS Sierra 10.12, and Linux with KASLR kernels was added.

To download the collection of tools, go to the Volatility Framework website and use the
Releases tab to choose the most recent version, in our case 2.6. Now, all you need is to unzip
volatility_2.6_win64_standalone.zip which you've just downloaded, and you are ready to
go.

How to do it...
To show you the power of Volatility, we decided to use a memory image from a system
infected with known malware - Stuxnet. Why? Because this memory image is freely
available, so you can download it and use it for training.

Let's start by collecting information about our image.

To do this, start cmd.exe.1.
Change the directory to the one with the Volatility Standalone Executable, and2.
use the imageinfo plugin:

volatility_2.6_win64_standalone.exe -f
X:stuxnet.vmem imageinfo
Volatility Foundation Volatility Framework 2.6
INFO : volatility.debug : Determining profile based
on KDBG
search...
Suggested Profile(s) : WinXPSP2x86,
WinXPSP3x86 (Instantiated    with WinXPSP2x86)
AS Layer1 : IA32PagedMemoryPae (Kernel AS)
AS Layer2 : FileAddressSpace (X:stuxnet.vmem)
PAE type : PAE
DTB : 0x319000L
KDBG : 0x80545ae0L
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Number of Processors : 1
Image Type (Service Pack) : 3
KPCR for CPU 0 : 0xffdff000L
KUSER_SHARED_DATA : 0xffdf0000L
Image date and time : 2011-06-03 04:31:36 UTC+0000
Image local date and time : 2011-06-03 00:31:36
-0400

The imageinfo plugin returned two suggested profiles. We know that this image
was taken from a system running Windows XP with Service Pack 3, so the correct
profile is WinXPSP3x86.

Now we know the correct profile, we can use it as a switch to collect information
about the processes running on the infected machine.

To do this, we can use the pslist plugin:3.

volatility_2.6_win64_standalone.exe -f X:stuxnet.vmem
--
profile=WinXPSP3x86 pslist

Figure 2.8. Volatility pslist plugin output
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Do you see anything suspicious? Yes, there are three copies of lsass.exe, and
this is one of the signs of a Stuxnet infection.

Normally, only one lsass.exe process should be running, so we need to
determine which two are malicious.

Look at the timestamps on figure 2.8. Two out of three processes started in 2011.4.
Strange, isn't it? Now let's use the pstree plugin:

volatility_2.6_win64_standalone.exe -f
X:stuxnet.vmem --
profile=WinXPSP3x86 pstree

Figure 2.9. Volatility pstree plugin output
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Our suspicious process, lsass.exe, is normally started by winlogon.exe.

Let's look at the figure: only one lsass.exe is started by winlogon.exe - the5.
one with PID 680; the two others are started by services.exe! So, the
lsass.exe processes with PIDs 868 and 1928 could be malicious.
We have two potentially malicious processes. Let's check the DLLs loaded by6.
these processes using the dlllist plugin:

volatility_2.6_win64_standalone.exe -f X:stuxnet.vmem
--
profile=WinXPSP3x86 -p 868

Figure 2.10. Volatility dlllist plugin output for the suspicious process with PID 868

volatility_2.6_win64_standalone.exe -f X:stuxnet.vmem
profile=WinXPSP3x86 -p 1928
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Figure 2.11. Volatility dlllist plugin output for the suspicious process with PID 1928

Look at figure 2.11. Anything suspicious? Yes! According to the Stuxnet threat7.
description on F-Secure's website, an encrypted DLL file should be injected into a
process, and it has the following name structure:
[normaldll].ASLR.[random].
Look familiar? We have found another trace of Stuxnet -8.
KERNEL32.DLL.ASLR.0360b7ab.



Windows Memory Acquisition and Analysis

[ 36 ]

There is another extremely useful Volatility plugin - malfind. This plugin helps digital
forensic examiners to find hidden or injected code/DLLs in the user mode memory. Let's
use it for our suspicious lsass.exe processes:

volatility_2.6_win64_standalone.exe -f X:stuxnet.vmem
--
profile=WinXPSP3x86 malfind -p 868 --dump-dir
X:Stuxnet

Figure 2.12. A part of Volatility malfind plugin output for the suspicious process with PID 868

As you can see, we also used the --dump-dir switch to export the DLLs to a folder. After
that we can, for example, upload them to VirusTotal. And of course, most of them are
detected as malicious. For example, process.0x81c47c00.0x80000.dmp, extracted from
lsass.exe with PID 1928, is detected by Dr.Web Antivirus as Trojan.Stuxnet.1.

There are many more Volatility plugins available. You can learn more about
them in the documentation available on the Volatility Foundation website.

How it works...
The following list explains the plugins used in the recipe.

Imageinfo: This plugin collects some basic information about the memory image1.
you are analyzing: operating system, service pack, hardware architecture; and
also useful information such as DTB address, KDBG address, and the timestamp
of the image creation.
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Pslist: This plugin shows the processes of the system, including the offset,2.
process name, process ID, parent process ID, number of threads, number of
handles, date/time when the process started and exited, Session ID and if the
process is a WoW64 process.
Pstree: This plugin does the same as pslist, but shows the process list in tree3.
form. It uses indentation and periods to indicate child processes.
Dlllist: This plugin displays the DLLs loaded by the process of interest, or all4.
processes if the -p or --pid switch isn't used.
Malfind: This plugin allows the examiner to detect and extract hidden or5.
injected code/DLLs in user mode memory for further antivirus scans and
analysis.

See also
Volatility documentation: h t t p s ://g i t h u b . c o m /v o l a t i l i t y f o u n d a t i o n /v o l a t i l i t y /w i k i

A memory image from a system infected with Stuxnet: h t t p s ://g i t h u b . c o m /g a n b o i n g /m a
l w a r e c o o k b o o k

Stuxnet threat description: h t t p s ://w w w . f - s e c u r e . c o m /v - d e s c s /t r o j a n - d r o p p e r _ w 32_ s t
u x n e t . s h t m l

Variations in Windows versions
As you already know from the first chapter, nowadays we have a number of different
Windows versions widely used both by private persons and businesses. Of course, this has
an impact on Windows operating system forensic examinations, including Windows
memory forensics.

Getting ready
Knowing the Windows version and its type is very important, both in the acquisition and
analysis stages. There are a few ways to collect this information. We will cover some in this
recipe.
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How to do it...
The easiest way to find out which version a computer is running is by following these steps:

Click on Start.1.
Go to Run.2.
Type winver in the search field and press Enter.3.

This will work on machines that have installed Windows 7 or earlier versions. For Windows
8 onwards:

You will need to press and hold the Windows key along with R1.
Type winver in the box that appears and press Enter2.

This will open a small About Windows box, which will provide information on the version,
as well as the build number:

Figure 2.13. About Windows box
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To collect more information, perform the following steps:

Go to the Start menu1.
Right-click on Computer and choose Properties from the context menu2.

Also, you can find My Computer, Computer, or This PC shortcuts on the
Desktop – right-click on any one of these and choose Properties from the context
menu:

Figure 2.14. Computer properties

As you can see in figure 2.14, with this technique you can collect more information
about the machine you are dealing with, including the service pack, system type,
computer name, and so on.
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There is more...
If you are planning to use Volatility for memory forensic analysis (and we highly
recommend it, because it is the most powerful tool, with lots of plugins, and also it is free
and open source), it's very important to choose the right profile. To do this, you will need to
know the system type, operating system version, and build number. As you have already
learned from the previous recipes, the imageinfo plugin can help you with this task if this
information wasn't properly documented during the acquisition stage.

Table 2.1 contains information about profiles added to the most recent version of the
Volatility Framework at the time of writing.

OS Build Profile

Windows 10 x64 10.0.10586.306 Win10x64_10586

Windows 10 x64 10.0.14393.0 Win10x64_14393

Windows 10 x86 10.0.10586.420 Win10x86_10586

Windows 10 x86 10.0.14393.0 Win10x86_14393

Windows Server 2008 R2 SP1 x64 6.1.7601.23418 Win2008R2SP1x64_23418

Windows Server 2008 R2 x64 6.3.9600.18340 Win2012R2x64_18340

Windows 7 SP1 x64 6.1.7601.23418 Win7SP1x64_23418

Windows 7 SP1 x86 6.1.7601.23418 Win7SP1x86_23418

Windows 8 x64 6.3.9600.18340 Win8SP1x64_18340

Table 2.1. Volatility 2.6 profiles list

Also, it's important to note that on all x64 Windows 8/2012 (and later), the KDBG (which
contains a list of the running processes and loaded kernel modules) is encrypted by default,
so you should use the virtual address of KdCopyDataBlock. Both addresses can be collected
with the kdbgscan Volatility plugin.



3
Windows Drive Acquisition

In this chapter, we will cover the following recipes:

Drive acquisition in E01 format with FTK Imager
Drive acquisition in RAW format with dc3dd
Mounting forensic images with Arsenal Image Mounter

Introduction
Before you can begin analysing evidence from a source, it first of all needs to be imaged.
This describes a forensic process in which an exact copy of a drive is made. This is an
important step, especially if evidence needs to be taken to court, because forensic
investigators must be able to demonstrate that they have not altered the evidence in any
way.

The term forensic image can refer to either a physical or a logical image. Physical images are
precise replicas of the drives they reference, whereas a logical image is a copy of a certain
volume within that drive. In general, logical images show what the machine’s user will
have seen and dealt with, whereas physical images give a more comprehensive overview of
how the device works at a higher level.
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A hash value is generated to verify the authenticity of the acquired image. Hash values are
essentially cryptographic digital fingerprints which show whether a particular item is an
exact copy of another. Altering even the smallest bit of data will generate a completely new
hash value, thus demonstrating that the two items are not the same. When a forensic
investigator images a drive, they should generate a hash value for both the original drive
and the acquired image. Some pieces of forensic software will do this for you.

There are a number of tools available for imaging hard drives, some of which are free and
open source. However, the most popular way for forensic analysts to image hard drives is
by using one of the more well-known forensic software vendors' solutions. This is because it
is imperative to be able to explain how the image was acquired and its integrity, especially
if you are working on a case that will be taken to court.

Once you have your image, you will then be able to analyze the digital evidence from a
device without directly interfering with the device itself.

In this chapter, we will be looking at various tools that can help you to image a Windows
drive, and taking you through the process of acquisition.

Drive acquisition in E01 format with FTK
Imager
FTK Imager is an imaging and data preview tool by AccessData which allows an examiner
not only to create forensic images in different formats, including RAW, SMART, E01, and
AFF, but also to preview data sources in a forensically sound manner. In the first recipe of
this chapter, we will show you how to create a forensic image of a hard drive from a
Windows system in E01 format.

E01 or EnCase's Evidence File is a standard format for forensic images in
law enforcement. Such images consist of a header with case info, including
acquisition date and time, examiner's name, acquisition notes, and
password (optional), a bit-by-bit copy of an acquired drive (consisting of
data blocks, verified with its own CRC or Cyclical Redundancy Check),
and a footer with MD5 hash for the bitstream.
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Getting ready
First of all, let's download FTK Imager from AccessData's website. To do this, go to the
Products and Services tab, and after that, to Product Downloads. Now choose DIGITAL
FORENSICS, and then FTK Imager. At the time of writing, the most up-to-date version is
3.4.3, so click the green DOWNLOAD PAGE button on the right. Now you should be able
to see the download page. Click on DOWNLOAD NOW and fill in the form. After this, the
download link will be sent to the email address that you provided.

The installation process is quite straightforward; all you need to do is just click Next a few
times, so we won't cover it in the recipe.

How to do it...
There are two ways of initiating the drive imaging process:

Using the Create Disk Image button from the toolbar (Figure 3.1)1.

Figure 3.1. Create Disk Image button on the toolbar
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Using the Create Disk Image... option from the File menu (Figure 3.2)2.

Figure 3.2. Create Disk Image... option in the File Menu

You can choose whichever option you prefer.

The first window you see is Select Source. Here, you have five options:

Physical Drive: This allows you to choose a physical drive as the source, with all
partitions and unallocated space.
Logical Drive: This allows you to choose a logical drive as the source, for
example E:\ drive.
Image File: This allows you to choose an image file as the source, for example, if
you need to convert your forensic image from one format to another.
Contents of a Folder: This allows you to choose a folder as the source. Of course,
no deleted files will be included.
Fernico Device: This allows you to restore images from multiple CD/DVDs.
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Of course we want to image the whole drive to be able to work with deleted data and
unallocated space, so:

Let's choose the Physical Drive option.1.

The evidence source mustn't be altered in any way, so make sure you are
using a hardware write blocker. You can use the one from Tableau, for
example. These devices allow acquisition of drive contents without
creating the possibility of modifying the data.

Figure 3.3. FTK Imager Select Source window

Click Next and you'll see the next window - Select Drive.2.
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Now you should choose the source drive from the drop-down menu, in our case3.
it's \\.\PHYSICALDRIVE2.

Figure 3.4. FTK Imager Select Drive window

Now that the source drive has been chosen, click Finish.4.
The next window is - Create Image. We'll get back to this window soon, but for5.
now, just click Add...
It's time to choose the destination image type. As we decided to create our image6.
in EnCase's Evidence File format, let's choose E01.
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Figure 3.5. FTK Imager Select Image Type window

Click Next and you'll see the Evidence Item Information window.7.

Here, we have five fields to fill in: Case Number, Evidence Number, Unique
Description, Examiner, and Notes. All fields are optional.

Figure 3.6. FTK Imager Evidence Item Information window
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Fill in the fields, or skip them if you prefer, then click Next.8.
Now choose the image destination. You can use the Browse button for this.9.
Also, you should fill in the image filename.10.

If you want your forensic image to be split, choose a fragment size (in megabytes).
E01 format supports compression, so if you want to reduce the image size, you
can use this feature. As you can see in figure 3.7, we have chosen 6. And if you
want the data in the image to be secured, use the AD Encryption feature.

AD Encryption is a whole image encryption, so not only is the raw data
encrypted, but so is any metadata. Each segment or file of the image is
encrypted with a randomly generated image key using AES-256.

Figure 3.7. FTK Imager Select Image Destination window

We are almost done.

Click Finish and you'll see the Create Image window again.11.
Now look at the three options at the bottom of the window.12.
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The verification process is very important, so make sure the Verify images after
they are created option is ticked; it helps you to be sure that the source and the
image are equal. The Precalculate Progress Statistics option is also very useful: it
will show you the estimated time of arrival during the imaging process. The last
option will create directory listings of all files in the image for you, but of course,
it takes time, so use it only if you need to.

Figure 3.8. FTK Imager Create Image window

All you need to do now is click Start.13.

Great, the imaging process has been started! Once the image has been created, the
verification process starts.
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Finally, you'll get a Drive/Image Verify Results window, like the one shown in14.
figure 3.9.

Figure 3.9. FTK Imager Drive/Image Verify Results window

As you can see, in our case the source and the image are identical: both hashes matched. In
the folder with the image, you will also find an info file with valuable information such as
the drive model, serial number, source data size, sector count, MD5 and SHA1 checksums,
and so on.
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How it works...
FTK Imager uses the physical drive of your choice as the source and creates a bit-by-bit
image of it in EnCase's Evidence File format. During the verification process, MD5 and
SHA1 hashes of the image and the source are compared.

See more
The FTK Imager download page:

h t t p ://a c c e s s d a t a . c o m /p r o d u c t - d o w n l o a d /d i g i t a l - f o r e n s i c s /f t k - i m a g e r - v e r s i o n -
3. 4. 3

The FTK Imager User Guide:

h t t p s ://a d - p d f . s 3. a m a z o n a w s . c o m /I m a g e r /3_ 4_ 3/F T K I m a g e r _ U G . p d f

Drive acquisition in RAW format with dc3dd
DC3DD (by Jesse Kornblum) is a patched version of the classic GNU dd utility with some
computer forensics features. For example, the fly hashing with a number of algorithms,
such as MD5, SHA-1, SHA-256, and SHA-512, showing the progress of the acquisition
process, and so on.

Getting ready
You can find a compiled standalone version of DC3DD for Windows at SourceForge. Just
download the ZIP or 7z archive, unpack it, and you are ready to go.
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How to do it...
The steps for drive acquisition in RAW format using dc3dd are as follows:

Open Windows Command Prompt, change directory (you can use cd command1.
to do it) to the one with dc3dd.exe, and type the following command:

dc3dd.exe if=\\.\PHYSICALDRIVE2 of=X:\147-2017.dd hash=sha256
log=X:\147-2017.log

Press Enter and the acquisition process will start.2.

Of course, your command will be a bit different, so let's find out what each part of it means:

if - stands for input file. Originally, dd was a Linux utility, and in case you didn't
know, everything is a file in Linux. As you can see in our command, we put the
physical drive 2 here (this is the drive we wanted to image, but in your case it
may be another drive, depending on the number of drives connected to your
workstation).
of - stands for output file. Here, you should type the destination of your image in
RAW format. In our case, it's X:\ drive and 147-2017.dd file.
hash - as has already been said, DC3DD supports four hashing algorithms: MD5,
SHA-1, SHA-256, and SHA-512. We chose SHA-256, but you can choose
whichever one you like.
log - here, you should type the destination for the logs. You will find the image
version, image hash, and so on in this file once acquisition is completed.

How it works...
DC3DD creates a bit-by-bit image of the source drive in RAW format, so the size of the
image will be the same as the source, and it calculates the image hash using an algorithm of
the examiner's choice, in our case SHA-256.
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See also
The DC3DD download page:

h t t p s ://s o u r c e f o r g e . n e t /p r o j e c t s /d c 3d d /f i l e s /d c 3d d /7. 2%20- %20W i n d o w s /

Mounting forensic images with Arsenal
Image Mounter
Arsenal Image Mounter is an open source tool developed by Arsenal Recon. It can help a
digital forensic examiner to mount a forensic image or virtual machine disk in Windows. It
supports both E01 (and EX01) and RAW forensic images, so you can use it with any of the
images we created in the previous recipes.

It's very important to note that Arsenal Image Mounter mounts the contents of disk images
as complete disks. The tool supports all file systems you can find on Windows drives:
NTFS, ReFS, FAT32, and exFAT. Also, it has temporary write support for images, which is a
very useful feature, for example, if you want to boot the system from the image you are
examining.

Getting ready
Go to the Arsenal Image Mounter web page on the Arsenal Recon website and click on the
download button to download the ZIP archive. At the time of writing, the latest version of
the tool is 2.0.010, so in our case, the archive has the name
Arsenal_Image_Mounter_v2.0.010.0_x64.zip. Extract it to a location of your choice and you
are ready to go, no installation is required.
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How to do it...
There two ways to choose an image for mounting in Arsenal Image Mounter.

You can use the File menu (and choose Mount image...) or
The Mount image button, as shown in figure 3.10

Figure 3.10. Arsenal Image Mounter main window

When you choose the Mount image... option from the File menu or click on the1.
Mount image button, the Open window will pop up - here you should choose an
image for mounting.
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The next window you will see is Mount options, like the one in figure 3.11.2.

Figure 3.11. Arsenal Image Mounter Mount options window

As you can see, there are a few options here:

Read only - if you choose this option, the image is mounted in read-only mode,
so no write operations are allowed. (Do you still remember that you mustn't alter
the evidence in any way? Of course, it's already an image, not the original drive,
but nevertheless.)
Fake disk signature - if an all-zero disk signature is found on the image, Arsenal
Image Mounter reports a random disk signature to Windows, so it's mounted
properly.
Write temporary - if you choose this option, the image is mounted in read-write
mode, but all modifications are written not in the original image file, but to a
temporary differential file instead.
Write original - again, this option mounts the image in read-write mode, but this
time the original image file will be modified.
Sector size - this option allows you to choose the sector size.
Create "removable" disk device - this option emulates the attachment of a USB
thumb drive.

Choose the options you think you need and click OK.3.
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We decided to mount our image as Read Only. Now you can see a hard drive icon on the
main window of the tool - the image is mounted.

If you mounted only one image and want to unmount it, select the image and click on
Remove selected. If you have a few mounted images and want to unmount all of them,
click on the Remove all button.

How it works...
Arsenal Image Mounter mounts forensic images or virtual machine disks as complete disks
in read-only or read-write mode. Later, a digital forensics examiner can access their contents
even with Windows Explorer.

See also
The Arsenal Image Mounter page on the Arsenal Recon website: h t t p s ://a r s e n a l r e c o n . c
o m /a p p s /i m a g e - m o u n t e r /
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4
Windows File System Analysis

In this chapter, we will cover the following recipes:

NTFS analysis with The Sleuth Kit
Undeleting files from NTFS with Autopsy
Undeleting files from ReFS with ReclaiMe File Recovery
File carving with PhotoRec

Introduction
As mentioned in the introductory section, Windows machines run on NTFS (New
Technology File System).

Using the tools that we will discuss in this chapter, you will be able to uncover information
not only about the files, but also about the layout of the disk itself, including deleted files
and unallocated space. This can be of the utmost importance in a forensic investigation,
particularly in cases where a user may have tried to cover up their actions using anti-
forensic methods.

Some tools allow you to undelete files as well, thus restoring them, in whole or in part, to
how they looked before they were deleted. This does, of course, depend on the extent to
which a file has been overwritten, however it can be a useful way to find out about things a
suspect doesn’t want you to see.
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In cases where the metadata about the files has been deleted, file carving is employed as a
method of trying to recover the data within the files. This requires several steps, most of
which will be performed by your investigative tool set of choice. Generally, it will begin by
working out what type of file the item was (usually by looking at the headers), and then
building up fragments of the file to form a more accurate picture of what used to be stored
on the machine.

There are several solutions which deal with file system analysis, file carving, and the
undeleting of files. In this chapter, we will be looking specifically at Autopsy, The Sleuth
Kit, ReclaiMe, and PhotoRec.

NTFS Analysis with The Sleuth Kit
The Sleuth Kit is a collection of command-line tools (and also a library) for the forensic
analysis of drive images. These tools can help you with analysis of both volume and file
system data (in a non-intrusive fashion, of course). It's cross-platform, so you can use any
operating system you like to work with this toolkit. It supports both RAW and E01 images,
so you can use any image that you acquired while following the previous recipes. This
collection of tools will be very useful in your future digital forensic examinations: it
supports a wide range of file systems, including NTFS, FAT, ExFAT, EXT2, EXT3, EXT4,
HFS, and so on.

Getting ready
You can download Windows binaries from The Sleuth Kit's official website. Go to The
Sleuth Kit section and click on the Download hyperlink. Now, click on Windows Binaries
and the downloading will start. At the time of writing, the most recent version of The Sleuth
Kit is 4.4.0, so the archive we downloaded has the name: sleuthkit-4.4.0.tar.gz. So, now all
you need to do is to unpack it and you are ready to go.

How to do it...
Open Windows Command Prompt and change the directory to bin (you can find it in the
folder where you unpacked the archive you downloaded). Let's start from the Media
Management Layer Tools:

The first thing you should do is to figure out which system volume type you1.
have. Of course, there is a tool for this in The Sleuth Kit. It's called mmstat. Let's
use it on one of the images we acquired in the previous recipes:
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mmstat X:146-2017.E01

Figure 4.1. mmstat output

We now know the system volume type and are ready to use the next tool – mmls.2.
This tool can help an examiner to determine the layout of a disk, including the
unallocated space. Let's use it:

mmls -t dos X:146-2017.E01

The output of the preceding command is as follows:

Figure 4.2. mmls output

As you can see, we have gathered a lot of valuable information about our disk (as
you remember, we imaged a drive in the previous recipes). Now you know the
starting sectors, ending sectors, and lengths of all partitions and unallocated
spaces.
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Let's change to File System Layer Tools. To learn more about each of the3.
partitions, we have the fsstat tool. To use it, we need the partition offset. You
can get it from the mmls output. Let's learn more about the largest partition we
have, which starts at sector 1435658:

fsstat -o 1435648 X:146-2017.E01

The output of the preceding command is as follows:

Figure 4.3. fsstat output
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As you can see in the preceding figure, fsstat collects lots of useful information
about a partition: Volume Serial Number, Cluster Size, First Cluster of MFT,
First Cluster of MFT mirror, and so on.

The MFT, or Master File Table, contains information about all files,
directories, and metafiles in NTFS, including their names, creation
timestamps, sizes, and access permissions.

Let's now look at FileName Layer Tools. For example, the fls tool allows4.
examiners to list allocated and deleted file names in a directory. Again, we need
the partition offset to use this tool:

fls -o 1435648 X:146-2017.E01

The output for the preceding command is as follows:

Figure 4.4. A part of fls output
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Let's go further and create a bodyfile with fls. It's truly an amazing feature5.
that helps Windows forensic examiners to create timelines of file activity. Here is
how we create it:

fls -r -m "/" -o 1435648 X:146-2017.E01 > bodyfile.txt

The output for the preceding command is as follows:

Figure 4.5. A part of bodyfile created with fls

As you can see, we added two switches in the command: -r and -m. The first one
tells fls to recurse the directory entries. The second tells it to use mactime input
format with / as the mount point.

We now have the body file, so we are ready to run mactime and create a timeline6.
of file activity. Such timelines are very useful in Windows forensic examinations,
especially in cases involving malware incidents. Here is how to create it:

mactime.pl -b bodyfile.txt -d > timeline.csv
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Figure 4.6. The timeline file opened in Microsoft Excel

Again, in the last command we have two switches which need to be explained. The
first one, -b, points to the bodyfile for mactime to use. The second, -d, stands for
delimited output and means we can save it as a CSV file and use Microsoft Excel or
OpenOffice Spreadsheets to work with it later (see the figure above). Also, if you want
to specify the time zone, you can use the -z switch.

How it works...
Below is a list of the main commands used and their functions:

mmstat: extracts information about the system volume type
mmls: extracts information about disk layout, including unallocated spaces
fsstat: extracts information about a file system, including volume serial
number, cluster size, and so on
fls: extracts information about both allocated and deleted file names in a
directory
mactime: creates a timeline of file activity based on a body file created with fls
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See also
The Sleuth Kit download page: h t t p s ://w w w . s l e u t h k i t . o r g /s l e u t h k i t /d o w n l o a d . p h p

The Sleuth Kit wiki: h t t p ://w i k i . s l e u t h k i t . o r g /i n d e x . p h p ?t i t l e =M a i n _ P a g e

Undeleting files from NTFS with Autopsy
Originally, Autopsy was just a graphical interface for The Sleuth Kit. You have already
learnt about the collection of command-line tools for file system forensic analysis in the
previous recipe. Since the third version however, it has been totally rewritten and is now
available as a standalone digital forensics platform. It is very widely used and forms part of
the digital forensic toolkit of both law enforcement and corporate examiners. Why? It's easy
to use, fast, and free. Also, if you enjoy programming, you can write your own modules for
Autopsy - all the documentation you will need is freely available online, on The Sleuth Kit's
website. Basis Technology even holds Autopsy module writing contests, so feel free to
participate.

Getting ready...
Go to The Sleuth Kit's website again, but now choose Autopsy, and after that, Download.
The most recent version at the time of writing is 4.3.0. Both 32- and 64-bit versions are
available; you should choose the right one according to your system (we have already
shown you how to collect this piece of information in one of the previous recipes). You will
be redirected to SourceForge, and the downloading process will start automatically. In our
case, the file we downloaded is named autopsy-4.3.0-64bit.msi. All you need now is to
double-click it and follow the installation instructions, which are quite straightforward.
Once the installation process is complete, you are ready to go.
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How to do it...
After starting your freshly installed digital forensics tool, the first window you see is
Welcome. Here we have three main options:

Create New Case - this option will create a new case for you
Open Recent Case - this option will open the last case you worked on
Open Existing Case - this option allows you to choose one of the cases present on
your workstation

Figure 4.7. Autopsy Welcome window
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As we just installed Autopsy, we don't have any cases, so our choice is the Create New
Case option. Now you will see a New Case Information window.

In the first step, Case Info, we have two fields to fill in; the third will be1.
completed automatically. You should type your case number or name in the first
field, Case Name, and choose the directory for your case files in the second, Base
Directory (use the Browse button). The third field will show the path to your case
files (base directory + case name).

Figure 4.8. Autopsy New Case Information (Case Info) window
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The second step, Additional Information, is optional: you can leave both fields2.
blank. However, it is usually better to fill them in. The first field should contain
your case number, the second your name.

Figure 4.9. Autopsy New Case Information (Additional Information) window

Click Finish and the case will be created.3.
It's time to select the data source, here is the Add Data Source window. The first4.
thing you should do is select the data source type. Three options are available:

Image or VM File - this option allows you to choose a forensic
image in one of the supported formats, or a virtual machine disk,
for example, that was found during the examination of an image
Local Disk - this option allows you to choose a physical drive
connected to your workstation, or a mounted logical drive (for
example, D:)
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Logical Files - this option allows you to choose files and folders for
analysis, for example, from a mounted forensic image

Figure 4.10. Autopsy Select Data Source window

Don't forget to choose the right time zone.5.
In the next step, you should choose ingest modules to run. Autopsy ingest6.
modules analyze the files on the data source and parse their contents. As the
main aim of this recipe is to show you how to undelete files from NTFS, we have
chosen just a few modules, including:

File type identification - identifies files based not on their
extensions, but their internal signatures
Extension mismatch detector - uses File Type Identification
Module results to flag the files with an extension that is not usually
associated with the detected file type
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Embedded file extractor - extracts data from different archive
formats, including DOCX, XLSX, PPTX, and others

Figure 4.11. Autopsy Select Data Source (Configure Ingest Modules) window

Click Next and data source processing will start.7.
After some time, depending on the size of the data source, the Finish button will8.
become active: click it and you are ready to analyze the file system(s).
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The point of this recipe is to teach you how to undelete files from NTFS. The thing is, when
a file is deleted, it's not erased; it is simply marked as deleted in the MFT entry for the file.
So, until the file is overwritten, it can be recovered, and Autopsy can help digital forensic
examiners with this. It even sorts out all the deleted files for you: just go to Views - Deleted
Files on the left pane (the Tree Viewer).

Figure 4.12. Deleted Files option in the Tree Viewer

You can use this option to recover files, or browse the file system(s) via the Data Sources
option. Deleted files have red cross icons on the left. To recover a file or files:

Right-click on the file or files (mark all the files you want to recover beforehand)1.

Choose Extract File(s)2.

Choose the destination folder3.

Click Save4.

Yes, it is that easy!
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How it works...
Autopsy detects files marked as deleted in the MFT and sorts them all out, so a digital
forensic examiner can locate such files and recover them.

See also
Autopsy download page: h t t p ://s l e u t h k i t . o r g /a u t o p s y /d o w n l o a d . p h p

Autopsy User's Guide: h t t p ://s l e u t h k i t . o r g /a u t o p s y /d o c s /u s e r - d o c s /3. 1/i n d e x . h t m
l

Undeleting files from ReFS with ReclaiMe
File Recovery
ReclaiMe File Recovery is a piece of data recovery software capable of undeleting files from
a wide range of devices including hard drives, memory cards, RAID arrays, and multi-disk
NAS devices. Also, it supports data recovery from most file systems, including the latest
Windows file systems - ReFS or the Resilient File System.

Getting ready
Go to ReClaiMe's website and click on the green DOWNLOAD button on the left. It brings
you to the ReclaiMe File Recovery download page and the downloading process starts
automatically. After this, just run the setup file and follow the installation instructions. You
are ready to go!
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How to do it...
Before you start, it's a good idea to find the right data source. ReFS is an active
development, and is used usually on Windows servers only. Thankfully, Willi Ballenthin
has created a bunch of ReFS images for testing purposes, which are now publically
available. Let's use one of them.

Start ReclaiMe File Recovery. It takes some time for the tool to scan all available1.
drives. After this, you will be taken to the main window, like the one in the
following figure:

Figure 4.13. ReclaiMe File Recovery main window

ReclaiMe File Recovery doesn't support E01 images, but this is not a problem
because we have an image in RAW format.
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Let's go to Disks - Open disk image... Choose the disk image and click Open.2.
Now there should also be an image in the main window, like the one in the
following figure:

Figure 4.14. ReclaiMe File Recovery main window (Disk image is added)
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Double-click the image to start the recovery process. Of course, it will take some3.
time, depending on the size of the image. In our case, the image is small enough,
so it doesn't take a lot of time. The recovery is shown in the following figure:

Figure 4.15. ReclaiMe File Recovery image processing results

Now you can save recovered files or even folders using the blue Save button.4.
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How it works...
ReclaiMe File Recovery processes the image and lists the files and folders available, giving a
computer forensic examiner the ability to extract deleted files.

See also
The ReclaiMe File Recovery website: h t t p ://w w w . r e c l a i m e . c o m /

The ReFS sample images: h t t p ://w w w . w i l l i b a l l e n t h i n . c o m /f o r e n s i c s /r e f s /t e s t _ i m a g
e s /

File carving with PhotoRec
PhotoRec is a file carving tool that is widely used by digital forensic examiners. This tool is
even built into the previously mentioned digital forensic platform, Autopsy, as a module.
PhotoRec can recover a diverse range of file types (more than 480 file formats), but if you
think this will not be enough, you can add your own custom signatures, which will help the
tool to recover even more data.

Getting ready
Go to CGSecurity's website and click the download hyperlink on the left. You will be
redirected to the Download page. Now click on the big green button on the right, and the
downloading process will be initiated. At the time of writing, the most recent version of
PhotoRec is 7.0, so the archive we downloaded is called testdisk-7.0.win.zip. Unpack it and
you are ready to go.
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How to do it...
Before we start, it's important to note that PhotoRec supports disk images: not only RAW,
but also E01. As we are carving data for forensic purposes, let's use an E01 image that we
acquired in one of the previous recipes.

Start the Windows Command Prompt from an account in the Administrator1.
group, and change the directory to testdisk-7.0. Use the following command:

         photorec_win.exe X:52.E01

Make sure you typed the path to the image you acquired, as it can have a2.
different name and location.
The first dialog box that you see is 'Select a media'. In our case we are dealing3.
with an E01 image, so we have only one option, and all we need to do is press
Enter to proceed.

Figure 4.16. PhotoRec Select a media dialog
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Now we have the Partition selection dialog box. In our case, we have only one4.
partition of unknown type - a perfect example for file carving.

Figure 4.17. PhotoRec Partition selection dialog

Also, four options are seen at the bottom:5.

Search - to start recovery
Options - to modify recovery options
File Opt - to modify file types to be recovered
Quit - to cancel recovery
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Let's go to Options. Here, we have the following:6.

Paranoid - if enabled, verifies recovered files, and invalid files are
rejected. Another option here, bruteforce, if enabled, tries to
recover fragmented JPG files.
Keep corrupted files - if enabled, keeps invalid files. Use it if you
want to try to repair them with other tools.
Expert mode - if enabled, allows an examiner to force the block size
and the offset.
Low memory - use it if your workstation doesn't have enough
memory to avoid recovery crashes.

Figure 4.18. PhotoRec Options
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Now let's check File Opt. Here, we have a long list of file types supported by the7.
tool. Use the s button to check all file types or to disable all. Use spacebar if you
want to enable or disable some of the types. To save changes use b.

Figure 4.19. PhotoRec File Opt option

Now we have looked through the available options, and are ready to start
recovery.
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Choose Search and press Enter. It's time to choose the file system type. We know8.
that there are only two options, and that there are no EXT partitions on our
image, so we choose Other.

Figure 4.20. PhotoRec Filesystem type dialog

Now we need to choose the destination path for the files being recovered. We9.
recommend creating one before starting the file carving process. In our case, the
destination folder is X:52-Carved, as you can see in the following figure:
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Figure 4.21. PhotoRec Select destination dialog

Use the C button to start the file carving process.10.
Once the process is finished, you will have one or more folders (recup_dir.1,11.
recup_dir.2...) with recovered files. It's important to note that these folders can
be accessed before the recovery is finished.

How it works...
PhotoRec reads the data source sector by sector, and finds the first ten files. It uses them to
calculate the block/cluster size after each block is checked by the tool against a signature
database.

If the file system is not corrupted, PhotoRec can get the block/cluster size from volume boot
record, or superblock.
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See more
The PhotoRec download page: h t t p ://w w w . c g s e c u r i t y . o r g /w i k i /T e s t D i s k _ D o w n l o a d

The PhotoRec wiki page: h t t p ://w w w . c g s e c u r i t y . o r g /w i k i /P h o t o R e c
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5
Windows Shadow Copies

Analysis
In this chapter, we will cover the following recipes:

Browsing and copying files from VSCs on a live system with ShadowCopyView
Mounting VSCs from disk images with VSSADMIN and MKLINK
Processing and analyzing VSC data with Magnet AXIOM

Introduction
Shadow copies, also known as volume shadow copies, are backup copies of Windows files
that are taken during the normal course of use of a machine running on NTFS. For the
average computer user, shadow copies may be familiar, as they are what make it possible to
create Windows backups, or to perform system restores when something goes wrong.

These have obvious applications for digital forensic practitioners, particularly in cases
where a suspect may have tried to delete evidence from a machine. By restoring the system
to its previous state, or by using forensic tools to uncover files that are saved in shadow
copy locations, forensic practitioners may be able to deduce information that an individual
has tried to hide.
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However, the presence of shadow copies and the ability forensic investigators have to
uncover the information contained within them does not necessarily mean that useful
information will be obtained. Many files will simply contain information that is irrelevant to
the case. Even when shadow copies of useful files are restored, the version the investigator
can see is only a snapshot of the file. In other words, the forensic analyst will only be able to
see a single version of a file, rather than any changes that may have been made. Shadow
copies are frequently overwritten by the system, and it is possible in most versions of
Windows to turn off the ability to create them, which means they are not a failsafe fallback
option. Having said that, the ability to locate, restore, and comprehend the data contained
within volume shadow copies is an important part of a digital forensic investigator’s toolkit.
In this chapter, we will demonstrate a few methods that will help you get to grips with
shadow copies analysis.

Browsing and copying files from VSCs on a
live system with ShadowCopyView
ShadowCopyView is a simple tool developed by NirSoft (remember this name! They have
developed lots of small free tools which are extremely useful for computer forensics), which
enables digital forensic examiners to browse snapshots created by the Windows Volume
Shadow Copy Service. It supports even the most recent Windows versions (Windows 10,
for example), and can be kept on your favorite USB drive, which is very important for live
forensics and incident response.

Getting ready
Go to NirSoft's website and click on the All Utilities link on the left. Scroll down the page,
find the ShadowCopyView link, and click it. At the time of writing, the most recent version
of the tool is 1.05. Scroll down and you will find two download links: 32-bit and 64-bit
versions. We recommend that you download both, and use them depending on the target
system. Unpack the archives you downloaded to your flash drive, and you are ready to go.
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How to do it...
Connect your flash drive to the target system. In our case, it's Windows 7 x64, so we will
use the 64-bit version of ShadowCopyView. The tool detects available VSCs automatically.
In our case we have three VSCs available, as you can see in the following figure:

Figure 5.1. Volume Shadow Copies detected by ShadowCopyView
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The main window of the tool consists of two panes. The first pane displays information
about detected shadow copies, including name, Explorer path, Volume path, Created
Time, and so on. The Explorer path means you can browse shadow copies in Windows
Explorer.

Right-click on the VSC you want to browse in Explorer and choose Open In1.
Windows Explorer, or just press F2. Now it's open in Windows Explorer, as you
can see in the following figure:

Figure 5.2. A Volume Shadow Copy opened in Windows Explorer

Now, let's get back to ShadowCopyView. The second pane enables you to browse
available shadow copies. Using this pane, you can export both files and folders.

All you need to do is to right-click a file or a folder, and select the Copy Selected2.
Files To... option or just press F8.
There are some other useful options you can use. For example, if you prefer3.
timestamps in the UTC (Coordinated Universal Time) time standard, you can use
the GMT (Greenwich Mean Time) time zone. To do this, go to the Options
menu and select Show Time In GMT.
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UTC or Coordinated Universal Time is the primary standard by which the
world regulates clocks and time. For example, most parts of European
Russia use UTC +3 hours.

Also, if you want to see the whole properties list of a shadow copy, you can right-4.
click it and choose the Properties option, or just press Alt + Enter. Now you see all
the properties in one window, as in the following figure:

Figure 5.3. A Volume Shadow Copy's properties

And the last very useful feature we want to tell you about is keyword
searching.
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Go to Edit - Find, or just press Ctrl + F, and you will see the Find window, as in5.
the following figure:

Figure 5.4. ShadowCopyView Find window

As you can see, you also have two options to tick. Tick the first one if hits must6.
include the whole word only, tick the second if it is important that results are
returned in uppercase or lowercase letters.

How it works...
ShadowCopyView detects available Volume Shadow Copies, enabling a computer forensic
examiner to browse them both via the tool and Windows Explorer, and also allows them to 
search for and export files and folders.

See also
The NirSoft website: h t t p ://w w w . n i r s o f t . n e t /

The ShadowCopyView download page: h t t p ://w w w . n i r s o f t . n e t /u t i l s /s h a d o w _ c o p y _ v i
e w . h t m l
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Mounting VSCs from disk images with
VSSADMIN and MKLINK
VSSADMIN is a built-in Windows command-line tool capable of displaying Volume
Shadow Copies. You can use it not only on a running Windows system, but also on disk
images. In this recipe, we will show you how to do it.

Getting ready
As the tool we are going to use is built-in, there is no need for installation: if you are using
Windows, you already have it. So all you need is to mount a forensic image, and you
already know how to do this from Chapter 3, Windows Drive Acquisition. As soon as the
image is mounted, you are ready to go.

How to do it...
The steps to mount VSCs from disk images using VSSADMIN and MKLINK are as follows:

Start Windows Command Prompt (don't forget to run it as Administrator). In our1.
case, the boot partition is mounted as G:\ drive, so we use the following
command:

vssadmin list shadows /for=G:\

Figure 5.5. vssadmin list shadows /for=G:\ command output
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As you can see in the preceding figure, our forensic image contains a shadow
copy.

The most important part of its properties for us is Shadow Copy Volume, in our2.
case it's \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy7. Now we
are ready to use MKLINK to mount the shadow copy we found. Use the
following command:

mklink /D C:\VSC \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy7

Figure 5.6. mklink /D C:\VSC \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy7 command output

MKLINK creates a folder (you should choose its name and location, and type it in
as part of the command) and mounts the shadow copy to it, so you can browse it
like a normal folder. Don't forget the /D switch — we need it to create a directory
symbolic link, not a file.

There is another way to use Windows Explorer for VSC browsing. We need to get3.
a VSC path in the following format
\\localhost\G$\@GMT-2016.12.28-20.00.30

The first part of the path, \\localhost\, will be always the same. The next part
depends on the drive letter of the boot partition. As you will remember, in our
case it's G:\, so in the path it is G$. For example, if you have H:\, it's H$, and so
on. The last part is based on the VSC's creation time. You can get it from the
VSSADMIN output, but it must be converted into GMT. Now just type it as a path
in Windows Explorer, and the shadow copy will be available for examination, as
in the following figure:
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Figure 5.7. A Volume Shadow Copy opened in Windows Explorer

How it works...
VSSADMIN displays available Volume Shadow Copies on a mounted forensic image.
MKLINK creates a symbolic link to the shadow copy, so a digital forensic examiner can
browse it in Windows Explorer.
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See also
The VSSADMIN page at Misrosoft TechNet: h t t p s ://t e c h n e t . m i c r o s o f t . c o m /e n - u s /l i b
r a r y /c c 754968(v =w s . 11). a s p x

The MKLINK page at Microsoft TechNet: h t t p s ://t e c h n e t . m i c r o s o f t . c o m /e n - u s /l i b r a
r y /c c 753194(v =w s . 11). a s p x

Processing and analyzing VSC data with
Magnet AXIOM
Magnet AXIOM is an all-in-one digital forensics tool by Magnet Forensics, capable of
extracting (acquiring) and processing data from both computers and mobile devices. It
supports lots of Windows forensic artifacts, including extracting data from Windows
Volume Shadow Copies.

Getting ready
At the time of writing, Magnet Forensics provides a fully functional 30-day free trial version
of Magnet AXIOM. All you need to do is go to Magnet Forensics' website and click on the
TRY NOW button. Fill in the form, including your first name, last name, email address,
phone number, state or province, country, and so on and click on REQUEST A FREE
TRIAL. Make sure you type your real email: your trial key and download link will be sent
to this address. Once you get it, download the installer and follow its instructions. You are
ready to go!

How to do it...
The steps to process and analyze data using Magnet AXIOM are as follows:

Start the Magnet AXIOM Process.1.
The first window you will see is CASE DETAILS, as you can see in the following2.
figure:
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Figure 5.8. Magnet AXIOM CASE DETAILS window

Here, we have four main parts:

LOCATION FOR CASE FILES - Here, you should choose the Folder name and
File path being created during processing.
LOCATION FOR ACQUIRED EVIDENCE - If you plan to acquire drives or
mobile devices via AXIOM, choose the Folder name and File path for them, or
just choose the same path as for case files.
CASE INFORMATION - Type in your case number, your name, and the case
description.
REPORT OPTIONS - If you have your own logo or company logo, you can
choose it by clicking BROWSE. Make sure the image is square, because it will be
resized to 150x150 pixels.
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Once you have filled in all the fields, you can click GO TO EVIDENCE3.
SOURCES. You can see the EVIDENCE SOURCES window shown in the
following figure:

Figure 5.9. Magnet AXIOM EVIDENCE SOURCES window

Here, we have two options: ACQUIRE EVIDENCE and LOAD EVIDENCE.

We are going to use an image we acquired previously, so our choice is the LOAD4.
EVIDENCE button. You can use one of the images you acquired in the previous
recipes.
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The next window is LOAD EVIDENCE, as you can see in the following figure:5.

Figure 5.10. Magnet AXIOM LOAD EVIDENCE window

Here, we have a VOLUME SHADOW COPY option - click it. Now we have two6.
more options: DRIVE and IMAGE.
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As we noted earlier, we are going to use an image. Once you choose it, you can7.
see the list of shadow copies available on the image, as in the following figure:

Figure 5.11. Volume Shadow Copies list

You can choose one or more shadow copies and go to processing details by8.
clicking NEXT. This time, we will skip this step and go straight to artifacts details
(click the GO TO ARTIFACTS DETAILS button).

As we are working with a shadow copy, the MOBILE ARTIFACTS option is
inactive, but we can use the COMPUTER ARTIFACTS option. As in Belkasoft
Evidence Center, here we have a wide range of artifacts, as you can see in the
following figure:
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Figure 5.12. Magnet AXIOM SELECT ARTIFACTS TO INCLUDE IN CASE window

For testing purposes, we have included all available artifacts in the case. Click the9.
GO TO ANALYZE EVIDENCE button, and the ANALYZE EVIDENCE button
right after that. This will start Magnet AXIOM Examine.
Once processing is finished, you will see the results in Magnet AXIOM Examine.10.

How it works...
Magnet AXIOM scans a drive or an image for available Volume Shadow Copies and uses
them as its evidence source. After it has processed all available data in the chosen shadow
copies, it extracts forensic artifacts according to the choices made by the examiner.
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See also
The Magnet Forensics website: h t t p s ://w w w . m a g n e t f o r e n s i c s . c o m /

The Magnet AXIOM free 30-day trial request page: h t t p s ://w w w . m a g n e t f o r e n s i c s . c o m /t r
y - m a g n e t - a x i o m - f r e e - 30- d a y s /

Belkasoft Evidence Center: h t t p s ://b e l k a s o f t . c o m /e c

https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec
https://belkasoft.com/ec


6
Windows Registry Analysis

In this chapter, we will cover the following recipes:

Extracting and viewing Windows Registry files with Magnet AXIOM
Parsing Registry files with RegRipper
Recovering deleted Registry artifacts with Registry Explorer
Registry analysis with FTK Registry Viewer

Introduction
The Windows Registry is one of the richest sources of digital evidence. You can find lots of
extremely useful pieces of information during examination of the Registry hives and keys.
Computer configurations, recently visited webpages and opened documents, connected
USB devices, and many other artifacts can all be acquired through Windows Registry
forensic examination.

The Registry has a tree structure. Each tree consists of keys, and each key may have one or
more subkeys and values.
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As forensic examiners usually deal with drive images, it's very important to know where
these registry files are stored. The first six files are located at
C:\Windows\System32\config. These files are:

COMPONENTS
DEFAULT
SAM
SECURITY
SOFTWARE
SYSTEM

There are also two files for each user account:

NTUSER.DAT, located at C:\Users\%Username%\
UsrClass.dat, located at
C:\Users\%Username%\AppData\Local\Microsoft\Windows

In this chapter, we will show you how to examine these files with both commercial and
open source forensic tools, and how to recover deleted keys, sub keys, and values.

Extracting and viewing Windows Registry
files with Magnet AXIOM
You have already learnt a bit about how to use Magnet AXIOM in your forensic
examinations, especially if you need to extract and analyze data from shadow copies. But
this tool has lots of very useful features, so we will use it in a few more recipes. This time
you will learn how to use Magnet AXIOM, and especially its Registry Explorer component,
for Windows Registry forensics.

Getting ready
If you are following the recipes in this book one by one, you already have Magnet AXIOM -
at least a trial version - installed. If not, refer to Chapter 5, Windows Shadow Copies Analysis,
for installation instructions. Once you've installed the tool, you are ready to go.
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How to do it...
The steps to be followed for Windows Registry analysis using Magnet AXIOM are as
follows:

Let's create a new case. Once it has been created and all the fields are filled in, go1.
to evidence sources. Click the Load evidence button, and you will see the
SELECT AN EVIDENCE SOURCE window, like the one in the following figure:

Figure 6.1. Magnet AXIOM SELECT AN EVIDENCE SOURCE window
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This time, let's choose the COMPUTER IMAGE option. Again, you can use one2.
of the images you acquired in a previous recipe; both RAW and E01 are
supported. Looking at the following figure, we can see that our image contains
two partitions and an unpartitioned space.

Figure 6.2. Magnet AXIOM ADD FILES AND FOLDERS window

You can tick only the main partition (Partition 2), or choose all available3.
partitions, as we did. Click NEXT and you will be brought to the SELECT
SEARCH TYPE screen, which you can see in the following figure:
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Figure 6.3. Magnet AXIOM SELECT SEARCH TYPE window

There are four search types in the Magnet AXIOM process:4.
Full - used to extract data from all locations, including unallocated
space, shadow copies, and so on.
Quick - used to extract data from common areas.
Sector level - this option is very useful for unknown or corrupted file
systems, or formatted drives.
Custom - this option enables the examiner to choose locations. For
example, if you want AXIOM to carve unallocated space only, you can
choose only this location.

For testing purposes, you can choose all locations, but it will take a lot of time to
process it. Also, you can start from Quick type to gather low-hanging fruits. If you
don't want to make changes to artifact types, you can go straight to the ANALYZE
EVIDENCE section. Click the ANALYZE EVIDENCE button, and Magnet
AXIOM Examine will show up.
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Once data source processing has finished, go to the drop-down menu on the left,5.
like the one you can see in the following figure, and choose the Registry option:

Figure 6.4. Magnet AXIOM Examine navigation pane

Once you choose this, you can see all available files containing registry hives on6.
the navigation pane, as in the following figure:

Figure 6.5. AXIOM Registry viewer's navigation pane

If you click on the plus sign of a registry file, you can browse its contents, and7.
also see the values on the evidence pane of AXIOM Registry viewer.
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Figure 6.6. AXIOM Registry viewer's evidence pane

In the preceding figure, you can see the contents of the TimeZoneInformation8.
key. This is a very important key, as it helps examiners to detect the right time
zone. More information about the key you are viewing and its source can be
found in the DETAILS pane, shown in the following figure:

Figure 6.7. AXIOM Registry viewer's details pane
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Look at the Evidence source. If you click the blue link, it brings you to the9.
registry file's location and opens it in the file system viewer. Now you can export
the registry file. To do this, right-click the file and choose Save file / folder to... as
shown in the following screenshot:

Figure 6.8. Exporting a registry file

You can also view the artifacts AXIOM extracted automatically during the10.
processing phase. To do this, right-click the registry file and click View related
artifacts from the context menu.

Once you have exported the file, you can parse it with other tools. Of course, Magnet
AXIOM is a very powerful forensic tool and it extracts lots of data from registry files, but
sometimes it's useful to parse them with some other tools, for example, RegRipper. We will
show you how to do this in the next recipe.

How it works...
Magnet AXIOM collects all available registry files so that a digital forensic examiner can
analyze them manually, or export them for parsing with other tools. Also, AXIOM extracts
a lot of forensic artifacts from these files automatically, so an examiner can analyze the 
results in the evidence pane of Magnet AXIOM Examine.

See also
The Magnet AXIOM overview:

h t t p s ://w w w . m a g n e t f o r e n s i c s . c o m /m a g n e t - a x i o m /
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Parsing registry files with RegRipper
RegRipper is an open source Windows forensic tool developed by the famous forensicator
Harlan Carvey, the author of the Windows Forensic Analysis series. It's written in Perl, and
has a lot of useful plugins available. Also, digital forensic examiners capable of writing in
Perl can create their own plugins for their specific needs.

Getting ready
Go to RegRipper's page at Harlan's GitHub, click on the green button (Clone or Download),
and choose the Download ZIP option. Once the archive is downloaded (in our case it is
named RegRipper2.8-master.zip), unpack it, and you are ready to go.

How to do it...
The steps for parsing registry files with RegRipper:

You already know how to export registry files from disk images, at least with1.
Magnet AXIOM. So, we are sure you have a file to parse with RegRipper. Start
rr.exe, and you will see a window like the one in the following figure:

Figure 6.9. RegRipper main window
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Here, you have three fields to fill in:

Hive File - Use the Browse button and choose the hive (registry)
file you exported previously. In our case, it's SYSTEM.

Report File - Use the Browse button and choose a file to save the
output (it's in plain text, so a TXT file will do). In our case, the file is
called SYSTEM_output.

Profile - Choose the right profile for parsing from the drop-down
menu. We are using the SYSTEM file as the source, so our profile of
choice is 'system'.

Once you've chosen your files and the right profile, you can press the Rip It2.
button. As soon as processing is finished, you are ready to analyze the output:

Figure 6.10. RegRipper output



Windows Registry Analysis

[ 109 ]

If you scroll down the output file, you will see that there is a lot of important information
from a forensic point of view, such as connected USB devices, EventLog configuration,
mounted devices, network connections, and so on. The tools work very fast, so this is a
good tool set to start with.

How it works...
RegRipper uses Perl modules, according to the profile chosen by a forensic examiner, to
extract data from a hive (registry) file, and save the output to a TXT file.

See also
The RegRipper download page:

h t t p s ://g i t h u b . c o m /k e y d e t 89/R e g R i p p e r 2. 8

Recovering deleted Registry artifacts with
Registry Explorer
Registry Explorer is another free Windows Registry forensic tool by another famous digital
forensic examiner: Eric Zimmerman. One of the extremely useful features of this tool is its
capability to recover deleted records. And it's easier than you might imagine.

Getting ready
Go to Eric's GitHub and click on the Registry Explorer download link. In our case, it's called
Registry Explorer/RECmd Version 0.8.1.0. As at the time of writing, the most recent version
of the tool is 0.8.1.0. Once RegistryExplorer_RECmd.zip is downloaded, unpack it and you
are ready to go.
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How to do it...
The steps to recover deleted registry artifacts using registry explorer are as follows:

Start RegistryExplorer.exe, go to Options and make sure the Recover deleted1.
keys/values option is enabled, as in the following figure:

Figure 6.11. Registry Explorer Recover deleted keys/values option

Now you are ready to choose a hive file for processing. To do this, go to File -
Load offline hive, or just press Alt + 1. That's it.

Now you can browse the contents of your hive file, in our case SYSTEM,2.
including associated and unassociated deleted records, as you can see in the
following figure:
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Figure 6.12. Associated and unassociated deleted records

The difference between associated and unassociated records is that the first group
is still associated with keys in the active registry, and the second group is not.

How it works...
Registry Explorer processes the hive file of choice and automatically recovers deleted
records, both associated and unassociated. Once processing is finished, an examiner can
browse available data.
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See also
Eric Zimmerman's GitHub:
h t t p s ://e r i c z i m m e r m a n . g i t h u b . i o /

Introducing Registry Explorer:
h t t p s ://b i n a r y f o r a y . b l o g s p o t . r u /2015/02/i n t r o d u c i n g - r e g i s t r y - e x p l o r e r . h t m l

Registry analysis with FTK Registry Viewer
FTK Registry Viewer ships as part of AccessData’s products, or can also be downloaded
separately. It allows users to view the contents of the registry on a Windows machine.

Getting ready
If you already have FTK, Registry Viewer will be on your system. If you do not, you can
download FTK Imager at AccessData’s website - it's free. You will need to fill in some
personal information, including your name, company name, position and email address to
gain access to the free download. The following figure shows the download page for FTK
Imager:

Figure 6.13. Downloading FTK Imager
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If you only need to download Registry Viewer, you can do that on the Product Downloads
page as well.

How to do it...
Once Registry Viewer has been installed, navigate to it on your machine and double-click
the icon to open the program. Open FTK Imager at the same time.

In Imager, go to File > Obtain Protected Files.1.

Figure 6.14. Obtaining protected files
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In the small box that pops up, choose a destination folder for your files.2.

Figure 6.15. Choosing a destination folder

Note the warning about Imager getting the files from your own system. This is
fine in an example like this, or as part of a practice case, but if it shows up when
you’re trying to find evidence on a forensic image, you know you’ve chosen the
wrong source!

Make sure you choose Password recovery and all registry files from below the3.
destination folder bar, otherwise you will only get a stripped-back version of the
results. Click OK.

It may take a little while to generate, and for the first few seconds it might look
like nothing is happening. Remember, patience is a virtue when dealing with
technology! You can check whether the process has finished by opening the folder
in the file path you specified earlier, which should now be populated as shown in
the following screenshot:
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Figure 6.16. The populated folder
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Click File and then Change folder and Search Options. This will open a dialogue4.
box. Click the View tab and enable the option Show hidden files, folders and
drives under Hidden files and folders.

Figure 6.17. Showing hidden files

Click Apply and then OK.
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Now we can look at the data we have collected from the registry using Registry Viewer.

To do that, open Registry Viewer and click File > Open, then go to the folder in1.
which you saved the registry files and find the one marked NTUSER.DAT. Open it.
The SOFTWARE menu will give you a nice long list of all the pieces of software2.
that have been installed on the machine in question:

Figure 6.18. Software installed on the machine
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You can see which programs have been uninstalled and when the uninstallations3.
took place under
NTUSER.DAT\SOFTWARE\Microsoft\UserData\UninstallTimes.

Figure 6.19. Uninstall times

This can be particularly useful if you suspect that a user has been taking anti-
forensic measures to try to scupper an investigation.

Under NTUSER.DAT\SOFTWARE\Microsoft\InternetExplorer\TypedURLs,4.
you can see the addresses of any sites a user visited in Internet Explorer:
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Figure 6.20. Sites visited in Internet Explorer

Under NTUSER.DAT\Software\Microsoft\Internet Explorer\IntelliForms, you can
see data from autocomplete forms, such as usernames and passwords.

How it works...
Registry Viewer collects registry files from a machine or a forensic image, allowing manual
examination with FTK or Imager.

See also
AccessData's Products page:
h t t p ://a c c e s s d a t a . c o m /p r o d u c t - d o w n l o a d

The AccessData Registry Viewer User Guide:
h t t p s ://a d - p d f . s 3. a m a z o n a w s . c o m /R e g i s t r y V i e w e r _ U G . p d f
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7
Main Windows Operating

System Artifacts
In this chapter, we will cover the following recipes:

Recycle bin content analysis with EnCase Forensic
Recycle bin content analysis with Rifiuti2
Recycle bin content analysis with Magnet AXIOM
Event log analysis with FullEventLogView
Event log analysis with Magnet AXIOM
Event log recovery with EVTXtract
LNK file analysis with EnCase Forensic
LNK file analysis with LECmd
LNK file analysis with Link Parser
Prefetch file analysis with Magnet AXIOM
Prefetch file parsing with PECmd
Prefetch file recovery with Windows Prefetch Carver

Introduction
Some features of Windows operating systems produce a great number of valuable artifacts
that can be further used as pieces of digital evidence. The most common sources of such
artifacts are the Recycle Bin, Windows Event Logs, LNK files, and Prefetch files.
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The Recycle Bin contains files and folders that have been deleted by the user via the right-
click menu. In fact, these files are not deleted from the file system, but only moved from
their original location into the Recycle Bin. There are two formats of the Recycle Bin: the
Recycler format (Windows 2000, XP) - files are stored under C:\Recycler\%SID%\ and
their metadata is stored in the INFO2 file; and the $Recycle.Bin format - files are stored
under C:\$Recycle.Bin\%SID%\ in $R file, and their metadata is stored in $I files.

As you can guess from the name, Windows Event Logs collect information about different
system events. Windows 2000, XP, and 2003 (except for server versions) store these logs in
three files: Application, System, and Security. These files can be found under
C:\Windows\system32\config. With Windows Vista, the Event Logs format has been
changed to XML. These EVTX files can be found under
C:\Windows\System32\Winevt\Logs.

LNK files or Windows Shortcut files refer to other files: applications, documents, and so on.
These can be found system-wide, and can help a digital forensic examiner to uncover some
of the suspect's activities, including recently used files, applications, and so on.

And, finally, Prefetch files. You can find these files in C:\Windows\Prefetch, and they
contain lots of valuable information about used applications, including their run count, last
run date and time, and so on.

In this chapter, you will learn how to analyze all of these sources of digital evidence with
both commercial and free digital forensics tools.

Recycle Bin content analysis with EnCase
Forensic
EnCase is a well-known and court-accepted commercial digital forensics tool developed by
Guidance Software. It is used by examiners from all over the world, both in law
enforcement agencies and in the private sector. It supports the whole investigation life
cycle, from collecting to reporting. What's more, it has a built-in scripting language -
EnScript - so users can write their own scripts to solve digital forensic problems. A lot of
useful EnScripts are available for free at EnCase App Central. In this recipe, we will show
you how to use this powerful tool to examine Windows Recycle Bin contents.
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Getting ready
Unfortunately, Guidance Software doesn't provide trial versions of EnCase Forensic, so to
follow this recipe, you must have a valid licence. If you have one, make sure you are using
the latest version of the tool: EnCase Forensic 8.

How to do it...
The steps for Recycle bin Content Analysis in Encase Forensic are as follows:

Let's start by creating a new case. To do this, click on the New Case link on the1.
left. The Case Options window will pop up, as you see in the following figure:

Figure 7.1. Case Options
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We have chosen #2 Forensic template, and there is a lot of information to fill in.2.
Let's start with Case information. Here, we have 6 fields to fill in: Case Number,
Case Data, Examiner Name, Examiner I.D., Agency, and Description. All fields
are self-explanatory, so just fill them in.
Let's go to Name and location. Type your case's name or number in the first field,3.
and choose the Base case folder (case files will be stored here). The Full case path
field will be filled in automatically.
Go to Evidence cache locations. You can use the same folder to store cache (to do4.
this, tick Use base case folder for primary evidence cache), or choose one or two
folders to store it.
Finally, if you want your case to be backed up, tick the Backup every option and5.
choose its value. Don't forget about choosing the backup folder and the
maximum size of the backup. Once everything is filled in, just click OK.
Now you see a window with your case information, and you are ready to add a6.
forensic image. To do this, click the Add Evidence File link on the left.

Figure 7.2. Adding evidence
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As you can see in the preceding screenshot, there are 6 evidence source options:
you can Add Local Device (don't forget to use a writeblocker), a remote evidence
source, E01 or RAW image, and so on. You already have both, an E01 and a RAW
image, so you can use one of them. We are going to use an E01 image. If you too,
plan to use an E01 image, click the Add Evidence File link; if you are using a
RAW image, click Add Raw Image.

Now you see your evidence file. Click on its name to see the contents. It may take7.
some time for EnCase to parse the data. Once data parsing is finished, go to the
$Recycle bin folder:

Figure 7.3. $Recycle.Bin folder contents
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As you can see in the preceding figure, there is a list of the user's security
identifiers (SID). This can help an examiner to determine which user placed files
into the recycle bin. There are folders too; let's open one of them. In our case, we
open the folder S-1-5-21-811620217-3902942730-3453695107-1000. Look
at the next figure:

Figure 7.4. S-1-5-21-811620217-3902942730-3453695107-1000 folder contents

EnCase has parsed the Recycle Bin contents for you automatically. Also, it has
gathered a lot of valuable information: the original file name, its original path,
deletion date and time, and so on.

How it works...
Depending on the Windows version, EnCase extracts information about the Recycle Bin
contents from an INFO2 file (Windows XP) or $I and $R files (Windows Vista and above),
so a forensic examiner can preview them and see their original names, path, deletion dates,
and so on.



Main Windows Operating System Artifacts

[ 126 ]

See also
What's New in EnCase Forensic 8:
h t t p s ://w w w . g u i d a n c e s o f t w a r e . c o m /d o c u m e n t /p r o d u c t - b r i e f /w h a t 's - n e w - i n - e n c a s e
- f o r e n s i c - 8

Recycle bin content analysis with Rifiuti2
Rifiuti2 is an open source tool which enables a computer forensic examiner to analyze
Windows recycle bin content. The tool will show you important information such as the
recycled file's deletion date and time, its original path, and so on. Rifiuti2 supports both old
(starting from Windows 95) and modern (up to Windows 10) recycle bin formats. What's
more, language is no problem: the tool supports all localized versions of Windows.

Getting ready
Go to Rifiuti2's download page and download the ZIP archive with the latest Windows
version. In our case, the latest version is 0.6.1, so the archive we downloaded, is called
Rifiuti2-0.6.1-win.zip. Unpack it and you are ready to go.

How to do it...
You already know that each user has their own folder in the recycle bin. Remember, the
screenshot from the previous recipe about EnCase —there were a number of folders. To use
Rifiuti2, you should first export one of those folders. There are a lot of tools capable of
doing this, and you already know some of them, for example Autopsy, FTK Imager, and
Magnet AXIOM.

Once you have exported the folder, you are ready to start the Windows Command Prompt
and use the tool. If you are using a 32-bit system, go to the x32 folder; if you have a 64-bit
system, go to the x64 folder. In both folders, you will find two Windows executables:
rifiuti.exe and rifiuti-vista.exe. If you exported your folder from a Windows
system up to (and including) XP, use rifiuti.exe, otherwise (starting from Vista) use
rifiuti-vista.exe. In our case, the folder was exported from a Windows 10 image, so
we used rifiuti-vista.exe.

    rifiuti-vista.exe S-1-5-21-3736901549-408126705-1870357071-1001 >
    rec_bin.txt
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As you can see, we redirected the output to a TXT file. Look at its contents in the
following figure :

Figure 7.5. Rifiuti2 output

Everything is parsed correctly. We have original paths, names, sizes, and deletion
timestamps. Have you noticed the Cyrillic symbols? As we mentioned before, all localized
versions of Windows are supported!
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How it works...
If you have a folder from a Windows system prior to Vista, you can use rifiuti.exe,
which parses INFO2 file contents and extracts information about the particular user's
recycle bin contents.

If you have a folder from a Windows Vista system or later, you use rifiuti-vista.exe,
which parses the so-called index files ($I) to extract information about recycled files, their
original paths, names, sizes, and deletion dates and times.

See also
Rifiuti2 GitHub page:
h t t p s ://g i t h u b . c o m /a b e l c h e u n g /r i f i u t i 2

Rifiuti2, ver. 0.6.1, download page:
h t t p s ://g i t h u b . c o m /a b e l c h e u n g /r i f i u t i 2/r e l e a s e s /t a g /0. 6. 1

Recycle bin content analysis with Magnet
AXIOM
Magnet AXIOM supports all common Windows operating system artifacts including, of
course, the Recycle Bin. In this recipe, we will show you how to use it to analyze files which
our suspect has tried to delete, putting them into the Recycle Bin.

Getting ready
If you haven't downloaded and installed the trial version of Magnet AXIOM yet, use the
link from the See more section to do so. Once the tool is installed on your workstation, open
it, create a new case, add a forensic image, and process it with default options. If you don't
know how to do this, refer back to the recipes in the previous chapters.
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How to do it...
The steps for Recycle bin content analysis with magnet AXIOM are as follows:

Once your forensic image is processed, go to AXIOM Examine's artifact types1.
pane, and scroll down to OPERATING SYSTEM, as shown in the following
figure:

Figure 7.6. Operating system artifacts list

As you can see, there are quite a lot of different operating system artifacts listed,2.
including the Recycle Bin. In our case, there is only one file there. You can see it
in the following figure:

Figure 7.7. Recycle Bin contents
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So, we have a link file for the TeamViewer app in our suspect's Recycle Bin. This3.
app is used for remote access. Suspicious, isn't it? You can also find information
about the date and time the file was deleted, the security identifier of the user
who deleted it, and the original file path - everything you may need for your
investigation.

How it works...
If you process the evidence source with the default options itself, or choose the Recycle Bin
in your custom artifact list, Magnet AXIOM parses all available information from the INFO2
file (up to Windows XP) or $I and $R files (starting from Windows Vista).

See also
Magnet AXIOM trial request page:

h t t p s ://w w w . m a g n e t f o r e n s i c s . c o m /t r y - m a g n e t - a x i o m - f r e e - 30- d a y s /

Event log analysis with FullEventLogView
FullEventLogView is another useful free tool from NirSoft, capable of parsing Windows 10,
8, 7, and Vista event logs. A computer forensic examiner can use it to view both event logs
from a local computer and EVTX files, which can be found at
%SystemRoot%\Windows\System32\winevt\Logs.

Getting ready
Go to the FullEventLogView download page on NirSoft's website (the link is presented in
the See Also section), and get the 32-bit or 64-bit version of the tool, according to your
system. Unpack the archive you downloaded and you are ready to go.
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How to do it...
The steps for event log analysis with FullEventLogView are as follows:

The first thing you should do after starting the tool is choose the data source. To1.
do this, go to File - Choose Data Source, or just press F7. As you can see in the
following figure, there are three options available:

Loading logs from the computer you are running the tool on
Loading logs from a remote computer
Loading logs from a folder you previously exported (from a
forensic image, for example)

Figure 7.8. Choosing data source in FullEventLogView

By default, FullEventLogView shows events only from the last 7 days. If you2.
need a longer period, go to Options - Advanced Options (or press F9), and
choose Show events from all times. You can also choose a time period to show,
both in local time and GMT, and filter event logs by level, event ID, provider, and
channel.
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Figure 7.9. FullEventLogView Advanced Options

Once you have applied all the filters you need and chosen the data source, you3.
will see all the available event logs in the main window of FullEventLogView.
This is shown in the following figure:

Figure 7.10. Viewing event logs from a folder exported from an image
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An examiner can sort the logs by any column available. Also, you can search
through the logs: go to Edit - Find, or just press Ctrl+F.

How it works...
Depending on the data source, FullEventLogView displays event logs from the local
computer, a remote computer, or a folder and enables digital forensic examiners to sort
them and search through them using keywords.

See also
Event Logs:
h t t p s ://t e c h n e t . m i c r o s o f t . c o m /e n - u s /l i b r a r y /c c 722404(v =w s . 11). a s p x

FullEventLogView download page:
h t t p ://w w w . n i r s o f t . n e t /u t i l s /f u l l _ e v e n t _ l o g _ v i e w . h t m l

Event log analysis with Magnet AXIOM
Let's keep using Magnet AXIOM to explore some of the most common Windows OS
forensic artifacts. In this recipe, we will show you how to examine Windows Event Logs
using this tool.

Getting ready
You have already used this tool recently to collect the Recycle Bin data from a forensic
image. This time, we are interested in Event Logs examination, but you can use the same
case as for the Recycle Bin if you processed the whole image with default options.
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How to do it...
The steps for Event log analysis using Magnet AXIOM are as follows:

Open the case you used for the Recycle Bin forensic analysis and go to the1.
OPERATING SYSTEM artifacts list again, but now choose Windows Event Logs,
as in the following figure:

Figure 7.11. Operating system artifacts list
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As you can see in the preceding figure, we have a huge number of event logs. To2.
make your analysis easier, you can sort them. For example, we used the Created
Date/Time column to sort our event logs. You can see partial results in the
following figure:

Figure 7.12. Sorted Event Logs records

Of course, you can use other columns to sort your logs, for example Event ID or Event
Description Summary—it depends on the specific requirements of your case.

How it works...
Magnet AXIOM automatically finds available Windows Event Logs on a forensic image
during the processing stage. As a result, the examiner has a list of all the logs with the
ability to sort them according to different criteria.
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See also
Magnet AXIOM for computers: h t t p s ://w w w . m a g n e t f o r e n s i c s . c o m /m a g n e t - a x i o m /c o m p u
t e r s /

Event log recovery with EVTXtract
You already know how to export, sort and search through Windows event logs. Now it's
time to learn how to recover deleted or corrupted event log artifacts. Thankfully, there is an
open source tool by Willi Ballenthin that is capable of solving this problem: EVTXtract. The
tool can recover EVTX fragments not only from RAW images, but also from unallocated
space and memory dumps.

Getting ready
First of all, since EVTXtract is written in Python, make sure you have this installed on your
workstation. If not, go to the official Python website, download and install it. Also, you will
need python-evtx, which you can find in Willi's GitHub. Python-evtx is an EVTX parser,
which is a dependence for EVTXtract. To install it, download and unpack the archive from
GitHub, open Windows Command Prompt, choose the directory to which you unpacked
the archive, and run the following command:

setup.py install

That's it; now you have python-evtx installed, and you are ready to install EVTXtract. The
process is almost the same: download and unpack the archive from GitHub (but now use
the EVTXtract download page), open the Windows Command Prompt, choose the directory
to which you unpacked the archive, and run the following command:

setup.py install

We are done. Now you have evtxtract.exe in your Python 2 scripts folder - in our case
it's C:\Python27\Scripts - and you are ready to use it.
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How to do it...
First of all, you must decide what you are going to use as the source. You have three
options: a disk image in RAW format, a memory dump, or an unallocated space. You have
already created RAW disk images and memory images (dumps) in previous recipes, but
what about unallocated space? You have already used Autopsy, and even recovered some
data from an NTFS partition. But you can also use this tool to extract unallocated space to a
separate file. To do this, go to Data Sources, right-click the partition you want to extract
unallocated space from, and choose Extract Unallocated Space to Single File.

Figure 7.13. Extracting unallocated space to single file with Autopsy

Once unallocated space is extracted, you can use this file as the source for EVTXtract. To
start the recovery process, use the following command:

evtxtract.exe image.raw > output.xml

Don't forget to change image.raw to the file of your choice. Once the process is finished,
you can analyze and search through the output file.

How it works...
EVTXtract walks through a disk image (only RAW format is supported), a memory dump,
or a file with extracted unallocated space (depending on the examiner's choice) and recovers
EVTX fragments, saving them to an XML file.
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See also
Python download page:
https://www.python.org/downloads/

Python-evtx download page:
https://github.com/williballenthin/python-evtx

EVTXtract download page:
h t t p s ://g i t h u b . c o m /w i l l i b a l l e n t h i n /E V T X t r a c t

LNK file analysis with EnCase forensic
In our previous recipes, you have already learnt how to create a new case, add evidence
files, and examine Windows recycle bin contents with EnCase Forensic. Now it's time to go
even further, and meet the EnCase Evidence Processor, and especially the Windows Artifact
Parser. This module enables a digital forensic examiner to parse different Windows forensic
artifacts, including LNK files, automatically.

Getting ready
To use the EnCase Evidence Processor, you should create a case and add an evidence item.
You already created a case to examine the recycle bin, so you can use that case here. If it's
not available, create a new one and add an image to it. Once done, you are ready to use the
EnCase Evidence Processor and the Windows Artifact Parser.
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How to do it...
The steps for LNK files analysis are given as follows:

Once you have created a new case and added an evidence item, go to Process1.
Evidence - Process... You will see the EnCase Processor Options window, as you
can see in the following figure:

Figure 7.14. EnCase Processor Options
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As you can see, we have quite a lot of options here: you can Recover Folders,2.
Find email, Find Internet artifacts, and so on. But, for now, let's go to the
Modules folder. You can see its contents in the following figure:

Figure 7.15. Modules folder contents

As it is already been said, this time we are interested in the Windows Artifact3.
Parser. If you click on its name, you see the following options:

Figure 7.16. Windows Artifact Parser options



Main Windows Operating System Artifacts

[ 141 ]

This module is able to provide an examiner with information about Link Files,4.
Recycle Bin Files (if you want them in the report, make sure you use this option),
MFT Transactions, and ShellBags, including those extracted from an image's
unallocated space (if you tick the Search Unallocated option).
This time, we are interested in parsing LNK files, so let's choose the Link Files5.
option (don't forget to tick Search Unallocated, we don't want to miss anything!).
Once the processing is finished, go to EnScript - Case Analyzer. Here, you can6.
find all the available LNK files with lots of metadata extracted by the Windows
Artifact Parser. Take a look at the following figure for more details:

Figure 7.17. Parsed LNK files
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How it works...
Windows Artifact Parser walks through the image added to the case and extracts
information from the LNK files it finds, including those from unallocated space if this
option has been chosen by the examiner. Once the process is finished, the examiner can then
analyze, bookmark, and add this information to their report.

See also
Windows Shortcut File format specification:
h t t p s ://g i t h u b . c o m /l i b y a l /l i b l n k /b l o b /m a s t e r /d o c u m e n t a t i o n /W i n d o w s %20S h o r t c u t
%20F i l e %20(L N K )%20f o r m a t . a s c i i d o c

LNK file analysis with LECmd
LECmd is another great free and open source Windows forensic tool by Eric Zimmerman. It
processes files really fast, and can be used for parsing both single LNK files and the folders
that contain them. Also, it has quite a wide range of export options, including CSV and
XML.

Getting ready
Go to the LECmd download page to get the archive with the tool. Unpack the archive you
have downloaded, run the Windows Command Prompt, change the directory to the one
you have just unpacked, and you are ready to go.
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How to do it...
The steps for LNK files analysis with LECmd:

As we have already said, LECmd can process both single files and folders. If you1.
want to extract information from a single file, use -f switch; if your target is a
directory, use -d switch. If you are interested only in LNK files pointing to
removable drives, you can use -r switch. The other available options can be seen
in the following figure:

Figure 7.18. LECmd options
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If you want to run LECmd against a file or folder on a forensic image, first you2.
should mount it. Thankfully, you already know how to do this. In our case, the
main partition is mounted under N:\. Let's use LECmd against the Roaming
folder and save the output formatted in xhtml. To do this, use the following
command:

LECmd.exe -d "N:\Users\NP\AppData\Roaming" -xhtml
"C:\Users\Admin\Desktop\test.html

You can see part of the xhtml formatted output in the following figure:3.

Figure 7.19. A part of LECmd xhtml formatted output

As you can see in the preceding figure, LECmd extracts lots of information from4.
LNK files. For example, we have MAC (modified, accessed, created) times both
for the LNK file and the target file (in our case, LacyMilletCL.doc), as well as the
target file's size, absolute path, and even computer ID and MAC address.

How it works...
LECmd walks through a folder or a single file, extracts information from available LNK
files, and saves the output to the format chosen by the examiner.

See also
LECmd download page:
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Introducing LECmd:
h t t p s ://b i n a r y f o r a y . b l o g s p o t . r u /2016/02/i n t r o d u c i n g - l e c m d . h t m l

Shell Link (.LNK) Binary File Format:
h t t p s ://m s d n . m i c r o s o f t . c o m /e n - u s /l i b r a r y /d d 871305. a s p x

LNK file analysis with Link Parser
Link Parser is another free tool that can be used by digital forensic examiners for Microsoft
Shell Link files. It is developed by 4Discovery, and is capable of parsing a single LNK file,
multiple selected files, or recursively over a folder or mounted forensic image.

Getting ready
Go to the Link Parser page on 4Discovery's website (you can find the link in the See Also
section), and download an archive with the tool - at the time of writing the most recent
version is 1.3. Unpack the archive, and you are ready to go.

How to do it...
Start LinkParser.exe, click on the folder icon, and choose a folder with the LNK files you
want the tool to parse. In our case, it's
C:\Users\{username}\AppData\Roaming\Microsoft\Windows\Recent - this folder
contains recently used items; we exported it from a forensic image using FTK Imager. Link
Parser has extracted data from 204 LNK files, as seen in the following figure:

Figure 7.20. Link Parser output
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Link Parser extracts a huge amount of data from LNK files - more than 30 attributes,
including Volume Serial Number, Volume Label, Volume ID, and more.

All parsed attributes can be easily exported to CSV. To do this, click the floppy disk icon,
choose Export file name, and select a location. After this, you can easily import exported
data into your favorite spreadsheet application.

How it works...
Link Parser walks through a folder or single LNK file chosen by the examiner and extracts
more than 30 attributes from available LNK files. Parsed data can be exported to a CSV file.

See also
Link Parser download page:

h t t p ://w w w . 4d i s c o v e r y . c o m /o u r - t o o l s /

Prefetch file analysis with Magnet AXIOM
If you have been following the recipes in this book, you already know what Magnet AXIOM
is, and have even used it for forensic analysis of some Windows artifacts. AXIOM is a really
good tool, so we are going to continue to show you how to use it for parsing and analysis of
different useful operating system artifacts: this time, prefetch files.

Getting ready
As you have already used AXIOM, there is no need to install it - it's already on your
workstation. If, for some reason, it's not, refer to the See Also section to learn how to get a
trial version of the tool. Also, you will need an evidence source: a forensic image or a folder
with prefetch files (this is located in C:\Windows\Prefetch). As soon as you have located
one of the options, you are ready to go.
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How to do it...
The steps for Prefetch file analysis with Magnet AXIOM:

Create a new case and go to Load evidence. You have five options here:1.
CONNECTED DRIVE, FILES & FOLDERS, COMPUTER IMAGE, VOLUME
SHADOW COPY, and MOBILE DEVICES, as you can see in the following
figure:

Figure 7.21. Load evidence options

As mentioned before, you can use a forensic image or a previously exported2.
folder with prefetch files. If you prefer the first option, choose COMPUTER
IMAGE; if the second, choose FILES & FOLDERS. In our case, it's a folder,
which has been chosen with the help of the AXIOM folder browser.
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Now, let's go to the artifact details. As we are interested in prefetches, let's choose3.
only these artifacts from the list. Click the CUSTOMIZE COMPUTER
ARTIFACTS button, then CLEAR ALL, go to OPERATING SYSTEM, and tick
the Windows Prefetch Files option. You can see how this works in the figure
below:

Figure 7.22. Selecting artifacts to include in case
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So, now, we are ready to start analyzing the evidence. We have chosen only a4.
folder with prefetch files, so very soon we can view parsing results in AXIOM
Examine. Once the processing phase is finished, you are ready to view and
analyze the results, as shown in the following figure:

Figure 7.23. Prefetch files parsing results

As you can see, we can get the number of runs for each program, and also the
timestamps of up to eight recent runs. A very valuable piece of information, especially
for malware forensics!
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How it works...
Magnet AXIOM searches for prefetch files and extracts information about the run count and
the timestamps of up to eight recent runs.

See also
Try Magnet AXIOM Free for 30 Days:

h t t p s ://w w w . m a g n e t f o r e n s i c s . c o m /t r y - m a g n e t - a x i o m - f r e e - 30- d a y s /

Windows Prefetch File (PF) format:

h t t p s ://g i t h u b . c o m /l i b y a l /l i b s c c a /b l o b /m a s t e r /d o c u m e n t a t i o n /W i n d o w s %20P r e f e t c
h %20F i l e %20(P F )%20f o r m a t . a s c i i d o c

Forensic Analysis of Prefetch files in Windows:

h t t p s ://w w w . m a g n e t f o r e n s i c s . c o m /c o m p u t e r - f o r e n s i c s /f o r e n s i c - a n a l y s i s - o f - p r e f
e t c h - f i l e s - i n - w i n d o w s /

Prefetch file parsing with PECmd
If you have found some suspicious prefetch files and want to perform in-depth analysis,
there is another tool by Eric Zimmerman that can help you - PECmd. This is a free and fast
command-line tool capable of parsing Windows Prefetch files, both in old and new formats.
In this recipe, we will show you how to extract valuable data from prefetches with the help
of this tool.

Getting ready
Go to the PECmd download page, get the archive with the tool - at the time of writing, the
most recent version is 0.9.0.0 - and unpack it. Also, you will need a prefetch file to work
with, or a folder with such a file. As you already know, it can be exported from a forensic
image with a tool of your choice. As soon as you get it, open the Windows Command
Prompt, and you are ready to go!
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How to do it...
The steps for prefetch file parsing with PECmd are as follows:

Using the Windows Command Prompt, change the directory to the one where1.
you unpacked the archive, and run the following command:

PECmd.exe -f
C:\Users\Admin\Desktop\Prefetch\ACRORD32.EXE-41B0A0C7.pf

You will see the output very shortly, as in the following figure:

Figure 7.24. PECmd output
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As you can see in the preceding figure, we can get the executable name, its run2.
count, timestamps of the last eight runs, and even lists of directories and files
references. Not bad, right?

You can also parse all files in a directory recursively. To do this, use the following
command:

PECmd.exe -d C:\Users\Admin\Desktop\Prefetch\

The tool is tiny, but really powerful, and is highly recommended for use in Windows
Prefetch analysis in your forensic examinations.

How it works...
PECmd extracts available information from a prefetch file, or multiple prefetch files, in a
folder specified by the user. The information includes the total number of runs, timestamps
for recent runs, directories and files references, and more.

See also
PECmd download page:

h t t p s ://e r i c z i m m e r m a n . g i t h u b . i o /

Introducing PECmd:

h t t p s ://b i n a r y f o r a y . b l o g s p o t . r u /2016/01/i n t r o d u c i n g - p e c m d . h t m l

Prefetch file recovery with Windows Prefetch
Carver
If you want to try to carve Windows Prefetch files from arbitrary binary data, there is a tool
for you - Windows Prefetch Carver by Adam Witt. It can be used for prefetch carving from
a drive's unallocated space or a memory image, for example. In this recipe we will show
you how to use it.
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Getting ready
Go to the Windows Prefetch Carver GitHub page (presented in the See Also section), and
download the archive using the green Clone or Download button. Unpack the archive, start
the Windows Command Prompt, and change the directory to the folder you unpacked it
into. You are ready to go!

How to do it...
The steps for prefetch file recovery with Windows Prefetch Carver are as follows:

For this recipe, we used a memory image from a Windows 7 system. The image is1.
called joshua1.vmem - you can find the download link for this memory image in
the See Also section. Now let's use the tool. Type the following command:

prefetch-carve.py -f joshua1.vmem -o output.txt

As the result, you'll get an output file with carved data, as in the figure below:

Figure 7.25. Windows Prefetch Carver output

As you can see, the tool carved 13 records: timestamps, file names, and run2.
counts are presented. There are a few output formats supported, including CSV
and mactime. Run the script without arguments to learn how to save carved data
in different formats.
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How it works...
Windows Prefetch Carver scans a piece of arbitrary binary data of the examiner's choice,
and extracts Windows Prefetch file artifacts, including timestamps, file names, and run
counts.

See also
Windows Prefetch Carver GitHub page: h t t p s ://g i t h u b . c o m /P o o r B i l l i o n a i r e /W i n d o w s -
P r e f e t c h - C a r v e r

Windows 7 memory image download page: h t t p ://j e s s e k o r n b l u m . l i v e j o u r n a l . c o m
/293291. h t m l
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8
Web Browser Forensics

In this chapter, we will cover the following recipes:

Mozilla Firefox analysis with BlackBag BlackLight
Google Chrome analysis with Magnet AXIOM
Microsoft Internet Explorer and Microsoft Edge analysis with Belkasoft Evidence
Center
Extracting web browser data from Pagefile.sys

Introduction
It is hard to imagine a case where web browser artifacts are useless. Child abuse material,
intellectual property theft, cyber harassment, malware - browser artifacts will help to solve
all sorts of cases. Nowadays, a huge number of web browsers are available. Some provide
their users with increased privacy options, others do not. But even if the suspect uses a
private browser, such as notorious Tor, a computer forensic examiner is able to extract some
data, for example from swap and hibernation files (check the last recipe in this chapter) or a
memory dump.

In this chapter, we will show you how to perform web browser forensics with some forensic
tools you have already dealt with, such as Magnet AXIOM and Belkasoft Evidence Center,
and some new ones, such as BlackBag's BlackLight.

Finally, you will learn how to defeat some anti-forensic techniques using swap
(pagefile.sys and swapfile.sys) and hibernation files. Let's go!
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Mozilla Firefox analysis with BlackBag's
BlackLight
BlackBag's BlackLight is a very powerful digital forensic tool which we usually use for Mac
OS X (macOS) forensicating. But, of course, Mac is not the only platform it supports. You
can also use it for Android, iOS, and Windows forensics. What's more, you can use
BlackLight both on Windows and macOS workstations, meaning that you can analyze
Windows forensic images on a Mac! In this recipe, we will show you how to use BlackLight
for Mozilla Firefox forensics.

Getting ready
If you are not a licensed user of BlackLight, you can request a trial licence on the BlackBag
website. Use the REQUEST TRIAL button on the BlackLight page, fill in your personal
information, such as first and last names, phone number, city, email, and so on, and click on
SUBMIT. You'll get your trial key and product download links via email, so make sure you
have submitted your real email, ideally a government or business one.

Now you need to get a folder with Firefox files for analysis. If you have a Windows XP
system, look here:

C:\Documents and Settings\%USERNAME%\Application Data\Mozilla\Firefox\

If you are dealing with a Windows Vista system (or later), look here:

C:\Users\admin\AppData\Roaming\Mozilla\Firefox\Profiles\%PROFILE%.defau
lt

Among other files, you'll find a bunch of valuable SQLite databases. These databases
contain information about browsing history, downloads and so on, and BlackLight will help
us to extract and analyze this data.
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How to do it...
The steps for Mozilla Firefox analysis are as follows:

Open BlackLight and create a new case. To do this, go to File - New Case, or just1.
click on the New... button, and choose your case location. Once you have saved
the case, you can start filling in the necessary fields and choose the right time
zone, as shown in the following figure:

Figure 8.1. Case details
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Now we are ready to add evidence. Click on the green Add button in front of2.
EVIDENCE. As we have already exported a Firefox profile folder, click on the
green Add button again, then the Add folder button, and choose the folder you
exported.

Figure 8.2. Adding evidence

Once the data has been processed, you should find the extracted data in the3.
Internet tab. If, for some reason, this tab does not have the desired contents, you
can analyze Firefox SQLite databases manually - BlackLight has a powerful built-
in SQLite browser!
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Let's use it and analyze places.sqlite - an SQLite database that contains
information about the suspect's browsing history. Go to the Browser tab, choose
the database, and use the Preview feature to examine it with BlackLight SQLite
browser.

Figure 8.3. Manual analysis of 'places.sqlite' SQLite database

Date/Time feature. Have you noticed the Recovered Fragments table? This can4.
help an examiner to recover deleted data - in our case, deleted web history
records.

How it works...
BlackLight analyzes Firefox databases and extracts available data (including deleted data)
for further examination, including history, bookmarks, downloads, forms data, cookies, and
so on. Also, a built-in SQLite browser enables the examiner to analyze these databases
manually.
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See also
BlackBag BlackLight page: h t t p s ://w w w . b l a c k b a g t e c h . c o m /b l a c k l i g h t . h t m l

BlackBag BlackLight Quick Start Guide: h t t p s ://w w w . b l a c k b a g t e c h . c o m /r e s o u r c e s /q u i c
k s t a r t - g u i d e s /q u i c k s t a r t - g u i d e - b l a c k l i g h t . h t m l

Google Chrome analysis with Magnet AXIOM
Google Chrome is another very popular web browser. You will find its artifacts during
many forensic examinations, not only on Windows systems, but also macOS, Linux, and
even mobile platforms. With the help of this recipe you will learn how to parse Google
Chrome artifacts with Magnet AXIOM.

Getting ready
Of course, you can use the whole forensic image as the source, but it is much faster to
extract the Google Chrome folder from the user's profile, as this greatly reduces the dataset
that has to be parsed. Here is where you can find the folders you need:

Windows XP:

C:\Documents and Settings\%USERNAME%\Local Settings\Application
Data\Google\Chrome

Windows Vista and above:

C:\Users\%USERNAME%\AppData\Local\Google\Chrome

Export the folder, make sure Magnet AXIOM with a valid licence or trial is installed on
your forensic workstation, and you are ready to go.
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How to do it...
Create a new case in AXIOM, use the folder you exported as the evidence source, and make
sure Google Chrome is chosen in the artifacts list. As soon as all these steps are performed,
run evidence analysis. It won't take too much time, but you'll get lots of useful forensic
artifacts. The artifacts extracted in our case are shown in the following figure.

Figure 8.4. Google Chrome artifacts extracted with Magnet AXIOM
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As you can see in the preceding figure, there are quite a lot of artifacts. Let's dive a bit
deeper.

Chrome Autofill Profiles are profiles used by Chrome to fill in form fields
automatically.
Chrome Bookmarks are webpages bookmarked by the user.
Chrome Cache Records are files downloaded by the browser to speed up the
loading of webpages. This can include pictures, HTML, javascript, and so on.
Chrome Cookies - small files which contain information about websites visited
by the user.
Chrome Current Session - information about the current session.
Chrome Current Tabs - tabs opened in the current session.
Chrome Downloads - files downloaded with Google Chrome.
Chrome FavIcons - favicons from the Chrome address bar.
Chrome Keyword Search Terms - keywords entered by the user.
Chrome Last Session - information about the previous session.
Chrome Last Tabs - tabs opened in the previous session.
Chrome Logins - the user's login information saved by Chrome.
Chrome Shortcuts - shortcuts for user entered URLs.
Chrome Sync Accounts - user accounts used for syncing to the cloud.
Chrome Sync Data - data synced to the cloud.
Chrome Top Sites - most frequently visited websites.
Chrome Web History - websites the user visited (unique visits only).
Chrome Web Visits - websites the user visited (all visits).

Also, AXIOM uses a carving technique to recover deleted data from Chrome databases.

How it works...
Magnet AXIOM finds and parses Google Chrome artifacts from a forensic image, drive,
folder, or file specified by a digital forensic examiner. Parsed artifacts are divided into
several groups to make forensicating even more convenient.
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See also
Digital Forensics: Artifact Profile – Google Chrome:

h t t p s ://w w w . m a g n e t f o r e n s i c s . c o m /a r t i f a c t - p r o f i l e s /a r t i f a c t - p r o f i l e - g o o g l e - c h
r o m e /

Microsoft Internet Explorer and Microsoft
Edge analysis with Belkasoft Evidence
Center
Hopefully, you have already added Belkasoft Evidence Center to your Windows forensic
toolkit. As you will remember, it can help you to carve data out of memory dumps. Of
course, this is not the only task it can help you to solve. It has robust support for hundreds
of Windows operating system forensic artifacts, including different web browsers. In this
recipe, we will show you how to use it for Microsoft Internet Explorer and Microsoft Edge
forensic analysis.

Getting ready
If you already have Belkasoft Evidence Center installed, just start the tool. Otherwise, use
the trial download link from the See also section to obtain a trial version of the tool. You will
need a Windows 10 image, as we are planning to analyze Microsoft Edge data.
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How to do it...
The steps for Microsoft Edge analysis and Microsoft Internet Explorer Analysis using
Belkasoft Evidence Center are as follows:

First of all, let's create a new case. Fill in the case information, choose the Root1.
folder (the case folder will be created automatically), and don't forget to make
sure you choose the right time zone from the drop-down menu. If you want, you
can add a case description as well.

Figure 8.5. Creating a new case in Belkasoft Evidence Center
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Now it's time to choose a data source. As you can see in the following figure, we2.
have a number of options here. This time, we are going to choose a drive image.
We have a test image named Browsers.E01. If you have created an image of a
Windows 10 drive, you can use it for this recipe, otherwise, find such a system
and solidify your knowledge by imaging it. Also, you can create a Windows 10
virtual machine and use its virtual disk - such disks are also supported by
Belkasoft Evidence Center.

Figure 8.6. Adding a data source in Belkasoft Evidence Center
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Let's choose the forensic artifacts we want to search for. First, click on the Select3.
none to uncheck all data types. Now go to Browsers, scroll down to Windows on
the left pane, and choose Edge, and then Internet Explorer. Don't forget to tick
the Carve option to extract even more data!

Figure 8.7. Choosing data types in Belkasoft Evidence Center
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Once the image has been processed, you'll see all the results in both the Overview and Case
Explorer tabs.

Figure 8.8. Overview tab

If you dig deeper and analyze browser history artifacts, you will notice that all of4.
them are marked as Internet Explorer 10+. This is because both Internet Explorer
and Edge store history records in the same database, located at:
C:\Users\%USERNAME%\AppData\Local\Microsoft\Windows\WebCache\We
bCacheV01.dat

Also, you can see the Typed URLs section in the preceding figure. These URLs are
typed by the user directly into the browser's address bar, and are stored in the
registry. You can learn more about Windows Registry forensics in Chapter 6,
Windows Registry Analysis.

How it works...
Belkasoft Evidence Center walks through all files and folders and extracts available data
from web browsers. If carving is enabled, it also extracts data from unallocated space.

See also
Belkasoft Evidence Center download page:

h t t p s ://b e l k a s o f t . c o m /g e t

Internet Explorer developer documentation:

h t t p s ://m s d n . m i c r o s o f t . c o m /e n - u s /l i b r a r y /h h 772401(v =v s . 85). a s p x

Microsoft Edge developer documentation:

h t t p s ://d o c s . m i c r o s o f t . c o m /e n - u s /m i c r o s o f t - e d g e /
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Extracting web browser data from
Pagefile.sys
You already know that you can extract quite a lot of useful forensic artifacts from a memory
dump. But there is more: you can perform memory forensics even without a memory
dump! There are files on the drive that contain some parts of memory. These files are
pagefile.sys, swapfile.sys, and hiberfil.sys, and they are located at the system
root (C:\). In this recipe, we will show you how to extract browser data from
pagefile.sys with Belkasoft Evidence Center.

Getting ready
First of all, make sure you have Belkasoft Evidence Center with a valid licence (or a trial
version) installed on your workstation. Then, use a tool of your choice, for example FTK
Imager, to export data from your own system or from a forensic image you acquired earlier.
As soon as you have this, you are ready to go.

How to do it...
The steps to extract web browser data from Pagefile.sys are as follows:

Start by creating a new case in Belkasoft Evidence Center - you already know1.
how to do this. Then, add the pagefile.sys file you exported previously as the
evidence source.



Web Browser Forensics

[ 169 ]

Figure 8.9. Adding pagefile.sys as the evidence source
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As we are planning to extract web browser artifacts and are dealing with a2.
Windows system, let's choose corresponding data types, as in the following
figure:

Figure 8.10. Choosing data types
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Click Finish and the processing will start. Once the processing phase has3.
finished, go to the Overview tab and check the results.

Figure 8.11. Processing results

As you can see in the preceding figure, we have 2289 URLs extracted from
pagefile.sys! Impressive, isn't it? You can do the same with two other files:
swapfile.sys and hiberfil.sys.

How it works...
Belkasoft Evidence Center walks through Pagefile.sys and extracts records from
available web browsers. If a digital forensic examiner chooses more data types, it can extract
even more data, including images, messages, emails, and so on.
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See also
What is the Page File for anyway?

h t t p s ://b l o g s . t e c h n e t . m i c r o s o f t . c o m /a s k p e r f /2007/12/14/w h a t - i s - t h e - p a g e - f i l e -
f o r - a n y w a y /

Analyzing hibernation and page files:

h t t p ://r u . b e l k a s o f t . c o m /r u /b e c /e n /H i b e r n a t i o n _ A n d _ P a g e _ F i l e s _ I n v e s t i g a t i o n . a
s p

https://blogs.technet.microsoft.com/askperf/2007/12/14/what-is-the-page-file-for-anyway/
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9
Email and Instant Messaging

Forensics
In this chapter, we will cover the following recipes:

Outlook mailbox parsing with Intella
Thunderbird mailbox parsing with Autopsy
Webmail analysis with Magnet AXIOM
Skype forensics with Belkasoft Evidence Center
Skype forensics with SkypeLogView

Introduction
Accessing a suspect's communications via email and instant messengers will help you to
solve lots of cases; and you will be asked to find and extract such artifacts very often. It
doesn't matter if the case is a phishing attack, intellectual property theft, or a terrorist act - a
computer forensic examiner must be able to locate, parse, and analyze a suspect's digital
communications.

In this chapter, we will show you how to parse and analyze artifacts from the most common
Windows email clients - Microsoft Outlook, Mozilla Thunderbird, and Skype instant
messenger.
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Outlook mailbox parsing with Intella
Intella is a very powerful digital forensic and eDiscovery tool capable of processing,
searching, and analyzing Electronically Stored Information (ESI). One of its main features
is visual analytics. This feature can help an examiner to understand the ESI and custodian
relationships better. In this recipe, we will show you how to parse an Outlook mailbox with
this tool.

Getting ready
If you don't have a valid Intella license, you can get a free 14-day trial version from Vound
Software's website (check the See also section). You will also need a PST or OST file to follow
this recipe. It's easy to get one: simply use your own email address with Outlook, then go to
C:\Users\%USERNAME%\AppData\Local\Microsoft\Outlook and get your file. This
will be your evidence source, in our case an OST file.

PST files are used for POP3, IMAP, and web-based mail accounts, while
OST files are used when a user has an Exchange account and wants to
work offline.

How to do it...
We can start the process by following the given steps:

Start by creating a new case. To do this, run Intella (you'll see Intella Case1.
Manager), type your name (in our case it's Test), and click the Add... button, as
shown in the following figure:
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Figure 9.1. Adding a new case
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Using the Add Case dialog, an examiner can Create a new case, Open a shared2.
case, Add an existing case, or Import a case.

Figure 9.2. Add Case dialog



Email and Instant Messaging Forensics

[ 177 ]

As we have decided to create a new case, let's choose Create a new case. Now3.
you can see a few fields to fill in. Also you can choose a folder for storing the
temporary indexing files - it improves the indexing speed!

Figure 9.3. Creating a new case
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It's time to choose our evidence source. As we already mentioned, we are going4.
to use an OST file, so let's choose the File or Folder option, as shown in the
following figure:

Figure 9.4. Adding a new source

In our case, the file is named test.ost and is located in the root of E:\ drive,5.
as you can see in the following figure:

Figure 9.5. Adding a file to process
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If you don't like the original name of the source, you can change it to one you6.
like. Also, you should choose the right time zone, or just choose UTC if the right
time zone is unknown.

Figure 9.6. Choosing the source name and the time zone

OK, let's choose the items we want to process. In our case, they are the following:7.
Mail archives: we are processing an Outlook mailbox, so this is very
important
Archives: can be attached to emails
Images embedded in emails and documents
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Deleted emails
Text fragments from unsupported and unrecognized file types

Figure 9.7. Choosing items to process
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You can skip two next windows and start evidence processing. Once indexing is8.
complete, you will see the overview, as shown in the following figure:

Figure 9.8. Indexing the evidence source
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Click Finish and you'll see the main window with three tabs; look at the9.
following figure:

Figure 9.9. Intella Search tab
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As you can see, we have 44 items, including the 19 that were recovered. Now we10.
can search the indexed data using different keywords and facets, such as email
addresses, phone numbers, author, date, type, and so on. Also, we can use this
tab to create cluster maps, histograms, and social graphs, which can be very
useful.
OK, let's go to the Insight tab, as shown in the following figure:11.

Figure 9.10. Intella Insight tab

Here we have the evidence overview. For example, Intella shows us that we are
dealing with Microsoft Outlook, we have 19 recovered artifacts, six email
messages, and 44 items in total.
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Let's check the last tab - Keywords. Look at the following figure:12.

Figure 9.11. Intella Keywords tab

First of all, you can use this tab to add custom keyword lists - it can save you time!
Also, you can choose where you want to search. For example, if you want to look
for keywords only in the emails' subjects, then you can uncheck all options first
and choose only 'Title/Subject'.

How it works...
Intella indexes the chosen evidence source and enables a computer forensic examiner to
search through the indexed data. It can also be used to create cluster maps, histograms,
social graphs, and so on.
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See also
Intella overview:

h t t p s ://w w w . v o u n d - s o f t w a r e . c o m /i n d i v i d u a l - s o l u t i o n s

Introduction to Outlook Data Files (.pst and .ost):

h t t p s ://s u p p o r t . o f f i c e . c o m /e n - u s /a r t i c l e /I n t r o d u c t i o n - t o - O u t l o o k - D a t a - F i l e s -
p s t - a n d - o s t - 6d 4197e c - 1304- 4b 81- a 17d - 66d 4e e f 30b 78

Thunderbird mailbox parsing with Autopsy
Thunderbird is a free and open source mail client from Mozilla, the developers of the
Firefox browser. If a user doesn't use Outlook, they are likely to use Thunderbird. In this
recipe, we will show you how to extract data from Thunderbird MBOX files with a free and
open source digital forensics platform — Autopsy.

Getting ready
Thunderbird stores mail data in MBOX files. These files can be found at the following
location:

C:\Users\%USERNAME%\AppData\Roaming\Thunderbird\Profiles

Here you will find a user profile folder, which can be exported and processed with a piece
of forensic software, in our case Autopsy.

Of course, you can use the whole forensic image for processing, but if you use only the
profile folder, it saves you a lot of time.

Get a Thunderbird profile folder or a forensic image, and start Autopsy. If you haven't
installed it already, use the download link in the 'See also' section.
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How to do it...
We can start the process by following the given steps:

Start by creating a new case and filling in the case details. We are planning to use1.
a Thunderbird profile folder as the source, so in the Select Data Source window,
we choose Logical Files.

Figure 9.12. Selecting data source in Autopsy

Also, you can choose the display name for your evidence source. You will notice
that we have named it Thunderbird Test.
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It's time to choose Ingest Modules. We highly recommend always choosing the2.
Keyword Search module, as this is very helpful. Of course, this time make sure
Email Parser is ticked.

Figure 9.13. Configuring ingest modules in Autopsy
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Once your data source is processed, you can analyze the results. You can find3.
these in the Email Messages section on the left, as shown in the following figure:

Figure 9.14. Parsed email messages

As you can see, there are 487 email messages extracted by Autopsy. On the right,4.
you can find everything you need for analysis: sender, recipient, message body,
timestamps, and so on.

How it works...
Autopsy processes the data source specified by a computer forensic examiner and extracts
the email data from supported containers, such as MBOX and PST.

See also
Autopsy download page:
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Webmail analysis with Magnet AXIOM
As you may know, some people (including the authors) use only webmail and no mail
clients. Is it possible to recover such forensic artifacts from a drive image? The answer is -
yes! And in this recipe, we will show you how to recover webmail activity with Oleg's
favorite digital forensic tool - Magnet AXIOM.

Getting ready
We are sure that you already have AXIOM installed on your workstation. So run the tool
and create a new case. Now, the most interesting thing is the evidence source. If you have
already walked through the recipe Extracting Web Browser Data from Pagefile.sys in Chapter
8, Web Browser Forensics, you may guess what we are going to do next. Yes, webmail
artifacts can be extracted from pagefile.sys, swapfile.sys and hiberfil.sys. So you
can use one of these files as the data source, or the whole forensic image - AXIOM will find
and parse data from these files automatically.

How to do it...
We can start the process by following the given steps:

Process your data source with AXIOM Process; don't forget to include1.
pagefile.sys and hiberfil.sys, and make sure mail artifacts are checked.
Once the processing phase is finished, go to AXIOM Examine and look at the
EMAIL section. Here you will find extracted email artifacts, including webmail,
in our case Gmail, as shown in the following figure:

Figure 9.15. Extracted webmail artifacts
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As you can see, 194 Gmail Webmail artifacts have been extracted. Let's check the2.
source of these artifacts, the first artifact in particular. Click on the artifact and
check the EVIDENCE INFORMATION section.

Figure 9.16. Artifact information

Look at the preceding figure and you'll see that the artifact is extracted from
hiberfil.sys. You can also see the addresses, which are very important for
documentation.

How it works...
Magnet AXIOM walks through the hiberfil.sys (or pagefile.sys) file and extracts available
webmail artifacts, such as Google’s Gmail, Microsoft’s Hotmail/Outlook.com, and Yahoo
Mail.

See also
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Skype forensics with Belkasoft Evidence
Center
On modern Windows systems Skype is installed by default, so it's very important for a
forensic examiner to extract user data from this application. This can be calls, messages,
transferred or received files, and so on. In this recipe, we will show you how to parse these
valuable artifacts with Belkasoft Evidence Center.

Getting ready
First of all, you should get a Skype profile folder. Again, you can use a forensic image, but
to save time for testing purposes, we recommend using a profile folder as the data source.
You can find Skype profile folders (yes, there can be more than one folder, as multiple
accounts can be used on the same device) here:

C:\Users\%USERNAME%\AppData\Roaming\Skype\

Once you get it, make sure Belkasoft Evidence Center (valid licence or trial) is installed on
your workstation, and we are ready to start.

How to do it...
We can start the process by following the given steps:

Create a new case and add the profile folder you previously exported as the data1.
source. Use Selected folder, as shown in the following figure:
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Figure 9.17. Adding the data source in Belkasoft Evidence Center

Let's choose the right data type. We have a Skype profile folder, so go to Chats,2.
find Skype, and tick it. Click Finish and wait a bit for the data to be parsed, as
shown in the following screenshot:
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Figure 9.18. Choosing data types in Belkasoft Evidence Center

Once the data is processed, you can work with the Overview or Case Explorer3.
tabs to analyze the extracted data, including calls, messages (including voice),
pictures, and so on. It's important to note that Belkasoft Evidence Center also
extracts deleted messages from the Skype database (main.db), and analyzes
chatsync files, which may include messages, that are not included in the main
database.
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How it works...
Belkasoft Evidence Center processes the data source specified by a computer forensic
examiner, and extracts Skype artifacts from the available sources, including SQLite free
lists, unallocated space, chatsync files, pagefile.sys, hiberfil.sys, and so on.

See also
Belkasoft Evidence Center Trial:

h t t p s ://b e l k a s o f t . c o m /t r i a l

Recovering Destroyed SQLite Evidence, iPhone/Android Messages, Cleared Skype Logs:

h t t p s ://b e l k a s o f t . c o m /r e c o v e r - d e s t r o y e d - s q l i t e - e v i d e n c e - s k y p e - a n d - i p h o n e - l o g
s

Skype forensics with SkypeLogView
It's always good to have some free pieces of software in your toolkit. There are some free
and open source tools for Skype forensics, and one of them is SkypeLogView by NirSoft.
You are already familiar with some NirSoft tools, and in this recipe we will show you how
to use SkypeLogView for Skype forensicating.

Getting ready
Download SkypeLogView from NirSoft's website (check the See also section for the
download link). At the time of writing, the most recent version of the tool is 1.55. Unpack
the archive and you are ready to go. You can use the Skype profile folder exported for the
previous recipe.

How to do it...
We can start the process by following the given steps:

Start the tool, and you will see a data source window, like the one in the1.
following figure:
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Figure 9.19. Adding the data source in SkypeLogView

All you need now is to click OK and the magic begins, as shown in the following2.
figure:



Email and Instant Messaging Forensics

[ 196 ]

Of course, you can sort the extracted data using different columns. If you want3.
the timestamp to be displayed in GMT, go to Options - Show Time in GMT.
Finally, you can create an HTML report. To do this, go to View - HTML Report.4.

How it works...
SkypeLogView uses an examiner specified folder and extracts available Skype artifacts,
such as chats, voicemails, calls, and so on. Also an examiner can create an HTML report for
all or for user-selected artifacts.

See also
SkypeLogView download page:

h t t p ://w w w . n i r s o f t . n e t /u t i l s /s k y p e _ l o g _ v i e w . h t m l
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Windows 10 Forensics

In this chapter, we will cover the following recipes:

Parsing Windows 10 Notifications
Cortana forensics
OneDrive forensics
Dropbox forensics
Windows 10 mail app
Windows 10 Xbox app

Introduction
The advent of Windows 10 has caused controversy among users and forensic investigators
alike. Many end users have concerns regarding privacy and security, since the privacy
settings that are automatically set up on devices with Windows 10 are not at all strong.
Others have expressed concerns about the way Windows machines are now forcing users to
migrate to Windows 10, even if they are happy with their current versions.

From a forensic perspective, Windows 10 presents a number of new and unique challenges.
Most of the programs have been modified to look and feel more like the applications you
would see on a smartphone or tablet, and a lot of them behave quite differently from their
predecessors. The advent of Cortana has given forensic investigators even more data to
work with, and the amount of data has also increased in line with the interconnected nature
of many of the applications.

In this chapter, we will look at a few of the common features of Windows 10, and how
forensic analysts can work with it.
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Parsing Windows 10 Notifications
Windows 10 features notifications, called Toast notifications, which pop up in the bottom
right of the screen. These can be set up for a number of different requirements, but are on by
default for news relating to application updates and security.

It is possible for users to set up notifications to remind themselves of tasks, as well as events
and email alerts. In this chapter, we will look at the usefulness of Windows 10 notifications
in forensic investigations, and how to parse them.

Getting ready
Details of notifications are stored in the following location:

\Users\Username\AppData\Local\Microsoft\Windows\Notifications

The name of the database will differ depending on the build version of Windows 10
installed on the machine. From Anniversary onwards, they are stored in wpndatabase.db;
before that, they can be found in appdb.dat.

How to do it...
The steps to be followed for parsing Windows 10 notifications are as follows:

Download a SQLite manager if you do not have one.1.
Open your SQLite manager and click Open Database.2.

Figure 10.1. Adding a database
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Browse to3.
C:\Users\Username\AppData\Local\Microsoft\Windows\Notifications

and find the .db file in the folder. Open it.

Figure 10.2. The notifications database file

This will show you which notifications have popped up, along with their
RecordIDs, which can be used to identify other instances of these programs.
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How it works...
A SQLite viewer will show you which programs have notifications popping up on a regular
basis, and which have been disabled.

In the example below, the user has seen 20 Toast notifications - the small
rectangular boxes that pop up in the bottom right of the screen. However, there
have only been five title notifications. This refers to an application’s icon as seen
on the Start menu. If the number of tile notifications is very low, this probably
means that the user has unpinned a number of programs from the Start menu.

Figure 10.3. Notifications a user has seen

The preceding image shows that the user has only seen one Badge notification.
These are small numbers that pop up on the taskbar alongside a program - a bit
like the little numerical values you see next to the notifications icons on Facebook
or Twitter.
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Figure 10.4. Tiles on the Start menu

If you have turned off icons on the taskbar, you may see these notifications when
you click on the up arrow next to the Wi-Fi and volume signs.

See also
SQLite Expert download: h t t p ://w w w . s q l i t e e x p e r t . c o m /d o w n l o a d . h t m l
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Cortana forensics
Cortana is Microsoft’s voice-activated assistant, but it does much more than just respond to
commands. Cortana links in across different devices, giving reminders when required and
getting to know the user. It can recognize an individual’s voice and handwriting, among
other things. For this reason, many Windows users have turned the Cortana function off
due to privacy concerns - particularly because, by default on some machines, Cortana is
always on, even when the machine is in sleep mode.

Cortana can also respond to specific occurrences - for example, a user can instruct Cortana
to remind them to say something to a person next time they call. This is undoubtedly a
useful tool for many, and also a mine of forensic information.

Getting ready
Forensically speaking, the most interesting tidbits of information when it comes to Cortana
can be found in the following location:
C:\Users[User]\AppData\Local\Packages\Microsoft.Windows.Cortana_xxxx\Lo
calState\ESEDatabase_CortanaCoreInstance\CortanaCoreDb.dat

Here you will be able to uncover information such as the locations the user has been in, the
reminders they have set, where and when those reminders were triggered, and where and
when the reminders were marked as complete.

This can be of particular interest if your case hinges on putting someone in a certain place at
a certain time. Likewise, a reminder that has not been marked as complete may demonstrate
that the user’s plans changed at the last minute.

How to do it...
You will need a SQLite browser to access the database.

Once you have started up your SQLite browser and accessed the database, you1.
will be able to see a table of values which will include useful items such as
Contact Permissions and Locations.
You can work with this database directly in your SQLite browser, or you can2.
export it to a CSV document which can then be opened with Microsoft Excel,
Google Sheets or another program of your choice.
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It is worth noting that some of the data in the CortanaCoreDb.dat file may be3.
obscured. Depending on what you are looking for, once you have opened the file
to ensure it contains some data, you may wish to run it through a more
sophisticated forensic program to uncover the data.
The Reminders section of CortanaCoreDb.dat is concerned with calendar4.
reminders, which can be a useful way to demonstrate a user’s intentions. For
example, they may have set a reminder to tell them to go to a given location at a
set time, which may place them near a crime scene. If this is then teamed up with
actual location data from the CortanaCoreDb.dat LocationTriggers section,
it can be either damning or absolving evidence.

It is a good idea to go thoroughly through all the items in the Cortana folder at the path
mentioned above. The most relevant data is likely to be contained in CortanaCoreDb.dat,
however there are certain items - such as geolocation searches and some dictation records -
that may be found in other parts of the folder. As always with forensic examination, it is
worth digging through the evidence with a fine-toothed comb, at least insofar as time
allows.

How it works...
Cortana works by essentially listening to, and being aware of, everything that is going on
around a computer at a given time. This is even the case when the computer is locked,
which is particularly of interest in forensic investigations. Often a computer user - especially
with a laptop - will leave their computer on but with the screen sleeping for long periods of
time, essentially forgetting that it is still turned on.

While this has caused understandable consternation among privacy advocates and
members of the general public, it can be hugely useful for investigative purposes. Snippets
of conversations, data about the location of the user, voice searches, reminders, and which
device a person is using can all be uncovered through the methods detailed previously and
can provide priceless clues to a person’s actions and motivations.
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See also
Bhupendra Singh; A Forensic insight into Windows 10 Cortana Search; Computers & Security
Vol. 66, May 2017

Thomas Rose; A Forensic Investigation of the Windows Search Feature, Cortana and the
Notification Centre in Windows 8/8.1 and Windows 10; BSc dissertation 2016

OneDrive forensics
OneDrive is Microsoft’s cloud service, which allows users to save their data on the cloud
and access it from any machine, as long as they are logged in with their Microsoft account.
Featuring Word, Excel, PowerPoint, Outlook, a calendar, contacts, and more, this is a
straightforward way for users of Microsoft products to ensure that they never lose access to
their documents. It is also a great source of information and data in forensic investigations.

One way in which OneDrive is especially useful to forensic investigators is in instances
where a particular device cannot be accessed for one reason or another. For example,
perhaps a phone has been seized, but it is locked and the passcode cannot be retrieved; or
perhaps a computer has a password that has proven too difficult to bypass. In these
instances, if the investigator can gain access to a different device owned by the same user,
they can often find useful tidbits of information in the OneDrive backup files.

In the Windows 10 operating system, OneDrive is the default location to save new files,
rather than these being saved in My Documents on the local computer, which was
previously the default. This means that, unless the user has manually changed their
settings, there should be a wealth of forensic information available via OneDrive.
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Getting ready
First of all, it is important to work out how you are going to access your OneDrive files. Do
you have access to the Windows 10 machine itself, or are you looking at an Android
backup?

If you are accessing OneDrive using an Android phone, you will find what you need in
/mnt/sdcard/Android/data/ under the com.microsoft.skydrive folder. OneDrive’s
predecessor was called SkyDrive, hence the name.

If you are accessing OneDrive data using a PC or a laptop running Windows 10, you will
find what you need in
C:\Users\<USERNAME>\AppData\Local\Microsoft\OneDrive\logs.

How to do it...
The following steps need to be followed to perform forensics on OneDrive:

Open your forensic software of choice and navigate to the relevant folder,1.
depending on whether you are using a smartphone or a computer for forensic
analysis (see the previous paragraphs for details).
The backend of the OneDrive folder is actually not of particular forensic interest.2.
In the logs folder listed above you will find two subfolders: Common and
Personal. The Common folder lists all elements the operating system
automatically runs, namely StandaloneUpdater and telemetryCache files.
These refer to automated updates to OneDrive.
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Fig 10.5 StandaloneUpdater and telemetryCache files in the Common folder
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The Personal folder contains SyncEngine, telemetryCache and3.
TraceArchive files. These files are updated automatically every few days.
Generally, what can be found in them is not of great forensic interest; they are
simply automated backups of the user’s computer, but the files themselves do not
contain any information. The only potential forensic application would be to
demonstrate lack of use: for example, a frequent computer user who had
disappeared and not turned on any of their Windows machines would show an
unusual lack of activity in the OneDrive log files. The files are as shown in the
following screenshot:

Fig 10.6. Files found within the Personal folder
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Of course, the frontend of OneDrive is quite another matter. This has a wealth of4.
information available to forensic examiners if they are able to access it. OneDrive
files themselves are generally not password-protected, so all you will need is the
pass code for the device on which they are being accessed in order to proceed.
There is also a Windows OneDrive app on the iTunes app store, so if you know5.
that the subject of your investigation uses a mixture of Windows and Apple
machines, this is worth looking out for.

There are no restrictions to the types of files that can be uploaded to OneDrive. However,
the most common ones are those in the Microsoft Office suite: Word documents, Excel
spreadsheets, PowerPoint presentations and so on. OneDrive files are not stored on the
local machine, but can be accessed there using the OneDrive app. They can also be accessed
using a web browser, as long as the computer is connected to the internet. As well as
computers and smartphones, OneDrive files can also be accessed from Xbox consoles.

Any forensic software that can open traditional Microsoft Office files will be able to extract
OneDrive files for viewing. Once the information within the files has been compared with
metadata such as the last accessed date and time, it is possible to construct a more thorough
outline of the case.

How it works...
OneDrive works slightly differently depending on whether a user has a Personal or
Business account, and it is important to understand these differences as they may have a
bearing on your forensic investigation.

When OneDrive syncs a file from your computer to the cloud, there is a small modification
that takes place in OneDrive for Business. This version of OneDrive automatically adds a
few lines of code to the beginning of documents when they are uploaded. This has strong
forensic implications as it means that the original MD5 hashes don’t match, and can also
mean that the files themselves grow slightly larger in size. This appears to happen
whenever such a file is opened, even if no modifications are made - it is part of the
automated syncing process. So, if you are analyzing a OneDrive for Business file, make sure
you account for this as part of your process, or you may end up with some sticky questions
should the case go to court!
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See also
Daryabar, Farid; Dehghantanha, Ali; Eterovic-Soric, Brett & Choo, Kim-Kwang Raymond;
Forensic Investigation of OneDrive, Box, GoogleDrive and Dropbox Applications on Android and
iOS Devices; Australian Journal of Forensic Sciences, 48:6, 615-642, DOI:
10.1080/00450618.2015.1110620

Dropbox forensics
In an apparent attempt to make user transition between smartphones, tablets, and PCs more
fluid, in version 8 and up, Microsoft have renamed their programs applications and have
given the desktop a more smartphone-like feel.

Fig 10.7. The Start menu now includes Tiles, which gives the computer more of a smartphone feel
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Rather than downloading programs from a web browser, users can now shop for apps -
many of which are free - that make for a smoother user experience.

Dropbox is a file sharing application that allows users to upload files of almost any type
and easily share them with others. All that is required is an email address to sign up. In
2016, Dropbox had 500 million users worldwide, and this number is climbing.

Forensically, file sharing between users can provide a wealth of helpful information. Let’s
have a look at how to glean data from the Dropbox app.

Getting ready
Most of the Dropbox information you will require can be viewed with a simple SQLite
browser, like the one we used in the section on Cortana forensics above.

However, some of the more interesting information may be encrypted, and to access that
we will need a Dropbox decryptor. Magnet Forensics provide a free one which can be
downloaded from their website, a link to which can be found at the end of the recipe.

You will find all Dropbox-related information in
C:\Users\<USERNAME>\AppData\Local\Microsoft\Dropbox.

How to do it...
The steps to be followed for dropbox forensics are as follows:

Open your SQLite browser and navigate to:1.
C:\Users\<USERNAME>\AppData\Local\Microsoft\Dropbox. You will find
several .db files contained within this folder.
The most interesting file in the folder is filecache.db. This lists all files and2.
folders within the Dropbox account, as long as they have not been deleted. You
can find details of how large each file is in sigstore.db in the same folder. The
filecache database is encrypted by default, but this is one of those that can be
decrypted by Magnet’s Dropbox Decryptor, which will allow you to see not only
the file names but also any associated metadata.
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The Dropbox Decryptor will also uncover information from the config.db file,3.
including the email address the account owner used to register, and a list of files
that have recently been changed. This is particularly of interest in investigations
where a person may be trying to cover their tracks. In some cases, Dropbox files
will have been deleted. Deleted files are not kept on the local machine and so
cannot be accessed strictly through Windows 10 forensic methods. However, if
you know the username and password for the account, the web-based version of
Dropbox does keep these files in the cloud. The amount of time for which they
are kept depends on the type of account: for free accounts, deleted files are kept
for 30 days; for premium (paid) accounts, they are kept forever.
Finding deleted files is easy on Dropbox. All you need to do is hover over the4.
Show deleted files option on the right-hand side of the page.

Fig 10.8. An option allows users to see deleted files

Once you can see the file that has been deleted, you can then click on Restore to
view it. This will bring up a little box where it is worth clicking on the View other
versions link under the main text as shown in the following screenshot:

Fig 10.9. The 'View other versions' option can be forensically helpful
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The following screenshot shows you how many versions of a file there have been,
when they were edited, and when the file was deleted:

Fig:10.10 . You will be able to see names and modification dates of file versions

Clicking on each of these in turn will show you a preview version of the file itself,
which can then be compared against other versions:

The two versions may be quite different even if they have the same file names, as
you can see by comparing the figures:
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It is then possible to see the contents of each file version

How it works...
Dropbox essentially works by backing up files on the cloud, although unlike certain other
cloud-based applications, it only does so when a user manually adds a file, rather than
automatically updating the contents of a machine. This can be useful for demonstrating
intent.

Dropbox forensic techniques work by accessing either the databases left by the Dropbox
application on the Windows machine, or by the investigator gaining access to the online
Dropbox account and sifting through the files contained within.

See also
Magnet Forensics’ Dropbox Decryptor: h t t p s ://w w w . m a g n e t f o r e n s i c s . c o m /f r e e - t o o l - d

r o p b o x - d e c r y p t o r / (accessed 05/07/17)

Windows 10 mail app
The Windows 10 Mail app is similar to previous apps in terms of user experience, however
there is a number of forensic differences. The main one is the way in which emails are
stored. They are no longer saved as .eml files; rather, they are now saved as HTML or .txt
files.

Another neat feature in the new Mail app is the ability to connect to multiple accounts.
Much like Gmail, Mail now comes with the ability to switch between different accounts -
and users can now add other email providers such as Gmail and Yahoo to their Microsoft
Mail apps.
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Getting ready
Several forensic tools will be able to extract data from the Mail app. In this example, we are
going to talk about FTK Imager, but the process of extracting data and especially elements
such as file paths and folder locations, will be the same regardless of which tool you prefer
to use.

First of all, open up FTK Imager and add a new evidence item. The data you are looking for
will be in the \Users\Username\AppData\Local\Comms folder.

Opening this folder, you will see five subfolders: Temp, Unistore, UnistoreDB,
UserDataTempFiles, and Volatile. These are the locations we will be looking at in this
chapter.

How to do it...
The data folder contains a wealth of useful information, but it is sequestered away in
subfolders:

Fig 10.11 Some of the subfolders within the ‘data’ folder
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The subfolders we are particularly interested in for the purposes of this chapter1.
are 3 and 7, which refer respectively to mail and attachments. Within these
subfolders are more subfolders, each one’s name corresponding to a letter of the
alphabet. It is inside these folders that the data we are looking for can be found.
Since the emails are now stored in HTML or plain text, it is easy to view their2.
contents. Simply click on the .dat files within the alphabetically-named
subfolders and you will be able to see a preview of the message within FTK. To
view any attachments, navigate to folder 7 and go through its alphabetical
subfolders. These messages and attachments can then be exported into a report
for your client.

Some emails are not sent, and bits of these may be found in the
UserDataTempFiles folder in \Users\Username\AppData\Local\Comms. This
data is volatile and frequently overwritten, so there may not be anything useful in
there. However, on occasion you will find fragments of messages from which
certain information may be extracted.

One final noteworthy element in the Mail app is the People folder. This contains3.
all the contacts to whom a user has sent emails to in the past. You can access this
data in
\Users\Username\AppData\Local\Comms\UniStoreDB\store.vol\Contac
t

The three most interesting elements here are the Contacts.txt and
Pcontacts.txt files, which show the names and email addresses of the user’s
contacts. If they have stored extra information, such as a contact’s address or
telephone number, this will also be available in plain text within these files.

How it works...
The Mail app is native to the user’s machine, although an increasing number of people are
moving to Microsoft’s cloud-based service instead, which as discussed in the previous
section presents certain forensic challenges.

Basic information, such as contacts with whom the user frequently interacts, is stored in the
\Users\Username\AppData\Local\Comms folder so that it can be easily recalled when
the user wants to send a new message. Luckily, this also makes it available for forensic
investigation!
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Windows 10 Xbox App
As the name suggests, Windows 10’s Xbox application allows users to play Xbox games on
their Windows 10 machines. At first glance, this may not sound like a particularly
forensically interesting source of information. However, looking under the hood we can
find a wealth of data that can be leveraged in investigations. This section will take you
through how to do that.

Getting ready
The information we are looking for can all be found in the Packages directory at the
following location:

\Users\Username\AppData\Local\LocalState\ModelManager

You are looking for the Xboxlivegamer.xml file, which contains information that may be
relevant to your case. Also, since Xbox is a gaming platform and many people use it only
for leisure purposes, it is one location a user may have overlooked if they have taken anti-
forensic measures.

Since the vast majority of the files we will be looking at are .xml files, you do not need any
extra forensic software to access the data. However, most well-known softwares, such as
FTK, EnCase and so on, will be able to examine the files and their metadata.

How to do it...
The steps to be followed for Windows 10 Xbox app forensics are as follows:

Navigate to the location listed above and browse through the file list.1.
Within Xboxlivegamer.xml you will find the user’s profile details, including2.
their avatar and email address.
Going down one subfolder, into3.
\Users\Username\AppData\Local\LocalState\ModelManager\People,
will allow you to look at social connections.
To find details of contacts, including messaging, relationships, and information4.
about their friends, you will need to look at the .xml file that is named after the
user’s Xbox ID. You can find this ID in the Xboxlivegamer.xml file.
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Along with all the usual data on friends, you should also be able to see the listed5.
locations of friends, which can be particularly interesting if you are trying to
establish whether a person is linked in any way to a specific place.
A very useful place to look is in the Messaging subfolder, which contains details6.
of all messages sent and received, including timestamps, the users who sent or
received them, and the messages themselves in plain text:

Fig:10.11.Message data from the Xbox app

Recording gameplay is something a lot of users do, either to post it on the7.
internet later or to refine techniques, or simply to share it with friends. However,
some people also use this handy built-in feature of the Xbox app to record their
screens when running various other applications. You can find the recorded
gameplay data in \Users\Username\XboxApp\GameDVR\OnThisPC. Within
this folder you should see a subfolder called Videos, which in turn contains a
folder called Captures. You will then be able to open and play these videos.

How it works...
The Xbox app essentially brings the experience of an Xbox gaming environment to a
Windows 10 PC. It stores data in plain text and as original video files, making it a repository
of useful information in forensic examinations.
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Data Visualization

In this chapter, we will cover the following recipes:

Data visualisation with FTK
Making a timeline in Autopsy
Nuix's Web Review & Analytics

Introduction
Being able to accurately view and analyze results is an important part of any investigation.
Even before the final results stage, however, it can be useful to be able to look at and
manipulate different factors within a case, so as to work out where it might be necessary to
drill down further, and to uncover correlations that otherwise may be overlooked.

While the primary goal of digital forensics tools is not to look pretty but to uncover,
analyze, and report back on data, the visualization process is nonetheless an important part
of any software.

A well put together data visualization tool can demonstrate links between contacts, build a
timeline and identify potential points of interest along it, bring to light geographical areas
that may be relevant to an investigation, and give basic statistical outputs that can lead an
investigator to understand which steps should be taken next, among other things.

In this chapter, we will be looking at data visualization techniques and options in three
forensic suites. First, we will look at AccessData’s FTK and how it reports visually on
important areas for investigation. We will then go through open-source freeware Autopsy
and discuss how to create a timeline. Finally, we will take a look at Nuix’s suite of forensic
tools, including their new Web Review & Analytics add-on which sits on top of Nuix
Investigator Lab.
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Data visualization with FTK
This tool allows you to create and filter timelines, split data into categories, view emails and
related metadata, analyze traffic and social connections, and observe geolocation data in a
user-friendly environment. It also allows the user to specify a particular theme or color
scheme, giving it a customizable feel.

Getting ready
Open FTK and load up a case (if you are not sure how to do this, see the section Drive
acquisition in E01 format with FTK Imager in Chapter 3, Windows Drive acquisition.)

Choose a dataset within the case, then click the visualization icon in the top right-hand side
of the screen. This will launch the visualization tool.

How to do it...
There are various possible uses for the visualization tool, so we will go through them one at
a time:

Firstly, you can change the theme of FTK should you wish to do so. You can do1.
this by going to CaseManager|Tools|Preferences in FTK, which will then open
up a box which lists several options. These correspond closely to the options that
used to be available in older versions of Windows, so it should be familiar to
many.
One of the most useful items in the visualization toolset is the timeline feature,2.
which allows a user to view actions on a device over a specific time period.

First you must tell FTK which dates you want to focus on. You can do1.
this by selecting a range of dates in the timeline section.
Once your date range has been loaded in the Timeline, you will see2.
three horizontal sections on the page:

The first section is the timeline itself, which shows different
items of interest within the range of dates you have
specified.
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The middle section is the Dashboard, which adds extra
details about the data in the timeline. Here you can see your
data broken down by category - for example, the percentage
of emails compared with images, files, and other items of
interest.
Similarly, the bottom section is the Data List, which is
structured similar to the rest of FTK and so should be easy to
navigate. Like the name suggests, it provides a list of items
that can then be selected individually should you wish to
drill down further.

Once you have a date range in front of you, it is then possible to zoom in on a3.
more specific time frame. For example, if you can see that a lot of activity has
happened on a specific date, you can use the sliders to look only at that date in
more detail. Likewise, you can focus on a specific hour, minute, or even second.
Taking a look at the Dashboard section in more detail, if you select the Categories4.
Distribution Chart on the Overview tab, it will zoom in and show you your data
broken down into categories. These will vary depending on your case, however
popular options include folders, documents, emails, and graphics.
If you click on any particular category, it will then show up in the Data List pane5.
at the bottom of the screen. This will allow you to sort and analyze data within a
specific category. Sorting the data is easy: simply click on the heading that you
are interested in and drag it onto the blue bar above. Once you have sorted your
data, you can then scan the list and mark any items that should be explored
further. To mark an item, select it in the Data List and then choose Mark Selected
Items on the right-hand side of the screen. A box will then pop up which gives
you various choices, including adding a label or creating a bookmark.

Let’s take the example of an email — say you have found a message of interest
and want to learn more about who sent it and what their motivations might have
been. The easiest way to do this is using the Social Analyzer tool. To access this,
simply select the email you want to find out about and then click Social Analyzer
above the list.
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This tool contains a wealth of information and is very easy to use. First of all, you6.
will see a box containing several bubbles, within each of which will be a name.
These are the domain names with which the user most frequently communicates.
The larger the bubble, the more often emails are sent to and from people at these
domains. This can especially be of interest in instances of intellectual property
fraud, or when investigating disgruntled employees. Clicking on any one of these
bubbles will make lines appear between them. These lines demonstrate how
many messages have been sent and received between different domains. The
thickness of the line indicates the amount of traffic between the domains.

You can then expand the domain names to see a list of individual users. Hovering
over a specific user will show their email address. You will also see more bubbles
popping up around the individual user - like with the earlier example of domains,
these bubbles show which individuals this user has emailed. Once again, the size
of the bubble indicates the level of connection. If you want to exit the Social
Analyzer tool and continue working on the case based on data you have found
there, you can click Post Results Back on the left-hand side of the screen and then
check Label in the pop-up box that appears. This will label all the emails you have
been looking at, so that when you navigate back to your main case view you will
be able to sort data based on this.

Internet history is another popular source of forensic information, and FTK’s7.
Visualization tool has several options here as well. It covers all the most popular
browsers and once again lets you put data from this into a timeline and then drill
down to more specific points of interest. However, you can only view data from
one browser at a time. In the case you have loaded, go to Evidence|Additional
Analysis|Evidence Processing and select Process Internet Browser History for
Visualization. This will bring up a timeline. Once you are in the Timeline view,
you can navigate around it in exactly the same way you would with email data,
by clicking on individual dates and items to drill down into the details. Again,
you can label items by selecting them from the list and then clicking Mark
Selected Items on the right-hand side of the screen. This will allow you to label
them so that you can access them within the main case.
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Geolocation data can provide a wealth of useful information and opportunities8.
for further investigation, and it has the added bonus of being easy to understand
even for a non-technical client. Geolocation is automatically turned on in FTK
cases, however you must be connected to the internet in order to access it. For
this reason, it may be worth shutting down a live case you are working on and
opening a duplicate one in order to prevent potential contamination of data. Once
you have selected the Geolocation tab, you will be able to see your data spread
across the world. You can then drill down into a specific region by clicking on the
bubble over the country or area you would like to examine. Clicking on a bubble
will zoom in on the map and show you specific points of interest. You can then
click on one of the points to see details about what happened in this location.
After selecting your specific location, you can right-click on it, which will bring
up several options. These will allow you to change the color of the pin or change
it to an icon, view the precise location in longitude and latitude, and mark the
location either by labeling it or creating a bookmark. Once again, any labels
added can then be processed back in the main case.

How it works...
The visualization tool works by using a graphical interface to highlight important elements
within a case. It structures these either by time or by location, depending on the preferences
set by the user.

Drilling down within the visualization tool allows for extra analysis of the dataset, and also
enables the user to mark specific items of interest which can then be reviewed within the
main case.

Making a timeline in Autopsy
Autopsy is a popular piece of open source freeware with many advocates in the digital
forensics community. The tool performs all the basic functions required for investigative
work, and also makes it easy for technical users to extend it by creating compatible plugins.

The timeline feature is generally loaded within a case that is already running, and ideally
needs to have several options enabled in order to be used efficiently, these being:

Hash lookup with NSRL
Recent activity
EXIF data
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Getting ready
First, load up your case in Autopsy and then click Timeline at the top of the page. A new
window will now open, which will give you access to the Timeline feature.

Although Autopsy’s Timeline feature does not have as many bells and whistles as FTK’s
Visualization tool or Nuix’s Web Review & Analytics add-on, it is nonetheless a great
starting point for drilling down into digital forensic data.

How to do it...
At first glance, you will see a bar graph which shows the number of things that have taken
place each year. Clicking on a given year will break that period down into months; clicking
on a particular month will break the timeline down into days; then, finally, clicking on days
will bring you an hour-by-hour timeline view. There are currently no more granular levels
than this. The following image shows a timeline broken down by month:

Fig. 11.1. The timeline view in Autopsy
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.

The procedure to prepare a timeline in Autopsy:

Once you have chosen your time period, you will be able to visualize any1.
relevant data in the bottom left-hand corner of the screen. Here you will see a list
of items of interest; precisely what is shown there will depend on the options you
selected when you loaded your case. Clicking on any one of these listed items
will generate a preview in the pane in the bottom right of the screen, as shown in
the following figure:

Fig 11.2. The preview panel will show up in the bottom right of the screen

Clicking on the line separating the preview and list panes from the timeline view
above will allow you to resize the previews.
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To the left of the screen, in the main timeline view, you will see several options.2.
These allow you to tell Autopsy what it is you are particularly interested in
uncovering within your case. Selecting any number of these options will mean
that Autopsy will automatically color code them and add them to the timeline
view, as shown in the following screenshot:

Fig 11.3. Applying filters to a timeline

Once you have found your items of interest, you can right click on them within3.
the list pane and go to Tag Result, which will then allow you to give them a tag
of your choice, as shown in the following screenshot:

Fig 11.4. Tagging results in a timeline
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Looking along the top of the screen, you will see three options next to View4.
Mode: Counts, Details, and List. Clicking Details will show a different view of
the timeline, with horizontal rather than vertical bars, and with added details
regarding each item, as shown in the following screenshot:

Fig 11.5. The Details view in Timeline
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Likewise, the List pane will show the data in a vertical list, without any kind of5.
graphical interface. This can be useful as it still arranges data by time frame, but it
is more detailed and can be easier to sort, as shown in the following screenshot:

Fig 11.6. The List view is the most detailed

Data can then be exported in HTML, as an Excel document, or as a TSK file. The
timeline itself will not show up automatically in a report, so if you want this to be
included you will have to screenshot it and add it in manually later on.

How it works...
Autopsy’s Timeline feature is essentially a stripped-back version of the timeline tools
included in commercial forensic suites. It works by analyzing the data within the case you
have entered, and then arranging that data within a given time period.

Because Autopsy is an open source tool, it is possible to create your own add-ons which
may be helpful in bespoke investigative circumstances.
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See also
The Autopsy download page: h t t p ://s l e u t h k i t . o r g /a u t o p s y /d o w n l o a d . p h p

The Autopsy user guide: h t t p ://s l e u t h k i t . o r g /a u t o p s y /d o c s /u s e r - d o c s /3. 1/

Sometimes a case is more complex than simply uncovering data from a single source and
reporting back on it. Particularly in law enforcement investigations, there will often be
many different people working on the same case, some of whom are non-technical
investigators, and this makes it important for multiple individuals to be able to view, sort
through, and report back on data regardless of their level of technical knowledge.

Nuix’s solution to this is its Web Review & Analytics tool, which sits on top of its
eDiscovery and Director suites and allows multiple users to collaborate.

Getting ready
Assuming you already have a Nuix license, you can get this as an add-on from Nuix’s
website, the address of which is provided at the end of this chapter.

First of all, create your case in a Workbench as usual and open your evidence items. Once
you have all the data you require, open Web Review & Analytics, navigate to your case, and
open it.

How to do it...
What you will see next depends upon your level of permissions. All users are initially taken
by default to their Dashboard. For administrators, this will show a list of users along with
checkboxes describing their permissions, which can be managed and changed in this view.
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For non-administrative users, the Dashboard will show an overview of cases. Click on one
of these to begin.

Once your case is loaded, you can search for specific keywords or terms of1.
interest using the bar along the top. This will bring back a list of results in the
centre pane, from which you can then drill down further, as shown in the
following screenshot:

Fig 11.7. A list of results loaded in Nuix's Web Review & Analytics

Clicking on any of the items in the search results will allow you to view them in
more detail. A preview of the item in question will show up in the center of the
screen, and along the right-hand side you will see three tabs: TAGS, SECURED
FIELDS, and METADATA. METADATA which allows you to view either the
metadata associated with a specific item, or the information that has been
associated with it by other users of Web Review & Analytics.

Fig 11.8. Viewing options in Web Review & Analytics
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Clicking on Kinds at the top of the screen will bring up a list of options allowing2.
you to sort data based on the type of file or its associated metadata. Looking for
images, for example, will bring up a gallery view similar to what you see in most
forensic software, with thumbnail-sized previews of images that can then be
selected, tagged, commented on, or analyzed further.
Selecting geolocation will bring up a map with pins in each location relevant to3.
the case. Clicking on any of these pins will allow you to zoom in and see which
data source is linked to this location. Geolocation data is shown in Google Maps,
a familiar interface for most users, as shown in the following screenshot:

Fig 11.9. Google Maps geolocation data in Nuix WR&A
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One neat feature of Nuix’s Web Review & Analytics tool is its ability to create4.
individual metadata profiles. If you are working as part of a team, for example,
and one person deals with images while another is tasked with analyzing all data
from a particular mobile device, you can easily create a metadata profile for each
of these users, leading to fewer problems with cross-contamination of data and
aiding in triage. To create an individual metadata profile, simply click Global
Options at the top of the screen, select Create a metadata profile, and follow the
instructions to set it up.
The reporting section within Web Review & Analytics is particularly useful, due5.
to its usability both in terms of being able to drill down into the details, and being
accessible for non-technical users. The graphs and charts are easy to read, and
each one can be clicked for more information, which will then take a user back to
the Grid view and allow them to deep dive into the results. In the following
example, the user has told Nuix Web Review & Analytics to show a list of
languages, which is a built-in feature. The tool can detect which languages are
being used throughout a dataset and then structure these into an easy-to-read
graph such as the following one. This allows users to break data down into
individual components which can then be looked at further.

Fig 11.10. Web Review & Analytics features interactive graphs
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Reports can be downloaded as PDFs or a variety of other common file types.
However, one of the most popular ways of reporting in Web Review & Analytics
is by simply creating a new user with no administrative privileges and only the
ability to view, rather than to manipulate, the data within the case. That way, a
client or customer can log into Web Review & Analytics and view in detail the
specific items that interest them the most.

How it works...
Nuix's Web Review & Analytics works by taking a web-based interface concept and
applying this to large-scale digital forensic investigations. This makes it easier to triage
large cases, to avoid accidental cross-contamination of data and preserve the chain of
custody, and to keep track of who is working on which part of a case.

See also
Nuix's Web Review & Analytics: h t t p s ://w w w . n u i x . c o m /p r o d u c t s /n u i x - w e b - r e v i e w - a n a

l y t i c s (accessed 13/07/17).
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12
Troubleshooting in Windows

Forensic Analysis
In this chapter, we will cover the following recipes:

Troubleshooting in commercial tools
Troubleshooting in free and open source tools
Troubleshooting when processes fail
False positives during data processing with digital forensics software
Taking your first steps in digital forensics
Advanced further reading

Introduction
We would all like our cases to be one hundred percent perfect all the time, but
unfortunately things do go wrong sometimes. Whether it’s because of a technical fault with
a product you’re using, a mistake made by an investigator, a faulty dataset in the first place,
or some kind of legislative issue encountered when a case goes to court, it is all too common
to come up against obstacles in your investigations.

In this chapter, we highlight some of the most common things that can go wrong with
popular forensic suites and how to fix them. We will then take a look at what you can do
when processes fail, and when you come up against legislative or jurisdictional challenges.

Finally, we will provide you with a short guide to taking your first steps in digital forensics,
and recommend some advanced further reading - if you haven’t been put off yet!
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Troubleshooting in commercial tools
Digital forensics is a very complex field. This means that you are likely to face different
problems while working on your cases. Problems may be of different natures: you could fail
to install a tool because your workstation doesn't have additional third-party software
(usually it's included in the package by the developers); you could fail to process the data
source properly because it's damaged or the format or file system is unsupported; you
could fail to parse some forensic artifacts because their format has been changed and isn't
supported by your piece of software yet, and so on.

Thanks to the developers of commercial forensic software, including EnCase, FTK, AXIOM,
Evidence Center, Intella, and so on, you can solve almost any problem quickly and easily
(most of the time) with the help of their customer support services, which are usually
included in your licence. All you need to do is write an email to the support team, or even
call them.

Figure 12.1. Guidance Software EnCase Forensic support contacts
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Troubleshooting in free and open source
tools
Of course, free and open source tools don't have customer support services, but they have
developers. Often, you can contact the developer directly and ask your questions, or even
share (if possible) the data source problems you have with them. This helps developers to
improve their tools and help the community.

Some tools, such as The Sleuth Kit and Autopsy for example, have mailing lists: you can ask
your question and the developer or active users will answer it, as shown in the following
screenshot:

Figure 12.2. Subscribing to the sleuthkit-users list
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Troubleshooting when processes fail
Since investigative and judicial processes are put together by humans, from time to time
they fail; sometimes quite spectacularly. In this section, we will look at a couple of common
examples and discuss what to do when situations like these arise.

Soundness of evidence
One of the most frequent criticisms levelled at digital forensic investigators comes in the
form of a challenge to the soundness of the evidence they are presenting. This includes the
common It wasn’t me defense, wherein a defendant insists that they were not the one using
the device in question; the suggestion that the evidence itself is somehow faulty; either
because of a virus or malware having infected a device before it was analysed, or because
the process of analysis itself has modified the data in some way.

There are a couple of ways to deal with these concerns, so let’s take a look at them one by
one.

It wasn’t me
One of the most difficult challenges to deal with in digital forensic investigations is the
defense that someone else must have been using a device when a crime or other nefarious
activity occurred. It is a favorite among defendants around the world.

It is almost always impossible to definitively prove that a specific individual was the one
using a particular device at a given time. However, in most courts of law and certainly in
civil cases, all the investigator is required to do is demonstrate that this is the case beyond
reasonable doubt. Sure, someone else could have broken into the defendant’s house,
guessed their password, and downloaded some indecent images of children onto their
machine when they were out shopping for their elderly mother, but the likelihood of this is
rather remote. This is an extreme example, but it does illustrate the point: most of the time,
the user who actually owns the device is the person using it.

In cases where this is a little more difficult to prove—for example, when evidence is
admitted from a machine which is shared by several people who live in the same
household—there are sometimes other ways to prove beyond reasonable doubt that a
particular person was the one accessing the device at that time.



Troubleshooting in Windows Forensic Analysis

[ 237 ]

Some useful questions to consider in such a case include:

Did the user’s behavior model that of a specific person within the household
during the time the activity in question was taking place? For example, which
tabs had recently been opened online? Were they checking a particular email
account or social profile?
If looking at a text-based document, does the language used correspond to the
normal speech and writing patterns of the individual in question? Are they using
words they commonly use in their other documents? Are some of the same
words misspelled when you compare the document with messages you know
they have sent?
Can data from other devices help to establish the presence or absence of other
household members at the time the activity took place?

So for example, let’s say that one member of a household is accused of downloading illegal
files from the internet. Person A is your most likely suspect, because it is their account that
was logged in when the downloads occurred.

However, you might not have caught the person red-handed, so you will need to look for
other data sources in order to demonstrate beyond any reasonable doubt that it was them.
Let’s say the desktop computer in question is used by several members of the household,
and each has their own account. Showing which account logged in would be the first step
toward proving who downloaded the files.

At this point, the defendant may say that someone else must have used their account;
perhaps they accidentally left it logged in, or perhaps someone guessed or knew the
password.

Guessing the password is always a possibility, but another person’s writing style is much
harder to fake, so this is where you can bring in the other questions that were listed above.
Firstly, look at the language used by the person who downloaded the files. Did they run
any related searches before the downloads occurred, and if so, do the search terms contain
any linguistic markers that may prove useful?

Generally, by this point, you will have demonstrated beyond a reasonable doubt that your
defendant is guilty. But, for the sake of argument, let’s say your defendant is very insistent
that they were not using the computer. No matter how much evidence you present to them,
they never admit to a word you say, and continue to say It wasn’t me.

You may now want to look at evidence gathered from the other people in the household, to
see whether data from their devices can establish that none of them downloaded the files.
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Luckily, the booming internet of things industry is making such data increasingly easy to
collect. Let’s say you have managed to seize every device in the house, and you have the
datasets in front of you. You look through them in the Timeline views we discussed in
Chapter 11, Data Visualization, and you narrow down your investigation to the time when
the files were being downloaded.

Now you can discover what each household member was doing at a given time. Let’s say
that person B in the house does all the cooking, and at the time the messages were sent, the
Amazon Echo was on the counter in the kitchen, talking through a recipe for beef
bourguignon. Data from the smart TV shows that someone was sitting on the sofa watching
a movie, and this is backed up by data from person C’s smartphone, which was being used
idly to Google names of the actors who were appearing on the screen.

Data from person D’s Fit Bit places them in the shower at the time the messages were being
sent, and person E has been caught on camera live-streaming a makeup tutorial to their
followers on YouTube.

This leaves person A as the most likely suspect. But of course, a defendant may still
continue to insist it wasn’t them.

It was a virus / I was hacked
Sometimes, a defendant will move from one defense to another, in a kind of cascading
avalanche of desperation. Let’s stick with our example above. Having established that it
must have been person A at the computer when the files were downloaded, they have now
come up with a new defense: it still wasn’t them because, although they were using the
device, they didn’t deliberately download the files. So either the machine must have a virus,
or they might have been hacked.

In today’s world it can be difficult to establish that a device had no viruses. Alongside the
usual challenges with trying to prove a negative, investigators also come up against
increasingly intelligent malware which can cover its tracks, overwrite logs, and delete itself
from systems with barely a trace.

In most cases, however, you can use a few methods to establish the likelihood that a virus is
present on a machine.

Firstly, and most importantly, run a scan. Unless you are working a particularly complex
case, most malware will show up in an initial scan, and once you know what it is, you will
be able to work out what it can and cannot do. Also, check whether the machine has
antivirus software, and if so, whether it is up to date.
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Secondly, if your investigation is focused on a specific time frame, as in our current
example, look at what else was happening on the machine at that time. If someone was
sending messages in one tab while illegal files were being downloaded in another, it is
highly unlikely that they did not know about it. Likewise, it is unlikely that a virus would
have navigated to a website, downloaded P2P software, given the computer permission to
install said software, clicked through all the options, agreed to the terms and conditions,
opened the software, and then used it to download images.

Your process is faulty
A much more serious defense is when a person claims that the investigator’s process was
faulty. They may claim, for example, that the evidence was contaminated; that their case
was unfairly handled; that their rights were not upheld; or that crucial data was skipped,
among other things.

The most efficient way to troubleshoot against such things happening is to take precautions
to make sure you do not come up against them in the first place. Arguably, the most
important of these is establishing and maintaining a proper chain of custody.

A chain of custody is essentially the paperwork that shows where the evidence you have
collected has been, how long it has been there, and who was responsible for it. So if you are
working in a team of investigators, your chain of custody documentation should detail who
attended the scene, who viewed the devices at the scene and decided whether to remove
them or not, how were they handled when they were removed (for example, were they shut
down and unplugged, or were they already switched off when they were found), how they
got to the processing area, who was responsible for them during that time, and who was
ultimately responsible for analyzing the data.

Other important details to note include any actions that were taken on the device, for
example:

At which point did you take a forensic image of the device?
Did you back up the original device? At what point did you do so, and where
was this backup stored?
How was the device transportation handled? For example, was it put in a
Faraday bag?
Which tools did you use to examine the device, and how did you determine that
they were working correctly?

If you can answer all of the questions above, and you have accurately filled in your chain of
custody document, your defendant will be hard-pressed to argue a fault in your process.
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Legal and jurisdictional challenges
Probably the most difficult challenges to come up against in an investigation are legal and
jurisdictional constraints.

Perhaps you have gathered evidence that implicates a specific website, the server of which
is in a country which has no reciprocal agreement with your own. Perhaps data is stored on
the cloud and its legal jurisdiction is unclear. Perhaps you have compiled a case against a
suspect, but they are in another jurisdiction and you have no authority there.

Ultimately, we all have to work within the boundaries of the law. While popular culture
may show digital forensic experts illegally hacking into suspects' computers and breaking
all sorts of rules to make sure their case reaches a conviction, in the real world this is not a
possibility.

If you do come up against a jurisdictional challenge, your best bet is to follow through with
the relevant authorities as best you can. In cases involving serious crimes, for example child
protection or drug trafficking investigations, there will often be a way to work with
international law enforcement agencies to ensure that your case can be solved. This can take
time and requires a lot of patience, however the end result is usually worth it.

The main thing to bear in mind when it comes to legal challenges is that, tempting as it may
be to cut a few corners when you know someone is committing a crime, this will only
damage your investigation. Not only will your own reputation be put on the line, but your
potential contamination of evidence may lead to a case being thrown out, thus having the
opposite effect to the one you intended.

False positives during data processing with
digital forensics software
During your computer forensic examination with different tools, both commercial and free
or open source, you will face so-called false positives, especially if you are planning to use
data carving techniques.

So why do we all face them? No, it's not bugs in your forensic software. The thing is, these
false positives just match the criteria used by your piece of software to carve data from, for
example, unallocated space of the hard drive or its forensic image.
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You will most likely face false positives working with tools which support a large number
of different apps, for example Magnet AXIOM. But you must understand, it's better to have
a number of false positives than one false negative!

Figure 12.3. False positives in Magnet AXIOM

As you can see in the preceding figure, it's not difficult to identify such artifacts: they look
messy and don't make any sense.

Anyway, you as a computer forensic examiner must analyze all of them thoroughly,
because you can find valuable pieces of evidence even among false positives.

Taking your first steps in digital forensics
If you’ve read this far and you’re not yet a digital forensics practitioner but are thinking
about it as a potential career path, congratulations! You’re looking at working in a growing
industry with a wealth of opportunities and a lot of different areas to pursue.

Your next steps in digital forensics will depend how far along the journey you are right
now, and what you'd ultimately like to get into.

Ask yourself the following questions:

Do I like working on practical solutions with a physically interactive element,
such as taking apart pieces of machinery to find out what’s wrong with them?
Do I enjoy technical challenges, such as mind games, puzzles, video games, and
technology?
Do I prefer to work alone or as part of a team?
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Is it more important to me to earn a lot of money, or to work in an area where I
feel like I’m making a difference?
Would I rather be involved in actual investigations, or in research and
development of tools?
Which areas of digital forensics appeal to me the most?

Everyone’s answers to these questions will be different. No one can choose the right path
for you except you; and even then, we all get it wrong sometimes! One of the great things
about working in digital forensics, however, is that so many of the skills are transferable.
Once you have a skill set that includes technical investigation, research activities, and an
ability to remain calm under pressure, you can apply this to all sorts of possible careers.

The three main strands of digital forensics work involve law enforcement, corporate work,
and academia. Let’s take a brief look at each of these to see which might suit you best.

Academia
Academic research is a highly demanding career path which tends to be lower paid than
other areas of forensic work, but it can be very rewarding. Working in academic research
often gives you the opportunity to discover new techniques, and uncover new trends within
the field. Depending on your institution and funding body, you may be able to work with
some of the latest technologies, for example looking at the newest generation of Internet of
Things devices and how forensic data from these can be used in investigations.

Getting into academic research will require at least an undergraduate degree. Generally,
people come to realise that this field is for them in the course of their early studies, staying
on for a postgraduate qualification, and then ultimately looking for research teams and
groups to join.

Corporate
Corporate forensics is without a doubt the highest-paid of all the routes into the field, but
competition for places is fierce. However, digital forensics is a growing industry, so the
number of jobs available is increasing all the time. The level of interest among jobseekers is
also increasing, meaning that relatively few job openings exist.
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Many digital forensics companies have several different branches: an investigative team
that works on cases ranging from civil complaints to criminal lawsuits; a research and
development team that comes up with software solutions to speed up these investigations;
a sales and marketing team that takes these solutions and sells them to clients, the list goes
on and on.

If you have a degree in computer forensics or a related field, you’re already well on the way
to being qualified for a position like this. However, many companies are looking for people
who really stand out from the crowd. Securing an internship remains one of the best ways
to end up with a job in the field. It is also worth looking into training options - many of the
larger forensic companies, such as Guidance Software, AccessData, and Nuix, run their own
training courses which give students a grounding in digital forensic techniques. Having one
or more of these on your CV can help you stand out and demonstrate to employers your
dedication to the field.

Law enforcement
One of the main reasons people give for going into the law enforcement side of digital
forensics is wanting to make a difference. As a member of a police force or government
agency, you will be tasked with working on a huge range of assignments, from drug
investigations to child protection cases. Nowadays, most law enforcement agencies have a
specific department devoted to computer forensics, and again, the proliferation of devices
means that this field is only increasing.

Working in law enforcement isn’t for everyone; often the hours are long and the pay
compares unfavourably to what you might earn working for a large company. But for a lot
of people, the reward of knowing you have directly helped others is more than a sufficient
trade-off.

How do I get started?
If you’re just beginning to think about pursuing a career in this area, the first step is to do
some research. There is a wealth of information out there to help you get started, and a lot
of ways to practice on your own even before you join a course or start learning officially.

Take a look at some of the digital forensics websites and forums, where more experienced
practitioners share their knowledge and are available to help you with questions. You can
download free tools such as Autopsy and FTK Imager to practice with, and use either your
own devices or test images found online to create and work through cases. All of this will
be valuable experience for when you start studying or working in the field.
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Also consider attending some digital forensics conferences nearby. Many of these give
discounts for students, and several run competitions for students to submit posters to be
displayed during the conference. Events like these are a great way to meet other people in
the industry and start to build your network.

In the next section, we will recommend some resources to help you get started.

Advanced further reading
The following books and websites will prove useful to anyone with an interest in the digital
forensics field.

Books
For an advanced, in-depth, yet accessible introduction to the topic, Eoghan Casey’s Digital
Evidence and Computer Crime is a must-read.

Other good general introductions to the subject area include:

Forensic Computing by Anthony Sammes and Brian Jenkinson
The Basics of Digital Forensics by John Sammons
File System Forensic Analysis by Brian Carrier

For more in-depth reading on specific topics, you could try some of the following:

Practical Forensic Imaging: Securing Digital Evidence with Linux Tools by Bruce
Nikkel, for a discussion on why correct image acquisition processes are so
important, and a how-to guide that includes a lot of free and open source options.
Practical Mobile Forensics by Heather Mahalik and Rohit Tamma, for an
introduction to the forensic analysis of mobile devices and a useful how-to guide.
Mobile Forensic Investigations by Lee Reiber, for a remarkably in-depth look at the
field of mobile forensics and how to conduct your own analyses.
Learning iOS Forensics by Mattia Epifani and Pasquale Stirparo, for help with
investigating iPhones and easy to follow step-by-step instructions.
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Learning Android Forensics by Rohit Tamma and Donnie Tindall, for those who
want to specialize in Android devices, or just want to supplement their
knowledge of the subject.
The Art of Memory Forensics by Michael Hale Ligh and Andrew Case, for an
introduction to memory forensics and a discussion of their Volatility tool and
how to use it.

Websites
4n6ir : h t t p ://b l o g . 4n 6i r . c o m / — a frequently updated repository of
information about incident response and digital forensics
Between Two DFIRs : h t t p s ://b e t w e e n t w o d f i r n s . b l o g s p o t . c o . u k / —
focusing heavily on the information security side of computer forensics ( DFIR
stands for Digital Forensics and Incident Response), Andrew Swartwood’s blog is
a great resource for anyone looking to enter this area.
Binary Foray : h t t p s ://b i n a r y f o r a y . b l o g s p o t . c o . u k / — a technical read for
the more advanced practitioner, Binary Foray explores some of the latest
techniques in digital forensics.
BlackBag Tech : www.blackbagtech.com/index.php/blog — BlackBag’s blog
includes several ongoing series that take readers through some of the basics of
digital forensics.
Blackmore Ops : www.blackmoreops.com — a must-read for Linux aficionados,
this will tell you everything you need to know about getting set up with Kali and
will also take you through some of its forensic applications.
Cyber Forensicator : www.cyberforensicator.com — a blog covering digital
forensics news and research, updated daily.
DFIR Training : www.dfir.training — a fantastic resource listing hundreds of
training opportunities and tools.
Didier Stevens : h t t p s ://b l o g . d i d i e r s t e v e n s . c o m / — includes resources and
updates in the fields of digital forensics, incident response, ediscovery, hacking,
and computer security.
Forensic Focus : www.forensicfocus.com — the largest online hub for the digital
forensics community, featuring articles, reviews, interviews, and an active
community forum.
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Forensic Lunch : h t t p s ://w w w . y o u t u b e . c o m /u s e r /L e a r n F o r e n s i c s — David
Cowen's popular YouTube channel, which discusses all different aspects of
digital forensic investigation.
Forensics Wiki : www.forensicswiki.org — contains a wealth of information for
digital forensic practitioners, along with a regularly updated resources section.
Hacking Exposed Computer Forensics Blog : www.hecfblog.com — David
Cowen’s blog is not updated often, but the posts are worth waiting for: filled
with in-depth explanations of each step of the process, they are both accessible
and interesting, for new and advanced investigators alike.
Mac4n6 : www.mac4n6.com — a digital forensics blog with a specific focus on
Apple products.
Magnet Forensics : www.magnetforensics.com/blog/ — the blog of this digital
forensics company frequently includes useful webinars, guides, and resources for
practitioners. They often feature articles and webinars about child protection
investigations.
Mobile & Technology Exploration: h t t p ://t r e w m t e . b l o g s p o t . c o . u k — Greg
Smith’s blog covers several digital forensics topics, with a particular focus on
mobile investigations.
Pro Digital 4n6: h t t p ://p r o d i g i t a l 4n 6. b l o g s p o t . c o . u k /—a blog discussing
digital forensics and legal issues, with a number of useful case studies to illustrate
points made.
This Week In 4n6: www.thisweekin4n6.com — a weekly blog by Phill Moore,
rounding up the latest news in digital forensics, ediscovery, and malware
analysis.
Windows Incident Response: h t t p ://w i n d o w s i r . b l o g s p o t . c o . u k / — Harlan
Carvey’s blog contains tips, how-to guides, and resources.
Zena Forensics: h t t p ://b l o g . d i g i t a l - f o r e n s i c s . i t / — a collaborative effort
from the team at RealityNet, this blog is not updated often, but does contain some
interesting research and is worth keeping an eye on.

Twitter Accounts
@aboutdfir — the creator of aboutdfir.com tweets industry news,
investigations, and research
@binaryz0ne — a digital forensics, incident response, malware, and traffic
analysis researcher
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