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Preface

Windows Forensics Cookbook covers recipes to overcome challenges and carry out effective
investigations easily on a Windows platform. You will begin with a refresher of Digital
Forensics and Evidence Acquisition, which will help you to understand the challenges faced
while acquiring evidence from Windows systems. Next, you will learn how to acquire
Windows memory and analyze Windows systems with modern forensic tools. The book
will also cover more in-depth elements of forensic analysis, such as how to analyze data
from Windows system artifacts, parsing data from the most commonly-used web browsers
and email clients, and effective reporting in digital forensic investigations.

You will learn how Windows 10 is different from previous versions and how you can
overcome the specific challenges it brings. Finally, you will learn how to troubleshoot issues
that arise while performing digital forensic investigations.

By the end of the book, you will be able to carry out forensic investigations efficiently.

What this book covers

Chapter 1, Digital Forensics and Evidence Acquisition, will give you a brief overview of digital
forensics as a science, and will cover the basics of digital evidence acquisition, examination
and reporting.

Chapter 2, Windows Memory Acquisition and Analysis, will guide you through Windows
memory acquisition with Belkasoft RAM Capturer and Dumplt. After you will learn how to
analyze memory images with Belkasoft Evidence Center and Volatility.

Chapter3, Windows Drive Acquisition, will guide you through the acquisition of the main
source of Windows forensic artifacts — hard and solid state drives. You will learn how to
create forensic images with FTK Imager and DC3DD, and also how to mount them with
Arsenal Image Mounter.

Chapter4, Windows File Systems Analysis, will guide you through the analysis of the most
common Windows filesystem, New Technology File System or NTFS, with the Sleuth Kit.
Also, you will learn how to recover deleted files from both NTFS and its descendant, ReFS,
using Autopsy, ReclaiMe Pro, and PhotoRec.

Chapter5, Windows Shadow Copies Analysis, will show you how to browse and copy files
from VSCs with ShadowCopyView. Also you will learn how to mount these copies with
VSSADMIN and MKLINK, and analyze their data with Magnet AXIOM.
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Chapter6, Windows Registry Analysis, will show you how to extract data from the Windows
Registry with Magnet AXIOM and the RegRipper. Also, you will learn how to recover
deleted Registry artifacts with the Registry Explorer.

Chapter 7, Main Windows Operating System Artifacts, will introduce you to the main
Windows forensic artifacts, including the Recycle Bin items, Windows Event Logs, LNK
files, and Prefetch files. You will learn how to analyze these artifacts with EnCase Forensic,
Rifiuti2, Magnet AXIOM, FullEventLogView, EVTXtract, LECmd, Link Parser, PECmd, and
Windows Prefetch Carver.

Chapter 8, Web Browser Forensics, will guide you through the analysis of the most popular
Windows web browser with BlackBagBlackLight, Magnet Axiom, and Belkasoft Evidence
Center. Also, you will learn how to extract browser data from a paging file.

Chapter 9, Email and Instant Messaging Forensics, will show you how to analyze artifacts of
the most popular Windows email clients — Microsoft Outlook and Mozilla Thunderbird,
and the instant messaging application Skype. Also, you will learn how to extract webmail
artifacts from a forensic image.

Chapter 10, Windows 10 Forensics, will introduce you to Windows 10 —specific artifacts,
such as Cortana, the Mail app, Xbox app, and notifications. You will learn where the data is
stored, its format, and how to extract and analyze it.

Chapter 11, Data Visualization, will show you how to make your forensic reports even better
with data visualization techniques. You will learn how to use these techniques in Forensic
Toolkit (FTK), Autopsy, and Nuix.

Chapter 12, Troubleshooting in Windows Forensic Analysis, will teach you how to solve
problems with your forensic software, both commercial and free/open source; show you
what to do if processes fail, why it’s important to analyze false positives, give you
recommendations on your first steps in digital forensics; and provide a nice list of sources
for further reading.

What you need for this book

The following software is required for this book:

¢ Arsenal Image Mounter

e Autopsy

 Belkasoft Evidence Center
¢ Belkasoft RAM Capturer

[2]
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e BlackBagBlackLight
e dc3dd

e Dumplt

¢ EnCase Forensic

e EVTXtract

e FTK

e FTK Imager

¢ FullEventLogView
o Intella

e LECmd

e Link Parser

e Magnet AXIOM

e Nuix

e PECmd

e PhotoRec

¢ ReclaiMe Pro

* Registry Explorer
¢ RegRipper

e Rifiuti2

¢ ShadowCopyView
e SkypeLogView

¢ The Sleuth Kit

¢ Volatility

¢ Windows Prefetch Carver

Most of the commercial tools from this list have trial versions available for downloading for
free. Download links are provided in the chapters.

Who this book is for

If you are a forensic analyst and incident response professional who wants to solve
computer forensics investigations for the Windows platform, then this books is for you.

[3]
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Sections

In this book, you will find several headings that appear frequently (Getting ready, How to
do it, How it works, There's more, and See also).

To give clear instructions on how to complete a recipe, we use these sections as follows:

Getting ready

This section tells you what to expect in the recipe, and describes how to set up any software
or any preliminary settings required for the recipe.

How to do it...

This section contains the steps required to follow the recipe.

How it works...

This section usually consists of a detailed explanation of what happened in the previous
section.

There's more...

This section consists of additional information about the recipe in order to make the reader
more knowledgeable about the recipe.

See also

This section provides helpful links to other useful information for the recipe.

Conventions

In this book, you will find a number of styles of text that distinguish between different
kinds of information. Here are some examples of these styles, and an explanation of their
meaning.

[4]
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Code words in text, database table names, folder names, filenames, file extensions, path
names, dummy URLs, user input, and Twitter handles are shown as follows: "So in our
case, it's D:\Belkasoft Memory Forensics Test."

Any command-line input or output is written as follows:

volatility 2.6_win64_standalone.exe —-f X:stuxnet.vmem

profile=WinXPSP3x86 malfind -p 868 ——dump-dir
X:Stuxnet

New terms and important words are shown in bold. Words that you see on the screen, in
menus or dialog boxes for example, appear in the text like this: "The first pane displays
information about detected shadow copies, including name, Explorer path, Volume path,
Created Time, and so on."

Warnings or important notes appear in a box like this.

Tips and tricks appear like this.

Customer support

Now that you are the proud owner of a Packt book, we have a number of things to help you
to get the most from your purchase.

Downloading the color images of this book

We also provide you with a PDF file that has color images of the screenshots/diagrams used
in this book. The color images will help you better understand the changes in the output.

You can download this file from https://www.packtpub.com/sites/default/files/down
loads/WindowsForensicsCookbook_ColorImages.pdf.

[5]
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Preface

Errata

Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you find a mistake in one of our books-maybe a mistake in the text or the code-
we would be grateful if you could report this to us. By doing so, you can save other readers
from frustration and help us improve subsequent versions of this book. If you find any
errata, please report them by visiting http://www.packtpub.com/submit-errata, selecting
your book, clicking on the Errata Submission Form link, and entering the details of your
errata. Once your errata are verified, your submission will be accepted and the errata will
be uploaded to our website or added to any list of existing errata under the Errata section of
that title.

To view the previously submitted errata, go to https://www.packtpub.com/books/conten
t/supportand enter the name of the book in the search field. The required information will
appear under the Errata section.

Piracy

Piracy of copyrighted material on the Internet is an ongoing problem across all media. At
Packt, we take the protection of our copyright and licenses very seriously. If you come
across any illegal copies of our works in any form on the Internet, please provide us with
the location address or website name immediately so that we can pursue a remedy.

Please contact us at copyright@packtpub.com with a link to the suspected pirated
material.

We appreciate your help in protecting our authors and our ability to bring you valuable
content.

Questions

If you have a problem with any aspect of this book, you can contact us at
questions@packtpub.com, and we will do our best to address the problem.
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Digital Forensics and Evidence
Acquisition

In this chapter, well cover the following recipes:

¢ Identifying evidence sources

¢ Acquiring digital evidence

¢ Ensuring evidence is forensically sound
e Writing reports

Digital forensic investigation: an international field

Challenges of acquiring digital evidence from Windows systems

Introduction

Digital forensics is an expansive term that can cover a multitude of subject areas. Broadly
speaking, it refers to the investigation of crimes committed on, or with the use of, a
computing device. Several years ago, this may have only been applicable to cases in which
an investigator was looking at financial fraud, intellectual property theft, or similar cases
where computers are, by definition, necessary in order to commit the crime.

In today's world however, the proliferation of digital devices is such that even a crime that
seems to be unrelated to computing —a house burglary where jewellery is stolen, for
example, or the abduction of a child walking home from school —can involve a whole host
of digital evidence.



Digital Forensics and Evidence Acquisition

Digital evidence refers to anything relevant to an investigation that can be found on a digital
device. Increasingly, digital devices can refer to almost anything around us - not only
computers and phones, but also cars, televisions, refrigerators, and heating systems.

Digital forensics as a discipline does not deal solely with solving crimes. HR matters in
companies, private or civil cases, as well as day-to-day data recovery, can all fall under the
digital forensics bracket. It is reasonable to state, therefore, that not only is digital forensics
a huge field, it is also expanding. For this reason, in this book, we have decided to focus on
one particular aspect of digital forensics: the forensic analysis of Windows operating
systems.

Why Windows?

We could have chosen any number of operating systems as the subject of this book, not to
mention the myriad smartphones and other connected devices that crop up in digital
forensic investigations. Windows is, however, a popular choice of operating system for the
average computer user, and for businesses — recent figures from NetMarketShare indicate
that Windows takes up over 88% of the market. The following diagram demonstrates the
market share of Windows as opposed to Mac, Linux, and other operating systems.

Other: 4.69 %
el s ey \

Linux 227 % 7 \gX
Mac OS X 1012:275% *

ndone B e /,—-» — Windows 7: 472 %
Windows XP: 917 % -

Windows 10:25.3 % -

Regardless of whether you're working in law enforcement, in a digital forensics
corporation, as an academic researcher in the field, or for yourself as a freelance
investigator, the chances are that at some point you will come up against Windows systems.

Our goal in writing this book is to create a kind of cookbook, allowing you to dip in and out
and use the recipes to aid in your investigations.

[8]
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The range of available operating systems and programs that are frequently run on
Windows machines makes it difficult to provide a full guide. This is particularly when we
take into consideration the recent overhaul resulting in Windows 8, Windows 8.1, and
Windows 10, which refer to programs as applications and look somewhat different from
earlier versions both forensically and from a user experience point of view. To the best of
our ability, we have tried throughout this book to highlight the most salient points in
investigation and to discuss the broad implications of the changes in more recent versions.

Windows file system

Windows machines use NTFS, which used to stand for New Technology filesystem,
although the acronym has now become obsolete. All versions of Windows run on NTFES as
default.

The main thing to remember about NTES is that everything is a file. The idea behind the
filesystems creation was that it would be easily scalable, as well as being secure and reliable
at all levels. This does present some unique challenges for forensic investigation and
administrative usage, however knowing that any file can be located anywhere on the
system makes it challenging to understand precisely what one is looking at when analyzing
a machine.

The Master File Table (MFT) is the basis of the filesystem. In here, we find all the relevant
information concerning files. It is worth noting that the first entry in the MFT is an entry
that refers to the MFT itself, which can confuse people who are new to Windows filesystem
analysis.

One of the most important elements in Windows investigations is the registry, where keys
containing information regarding the configuration of the system, along with other forensic
gems are stored. Tools such as RegEdit and RegRipper can be very useful in registry
analysis, as can many of the more widely used general forensic programs, such as EnCase
and BlackLight.

We will discuss the specifics of various investigative elements within the Windows NT
filesystem throughout the book. For the moment, the most pertinent points to remember are
that everything in NTFS is a file; that the master file table forms the base of the filesystem;
and that the registry contains useful system configuration information.

[9]
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Identifying evidence sources

As any digital forensic investigator will know, one of the main challenges posed by almost
any case is the sheer amount of data and number of sources available to be worked through.
A useful skill to have is the ability to look through the sources of evidence involved with a
case and make a value judgement as to which will probably be the most useful.

From the beginning of the case, this can take the form of ascertaining which physical items
to remove from a crime scene —computers and mobile phones are almost always seized, but
what about USB sticks, smart televisions, and satellite navigation systems? How do you
even get a WiFi connected refrigerator into a Faraday bag?

Jokes aside, once an investigator has identified the items from which they are going to
attempt to extract evidence, the next hurdle is to work out which bits of evidence will be the
most relevant, and where those can be found.

In Windows systems, there are several elements that will prove to be useful across many
different types of investigations. While some will vary from case to case—looking for
evidence of intellectual property theft or financial fraud will differ hugely from the sources
you'd be locating in a child protection investigation, for instance on the whole, the
following sources of evidence can generally provide useful information from which you can
then extrapolate further.

In older Windows versions (around the time of XP and 2000), there were fewer programs to
deal with, and therefore fewer sources of potential evidence, but there was also less room
for confusion. XP was when Windows began to support the NT filesystem, which gave a
boost to the previous FAT setup and allowed for more in—depth analysis of the system.

Prefetch files were introduced in XP, and swiftly became one of the most pertinent sources
of evidence, which is still the case today. The aim from a user experience perspective was
essentially to speed things up. Prefetch files take note of which programs are used most
frequently and make sure that those programs are pre-loaded into the memory, so that
when a user boots up a machine and then tries to access one of the programs, it will load
more quickly. From a forensic point of view, this means that prefetch files provide a wealth
of information regarding a user's general computer habits—which programs they use most
often, and to some extent, how they are being used. Prefetch files are stored in the
%$SystemRoot%Prefetch directory and will be discussed in more depth in chapter 7, Main
Windows System Artifacts.

Subsequent Windows updates introduced increasingly complex elements, one of the most
pertinent of which is BitLocker.
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BitLocker provides full volume encryption and also includes a version for portable devices,
called BitLocker To Go. Provided that the password is known, decryption of BitLocker
information is relatively straightforward and can be performed using a range of forensic
software, some of which will be detailed later in this book. The simplest way to ascertain
whether a volume has been encrypted using BitLocker is to look for ~FVE-FS~ in the
volume header. Once this has been determined and the password has been found or
recovered, tools such as FTK or EnCase can be used to decrypt the information.

Around the same time BitLocker was introduced, with the release of Windows Vista, the
way in which user accounts are structured within Windows also changed. This is mainly
noticeable from the perspective of the user themselves, in that the main change is that many
system-wide modifications that could previously be made by any user can now only be
made by an administrator. This can also be an important point forensically, particularly in
cases where a computer has multiple users, only one of whom has access to the
administrative password.

Internet Explorer and its successor, Microsoft Edge, have been overhauled repeatedly
throughout the years. We will take a much closer look at Edge later on in this book,
however, for the moment, it is possible to say that there is a wealth of information to be
found within internet browsers. Arguably one of the most important elements within
Internet Explorer is the cache, which contains information regarding the pages a user has
visited and any content that has been downloaded.

Private browsing is one of the most commonly misconceived options by the end users of
Windows systems: while this may prevent other people in the household from uncovering a
users secret internet habits, it is of course still open to forensic investigation.

Increasingly, we are seeing users becoming more aware of the level of information that can
be gleaned using digital forensic methods, and in recent years, privacy options within
operating systems, applications, and programs have become a growing concern for many
computer users. This has led to a gradual yet steady rise in the installation and usage of
alternative software such as the Tor browser, which purports to be able to prevent others
from uncovering the true location of the end user. However, even these methods are not
impervious to forensic investigation, as demonstrated at the Digital Forensics Research
Workshop 2015 by Epifani et al.

Any attempt at obfuscation or extensive deletion of data should spark a level of suspicion in
the mind of an investigator; anti-forensic methods are becoming more and more
widespread, but so in turn are the methods forensic analysts can use to uncover the
elements users were trying to hide.

[11]



Digital Forensics and Evidence Acquisition

Ensuring evidence is forensically sound

The chain of custody in digital investigations is of paramount importance. Not only does it
demonstrate who had access to the evidence at any given time, it also - at least in theory -
shows what was done with the evidence after it was seized, and the measures that were
taken to ensure its preservation and integrity.

For investigators who work in a team, for example in law enforcement agencies or within a
corporation, there will generally be an already established process to follow, in line with the
guidelines provided by the agency or company. For freelance and individual investigators
(or for those who believe their company's acquisition procedure may need a bit of an
overhaul), it is important to bear a few basic principles in mind.

The level of forensic soundness that you as an investigator will be required to demonstrate
will probably depend, at least in part, on the nature of the case on which you are working.
Civil cases, for example, will generally not require such a high level of evidential integrity
as criminal investigations, since civil cases are less likely to end up in court. It is good
practice, however, to get used to maintaining as high a level of forensic soundness as
possible;"doing so means that, if in the future you specialize in more in-depth
investigations, you will already you will already be used to setting the right level of
groundwork for your forensic examinations.

Generally, it is sufficient when gathering evidence to image a device—that is, to create an
exact copy of the data contained therein—and then to use this forensic image as the basis for
your analysis, rather than conducting analysis on the physical device you have seized from
the scene. Sometimes, you may also be required to verify both that the copy is authentic,
and that the process you used to copy the data did not alter it in any way. Audit trails are a
large part of this—if you can demonstrate where the data sources have been stored, in
which devices, for how long, and who has had access to them, this should suffice.

Removing the source of digital evidence from the scene of the investigation is the first step
in this process and must be done with care. Switching off or unplugging a machine, typing
in a password, moving a mouse, or performing any other kind of interaction with an object
encountered in the course of a crime scene investigation can have unpredictable effects on
the outcome of the investigation. Sometimes, devices are set up to be wiped automatically
when turned off; some will encrypt all data when a password is entered incorrectly.

[12]
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In most cases, investigators will be encouraged to leave the source of evidence in the state in
which it is found. For example, if a mobile phone is recovered from a scene, it may be
placed in a Faraday bag, which will block electric fields and therefore prevent signals from
coming through while the phone is being transported.

If there is no way to remove an item from a scene without somehow tampering with it—for
example, if a desktop PC is plugged in and turned on, but needs to be taken away for
analysis—the person tasked with the removal of the item should be expertly qualified to
ensure that no changes happen except the ones that are absolutely necessary, and that any
actions that take place are detailed within the audit trail.

It may sound like this is a relatively straightforward process—don't change anything unless
you absolutely have to; if you do have to, ensure the person who is making the changes is
qualified to do so; and keep a record of everything that happens. However, this is a broad
overview of the basic general requirements for the sound preservation of evidence, and
these will differ —sometimes quite widely —depending on local or national legislation. One
of the most challenging things about being a specialist in computer forensics is that
computer crimes often have an international flavor, and it is not unheard of for an
investigation to span several continents, let alone states within a given country.

For this reason, it is of the utmost importance to verify the local legislative requirements
when it comes to the identification, collection, preservation, and analysis of digital forensic
evidence, particularly if the case on which you are working is likely to end up in court.

Writing reports

As with the chain of custody/audit trail mentioned in the preceding section, the style of
report writing will no doubt vary based on legislative demands, company or agency
guidelines, and individual investigator style. Once again, it makes sense to have a good
grounding in the basics of digital forensic report writing, so that you have a flexible skill set
within which to work.

Reports may also differ significantly depending on who is going to end up reading them. If
you are investigating a civil dispute, your final report will probably not be written in highly
technical language and may just include an overview in layperson terms of the
methodology used and what was uncovered. If you are going to be called into court as an
expert witness however, then a higher level of technical detail and a more in-depth
demonstration of your investigative processes will no doubt be needed.

[13]
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Broadly speaking, most digital evidence reports should include the following:

e Name, job title, and company of the senior investigating officer.

e Name, job title, and company of the digital forensics examiner (if different from
the preceding one).

¢ A brief description of the case, including the nature of the activities under
investigation.

e Name of the person or persons whose devices or data are under investigation.
e Start and end date of the investigation.

¢ Methodology used throughout the investigation, including but not limited to
how evidence was identified, collected, preserved, and analyzed. This may also
include details of any tools and processes used, as well as a copy of the chain of
custody.

¢ An overview of the results of the investigation in line with the original activities
specified at the beginning of the report, as well as any other relevant information
that was uncovered in the course of the investigation.

e Screenshots, printouts, or other evidential items that demonstrate the results of
the case.

¢ An analysis of the results, including any conclusions regarding guilt or innocence
of the accused party.

¢ Any appendices, glossaries, or other information that may prove useful to the
reader of the report.

Many forensic tools will generate their own reports in either digital or printable formats, in
a number of different styles such as PDFs, Excel documents, or Word files. Some software
packages, such as Nuix's Investigator Suite, include add-ons like Web Review and
Analytics, which allow for multiple users to view or work on the same case. This can be
very useful during an investigation, as it allows an administrator or senior investigator to
allocate certain roles within a case, but it can also come in handy when compiling reports.
Some users can be given access only to the final report, which they can enter into and look
at the results that have been found and compiled into user-friendly graphs; if they have the
correct permissions, they can then also take a further look at the evidence from this. The
following diagram shows the dashboard of the Nuix Web Review and Analytics interface,
which allows users to view and manage evidence in a forensic investigation.

[14]
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Digital forensic investigation - an
international field

As we have briefly discussed, one of the biggest challenges encountered by digital forensic
investigators, whether in criminal or civil cases is the international nature of their
investigative scope.

When investigating cases such as DDoS attacks (where a person or group of people flood a
website or machine with requests in order to stop it from functioning), online credit card
details theft, or bank fraud for example, it is likely that an investigator may find their
suspects scattered all around the world. In a recent case involving the live streaming of
child abuse from the Philippines, one of the main problems the investigators ran into was
that the people who were watching the live streamed content were also subjects for
investigation, but they were spread internationally and were difficult to track down due to
so many of them using various methods of obfuscation. Laws around the world differ too:
legislation in one country may create a legal loophole that causes havoc for a case and has
implications on whether it is eventually brought to a conclusion or shelved.
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The increasingly globalised nature of crime means that this is a problem we cannot ignore -
it is not something that is going to go away. On the contrary, it looks set to only grow
further with each passing year. Nowadays, our data is stored in the cloud —Nowadays, our
data is stored in the cloud; people we interact with aren't just those we have met in real life,
but instead people we would have previously termed strangers now increasingly form the
basis of our social interactions; our bank accounts are accessible from almost anywhere in
the world, often in multiple currencies. It is difficult enough to trace the actions and data
trail of a single individual who is merely living life in the 21st century, let alone to attempt
to investigate a large group of people, spread across diverse physical locations, who are
making deliberate and sustained attempts to obfuscate data and hide themselves from view.

Strides ahead are being made, however. Various projects have sprung up over recent years
which aim to address the specific challenges brought up by international investigations.
One example is the EVIDENCE Project coordinated by Maria Angela Biasotti, an Italian
lawyer who, in collaboration with colleagues across Europe, is seeking to develop a
common understanding of electronic evidence and a more globally viable way of
collaborating between territories, as well as a more standardized criminal investigation
procedure around the world.

A laudable goal, and one that the EVIDENCE Project at least is moving swiftly towards; at
the time of writing, a test implementation between several member countries is on the
cards. However, at the moment, investigators are still faced with having to work on cases
that have international data sources and implications.

What can we do to make things easier for
ourselves in the meantime?

Scoping out a case before taking it on is good practice regardless of its size or relative
importance, but this becomes even more pertinent when international factors might be
involved. These may have an impact on the time it takes to acquire evidence: for example, if
you are looking to extract data from a server in another country, or even another state, you
will need at least a basic understanding of the requirements necessary to gain access to it,
and indeed whether this is even possible in the first place.

It is, of course, impossible to have an in-depth understanding of the various bits of
legislation that are relevant to digital forensic investigations around the world. In reality,
the best an investigator can do is to verse themselves as fully as possible in the laws of their
own local area, and then seek advice when the need arises to work across borders.
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Beyond the legislative elements, however, there are also the more mundane aspects of
international investigation, such as linguistic analysis. Keyword searches are often where an
investigation starts, or at least fall somewhere near the beginning—but if your case spans a
multitude of countries, you may well end up at a loss for keywords.

Most of the larger digital forensics solutions, such as EnCase and Nuix Investigator, have
multilingual keyword abilities built in, which is a huge help. Some can even scan the
evidence you enter for you, and then bring back an analysis of the languages used within
the case. You can then use this to form the basis of your investigation and to inform future
searches. Slang is still a problem for many though, and criminals are increasingly becoming
wise to this. While a thesaurus can bring back a number of synonyms for a given term
relating to drug abuse, the exploitation of children, or financial fraud, it may not be able to
include all the less formal terms people are using in their discussions.

Progress is being made, however, and much of the air time at digital forensics conferences
and research groups is devoted to how we as investigators can increase collaboration and
make it easier to investigate global cases.

Challenges of acquiring digital evidence
from Windows systems

One of the challenges of investigating Windows machines is the way that NTFS is set up.
This means that it can be difficult to work out whether what you're looking at refers to a
general property of the file system, or to a property that is specific to an application. The
further along in your investigative career you are of course, the more adept you will
become at making such distinctions, however, it is worth bearing in mind particularly for
early career investigators.

Beyond the basic filesystem challenges, the way in which Windows systems are constantly
updating can bring up further obstacles to digital forensic investigations. What worked on a
machine running Windows 7 may not work on one that's running Windows 8.1; Windows
10 is a minefield of new and intriguing forensic elements (not to mention the increased
privacy concerns it has brought up, leading to a rise in the number of users who are
implementing their own data obfuscation and personal privacy measures). And heaven
forbid you end up with a machine so old that modern forensic software has forgotten how
to analyze it!
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The way Windows 10 runs is of particular interest to forensic examiners, not just because it
is being forcibly rolled out to users everywhere, but also because the structure of how
things are organised has changed significantly. We will look at this in more detail towards
the end of this book, where a full chapter will be devoted to the forensic analysis of
machines running Windows 10, but broadly speaking, the difference from a forensic
perspective comes from the fact that applications and programs don't just have different
names; they work in a slightly different way. End users are increasingly looking for more
lightweight, quick to run devices that make their work and personal lives easier, which
means that, in turn, technology companies such as Microsoft are turning to collaborations
with other entities and making the personal computer less of a single, standalone piece of
equipment and more of a portal to data stored elsewhere. It is quite possible to seize a
device where the documents are stored on Google Drive; voice and video call
communications on Skype; Instagram is an application accessed on the PC rather than - or
as well as - on a smartphone; Facebook isn't a website visited via an internet browser but an
application in its own right.

Notwithstanding the legal challenges concerning international cloud data storage that we
have already discussed, having such a wealth of separate applications to analyze makes
cases much more complex. The fact that users can also add or create their own programs
makes for an increasingly complex and often labyrinthine investigative methodology.

For this reason, it is becoming more and more necessary to narrow down an investigation as
quickly as possible, working out which kinds of applications and services a user may
require to perform the activity for which they are being investigated. Again, this is not
always easy to do; we can but try!

Triage, international collaboration, and the technical understanding of investigators are all
of paramount importance to digital forensic investigations, now more than ever before. In
the Windows Forensics Cookbook, we hope to give you a base upon which you can build your
own investigative techniques.
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Windows Memory Acquisition
and Analysis

In this chapter, we will cover the following recipes:

e Windows memory acquisition with Belkasoft RAM Capturer

e Windows memory acquisition with Dumplt

¢ Windows memory image analysis with Belkasoft Evidence Center
¢ Windows memory image analysis with Volatility

e Variations in Windows versions

Introduction

Memory analysis is a relatively new, but increasingly relevant field. A memory image can
be acquired in the same way as a physical image, but by using different tools, some of
which will be discussed in this section.

The image can be stored as one of the many formats, depending on the tool used to acquire
the image. Once an investigator has the image, they can then analyse the data within it.
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One of the main challenges associated with memory forensics is data preservation.
Although your only option in a given investigation may be to power down a system and
then image the data therein, in reality this ends up having an impact on other potential data
sources that might be important later on. It is vital, therefore, to have a thorough
understanding of the scene you are investigating and the specific needs of the case before
you decide which method to choose. Any time you interact with a system, you will alter
something simply by virtue of having been there. However, memory acquisition can help to
minimize the effects of the investigator on the data collected, since a memory image will
sample the volatile memory at a specific time, thus creating a sort of snapshot that can then
be analysed later.

In cases where an investigator arrives at a scene to find a machine powered on, the memory
on the system will be volatile at that time. This means that, if you manage to acquire a
memory image then and there, you will be able to see a snapshot of the computer's memory
at the moment at which you acquired it. This can be very useful, especially if a suspect has
recently fled a scene or has been arrested at the scene.

You will generally need administrative permissions on the computer if you want to acquire
volatile memory unless you are using hardware. One such solution is CaptureGUARD
Physical Memory Acquisition Hardware. It requires a small CaptureGUARD driver to be
installed on the system and creates a memory dump in the standard WinDD format. You
can see one of these devices in figure 2.1.

Figure 2.1. ExpressCard
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In other words, memory forensics is a complex and temperamental field. You will need to
have a thorough understanding of the tool sets you are using, and any potential impacts
they could have on volatile memory before you decide which to use it at a scene. However,
if you do manage to acquire a memory image, it can provide a wealth of useful information
for your case.

Windows memory acquisition with Belkasoft
RAM Capturer

Belkasoft RAM Capturer is a free tool any digital forensic examiner should have in their kit.
It's tiny, easy to use, and has the ability to acquire memory from Windows systems,
including Windows 10, even if they are protected by an active anti-debugging or anti-
dumping system.

Getting ready

You have two options for downloading the tool. If you are a Belkasoft customer and have a
Belkasoft Evidence Center license, go to your customer portal, where you can find a
Belkasoft RAM Capturer download link in the FREE PRODUCTS section. If you are not a
customer, just go to the DOWNLOAD section on the Belkasoft website, choose the product
you want to download - in our case, Belkasoft Live RAM Capturer - and fill in a short form
with your contact information. After the download, a link will be sent to the email
provided.

The steps to prepare a flash drive for acquisition are as follows:

1. It must have enough space to store the memory image.
2. It must be sterilized via wiping.
3. Put both folders extracted from the archive you downloaded onto the flash drive.

Don't forget to prepare a flash drive for acquisition. Firstly, it must have enough space to
store the memory image. Secondly, it must be sterilized by wiping. Finally, put both folders
extracted from the archive you downloaded onto the flash drive.

[21]
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How to do it...

The steps for Windows memory acquisition using Belkasoft Ram Capturer are as follows:

1. The first thing you must do is learn what kind of system you are dealing with —
x32 or x64. It's really easy to do — right-click Computer and choose Properties. In
our case, it's x64. So our choice is RamCapture64.exe.

2. After starting, we will get information about the physical memory page size and
its total size.

3. Now select the output folder path — make sure it's your flash drive and not the
local system drive.

4. After that —just click Capture!

Belkasoft Live RAM Capturer

Select output folder path:
X

Loading device driver ...
Physical Memory Page Size = 4096
Total Physical Memary Size = 3208 MB

Capture! Cancel Close

Figure 2.2. Memory acquisition with Belkasoft RAM Capturer

As aresult, we get a file with . mem extension of the same size as the total physical memory.
By default, you have the date of acquisition as the filename, but we highly recommend
renaming it, and adding more information for identification purposes: operating system
version, edition, computer name, and other information.

That's it! The image is ready for further analysis with memory forensics tools.

[22]
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How it works...

Belkasoft RAM Capturer operates in kernel mode (not in user mode like some other
acquisition tools) with the help of 32-bit and 64-bit kernel drivers. It extracts the whole
physical memory, even if it's protected, in a forensically sound manner, and saves it into a
file with the .mem extension.

See also

The Belkasoft RAM Capturer page on Belkasoft's website: http://belkasoft.com/ram-cap
turer

Windows memory acquisition with Dumplt

Dumplt is a free memory imaging tool from Comae Memory Toolkit. It's a fusion of
Win32dd and Win64dd in one executable. It's extremely easy to use: even a non-technical
person can use it in emergency situations. Dumplt supports all modern Windows versions,
from XP to 10, both 32 and 64-bit. Also, the tool has a very important feature: it displays the
Directory Table Base and the address of the debugging data structures during the
acquisition process.

Getting ready

To get your free copy of Dumplt, go to Comae Technologies' website and click on GET
TOOLS. After you provide some information, including your first name, last name,
company name, email address, phone number and website, you'll get your download link
via email. Don't forget to put the tool onto a wiped external drive later.

[23]


http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer
http://belkasoft.com/ram-capturer

Windows Memory Acquisition and Analysis

How to do it...

This time, we don't need to know what kind of operating system we are dealing with - 32 or
64-bit. As we have already been said, Dumplt is a fusion of Win32dd and Win64dd in one
executable. So, there are just two steps:

1. Plug in the external drive in the target system
2. Start DumpIt.exe and type y to start the acquisition process

&L Xh\Dumplt.exe

Computer name

304 - 14DBEDEDFSET

Figure 2.3. Memory acquisition with Dumplt

As a result of the acquisition, you'll get two files: a file with the DMP extension
and a file with the JSON extension. The first is the target system's memory dump
with the computer name, date and time (UTC) in the file name, the second - the
dump information, includes important information from a forensic point of view.
It includes file size, system architecture type (32/64), KdCopyDataBlock
KdDebuggerData, kdpDataBlockEncoded, sha256 hash, and so on. So that's it, the
DMP file is ready to be analysed with the memory forensics software of your
choice.
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How it works...

As Dumplt is a fusion of Win32dd and Win64dd, it automatically detects the system
architecture type and creates a memory snapshot and a file in JSON format with all the
information you will need for further analysis with memory forensics tools, such as
Volatility, Rekall, Belkasoft Evidence Center, and others.

See also
The Comae Memory Toolkit (which Dumplt, along with Hibr2Bin, is a part of) webpage:

https://comae.typeform.com/to/XIvMa7

Windows memory image analysis with
Belkasoft Evidence Center

In the previous recipes, we successfully created two memory forensic images, one with
Belkasoft Live RAM Capturer, and the other with Dumplt. Now it's time to perform
analysis. Let's start from the first image and use Belkasoft Evidence Center for analysis.

Belkasoft Evidence Center is a powerful digital forensics tool, capable of parsing data not
only from memory images, but also from images of computer drives and mobile devices.
From a memory dump, it can extract valuable artifacts such as remnants of communications
via social networks, messengers, chat rooms, webmail systems, data from cloud services,
web-browsing artifacts, and so on.

Getting ready

If you don't have a valid license for Belkasoft Evidence Center, you can download a fully
functional trial version of the product from the official website. To do this, go to the
DOWNLOAD section on Belkasoft's website, choose the product you want to download, in
our case, Belkasoft Evidence Center (trial version) - and provide your contact information,
including your First Name, Last Name, Your email and Company, Country. After the
download, the link will be sent to your email. If you are a licensed user, just go to your
customer portal and download the latest version of the product.

[25]
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Howto doi

t...

The steps for Windows memory image analysis using Belkasoft Evidence Center:

1. To do that, click on New in the Open Case window. Now you need to fill in a

few fields:
[ )

Case name - Usually, we use the case number and year for case names,
but this time, as it's being created for testing purposes, we will name it
Belkasoft Memory Forensics Test.

Root folder - Here, you should choose the folder where the case data
will reside. In our case it's D: drive.

Case folder - This field will be filled in automatically based on the two
previous fields, so in our case, it's D: \Belkasoft Memory
Forensics Test.

Investigator - Type your name in this field.

Time zone - Choosing the right time zone is very important. If you
already know the right one, choose it. If not, we suggest choosing UTC
+00:00. In our case, we know the time zone, so we can use the correct
one (UTC + 03:00).

Description - If you want to add a description to your digital evidence
item, here is the field to do it. We used the following description:
Parsing a memory image created with Belkasoft Live RAM
Capturer for testing purposes.

[26]



Windows Memory Acquisition and Analysis

ﬁ Open Case - - B X
Case name: Belkasoft Memory Forensics Test
LI e
Root folder: [R5 | |
5
| u ST ‘ Case folder: [:hBelkasoft Memory Forensics Test
Investigator: Oleg Skulkin
& Browse Existing
Time zone: [UTC+03:00) Mockea, CarkT-NeTepBypr, Bonrorpag b
i
ﬁ Description:

] Parsing a memory image created with Belkasoft Live RAM Capturer for testing
| 3‘3;‘ Options ‘ PUrposes.

oK ‘ | Exit

Figure 2.4. Creating a new case in Belkasoft Evidence Center

2. Click OK and you will see the next window - Add data source.

Belkasoft Evidence Center supports different kinds of evidence sources, from
physical drives and drive images, to mobile backups and, of course, memory
images, including pagefile.sys and hiberfil.sys.
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As we are talking about memory forensics now, let's choose the image we
previously acquired with Belkasoft RAM Capturer as the data source.

] Add data source o - =X
What sources would you like to analyze?

Select drive, image, dump, device or other source to include to the case

Available types of data sources

Cﬁ Drrive image file or virtual machine disk
D:himage.dd

() Logical drive

() Physical drive

Cﬁ Maobile backup file, UFED image, chip-off or JTAG dump

@ﬁ Live BANM image file [pagefilesys, hiberfilsys, memory dumps)

XA20170124.mem

() Selected folder

Analyze data source

[]Run hashset analysis
Advanced options

MNext = ‘ ‘ LCancel

Figure 2.5. Adding previously acquired memory image as data source in Belkasoft Evidence Center

3. Click Next to choose the data types you want to search for. For testing purposes,
we chose all available data types, but you can choose those you really need, to
reduce processing time.

Don't forget to go to Advanced options and enable BelkaCarving - it will
help you to recover fragmented data, for example, pictures.
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ﬁAdd data source - =
‘What would you like to search for?
Select from supported data types below
[#] Browsers = B [#] ). Windows
[#] Chats & &ra
[#] Cloud services [=] € AIM
[#] Documents [~] 6 AIM Express
Encrypted files and volumes [] @) Brosix
[#] Files [#] Cz ChatZilla
[¥] Geolocation data [#] & Digsby
[#] Mails 5 [#] &' eBuddy
[#] Multi-user online games [Z188 eM Client
[#] Other mabile applications [#]“& Emesene
[=] P2P =B Facebook
[#] Payment systems [#]42 Gadu-Gadu
[] Pictures [F 4 Gajim
[¥] Social networks ] [#FA Google Hello
[] Standard mobile applications [Z6» GTalk
[#] System files - [#] & Hotmail
‘ Select none ‘ ‘ Select none ‘
[ &nalyze [#] carve
Advanced options Advanced options
‘ < Back ‘ | Finish | ‘ LCancel ‘

Figure 2.6. Choosing data types in Belkasoft Evidence Center

4. OK, we are ready to start parsing the memory image - just click Finish.

It took BEC about an hour to parse and carve the image, and we got impressive
results: 9728 web browser artifacts, 2848 pictures, 74 chat artifacts, and so on.

Overview - & X
B @ Browsers (9728)
%, URLs (9728)

¥ Chats (74)

] Cloud files (4)

B Contacts (4)

1 Mails (28)

B Pictures (2848)

Figure 2.7. Results of memory image processing with Belkasoft Evidence Center
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As you can see, you can extract quite a lot of valuable digital artifacts from a memory image
with just a few clicks - so, if you have access to a running system, make it a rule to capture
the memory image. This may help you, for example, to recover browsing history from
anonymous tools such as Tor Browser, which are widely used among criminals, as well as
other important digital artifacts which may reside only in volatile memory.

How it works...

Belkasoft Evidence Center parses memory image structure and extracts available data,
putting it into corresponding categories. The BelkaCarving options allow the tool to
reconstruct fragmented data, for example, images.

See also

The Belkasoft Evidence Center page on the Belkasoft website: http://belkasoft.com/ec

BelkaCarving: http://ru.belkasoft.com/en/bec/en/BelkaCarving.asp

Windows memory image analysis with
Volatility

The Volatility Framework is an open source collection of tools written in Python for the
extraction of digital artifacts from memory images. This time, we will use the second
memory image, obtained earlier with Dumplt, as a data source to show you how to use this
tool set for memory forensics.

[30]
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Getting ready

The Volatility Framework is an open source toolkit, so it's cross-platform, which means that
you can use any operating system family you want - Windows, Linux, or mac OS. Of
course, you can build these tools from source, but there are also so-called standalone
executables for all the operating systems mentioned. As this cookbook is about forensic
examination of Windows OS and the memory dump, what we are going to analyze is
collected from Windows 10, and we are going to use the Windows Standalone Executable.

At the time of writing, the most recent version of Volatility is 2.6. With this version, support
for Windows 10 (including 14393.447) improved, also support for Windows Server 2016,
mac OS Sierra 10.12, and Linux with KASLR kernels was added.

To download the collection of tools, go to the Volatility Framework website and use the
Releases tab to choose the most recent version, in our case 2.6. Now, all you need is to unzip
volatility_2.6_win64_standalone.zip which you've just downloaded, and you are ready to

go.

How to do it...

To show you the power of Volatility, we decided to use a memory image from a system
infected with known malware - Stuxnet. Why? Because this memory image is freely
available, so you can download it and use it for training.

Let's start by collecting information about our image.

1. To do this, start cmd. exe.

2. Change the directory to the one with the Volatility Standalone Executable, and
use the imageinfo plugin:

volatility_2.6_winé64_standalone.exe -f
X:stuxnet.vmem imageinfo

Volatility Foundation Volatility Framework 2.6
INFO : volatility.debug : Determining profile based
on KDBG

search. ..

Suggested Profile(s) : WinXPSP2x86,
WinXPSP3x86 (Instantiated with WinXPSP2x86)
AS Layerl : IA32PagedMemoryPae (Kernel AS)

AS Layer2 : FileAddressSpace (X:stuxnet.vmem)
PAE type : PAE

DTB : 0x319000L

KDBG : 0x80545ae0L

[31]
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Number of Processors : 1

Image Type (Service Pack) : 3

KPCR for CPU 0 : OxffdffO000L

KUSER_SHARED_DATA : Oxffdf0000L

Image date and time : 2011-06-03 04:31:36 UTC+0000
Image local date and time : 2011-06-03 00:31:36
-0400

The imageinfo plugin returned two suggested profiles. We know that this image

was taken from a system running Windows XP with Service Pack 3, so the correct
profile is WinXPSP3x86.

Now we know the correct profile, we can use it as a switch to collect information
about the processes running on the infected machine.

3. To do this, we can use the ps1list plugin:
volatility 2.6_win64_standalone.exe —-f X:stuxnet.vmem

profile=WinXPSP3x86 pslist

Command Prompt

Figure 2.8. Volatility pslist plugin output
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Do you see anything suspicious? Yes, there are three copies of 1sass.exe, and
this is one of the signs of a Stuxnet infection.

Normally, only one 1sass.exe process should be running, so we need to
determine which two are malicious.

4. Look at the timestamps on figure 2.8. Two out of three processes started in 2011.
Strange, isn't it? Now let's use the pst ree plugin:

volatility 2.6_win64_standalone.exe -f
X:stuxnet.vmem —-
profile=WinXPSP3x86 pstree

Command Prompt

mom

wm
0]

[N ]

Figure 2.9. Volatility pstree plugin output
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Our suspicious process, 1sass . exe, is normally started by winlogon.exe.

5. Let's look at the figure: only one 1sass.exe is started by winlogon.exe - the
one with PID 680; the two others are started by services.exe! So, the
lsass.exe processes with PIDs 868 and 1928 could be malicious.

6. We have two potentially malicious processes. Let's check the DLLs loaded by
these processes using the d111ist plugin:

volatility_2.6_win64_standalone.exe —-f X:stuxnet.vmem

profile=WinXPSP3x86 -p 868

Command Prompt

Figure 2.10. Volatility dlllist plugin output for the suspicious process with PID 868

volatility_2.6_win64_standalone.exe —-f X:stuxnet.vmem
profile=WinXPSP3x86 -p 1928

[34]
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Command Prompt

Figure 2.11. Volatility dlllist plugin output for the suspicious process with PID 1928

7. Look at figure 2.11. Anything suspicious? Yes! According to the Stuxnet threat
description on F-Secure's website, an encrypted DLL file should be injected into a
process, and it has the following name structure:

[normaldll] .ASLR. [random].

8. Look familiar? We have found another trace of Stuxnet -
KERNEL32.DLL.ASLR.0360b7ab.

[35]
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There is another extremely useful Volatility plugin - malfind. This plugin helps digital
forensic examiners to find hidden or injected code/DLLs in the user mode memory. Let's
use it for our suspicious 1sass.exe processes:

volatility_2.6_win64_standalone.exe —-f X:stuxnet.vmem
profile=WinXPSP3x86 malfind -p 868 —-dump-dir
X:Stuxnet

ommand Prompt

Figure 2.12. A part of Volatility malfind plugin output for the suspicious process with PID 868

As you can see, we also used the ——dump-dir switch to export the DLLs to a folder. After
that we can, for example, upload them to VirusTotal. And of course, most of them are
detected as malicious. For example, process.0x81c47c00.0x80000.dmp, extracted from
lsass.exe with PID 1928, is detected by Dr.Web Antivirus as Trojan.Stuxnet.1.

There are many more Volatility plugins available. You can learn more about
them in the documentation available on the Volatility Foundation website.

How it works...

The following list explains the plugins used in the recipe.

1. Imageinfo: This plugin collects some basic information about the memory image
you are analyzing: operating system, service pack, hardware architecture; and
also useful information such as DTB address, KDBG address, and the timestamp
of the image creation.
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2. pslist: This plugin shows the processes of the system, including the offset,
process name, process ID, parent process ID, number of threads, number of
handles, date/time when the process started and exited, Session ID and if the
process is a WoW64 process.

3. Pstree: This plugin does the same as pslist, but shows the process list in tree
form. It uses indentation and periods to indicate child processes.

4. D111ist: This plugin displays the DLLs loaded by the process of interest, or all
processes if the —p or ——pid switch isn't used.

5. Malfind: This plugin allows the examiner to detect and extract hidden or
injected code/DLLs in user mode memory for further antivirus scans and
analysis.

See also

Volatility documentation: https://github.com/volatilityfoundation/volatility/wiki

A memory image from a system infected with Stuxnet: https://github.com/ganboing/ma
lwarecookbook

Sthnetthreatdesaipﬁon:https://www.ffsecure.com/vfdescs/trojanfdropper_w32_st
uxnet.shtml

Variations in Windows versions

As you already know from the first chapter, nowadays we have a number of different
Windows versions widely used both by private persons and businesses. Of course, this has
an impact on Windows operating system forensic examinations, including Windows
memory forensics.

Getting ready

Knowing the Windows version and its type is very important, both in the acquisition and
analysis stages. There are a few ways to collect this information. We will cover some in this
recipe.
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How to do it...
The easiest way to find out which version a computer is running is by following these steps:
1. Click on Start.

2. Go to Run.
3. Type winver in the search field and press Enter.

This will work on machines that have installed Windows 7 or earlier versions. For Windows
8 onwards:

1. You will need to press and hold the Windows key along with R
2. Type winver in the box that appears and press Enter

This will open a small About Windows box, which will provide information on the version,
as well as the build number:

About Windows e

am Windows10

Microsoft Windows
Version 1607 {05 Build 14393.693)
© 2016 Microsoft Corporation. All rights reserved.

The Windows 10 Home operating system and its user interface are
protected by trademark and other pending or existing intellectual property
rights in the United States and other countries/regions.

This product is licensed under the Microsoft Software Licence
Terms to:

Razer

Figure 2.13. About Windows box
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To collect more information, perform the following steps:

1. Go to the Start menu
2. Right-click on Computer and choose Properties from the context menu

Also, you can find My Computer, Computer, or This PC shortcuts on the
Desktop — right-click on any one of these and choose Properties from the context
menu:

¥iew basic information about your computer

Windows edition
‘windows 7 Professional
Copyright @ 2009 Microsoft Corporation. All rights reserved,

Service Pack 1
Gek more features with a new edition of Windows 7

Swskem
Rafing: a Windows Experience Inde:x
Processar; InteliR.) meoniR) CPU #5650 @ 2,67GHz 2,66 GHz (2 processars)
Inskalled memory (RAM: 74,0 5B
Swskem type: &4-bit Operating Swstem
Pen and Touch: Mo Pen ar Tauch Input is available Far this Display

Computer name, domain, and workgroup settings
Camputer name: Forensics-OLEG
Full computer name: Forensics-OLEG
Computer description:

wWarkgroup: WORKGROUP

Figure 2.14. Computer properties

As you can see in figure 2.14, with this technique you can collect more information
about the machine you are dealing with, including the service pack, system type,
computer name, and so on.

[39]
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There is more...

If you are planning to use Volatility for memory forensic analysis (and we highly
recommend it, because it is the most powerful tool, with lots of plugins, and also it is free
and open source), it's very important to choose the right profile. To do this, you will need to
know the system type, operating system version, and build number. As you have already
learned from the previous recipes, the imageinfo plugin can help you with this task if this
information wasn't properly documented during the acquisition stage.

Table 2.1 contains information about profiles added to the most recent version of the
Volatility Framework at the time of writing.

(O] Build Profile

Windows 10 x64 10.0.10586.306 | Win10x64_10586
Windows 10 x64 10.0.14393.0 | Win10x64_14393
Windows 10 x86 10.0.10586.420 | Win10x86_10586
Windows 10 x86 10.0.14393.0 | Win10x86_14393

Windows Server 2008 R2 SP1 x64 | 6.1.7601.23418 | Win2008R2S5P1x64_23418
Windows Server 2008 R2 x64 6.3.9600.18340 | Win2012R2x64_18340

Windows 7 SP1 x64 6.1.7601.23418 | Win7SP1x64_23418
Windows 7 SP1 x86 6.1.7601.23418 | Win7SP1x86_23418
Windows 8 x64 6.3.9600.18340 | Win8SP1x64_18340

Table 2.1. Volatility 2.6 profiles list

Also, it's important to note that on all x64 Windows 8/2012 (and later), the KDBG (which
contains a list of the running processes and loaded kernel modules) is encrypted by default,
so you should use the virtual address of KdCopyDataBlock. Both addresses can be collected
with the kdbgscan Volatility plugin.
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In this chapter, we will cover the following recipes:

e Drive acquisition in EO1 format with FTK Imager
e Drive acquisition in RAW format with dc3dd
¢ Mounting forensic images with Arsenal Image Mounter

Introduction

Before you can begin analysing evidence from a source, it first of all needs to be imaged.
This describes a forensic process in which an exact copy of a drive is made. This is an
important step, especially if evidence needs to be taken to court, because forensic
investigators must be able to demonstrate that they have not altered the evidence in any
way.

The term forensic image can refer to either a physical or a logical image. Physical images are
precise replicas of the drives they reference, whereas a logical image is a copy of a certain
volume within that drive. In general, logical images show what the machine’s user will
have seen and dealt with, whereas physical images give a more comprehensive overview of
how the device works at a higher level.
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A hash value is generated to verify the authenticity of the acquired image. Hash values are
essentially cryptographic digital fingerprints which show whether a particular item is an
exact copy of another. Altering even the smallest bit of data will generate a completely new
hash value, thus demonstrating that the two items are not the same. When a forensic
investigator images a drive, they should generate a hash value for both the original drive
and the acquired image. Some pieces of forensic software will do this for you.

There are a number of tools available for imaging hard drives, some of which are free and
open source. However, the most popular way for forensic analysts to image hard drives is
by using one of the more well-known forensic software vendors' solutions. This is because it
is imperative to be able to explain how the image was acquired and its integrity, especially
if you are working on a case that will be taken to court.

Once you have your image, you will then be able to analyze the digital evidence from a
device without directly interfering with the device itself.

In this chapter, we will be looking at various tools that can help you to image a Windows
drive, and taking you through the process of acquisition.

Drive acquisition in E01 format with FTK
Imager

FTK Imager is an imaging and data preview tool by AccessData which allows an examiner
not only to create forensic images in different formats, including RAW, SMART, EO1, and
AFF, but also to preview data sources in a forensically sound manner. In the first recipe of
this chapter, we will show you how to create a forensic image of a hard drive from a
Windows system in EO1 format.

EO1 or EnCase's Evidence File is a standard format for forensic images in
law enforcement. Such images consist of a header with case info, including
acquisition date and time, examiner's name, acquisition notes, and
password (optional), a bit-by-bit copy of an acquired drive (consisting of
data blocks, verified with its own CRC or Cyclical Redundancy Check),
and a footer with MD5 hash for the bitstream.
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Getting ready

First of all, let's download FTK Imager from AccessData's website. To do this, go to the
Products and Services tab, and after that, to Product Downloads. Now choose DIGITAL
FORENSICS, and then FTK Imager. At the time of writing, the most up-to-date version is
3.4.3, so click the green DOWNLOAD PAGE button on the right. Now you should be able
to see the download page. Click on DOWNLOAD NOW and fill in the form. After this, the
download link will be sent to the email address that you provided.

The installation process is quite straightforward; all you need to do is just click Next a few
times, so we won't cover it in the recipe.

How to do it...

There are two ways of initiating the drive imaging process:

1. Using the Create Disk Image button from the toolbar (Figure 3.1)

'—E AccessData FTK Imager 3.4.3.3

File View Mode

oS

Evidence Tree

Help

= | B 2|6

|Create Disk Image |

H

Figure 3.1. Create Disk Image button on the toolbar
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2. Using the Create Disk Image... option from the File menu (Figure 3.2)

File | View Mode Help

&y Add Evidence Item...

15 Add Al Attached Devices

& Image Mounting...
Remove Evidence Ttemn

Rernove All Evidence Items

| Create Disk Image...

Export Disk Image...
Export Logical Image (AD1)...
Add to Custom Content Image (AD1)
Create Customn Content Image (AD1)...
Decrypt AD1 image...
Verify Drive/Image...
mm  Capfure Memory...
] Obtain Protected Files...
Detect EFS Encryption
Export Files...
Export File Hash List...
Export Directory Listing...
Exit

Figure 3.2. Create Disk Image... option in the File Menu
You can choose whichever option you prefer.

The first window you see is Select Source. Here, you have five options:

¢ Physical Drive: This allows you to choose a physical drive as the source, with all
partitions and unallocated space.

e Logical Drive: This allows you to choose a logical drive as the source, for
example E:\ drive.

¢ Image File: This allows you to choose an image file as the source, for example, if
you need to convert your forensic image from one format to another.

¢ Contents of a Folder: This allows you to choose a folder as the source. Of course,
no deleted files will be included.

e Fernico Device: This allows you to restore images from multiple CD/DVDs.
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Of course we want to image the whole drive to be able to work with deleted data and
unallocated space, so:

1. Let's choose the Physical Drive option.

The evidence source mustn't be altered in any way, so make sure you are
using a hardware write blocker. You can use the one from Tableau, for
example. These devices allow acquisition of drive contents without
creating the possibility of modifying the data.

Please Select the Source Evidence Type

{* Physical Drive
" Logical Drive
" Image File

" Conterts of a Folder
llogical filedevel analysis only; excludes deleted, unallocated, etc.)

" Femico Device {multiple CO/DVD)

Mexdt > Cancel Help

Figure 3.3. FTK Imager Select Source window

2. Click Next and you'll see the next window - Select Drive.
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3. Now you should choose the source drive from the drop-down menu, in our case
it's \\PHYSICALDRIVE2.

Select Drive

— Source Drive Selection

Please select from the following available drives:

WAPHYSICALDRIVEZ - STEOOLTO 12-1DG142 USE Device [5»1];'

WAPHYSICALDRIVED - ST21000524A5 [1000GE IDE]
"WAPHYSICALDRIVET - ST31000528A5 [1000GE IDE]
SWAPHYSICALDRIVEZ - STEOOLTD 12-10G 142 USB Device [S00GE

“WAPHYSICALDRIVES - Seaagate Expansion Desk USE Device [100

« Back I Finigh I Cancel Help

Figure 3.4. FTK Imager Select Drive window

4. Now that the source drive has been chosen, click Finish.

5. The next window is - Create Image. We'll get back to this window soon, but for
now, just click Add...

6. It's time to choose the destination image type. As we decided to create our image
in EnCase's Evidence File format, let's choose E01.
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Select Image Type

Please Select the Destination Image Type
" Raw (dd)
" SMART
+ E0

" AFF

Next > Cancel Help

Figure 3.5. FTK Imager Select Image Type window

7. Click Next and you'll see the Evidence Item Information window.

Here, we have five fields to fill in: Case Number, Evidence Number, Unique
Description, Examiner, and Notes. All fields are optional.

Evidence ltem Information

Case Number: |14&2m?

Evidence Mumber: |1

Unigue Description: |Seagate HOD from Dell laptop

Bxaminer: |O|eg Sheulkin

Motes: ||

< Back Mead > Cancel Help

Figure 3.6. FTK Imager Evidence Item Information window
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8. Fill in the fields, or skip them if you prefer, then click Next.
9. Now choose the image destination. You can use the Browse button for this.
10. Also, you should fill in the image filename.

If you want your forensic image to be split, choose a fragment size (in megabytes).
E01 format supports compression, so if you want to reduce the image size, you
can use this feature. As you can see in figure 3.7, we have chosen 6. And if you
want the data in the image to be secured, use the AD Encryption feature.

AD Encryption is a whole image encryption, so not only is the raw data
encrypted, but so is any metadata. Each segment or file of the image is
encrypted with a randomly generated image key using AES-256.

Select Image Destination

Image Destination Folder

|)(:"-. Browse

Image Filename (Bxcluding Bdension)
[146-2017

Image Fragment Size (MEB) ’l}i
For Raw, E01. and AFF formats: 0 = do not fragment
Compression (D=None, 1=Fastest, ..., 9=Smallest) |6 _|:|

Use AD Encryption [

< Back | Finish | Cancel Help

Figure 3.7. FTK Imager Select Image Destination window

We are almost done.

11. Click Finish and you'll see the Create Image window again.
12. Now look at the three options at the bottom of the window.
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The verification process is very important, so make sure the Verify images after
they are created option is ticked; it helps you to be sure that the source and the
image are equal. The Precalculate Progress Statistics option is also very useful: it
will show you the estimated time of arrival during the imaging process. The last
option will create directory listings of all files in the image for you, but of course,
it takes time, so use it only if you need to.

Create Image

Image Source

| W\ \PHYSICALDRIVE2

Image Destination(s)
¥:\146-2017 [E01]

Add... |

Add Overflow Location |

I¥ Verify images after they are created [ Precalculate Progress Statistics
[ Create directory listings of all files in the image after they are created

Start Cancel ‘

Figure 3.8. FTK Imager Create Image window

13. All you need to do now is click Start.

Great, the imaging process has been started! Once the image has been created, the
verification process starts.
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14. Finally, you'll get a Drive/Image Verify Results window, like the one shown in
figure 3.9.

M Drive/Image Verify Results

Mame
Sector count
E MD5 Hash
Computed hash
Stored verification hash
Report Hash
Verify result
E SHA1 Hash
Computed hash
Stored verification hash
Report Hash
Verify result
E Bad Sector List
Bad sector(s)

Figure 3.9. FTK Imager Drive/Image Verify Results window

As you can see, in our case the source and the image are identical: both hashes matched. In
the folder with the image, you will also find an info file with valuable information such as

the drive model, serial number, source data size, sector count, MD5 and SHA1 checksums,
and so on.
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How it works...

FTK Imager uses the physical drive of your choice as the source and creates a bit-by-bit
image of it in EnCase's Evidence File format. During the verification process, MD5 and
SHA1 hashes of the image and the source are compared.

See more
The FTK Imager download page:

http://accessdata.com/product-download/digital-forensics/ftk-imager-version-
3.4.3

The FTK Imager User Guide:

https://ad-pdf.s3.amazonaws.com/Imager/3_4_3/FTKImager_UG.pdf

Drive acquisition in RAW format with dc3dd

DC3DD (by Jesse Kornblum) is a patched version of the classic GNU dd utility with some
computer forensics features. For example, the fly hashing with a number of algorithms,
such as MD5, SHA-1, SHA-256, and SHA-512, showing the progress of the acquisition
process, and so on.

Getting ready

You can find a compiled standalone version of DC3DD for Windows at SourceForge. Just
download the ZIP or 7z archive, unpack it, and you are ready to go.

[51]
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How to do it...

The steps for drive acquisition in RAW format using dc3dd are as follows:

1.

2.

Open Windows Command Prompt, change directory (you can use cd command
to do it) to the one with dc3dd. exe, and type the following command:

dc3dd.exe if=\\.\PHYSICALDRIVE2 of=X:\147-2017.dd hash=sha256
log=X:\147-2017.1log

Press Enter and the acquisition process will start.

Of course, your command will be a bit different, so let's find out what each part of it means:

if - stands for input file. Originally, dd was a Linux utility, and in case you didn't
know, everything is a file in Linux. As you can see in our command, we put the
physical drive 2 here (this is the drive we wanted to image, but in your case it
may be another drive, depending on the number of drives connected to your
workstation).

of - stands for output file. Here, you should type the destination of your image in
RAW format. In our case, it's X:\ drive and 147-2017.dd file.

hash - as has already been said, DC3DD supports four hashing algorithms: MD5,
SHA-1, SHA-256, and SHA-512. We chose SHA-256, but you can choose
whichever one you like.

log - here, you should type the destination for the logs. You will find the image
version, image hash, and so on in this file once acquisition is completed.

How it works...

DC3DD creates a bit-by-bit image of the source drive in RAW format, so the size of the
image will be the same as the source, and it calculates the image hash using an algorithm of
the examiner's choice, in our case SHA-256.
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See also
The DC3DD download page:

https://sourceforge.net/projects/dc3dd/files/dc3dd/7.2%20-%20Windows/

Mounting forensic images with Arsenal
Image Mounter

Arsenal Image Mounter is an open source tool developed by Arsenal Recon. It can help a
digital forensic examiner to mount a forensic image or virtual machine disk in Windows. It
supports both E01 (and EX01) and RAW forensic images, so you can use it with any of the
images we created in the previous recipes.

It's very important to note that Arsenal Image Mounter mounts the contents of disk images
as complete disks. The tool supports all file systems you can find on Windows drives:
NTES, ReFS, FAT32, and exFAT. Also, it has temporary write support for images, which is a
very useful feature, for example, if you want to boot the system from the image you are
examining.

Getting ready

Go to the Arsenal Image Mounter web page on the Arsenal Recon website and click on the
download button to download the ZIP archive. At the time of writing, the latest version of
the tool is 2.0.010, so in our case, the archive has the name
Arsenal_Image_Mounter_v2.0.010.0_x64.zip. Extract it to a location of your choice and you
are ready to go, no installation is required.
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How to do it...

There two ways to choose an image for mounting in Arsenal Image Mounter.

¢ You can use the File menu (and choose Mount image...) or
¢ The Mount image button, as shown in figure 3.10

=f 10X

File Advanced Help

Figure 3.10. Arsenal Image Mounter main window

1. When you choose the Mount image... option from the File menu or click on the
Mount image button, the Open window will pop up - here you should choose an
image for mounting.
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2. The next window you will see is Mount options, like the one in figure 3.11.

= ~loix]

& Read only
Mount the disk image as a read-only disk device. No write cperations will be allowed.
" Fake disk signature
Report a random disk signature to Windows if the disk image contains a zeroed-out disk
signature. (Regquires read-only mounting and an existing valid master boot record.)
7 Write temporary

Mount the disk image as a writable disk device. Modifications will be written to a temporary
differential file and original disk image will not be changed. (Sometimes referred to as write-
overlay or write-copy mode.)

c

Sector size: I 512 'l

[~ Create "removable" disk device

Figure 3.11. Arsenal Image Mounter Mount options window
As you can see, there are a few options here:

¢ Read only - if you choose this option, the image is mounted in read-only mode,
so no write operations are allowed. (Do you still remember that you mustn't alter
the evidence in any way? Of course, it's already an image, not the original drive,
but nevertheless.)

¢ Fake disk signature - if an all-zero disk signature is found on the image, Arsenal
Image Mounter reports a random disk signature to Windows, so it's mounted
properly.

e Write temporary - if you choose this option, the image is mounted in read-write
mode, but all modifications are written not in the original image file, but to a
temporary differential file instead.

e Write original - again, this option mounts the image in read-write mode, but this
time the original image file will be modified.

¢ Sector size - this option allows you to choose the sector size.

¢ Create "removable" disk device - this option emulates the attachment of a USB
thumb drive.

3. Choose the options you think you need and click OK.
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We decided to mount our image as Read Only. Now you can see a hard drive icon on the
main window of the tool - the image is mounted.

If you mounted only one image and want to unmount it, select the image and click on
Remove selected. If you have a few mounted images and want to unmount all of them,
click on the Remove all button.

How it works...

Arsenal Image Mounter mounts forensic images or virtual machine disks as complete disks
in read-only or read-write mode. Later, a digital forensics examiner can access their contents
even with Windows Explorer.

See also

The Arsenal Image Mounter page on the Arsenal Recon website: https://arsenalrecon.c
om/apps/image-mounter/
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In this chapter, we will cover the following recipes:

e NTEFS analysis with The Sleuth Kit

¢ Undeleting files from NTFS with Autopsy

¢ Undeleting files from ReFS with ReclaiMe File Recovery
e File carving with PhotoRec

Introduction

As mentioned in the introductory section, Windows machines run on NTFS (New
Technology File System).

Using the tools that we will discuss in this chapter, you will be able to uncover information
not only about the files, but also about the layout of the disk itself, including deleted files
and unallocated space. This can be of the utmost importance in a forensic investigation,
particularly in cases where a user may have tried to cover up their actions using anti-
forensic methods.

Some tools allow you to undelete files as well, thus restoring them, in whole or in part, to
how they looked before they were deleted. This does, of course, depend on the extent to
which a file has been overwritten, however it can be a useful way to find out about things a
suspect doesn’t want you to see.
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In cases where the metadata about the files has been deleted, file carving is employed as a
method of trying to recover the data within the files. This requires several steps, most of
which will be performed by your investigative tool set of choice. Generally, it will begin by
working out what type of file the item was (usually by looking at the headers), and then
building up fragments of the file to form a more accurate picture of what used to be stored
on the machine.

There are several solutions which deal with file system analysis, file carving, and the
undeleting of files. In this chapter, we will be looking specifically at Autopsy, The Sleuth
Kit, ReclaiMe, and PhotoRec.

NTFS Analysis with The Sleuth Kit

The Sleuth Kit is a collection of command-line tools (and also a library) for the forensic
analysis of drive images. These tools can help you with analysis of both volume and file
system data (in a non-intrusive fashion, of course). It's cross-platform, so you can use any
operating system you like to work with this toolkit. It supports both RAW and EO1 images,
so you can use any image that you acquired while following the previous recipes. This
collection of tools will be very useful in your future digital forensic examinations: it
supports a wide range of file systems, including NTFS, FAT, ExXFAT, EXT2, EXT3, EXT4,
HFS, and so on.

Getting ready

You can download Windows binaries from The Sleuth Kit's official website. Go to The
Sleuth Kit section and click on the Download hyperlink. Now, click on Windows Binaries
and the downloading will start. At the time of writing, the most recent version of The Sleuth
Kit is 4.4.0, so the archive we downloaded has the name: sleuthkit-4.4.0.tar.gz. So, now all
you need to do is to unpack it and you are ready to go.

How to do it...

Open Windows Command Prompt and change the directory to bin (you can find it in the
folder where you unpacked the archive you downloaded). Let's start from the Media
Management Layer Tools:

1. The first thing you should do is to figure out which system volume type you
have. Of course, there is a tool for this in The Sleuth Kit. It's called mmstat. Let's
use it on one of the images we acquired in the previous recipes:
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mmstat X:146-2017.E01

Command Prompt

Figure 4.1. mmstat output

2. We now know the system volume type and are ready to use the next tool —mm1s.

This tool can help an examiner to determine the layout of a disk, including the
unallocated space. Let's use it:

mmls -t dos X:146-2017.E01

The output of the preceding command is as follows:

Command Prompt

Parti

Figure 4.2. mmls output

As you can see, we have gathered a lot of valuable information about our disk (as
you remember, we imaged a drive in the previous recipes). Now you know the
starting sectors, ending sectors, and lengths of all partitions and unallocated
spaces.
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3. Let's change to File System Layer Tools. To learn more about each of the
partitions, we have the £sstat tool. To use it, we need the partition offset. You
can get it from the mm1s output. Let's learn more about the largest partition we
have, which starts at sector 1435658:

fsstat -o 1435648 X:146-2017.E01

The output of the preceding command is as follows:

Command Prompt

FILE

Figure 4.3. fsstat output
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As you can see in the preceding figure, £sstat collects lots of useful information
about a partition: Volume Serial Number, Cluster Size, First Cluster of MFT,
First Cluster of MFT mirror, and so on.

The MFT, or Master File Table, contains information about all files,
directories, and metafiles in NTFS, including their names, creation
timestamps, sizes, and access permissions.

4. Let's now look at FileName Layer Tools. For example, the £1s tool allows
examiners to list allocated and deleted file names in a directory. Again, we need
the partition offset to use this tool:

fls -o 1435648 X:146-2017.E01

The output for the preceding command is as follows:

ommand Prompt

Figure 4.4. A part of fls output
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5.

otepad

Let's go further and create a bodyfile with f1s. It's truly an amazing feature
that helps Windows forensic examiners to create timelines of file activity. Here is
how we create it:

fls -r —-m "/" -o 1435648 X:146-2017.E01 > bodyfile.txt

The output for the preceding command is as follows:

File Edit Format View Help

/MSOCache /A11
/MSOCache /A1l
/MSOCache /A1l
/MS0Cache /A11
/MS0Cache /A1l
/MS0Cache/A1L
/MS0Cache /A1L
/MSOCache /A11
/MSOCache /A1l
/MSOCache /A1l
/MS0Cache /A11
/MS0Cache /A1l
/MS0Cache/A1L
/MSOCache /A11
/MSOCache /A11
/MSOCache /A1l
/MSOCache /A1l
/MS0Cache /A1l
/MS0Cache /A1l
/MS0Cache/A1L
/MSOCache /A11
/MSOCache /A11
/MSOCache /A1l
/MSOCache /A1l
/MS0Cache /A1l
/MS0Cache/A1L
/MS0Cache/A1L
/MSOCache /A11
/MSOCache /A11

P PP PP PP PP PR OO OO PP OO DD ® DT

~

/MSOCache ($FILE_NAME)|88874-48-2|d/d--x--x--x| 8|@|82| 1454230946 | 1454230946 | 1454230946 1454238946 A
/MSOCache | 88874-144-1]d/d- -x--x--x| 8| 8| 256| 1454230946 | 1454230946 | 1454230990 | 1454230946

Users ($FILE_NAME) |88875-48-2|d/d-wx-ux-wx|@|@|84|1454230946| 1454230946 | 1454230946 | 1454230946

Users|88875-144-6 | d/d-wx-ux-wx| 8| @] 56| 1454230990 1454230990 | 1454230990 | 1454230946

Users,/{98120008-0015 -8419-9800-8068000F F1CE} -C ($FILE_NAME) |88976-48-2| d/d-wx-wx-ux| @] 8| 146]| 1454230980 | 1454238980 | 1454230980 | 1454230986
Users/{90120000-0015-0419-000@-0000000F F1CE} -C | 88976 -144-6 | d/d-wx-wx-wx | @| @] 56| 1454230986 | 1454230986 | 1454230986 | 1454230980

Users/{90120008 -0015-0419 -0808-0000900F F1CE} -C/AccessMUT.msi (SFILE_NAME)|88979-48-2| r/rruxruxrux| 8| 0] 92| 1454238980 | 1454230980 | 1454230980 | 1454230980
Users,/{90120000 - 0015 - 0419 -0008-00@00@OF F1CE } -C/AccessMUL. nsi| 88979-128-4| r/rruxruxruix| 8| @] 1655296 | 1454230911 | 1454230980 | 1454230980 | 1454230911
Users/{90120008-0015-0419-0808-0000000F F1CE} -C/AccessMUL. xnl ($FILE_NAME)|88977-48-2|r/rruxruxrux|@| 0] 92| 1454230980 | 1454230980 | 1454230980 | 1454230980
Users,/{98120008-0015 - 8419 -9800-80000AF F1CE} -C/AccessMUT. xml | 88977-128-4| r/rruxruxrix| 8| 8] 1345 | 1454230912 | 1454230986 | 1454230988 | 1454230912
Users,/{98120006-0015 -8419-0808-80000@0F F1CE} -C/AccLR. cab ($FILE_NAME) |88980-48-2 | r/rruxruxrix| @] 6| 84| 1454230980 | 1454230980 | 1454230980 | 1454230980
Users/{98120008-0015 -8419-9800-8060900F F1CE} -C/AccLR . cab| 88980-128-3 | r/rruxruxrux| 8] 8] 27317023 | 1454230664 | 1454230986 | 1454230986 | 1454230664
Users,/{98120008-0015 -8419-0800-8060900F F1CE} -C/Setup.xml ($FILE_NAME) |88981-48-2|r/rruxruxrix|0]8|84| 1454230986 | 1454230986 | 1454230986 | 1454230986
Users/{96120000-8015 -0419 0080 -0BBBORRFF1CE} -C/Setup. xml |88981-128-3 | r/rruxruxrix| @8] 1780 1454236912 | 1454238986 | 1454238986 | 1454230912
Users,/{90120000 - 0016 -0419 -0008-00@BO@OFF1CE}-C ($FILE_NAME) |B8898-48-2|d/d-wsx-wx-ux|@|@|146]| 1454230952 | 1454230952 | 1454230952 | 1454230952
Users,/{98120008 -0016 - 8419 -9800-B00BOAF F1CE} -C | 88898-144-1 | d/d-wx-wx-wx | 0] 8| 488| 1454230955 | 1454238955 | 1454238955 | 1454238952

Users,/{98120006-0016 -8419-0808-800B0AOF F1CE} -C/ExcallR. cab ($FILE_NAME) |88902-48-2|r/rruxruxrix| 8| | 88| 1454238952 | 1454230952 | 1454230952 | 1454230952
Users,/{98120006 0016 -8419 -0800-800B0AF F1CE} -C/ExcellR. cab|88902-128-3| r/rruxruxrux| 8] 8| 14812553 | 1454230823 | 1454230952 | 1454230955 | 1454230823
Users,/{98120008 -0016 -8419-9800-006000F F1CE} -C/ExcelMUT.msi ($FILE_NAME)|88988-48-2| r/rruxruxrux| @] 0|98 | 1454230952 | 1454238952 | 1454230952 | 1454230952
Users/{90120000 -0016 -0419-0800-00880RRF F1CE} -C/ExcelHUL. msi| 88900128 -3 | r/rruxruxrux| @] 8| 1715200 1454230911 | 1454230952 | 1454230952 | 1454230911
Users,/{90120008 - 0016 -0419 -0808-000000BF F1CE} -C/ExcelMUT. xml ($FILE_NAME)|B8899-48-2|r/rruxruxrux|@|0|98| 1454230952 | 1454238952 | 1454230952 | 1454238952
Users/{90120000 - 00116 - 0419 -0808-00@B9@OF F1CE } -C/ExcelMUL. xnl|88899-128-3 | r/rruxruxrux| @] 0| 1891 | 1454230912 | 1454230952 | 1454230952 | 1454230912
Users,/{98120008 -0016 - 8419 -0808-80080@BF F1CE} -C/Setup.xml ($FILE_NAME) |88863-48-2 | r/rruxruxrx|8]8|84|1454230955 | 1454230955 | 1454230955 | 1454238955
Users,/{98120006 -0016 - 8419 -9808-80080A0F F1CE} -C/Setup. xml | 88863-128-3 | r/rruxruxrux| 8] 0] 2527 | 1454230912 | 1454238955 | 1454238955 | 1454238912
Users/{98120006-0018-0419-0800-8000000F F1CE} -C ($FILE_NAME) |88918-48-2| d/d-wx-wx-ux| @] 8| 146]| 1454230958 | 1454230958 | 1454230958 | 1454230958
Users,/{98120008 -0018 -8419 -9800-008000F F1CE} -C | 88910-144-6 | d/d-wx-wx-1x| @] @] 56| 1454230961 | 1454238961 | 1454230961 | 1454230958

Users,/{98120008 - 0018 -8419 -0808-8080008F F1CE} -C/PowerPointMUI.msi ($FILE_NAME)|88912-48-2|r/rruxruxrux|8|0]108| 1454230958 | 1454230958 | 1454230958 | 1454230958
Users/{90120000 - 0018 -0419 -0008-00@0900F F1CE} -C/PowerPointMUI. msi|88912-128-4 r/rruxrwxrux| 0| 8| 1643008 | 1454230912 1454230958 | 1454238958 | 1454230912
Users,/{90120000 - 0018 - 0419 -0008-00@B0@DF F1CE} -C/PowerPointMUI.xnl ($FILE_NAME)|88911-48-2|r/rruxruxrux|@|0]108| 1454230958 | 1454230958 | 1454230958 | 1454230958
Users,/{98120006 -0018 - 8419 -9808-80080@BF F1CE} -C/PowerPointMUI. xml | 88911-128-4| r/rruxruxrux| 8] 8| 1554 1454238912 | 1454238958 | 1454238958 | 1454230912
Users,/{98120006-0018-0419-0808-80000@OF F1CE} -C/PptiR.cab ($FILE_NAME) |88914-48-2 | r/rruxruxrix|8]6|84|1454230958| 1454230958 | 1454230958 | 1454230958

6.

Figure 4.5. A part of bodyfile created with fls

As you can see, we added two switches in the command: —r and —m. The first one
tells £1s to recurse the directory entries. The second tells it to use mact ime input
format with / as the mount point.

We now have the body file, so we are ready to run mact ime and create a timeline
of file activity. Such timelines are very useful in Windows forensic examinations,
especially in cases involving malware incidents. Here is how to create it:

mactime.pl -b bodyfile.txt -d > timeline.csv
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[ A [ 8 c D E F G H 1 1 K L ™ N o P
1 [Date Isize Type  Mode uiD GID Meta File Name
2 |Sun Aug 13 2006 16:51:02 78 m.b  rfrrwxrwxrwx 1] 0 94436-128-1  /Program Files/Microsoft Office/Office12/Mso Example Setup File A.txt
3 |Fri Aug 18 2006 15:20:02 84 m.b  r/rrwxrwxrwx 1] 094125-128-1  /Program Files/Microsoft Office/Office12/1049/Mso Example Intl Setup File A.txt
4 |Fri Aug 18 2006 15:20:02 84 m.b  rfrrwxrwxrwx 1] 0 94126-128-1  /Program Files/Microsoft Office/Office12/1043/Mso Example Intl Setup File B.txt
5 |Thu Oct 26 2006 13:41:56 92424 m..b  rfrrwxrwxrwx 1] 0 94511-128-3  /Program Files/Common Files/microsoft shared/OFFICE11/1033/msxmISr.dll
6 Thu Oct 26 2006 19:28:04 32 ..b £/ rrwWXrw XWX 1] 0 94573-48-2 /Program Files/Microsoft Office/Office12/MSOHEVI.DLL (SFILE_NAME)
7 |Thu Oct 26 2006 19:28:06 90 ..b £/ ITWXIWXIWX 0 0 94577-48-2 /Program Files/Common Files/microsoft shared/OFFICE12/msoshext.dll (SFILE_NAME)
8 |Thu Oct 26 2006 20:25:20 483632 m..b  r/rrwWxrwxrwx 0 094437-128-3  /Program Files/Microsoft Office/Office12/VISSHE.DLL
9 | Thu Oct 26 2006 20:34:16 63248 m..b  r/rrwxrwxrwx 1] 094432-128-3  /Program Files/Common Files/microsoft shared/OFFICE12/MSOXEV.DLL
10 Thu Oct 26 2006 20:34:18 80656 m..b  r/rrwxrwxrwx 1] 0 94433-128-3  /Program Files/Common Files/microsoft shared/OFFICE12/MSOXMLED.EXE
11 Thu Oct 26 2006 20:34:20 90 ..b rf rmwxrwxrwx 1] 0 94580-48-2 /Program Files/Common Files/microsoft shared/OFFICE12/MSOXMLMF.DLL (SFILE_NAME)
12 Thu May 15 2008 11:24:40 206606 m... rf FTWXrWxrwx 0 0 141978-128-1 /en/Setup/TestPagelogo.bmp
13 Thu May 15 2008 11:24:40 26 m... r/ rrWXrwWxrwx 0 0 141978-128-4  [en/Setup/TestPagelogo.bmp:Zone.ldentifier
14 | Thu May 15 2008 11:24:40 63388 m... £/ rrwWXrw XWX 1] 0 141973-128-1 /en/Setup/WizardBitmap.bmp
15 | Thu May 15 2008 11:24:40 26 m... £/ ITWXIWXIWX 0 0 141979-128-4  /en/Setup/WizardBitmap.bmp:Zone.ldentifier
16 Thu May 15 2008 11:24:40 2784 m... £/ FTWXPWXPWX 0 0 141980-128-1 /en/Setup/WizardLogo.bmp
17 Thu May 15 2008 11:24:40 26 m... £ ITWXrWXrwx 1] 0 141980-128-4 /en/Setup/WizardLogo.bmp:Zone.ldentifier
18 Thu May 15 2008 11:24:40 9056 m... rf rrwxrwxrwx 1] 0 141981-128-1 /en/Setup/WizardLogoForVista.bomp
19 Thu May 15 2008 11:24:40 26 m... rf rmwxrwxrwx 1] 0 141981-128-4 /en/Setup/WizardLogoForVista.bmp:Zone.ldentifier
20 Thu May 15 2008 11:24:40 4080 m... rf FTWXrWxrwx 0 0 141982-128-1 /en/Setup/WizardLogoForVistaAlpha.bmp
21 Thu May 15 2008 11:24:40 26 m... r/ rrWXrwWxrwx 0 0 141982-128-4  [en/Setup/WizardLogoForVistaAlpha.bmp:Zone.|dentifier
22 | Thu May 15 2008 11:24:42 62464 m... £/ rrwWXrw XWX 1] 0 142000-128-1 /en/Utility/KmCopy64.exe
23 |Thu May 15 2008 11:24:42 26 m...  rfrrwxrwsrwx 0 0 142000-128-3  /en/Utility/KmCopy64.exe:Zone.ldentifier
24 Thu May 15 2008 11:24:42 45056 m... £/ FTWXPWXPWX 0 0 142001-128-1 /en/utility/KminstCm.exe
25 Thu May 15 2008 11:24:42 26 m... £ ITWXrWXrwx 1] 0 142001-128-3  /en/Utility/KmiInstCm.exe:Zone.ldentifier

Figure 4.6. The timeline file opened in Microsoft Excel

Again, in the last command we have two switches which need to be explained. The
tirst one, -b, points to the bodyfile for mact ime to use. The second, -d, stands for
delimited output and means we can save it as a CSV file and use Microsoft Excel or
OpenOffice Spreadsheets to work with it later (see the figure above). Also, if you want
to specify the time zone, you can use the -z switch.

How it works...

Below is a list of the main commands used and their functions:

e mmstat: extracts information about the system volume type
e mmls: extracts information about disk layout, including unallocated spaces

e fsstat: extracts information about a file system, including volume serial
number, cluster size, and so on

e fls:extracts information about both allocated and deleted file names in a
directory

e mactime: creates a timeline of file activity based on a body file created with f1s
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See also

The Sleuth Kit download page: https://www.sleuthkit.org/sleuthkit/download.php

The Sleuth Kit wiki: http://wiki.sleuthkit.org/index.php?title=Main_Page

Undeleting files from NTFS with Autopsy

Originally, Autopsy was just a graphical interface for The Sleuth Kit. You have already
learnt about the collection of command-line tools for file system forensic analysis in the
previous recipe. Since the third version however, it has been totally rewritten and is now
available as a standalone digital forensics platform. It is very widely used and forms part of
the digital forensic toolkit of both law enforcement and corporate examiners. Why? It's easy
to use, fast, and free. Also, if you enjoy programming, you can write your own modules for
Autopsy - all the documentation you will need is freely available online, on The Sleuth Kit's
website. Basis Technology even holds Autopsy module writing contests, so feel free to
participate.

Getting ready...

Go to The Sleuth Kit's website again, but now choose Autopsy, and after that, Download.
The most recent version at the time of writing is 4.3.0. Both 32- and 64-bit versions are
available; you should choose the right one according to your system (we have already
shown you how to collect this piece of information in one of the previous recipes). You will
be redirected to SourceForge, and the downloading process will start automatically. In our
case, the file we downloaded is named autopsy-4.3.0-64bit.msi. All you need now is to
double-click it and follow the installation instructions, which are quite straightforward.
Once the installation process is complete, you are ready to go.
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Windows File System Analysis

How to do it...

After starting your freshly installed digital forensics tool, the first window you see is
Welcome. Here we have three main options:

¢ Create New Case - this option will create a new case for you

¢ Open Recent Case - this option will open the last case you worked on

¢ Open Existing Case - this option allows you to choose one of the cases present on
your workstation

Welcome

Create New Case

Open Recent Case

&)
2 X
= TR ) Open Existing Case
\da.
Autopsy”®
OPEN | EXTENSIBLE | FAST Close

Figure 4.7. Autopsy Welcome window
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As we just installed Autopsy, we don't have any cases, so our choice is the Create New
Case option. Now you will see a New Case Information window.

1. In the first step, Case Info, we have two fields to fill in; the third will be
completed automatically. You should type your case number or name in the first
field, Case Name, and choose the directory for your case files in the second, Base

Directory (use the Browse button). The third field will show the path to your case
files (base directory + case name).

o Mew Case Information

Steps Case Info

1. Case Info
2. Additional Information

Enter New Case Information:

Case Mame: 1462017

Base Directory: ¥\ Browse

Case Type: (@) Single-user Multi-user

Case data will be stored in the following directory:
¥:\1462017

< Back Finish Cancel Help

Figure 4.8. Autopsy New Case Information (Case Info) window
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2. The second step, Additional Information, is optional: you can leave both fields
blank. However, it is usually better to fill them in. The first field should contain
your case number, the second your name.

+: Mew Case Information

Steps Additional Information

1. Case Info

2. Additional Information Optional: Set Case Number and Examiner
Case Mumber: 1462017
Examiner: Cleg Skulkin

< Back Mext = Cancel Help

Figure 4.9. Autopsy New Case Information (Additional Information) window

3. Click Finish and the case will be created.

4. It's time to select the data source, here is the Add Data Source window. The first
thing you should do is select the data source type. Three options are available:

e Image or VM File - this option allows you to choose a forensic
image in one of the supported formats, or a virtual machine disk,
for example, that was found during the examination of an image

e Local Disk - this option allows you to choose a physical drive
connected to your workstation, or a mounted logical drive (for
example, D:)
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e Logical Files - this option allows you to choose files and folders for
analysis, for example, from a mounted forensic image

»~: Add Data Source

Steps Select Data Source

1. Select Data Source
2, Configure Ingest Modules i -
3. Add Data Source Select data source type: | Image or VM File

Browse for an image file:

¥:\146-2017.E01 Browse

Please select the input timezone: | (GMT+3:00) Europe/Moscow ~
[ Ianore orphan files in FAT file systems
(faster results, although some data will not be searched)

< Back Finish Cancel Help

Figure 4.10. Autopsy Select Data Source window

5. Don't forget to choose the right time zone.

6. In the next step, you should choose ingest modules to run. Autopsy ingest
modules analyze the files on the data source and parse their contents. As the

main aim of this recipe is to show you how to undelete files from NTFS, we have
chosen just a few modules, including;:

* File type identification - identifies files based not on their
extensions, but their internal signatures
¢ Extension mismatch detector - uses File Type Identification

Module results to flag the files with an extension that is not usually
associated with the detected file type
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e Embedded file extractor - extracts data from different archive
formats, including DOCX, XLSX, PPTX, and others

»~: Add Data Source

Steps Confi Ingest Modules

Recent Activit:
. The selected module has no per-run settings.

Hash Lookup
File Type Identification
Embedded File Extractor

1. Select Data Source
2. Configure Ingest Modules
3. AddData Source

Exif Parser

Keyword Search

Email Parser

Extension Mismatch Detector
E01 Verifier

Android Analyzer

Interesting Files Identifier
PhotoRec Carver

Virtual Machine Extractor

ooooomooorcaolf

Select Al Deselect Al Extracts recent user activity, such as Web browsing, recently ...

Ingest Hist

Global Settings

< Back Finish Cancel Help

Figure 4.11. Autopsy Select Data Source (Configure Ingest Modules) window

7. Click Next and data source processing will start.

8. After some time, depending on the size of the data source, the Finish button will
become active: click it and you are ready to analyze the file system(s).
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The point of this recipe is to teach you how to undelete files from NTFS. The thing is, when
a file is deleted, it's not erased; it is simply marked as deleted in the MFT entry for the file.
So, until the file is overwritten, it can be recovered, and Autopsy can help digital forensic
examiners with this. It even sorts out all the deleted files for you: just go to Views - Deleted
Files on the left pane (the Tree Viewer).

-4 Data Sources
E—J = Views
i File Types
rT Ol cleted Files
-MB File Size
Results
Extracted Content
Extension Mismatch Detected (443)
Keywaord Hits
-4 Single Literal Keywaord Search ()
-+ "4, Single Regular Expression Search (0)
Hashset Hits
E-Mail Messages

o
L_'Tr | F

i,
ol
s

& .9 5w

e
[
[ 3% Interesting Items
- [E} Accounts
Ej—--@ Tags

----- . Reports

Figure 4.12. Deleted Files option in the Tree Viewer

You can use this option to recover files, or browse the file system(s) via the Data Sources
option. Deleted files have red cross icons on the left. To recover a file or files:

1. Right-click on the file or files (mark all the files you want to recover beforehand)
2. Choose Extract File(s)
3. Choose the destination folder

4. Click Save

Yes, it is that easy!
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How it works...

Autopsy detects files marked as deleted in the MFT and sorts them all out, so a digital
forensic examiner can locate such files and recover them.

See also

Autopsy download page: http://sleuthkit.org/autopsy/download.php

Autopsy User's Guide: http://sleuthkit.org/autopsy/docs/user-docs/3.1/index.htm
1

Undeleting files from ReFS with ReclaiMe
File Recovery

ReclaiMe File Recovery is a piece of data recovery software capable of undeleting files from
a wide range of devices including hard drives, memory cards, RAID arrays, and multi-disk
NAS devices. Also, it supports data recovery from most file systems, including the latest
Windows file systems - ReFS or the Resilient File System.

Getting ready

Go to ReClaiMe's website and click on the green DOWNLOAD button on the left. It brings
you to the ReclaiMe File Recovery download page and the downloading process starts
automatically. After this, just run the setup file and follow the installation instructions. You
are ready to go!
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Windows File System Analysis

How to do it...

Before you start, it's a good idea to find the right data source. ReFS is an active
development, and is used usually on Windows servers only. Thankfully, Willi Ballenthin
has created a bunch of ReFS images for testing purposes, which are now publically
available. Let's use one of them.

1. Start ReclaiMe File Recovery. It takes some time for the tool to scan all available
drives. After this, you will be taken to the main window, like the one in the
following figure:

£\ ReclaiMe File Recovery Evaluation, build 3277 [=] o= ]| ==]
m T o
Disks Start Pause Save Help Activate

Logical drives

o fin D) I:NTFS}_ o fis IE_} I:NTFS}_ o
m, <77 e 18623 GB [SATA] i, = GB [SATA]
DATA (F:) I:NTFS}_ = NE\_N Volun'll_a I:G:}_I:_NTFS} fis

s 18630 GB [SATA] ;m“. 3725.9GB [SATA] e 37

PESSNEL L S SENELL e s IS

Unmounted GPT partitions

Basic data partition i Basic data partition

3725.9 GB [SATA] s 1852.9 GB [SATA]

Unmounted basic (MBR) partitions

= = FAT32(CHS)
e 35.2 ME [USE]

If veu have difficulty identifying the device, click here

Ready

Figure 4.13. ReclaiMe File Recovery main window

ReclaiMe File Recovery doesn't support EO1 images, but this is not a problem
because we have an image in RAW format.
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2. Let's go to Disks - Open disk image... Choose the disk image and click Open.
Now there should also be an image in the main window, like the one in the

following figure:

& ReclaiMe File Recovery Evaluation, build 3277

9 ./-_--\\ ./-_--\\ .’-_--\\
=000 0

Disks Start Pause Save Help Activate

(o] =l o=

Logical drives

e [C)INTFS) p (D) (NTF.
= o
279.4 ATA] 8629 ATA]
g 279 GE [SATA] . 1862.9 GB [SATA]
. DATA(F) (NTFS) o New Volume (G:) (NTFS)
263.0 ATA] 37755 ATA]
. 1862.0 GB [SATA] g 27255 GE [SATA]
Unmounted GPT partitions
.. Basic data partition . Basic data partition
* e 37259 GB [SATA] S e 18629 GB [SATA]

Unmounted basic (MBR) partitions

~ FAT32(CHS)
39.2 MB [USE]

Disk images

o C\UsersWS1WS1-PC\Deskt...
(s 10240 MB

(E:) (NTFS)
3725.9 GB [SATA]

4TB DATAZ (H:) (NTFS)
3725.9 GB [SATA]

i vou have difficulty identifying the device, click here

Ready

Figure 4.14. ReclaiMe File Recovery main window (Disk image is added)
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3. Double-click the image to start the recovery process. Of course, it will take some
time, depending on the size of the image. In our case, the image is small enough,
so it doesn't take a lot of time. The recovery is shown in the following figure:

@ ReclaiMe File Recovery Evaluation, build 3277

=©0000

] o -]

Blinux-3.2 Starbz2

Disks Start Pause Save Help Activate
& - Name Size Last modified Status
- SRECYCLE.BIN ) .

i |, 515214132548877-3575075622- gSRIBHIS.zm 1868  2012403-03T722:29:26

) BEsRNCSIS0zp 2528 2012-03-03T22:29:26

[ SRX77NMO.com 70 B 2012-03-03T22:29:26

[ SRYAXGPW.com 70B 2012-03-03T22:18:18

Iﬂeicar.com 70B 20120303T22:29:26

geicar.zip 186 B 2012-03-03T22:29:26

geicarzzip 2528 2012-03-03722:29:26

745MB  20M12-03-03T22:37:41

745 MBin 8 files

Mo preview available

Mo preview available

Done. Processing complete.

Figure 4.15. ReclaiMe File Recovery image processing results

4. Now you can save recovered files or even folders using the blue Save button.
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How it works...

ReclaiMe File Recovery processes the image and lists the files and folders available, giving a
computer forensic examiner the ability to extract deleted files.

See also

The ReclaiMe File Recovery website: http://www.reclaime.com/

The ReFS sarnple images: http://www.williballenthin.com/forensics/refs/test_imag
es/

File carving with PhotoRec

PhotoRec is a file carving tool that is widely used by digital forensic examiners. This tool is
even built into the previously mentioned digital forensic platform, Autopsy, as a module.
PhotoRec can recover a diverse range of file types (more than 480 file formats), but if you
think this will not be enough, you can add your own custom signatures, which will help the
tool to recover even more data.

Getting ready

Go to CGSecurity's website and click the download hyperlink on the left. You will be
redirected to the Download page. Now click on the big green button on the right, and the
downloading process will be initiated. At the time of writing, the most recent version of
PhotoRec is 7.0, so the archive we downloaded is called testdisk-7.0.win.zip. Unpack it and
you are ready to go.
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Windows File System Analysis

How to do it...

Before we start, it's important to note that PhotoRec supports disk images: not only RAW,
but also E01. As we are carving data for forensic purposes, let's use an E01 image that we
acquired in one of the previous recipes.

1. Start the Windows Command Prompt from an account in the Administrator
group, and change the directory to testdisk-7.0. Use the following command:

photorec_win.exe X:52.E01

2. Make sure you typed the path to the image you acquired, as it can have a
different name and location.

3. The first dialog box that you see is 'Select a media'. In our case we are dealing
with an E01 image, so we have only one option, and all we need to do is press
Enter to proceed.

{use arrow k , then press Enter)

.E@1 - 45 GB [ 42 GiB (RO)

Figure 4.16. PhotoRec Select a media dialog
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4. Now we have the Partition selection dialog box. In our case, we have only one
partition of unknown type - a perfect example for file carving.

= P Unknown

[ search ]|

Figure 4.17. PhotoRec Partition selection dialog

5. Also, four options are seen at the bottom:

e Search - to start recovery

¢ Options - to modify recovery options

e File Opt - to modify file types to be recovered
® Quit - to cancel recovery
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6. Let's go to Options. Here, we have the following;:

e Paranoid - if enabled, verifies recovered files, and invalid files are
rejected. Another option here, bruteforce, if enabled, tries to
recover fragmented JPG files.

e Keep corrupted files - if enabled, keeps invalid files. Use it if you
want to try to repair them with other tools.

¢ Expert mode - if enabled, allows an examiner to force the block size
and the offset.

¢ Low memory - use it if your workstation doesn't have enough
memory to avoid recovery crashes.

Check IPG files

Figure 4.18. PhotoRec Options
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7. Now let's check File Opt. Here, we have a long list of file types supported by the
tool. Use the s button to check all file types or to disable all. Use spacebar if you
want to enable or disable some of the types. To save changes use b.

Administrater: Command Prompt - photorec_win.exe "XM\52.. —

7 2815

PhotoRec will try to

=[] tom Own custom signatures

1 n Financ C:Enterpr

Figure 4.19. PhotoRec File Opt option

Now we have looked through the available options, and are ready to start
recovery.
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8. Choose Search and press Enter. It's time to choose the file system type. We know
that there are only two options, and that there are no EXT partitions on our
image, so we choose Other.

Figure 4.20. PhotoRec Filesystem type dialog

9. Now we need to choose the destination path for the files being recovered. We
recommend creating one before starting the file carving process. In our case, the
destination folder is X: 52-Carved, as you can see in the following figure:
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Administrater: Command Prompt - photorec_win.exe "X:\52...

PhotoRec 7.8, D lecovery Utility, april 2815

L

»drwar-xr-x 197688 1097121 8 1l4-Mar-2817 11:23 .

drexr-xr-x 19 3 197121 a8 1-Jan-1988 a@:88 ..

Figure 4.21. PhotoRec Select destination dialog

10. Use the C button to start the file carving process.

11. Once the process is finished, you will have one or more folders (recup_dir.1,
recup_dir.2...) with recovered files. It's important to note that these folders can

be accessed before the recovery is finished.

How it works...

PhotoRec reads the data source sector by sector, and finds the first ten files. It uses them to
calculate the block/cluster size after each block is checked by the tool against a signature
database.

If the file system is not corrupted, PhotoRec can get the block/cluster size from volume boot
record, or superblock.
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See more

The PhotoRec download Ppage: http://www.cgsecurity.org/wiki/TestDisk_Download

The PhotoRec wiki page: http://www.cgsecurity.org/wiki/PhotoRec

[82]


http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/TestDisk_Download
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec
http://www.cgsecurity.org/wiki/PhotoRec

Windows Shadow Copies
Analysis

In this chapter, we will cover the following recipes:

¢ Browsing and copying files from VSCs on a live system with ShadowCopyView
e Mounting VSCs from disk images with VSSADMIN and MKLINK
¢ Processing and analyzing VSC data with Magnet AXIOM

Introduction

Shadow copies, also known as volume shadow copies, are backup copies of Windows files
that are taken during the normal course of use of a machine running on NTFS. For the
average computer user, shadow copies may be familiar, as they are what make it possible to
create Windows backups, or to perform system restores when something goes wrong.

These have obvious applications for digital forensic practitioners, particularly in cases
where a suspect may have tried to delete evidence from a machine. By restoring the system
to its previous state, or by using forensic tools to uncover files that are saved in shadow
copy locations, forensic practitioners may be able to deduce information that an individual
has tried to hide.



Windows Shadow Copies Analysis

However, the presence of shadow copies and the ability forensic investigators have to
uncover the information contained within them does not necessarily mean that useful
information will be obtained. Many files will simply contain information that is irrelevant to
the case. Even when shadow copies of useful files are restored, the version the investigator
can see is only a snapshot of the file. In other words, the forensic analyst will only be able to
see a single version of a file, rather than any changes that may have been made. Shadow
copies are frequently overwritten by the system, and it is possible in most versions of
Windows to turn off the ability to create them, which means they are not a failsafe fallback
option. Having said that, the ability to locate, restore, and comprehend the data contained
within volume shadow copies is an important part of a digital forensic investigator’s toolkit.
In this chapter, we will demonstrate a few methods that will help you get to grips with
shadow copies analysis.

Browsing and copying files from VSCs on a
live system with ShadowCopyView

ShadowCopyView is a simple tool developed by NirSoft (remember this name! They have
developed lots of small free tools which are extremely useful for computer forensics), which
enables digital forensic examiners to browse snapshots created by the Windows Volume
Shadow Copy Service. It supports even the most recent Windows versions (Windows 10,
for example), and can be kept on your favorite USB drive, which is very important for live
forensics and incident response.

Getting ready

Go to NirSoft's website and click on the All Utilities link on the left. Scroll down the page,
find the ShadowCopyView link, and click it. At the time of writing, the most recent version
of the tool is 1.05. Scroll down and you will find two download links: 32-bit and 64-bit
versions. We recommend that you download both, and use them depending on the target
system. Unpack the archives you downloaded to your flash drive, and you are ready to go.
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How to do it...

Connect your flash drive to the target system. In our case, it's Windows 7 x64, so we will
use the 64-bit version of ShadowCopyView. The tool detects available VSCs automatically.
In our case we have three VSCs available, as you can see in the following figure:

5

_ ShadowCopyView & (== =]
File Edit WView Options Help
tE8G| A=A N
Snapshot Name Explorer Path Velume Path Vo
WAGLOBALROOT\Device\HarddiskVolu... ‘\\localhost\C5\@GMT-2017.03.14-08.56.32 C WH
@ WNGLOBALROOT  Device\HarddiskVelu... \\lecalhest\CS\@GMT-2017.03.21-08.56.36 Ch W
TOWAGLOBALROOT\Device\HarddiskVolu...  \\lecalhost\CS\@GMT-2017.03.21-1514.30 5} WH
4 | 1 L
!
Filename Modified Time Created Time Entry Modified Time i
J SRECYCLE.EIM 11/10/2016 10:18:2...  11/10/201610:18:2... 11/10/2016 10:18:2... L4
J adb 7/11/2016 2:57:39 ... 7/11/2016 2:57:38 ...  7/11/2016 2:57:39 ...
| Config.Msi 3/3/2017 6:38:43 AM 3/3/2017 5:39:38 AM 3/3/2017 6:39:43 AM
, Documents and Settings 7/14/2009 1:08:56 ...  7/14/2009 1:08:56 ... 11/10/201610:1%:2...
| libfwde-20160913 10/10/2016 9:36:21...  10/10/2016 9:34:09... 10/10/2016 9:36:21... -
4| 1 | 3
3 itemn(s), 1 Selected NirSoft Freeware. hitpiiwww.nirsoft.net

Figure 5.1. Volume Shadow Copies detected by ShadowCopyView
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The main window of the tool consists of two panes. The first pane displays information
about detected shadow copies, including name, Explorer path, Volume path, Created
Time, and so on. The Explorer path means you can browse shadow copies in Windows
Explorer.

1. Right-click on the VSC you want to browse in Explorer and choose Open In
Windows Explorer, or just press F2. Now it's open in Windows Explorer, as you
can see in the following figure:

[F=5E=R (X
CJ'\:/' ‘ . v Network » localhost » CS » @GMT-2017.03.14-08.56.32 - |‘7|| Search @ GMT-2017.03.14 2 pl
Organize « Share with + Mew folder B o~ O ':9:'
' Favorites o Mame : Date modified Type Size n
Bl Desktop SRECYCLE.BIN File folder
4 Downloads . adb File folder
| Recent Places Config.Msi File folder
& OneDrive E [ Documents and Settings File folder £
%3 Dropbox . libfvde-20160918 File folder
. libfvde-master File folder
= Libraries . MinGW File folder
= Documents | Perflogs File folder
rJT Music Program Files File folder
| Pictures . Program Files (x86) File folder
E Videos ProgramData File folder
Recovery File folder
1M Computer J SWTOOLS File folder
g, Local Disk (C:) - System Volume Information File folder -
24 items Offline status: Online
[ Offline availability: Not available

Figure 5.2. A Volume Shadow Copy opened in Windows Explorer

Now, let's get back to ShadowCopyView. The second pane enables you to browse
available shadow copies. Using this pane, you can export both files and folders.

2. All you need to do is to right-click a file or a folder, and select the Copy Selected
Files To... option or just press F8.

3. There are some other useful options you can use. For example, if you prefer
timestamps in the UTC (Coordinated Universal Time) time standard, you can use
the GMT (Greenwich Mean Time) time zone. To do this, go to the Options
menu and select Show Time In GMT.
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UTC or Coordinated Universal Time is the primary standard by which the
world regulates clocks and time. For example, most parts of European
Russia use UTC +3 hours.

4. Also, if you want to see the whole properties list of a shadow copy, you can right-
click it and choose the Properties option, or just press Alt + Enter. Now you see all
the properties in one window, as in the following figure:

_ ShadowCopyView = ===
Eile Edit View Options Help
T &4 L[| Properties @
Snapshotl  Snapshot Name: WNGLOBALROOT\Device\Harddisk¥olumeShadoy Volu
WAGLY  Explorer Path: WocalhostCSW@GMT-2017.03.14-08.56.32 EE
NG volume Path: ci e
@ WAGLY 30 C
Yolume Name: WWolume{4bc48950-034c-11e6-b70f-806eb6f6e bt
Originating Machine: WS1-PC
Service Machine: W51-PC
Creation Time: 3N 412017 4:56:32 AM
‘ Attributes: Persistent, Client-Accessible, No Auto-Release, C ;
\ Exposed Name:
- Exposed Path:
Filename me i
SRECYC Snapshot ID: {DDZBEZAA-C6B7-146C-B998-6ECI144C2EC3}
| adh SnapshotSet ID: {6764A0CA-159D-4E35-B43D-EC2633FCI3 60}
s Config]  Provider ID: {B5946137-7BIF-4925-AF80-51ABDE0B20D5} M
) Docum P,
J libfvde- L. -
4 1L} 2
3 item(s), 1 Selected NirSoft Freeware. hitpdivwww.nirsoft.net

Figure 5.3. A Volume Shadow Copy's properties

And the last very useful feature we want to tell you about is keyword
searching.
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5. Go to Edit - Find, or just press Ctrl + F, and you will see the Find window, as in
the following figure:

Find [::]

Find what: | End Net
Match whole word only Direction =
Match case Up @ Down

Figure 5.4. ShadowCopyView Find window

6. As you can see, you also have two options to tick. Tick the first one if hits must
include the whole word only, tick the second if it is important that results are
returned in uppercase or lowercase letters.

How it works...

ShadowCopyView detects available Volume Shadow Copies, enabling a computer forensic
examiner to browse them both via the tool and Windows Explorer, and also allows them to
search for and export files and folders.

See also

The NirSoft website: http://www.nirsoft.net/

The ShadowCopyView download page: http://www.nirsoft.net/utils/shadow_copy_vi
ew.html
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Mounting VSCs from disk images with
VSSADMIN and MKLINK

VSSADMIN is a built-in Windows command-line tool capable of displaying Volume
Shadow Copies. You can use it not only on a running Windows system, but also on disk
images. In this recipe, we will show you how to do it.

Getting ready

As the tool we are going to use is built-in, there is no need for installation: if you are using
Windows, you already have it. So all you need is to mount a forensic image, and you
already know how to do this from chapter 3, Windows Drive Acquisition. As soon as the
image is mounted, you are ready to go.

How to do it...
The steps to mount VSCs from disk images using VSSADMIN and MKLINK are as follows:

1. Start Windows Command Prompt (don't forget to run it as Administrator). In our
case, the boot partition is mounted as G: \ drive, so we use the following
command:

vssadmin list shadows /for=G:\

Administrator: Cernmand Prompt

se, Differential, auvto recovered

Figure 5.5. vssadmin list shadows /for=G:\ command output
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As you can see in the preceding figure, our forensic image contains a shadow
copy.

2. The most important part of its properties for us is Shadow Copy Volume, in our
case it's \\ ?\GLOBALROOT\Device\HarddiskVolumeShadowCopy7. Now we
are ready to use MKLINK to mount the shadow copy we found. Use the
following command:

mklink /D C:\VSC \\?\GLOBALROOT\Device\HarddiskVolumeShadowCopy7

Administrator: Command Prompt

Figure 5.6. mklink /D C:\VSC WAGLOBALROOT\Device\Harddisk VolumeShadowCopy7 command output

MKLINK creates a folder (you should choose its name and location, and type it in
as part of the command) and mounts the shadow copy to it, so you can browse it

like a normal folder. Don't forget the /D switch — we need it to create a directory
symbolic link, not a file.

3. There is another way to use Windows Explorer for VSC browsing. We need to get
a VSC path in the following format
\\localhost\G$\@GMT-2016.12.28-20.00.30

The first part of the path, \\localhost\, will be always the same. The next part
depends on the drive letter of the boot partition. As you will remember, in our
case it's G:\, so in the path it is Gs. For example, if you have H:\, it's Hs, and so
on. The last part is based on the VSC's creation time. You can get it from the
VSSADMIN output, but it must be converted into GMT. Now just type it as a path
in Windows Explorer, and the shadow copy will be available for examination, as
in the following figure:
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B B - | @MT-2016.12.28-20.00.30

File Home Share View e
Cut < 1 Select all
» |J o CU Moveto - 3¢ Delete = E-_h M EH selecta
| Copy path -Tj' Select none
Pinto Quick Copy Paste Copy t le e MNew Properties
access : d Paste shortcut SOV Rename folder p' & DD Invert selection
Clipboard Jrganize Mew Open Select
™ <« localhost » G§ » @GMT-2016.12.28-20,00.30 v O Search @GMT-2016.12,28-20.... @
Intel Al MName Date modified Type Size "
operator $Recycle.Bin 7/22/201512:06 PM  File folder
Perflogs 123 12/28/2016 6:48 PM  File folder
Program Files 7 Documents and Settings File folder
Program Files (x! Intel File folder
ProgramData operator f File folder
PerfLogs T4/ File folder
Recovery
Program Files 11/12/2016 11:09 ... File folder
System Vol |
ystem folume Program Files (x36) 12/28/2016 9:39 PM  File folder
Users ProgramData 12/28/2016 3:16 PM  File folder
Windows Recovery 7/22/201512:04 PM  File folder
winlocker System Velume Information 12/28/2016 11:00 ... File folder
TimHO_Rec 12/28/201611:08 ...  File folder
=¥ Metwork - ¥
= v o« >
15 items State:@ Online =

Figure 5.7. A Volume Shadow Copy opened in Windows Explorer

How it works...

VSSADMIN displays available Volume Shadow Copies on a mounted forensic image.
MKLINK creates a symbolic link to the shadow copy, so a digital forensic examiner can
browse it in Windows Explorer.
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See also

The VSSADMIN page at Misrosoft TechNet: https://technet .microsoft.com/en-us/1lib
rary/cc754968 (v=ws.11) .aspx

The MKLINK page at Microsoft TechNet: https://technet.microsoft.com/en-us/libra
ry/cc753194 (v=ws.11) .aspx

Processing and analyzing VSC data with
Magnet AXIOM

Magnet AXIOM is an all-in-one digital forensics tool by Magnet Forensics, capable of
extracting (acquiring) and processing data from both computers and mobile devices. It
supports lots of Windows forensic artifacts, including extracting data from Windows
Volume Shadow Copies.

Getting ready

At the time of writing, Magnet Forensics provides a fully functional 30-day free trial version
of Magnet AXIOM. All you need to do is go to Magnet Forensics' website and click on the
TRY NOW button. Fill in the form, including your first name, last name, email address,
phone number, state or province, country, and so on and click on REQUEST A FREE
TRIAL. Make sure you type your real email: your trial key and download link will be sent
to this address. Once you get it, download the installer and follow its instructions. You are
ready to go!

How to do it...
The steps to process and analyze data using Magnet AXIOM are as follows:

1. Start the Magnet AXIOM Process.

2. The first window you will see is CASE DETAILS, as you can see in the following
figure:
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I " Magnet AXIOM Process 1.0.11.4067 =l =10l

File Tools Help

CASE DETAILS

CASE DETAILS
CASE INFORMATION

EVIDENCE SOURCES
Acquire evidence LOCATION FOR CASE FILES
Load evidence Folder name  VSC Test

Filepath | E\ BROWSE
PROCESSING DETAILS

LOCATION FOR ACQUIRED EVIDENCE
Add keywords to search

Folder name  VSC Test
Calculate hash values

Filepath | E\ BROWSE
Categorize pictures

CASE INFORMATION
Find more artifacts
Case number | Test
Examiner | 228

Description

ANALYZE EVIDENCE

Date created  3/23/2017 5:58:38 AM
REPORT OPTIONS

Coverloge | C:\Users\Admin\Desktop\DFC_Logo.jpg BROWSE

Image resized to 150x150 pixels

GO TO EVIDENCE SOURCES

Figure 5.8. Magnet AXIOM CASE DETAILS window
Here, we have four main parts:

e LOCATION FOR CASE FILES - Here, you should choose the Folder name and
File path being created during processing.

e LOCATION FOR ACQUIRED EVIDENCE - If you plan to acquire drives or
mobile devices via AXIOM, choose the Folder name and File path for them, or
just choose the same path as for case files.

e CASE INFORMATION - Type in your case number, your name, and the case
description.

¢ REPORT OPTIONS - If you have your own logo or company logo, you can

choose it by clicking BROWSE. Make sure the image is square, because it will be
resized to 150x150 pixels.
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3. Once you have filled in all the fields, you can click GO TO EVIDENCE
SOURCES. You can see the EVIDENCE SOURCES window shown in the

following figure:

I P4/ Magnet AXIOM Process 1.0.11.4067

Fle Tools Help

EVIDENCE SOURCES

CASE DETAILS
EVIDENCE SOURCES SOURCES TO PROCESS
Type | Image / location name
Acquire evidence

Load evidence

PROCESSING DETAILS
Add keywords to search
Caleulate hash values
Categorize pictures

Find more artifacts

ANALYZE EVIDENCE

ACQUIRE EVIDENCE LOAD EVIDENCE

Evidence number

T
Search type Status
BACK GO TO PROCESSING DETAILS

Figure 5.9. Magnet AXIOM EVIDENCE SOURCES window

Here, we have two options: ACQUIRE EVIDENCE and LOAD EVIDENCE.

4. We are going to use an image we acquired previously, so our choice is the LOAD
EVIDENCE button. You can use one of the images you acquired in the previous

recipes.
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5. The next window is LOAD EVIDENCE, as you can see in the following figure:

" Magnet AXIOM Process 1.0.11.4067 =l =10lx|
File Tools Help

LOAD EVIDENCE

CASE DETAILS

EVIDENCE SOURCES SELECT AN EVIDENCE SOURCE

Acquire evidence g . N ——
- O @ .
PROCESSING DETAILS © <
Add keywords to search
CONNECTED DRIVE FILES & FOLDERS COMPUTER IMAGE VOLUME SHADOW COPY MOBILE SOURCE

Calculate hash values
Categorize pictures

Find more artifacts

ARTIFACT DETAILS

ANALYZE EVIDENCE

BACK GO TO PROCESSING DETAILS

Figure 5.10. Magnet AXIOM LOAD EVIDENCE window

6. Here, we have a VOLUME SHADOW COPY option - click it. Now we have two
more options: DRIVE and IMAGE.
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7. As we noted earlier, we are going to use an image. Once you choose it, you can
see the list of shadow copies available on the image, as in the following figure:

Pz Magnet AXIOM Process 1.0.11.4067 = 1ol x|

File Tools Help

LOAD EVIDENCE

CASE DETAILS

EVIDENCE SOURCES ADD VOLUME SHADOW COPY
Accuire evidence A @z ossmEn
Load evidence (= Partition 1 (Microsoft NTFS, 100 MB) System Reserved
PROCESSING DETAILS ~ 8]z Partition 2 (Microsoft NTFS, 465.66 GB)
Ackd keywords to search « [# 1. shadow Copy Creation Time: 2016-12-07 22:08:46 UTC (yyyy-mm-gd), Machine: Owner-FC, ID: {37233668-c540-4d47-be82-58958f251958}
« [] | shadow Copy Creation Time: 2017-01-13 04:57:26 UTC (yyyy-mm-gd), Machine: Owner-PC, ID: {e537aeBa-0e40-4456-173-3a24d25383eb}
Caleulate hash values
v [7] . shadow Copy Creation Time: 2017-01-13 08:03:35 UTC (yyyy-mm-dd), Machine: Owner-PC, ID: {cb611150-972c-414e-9254-f27ec33bdbaz}
Categorize pictures
« [7] . shadow Copy Creation Time: 2017-02-21 23:50:32 UTC {yyyy-mm-gd), Machine: Owner-PC, ID: {bcc793ef-7e57-4334-3875-b3Bbes3dsbdb}
Find more arifacts ~ [} |, shadow Copy Creation Time: 2017-02-27 17:18:05 UTC (yyyy-mm-gd), Machine: Owner-PC, ID: {ef1b5586-ffee-4fdf-a0e7-aca79542f505}

REFRESH

ANALYZE EVIDENCE

Figure 5.11. Volume Shadow Copies list

8. You can choose one or more shadow copies and go to processing details by
clicking NEXT. This time, we will skip this step and go straight to artifacts details
(click the GO TO ARTIFACTS DETAILS button).

As we are working with a shadow copy, the MOBILE ARTIFACTS option is
inactive, but we can use the COMPUTER ARTIFACTS option. As in Belkasoft
Evidence Center, here we have a wide range of artifacts, as you can see in the
following figure:
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I 1/ Magnet AXIOM Process 1.0.11.4067 ol (0]

File Tools Help

SELECT ARTIFACTS TO INCLUDE IN CASE

CASE DETAILS

EVIDENCE SOURCES COMPUTER ARTIFA
Acquire evidence CLEAR ALL ALL COMPUTER ARTIFACTS VIEW ALL
Load evidence 1
[¥] €HAT (26 of 26) v — v v .
PROCESSING DETAILS aew o [ Y o0 1
Add keywards to search [¥] DOCUMENTS (FofT) ~ .
@ 360 Safe Adium Adobe Flash
Caleulate hash values EMAIL (12of1L) Browser Cookies |
[7] ENCRYPTION (20f2) Locel Sher:
Categorize pictures ¥
) [¥] meoia (30f3) v v I
Find more artifacts [¥] MOBILE BACKUPS (2 f2)
ARTIFACT DETAILS 117 [¥] OPERATIMG SYSTEM (2107 21) 1 {
R AIM Android fres
V] PEER TO PEER (100710) Backups
Computer artifact: 117 of 117
e e SOCIAL NETWORKING (10 of 10) OPTIONS
oblle = [¥] VIDEO GAME COMSOLES (1 of1) =2 =2 =2
ANALYZE EVIDENCE [#] wes ReLATED (17 ot17) b
Bebo Bing Toalbar Bitcain
2 [ =
07
E @
Carbanite Chatroulette Chrome
i n ’ ’ E
GO TO ANALYZE EVIDENCE

Figure 5.12. Magnet AXIOM SELECT ARTIFACTS TO INCLUDE IN CASE window

9. For testing purposes, we have included all available artifacts in the case. Click the
GO TO ANALYZE EVIDENCE button, and the ANALYZE EVIDENCE button
right after that. This will start Magnet AXIOM Examine.

10. Once processing is finished, you will see the results in Magnet AXIOM Examine.

How it works...

Magnet AXIOM scans a drive or an image for available Volume Shadow Copies and uses
them as its evidence source. After it has processed all available data in the chosen shadow
copies, it extracts forensic artifacts according to the choices made by the examiner.

[97 ]



Windows Shadow Copies Analysis

See also

ThehdagnetForen$CS\VebSﬂe:https://www.magnetforensics.com/

The Magnet AXIOM free 30-day trial request page: https://www.magnetforensics.com/tr
y-magnet-axiom-free-30-days/

Belkasoft Evidence Center: https://belkasoft.com/ec
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Windows Registry Analysis

In this chapter, we will cover the following recipes:

¢ Extracting and viewing Windows Registry files with Magnet AXIOM
e Parsing Registry files with RegRipper

¢ Recovering deleted Registry artifacts with Registry Explorer

¢ Registry analysis with FTK Registry Viewer

Introduction

The Windows Registry is one of the richest sources of digital evidence. You can find lots of
extremely useful pieces of information during examination of the Registry hives and keys.
Computer configurations, recently visited webpages and opened documents, connected
USB devices, and many other artifacts can all be acquired through Windows Registry
forensic examination.

The Registry has a tree structure. Each tree consists of keys, and each key may have one or
more subkeys and values.



Windows Registry Analysis

As forensic examiners usually deal with drive images, it's very important to know where
these registry files are stored. The first six files are located at
C:\Windows\System32\config. These files are:

¢ COMPONENTS
DEFAULT

SAM
SECURITY
SOFTWARE
SYSTEM

There are also two files for each user account:

e NTUSER.DAT, located at C: \Users\%Username%\

e UsrClass.dat, located at
C:\Users\%Username%\AppData\Local\Microsoft\Windows

In this chapter, we will show you how to examine these files with both commercial and
open source forensic tools, and how to recover deleted keys, sub keys, and values.

Extracting and viewing Windows Registry
files with Magnet AXIOM

You have already learnt a bit about how to use Magnet AXIOM in your forensic
examinations, especially if you need to extract and analyze data from shadow copies. But
this tool has lots of very useful features, so we will use it in a few more recipes. This time
you will learn how to use Magnet AXIOM, and especially its Registry Explorer component,
for Windows Registry forensics.

Getting ready

If you are following the recipes in this book one by one, you already have Magnet AXIOM -
at least a trial version - installed. If not, refer to chapter 5, Windows Shadow Copies Analysis,
for installation instructions. Once you've installed the tool, you are ready to go.
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How to do it...

The steps to be followed for Windows Registry analysis using Magnet AXIOM are as
follows:

1. Let's create a new case. Once it has been created and all the fields are filled in, go
to evidence sources. Click the Load evidence button, and you will see the
SELECT AN EVIDENCE SOURCE window, like the one in the following figure:

P2/ Magnet AXIOM Process 1.0.11.4067 el =13lx|
File Tools Help
LOAD EVIDENCE
CASE DETAILS
EVIDENCE SOURCES SELECT AN EVIDENCE SOURCE
Acquire evidence N ——
S @ .
PROCESSING DETAILS ]
Add keywords to search
CONNECTED DRIVE FILES & FOLDERS COMPUTER IMAGE VOLUME SHADOW COPY MOBILE SOURCE
Calculate hash values
Categorize pictures
Find more artifacts
ANALYZE EVIDENCE

Figure 6.1. Magnet AXIOM SELECT AN EVIDENCE SOURCE window
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2. This time, let's choose the COMPUTER IMAGE option. Again, you can use one
of the images you acquired in a previous recipe; both RAW and E01 are
supported. Looking at the following figure, we can see that our image contains
two partitions and an unpartitioned space.

P2 Magnet AXIOM Process 1.0.11.4067 «| =10l x|

File Tools Help

LOAD EVIDENCE

CASE DETAILS

EVIDENCE SOURCES ADD FILES AND FOLDERS

Aeguire svidence W T o 10864G.E0L

Lz i . Y] = Fartiton 1 (Microsoft NTFS, 100 M) System Reserved
PROCESSING DETAILS .« W] Pariition 2 (Microsaft NTFS, 465.86 G2)

Add keywards to search ¥ (= Unpartitioned space

Calculate hash values

. REFRESH
Categorize pictures

Find more artifacts

ANALYZE EVIDENCE

Figure 6.2. Magnet AXIOM ADD FILES AND FOLDERS window

3. You can tick only the main partition (Partition 2), or choose all available
partitions, as we did. Click NEXT and you will be brought to the SELECT
SEARCH TYPE screen, which you can see in the following figure:
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File Tosls Help

CASE DETAILS

EVIDENCE SOURCES
Acquire evidence
Load evidence
PROCESSING DETAILS
Add keywords to search
Calculate hash values
Categorize pictures

Find more artifacts

ANALYZE EVIDENCE

P4 Magnet AXIOM Process 1.0.11.4067 =l 1ol x|

LOAD EVIDENCE

SELECT SEARCH TYPE

Source location Search type

~ ] 108648.E01 - Partition 1 (Micresoft NTFS, 100 MB) System Reserved  py| - A

pagefile.sys | swapfile.sys

SlLogFile

SMFT

Al files and folders

Volume Shadow Copy

Unallocated space

File slack space

hiberfil.sys

Uninitialized file area
~ []108848.E01 - Partition 2 (Microsoft NTFS, 465.66 GB) Full

pagefile.sys [ swapfile.sys

$lLogFile

SMFT

All files and folders

Volume Shadow Copy

Unallocated space

File slack space

hiberfil.sys =l

Figure 6.3. Magnet AXIOM SELECT SEARCH TYPE window

4. There are four search types in the Magnet AXIOM process:

Full - used to extract data from all locations, including unallocated
space, shadow copies, and so on.

Quick - used to extract data from common areas.

Sector level - this option is very useful for unknown or corrupted file
systems, or formatted drives.

Custom - this option enables the examiner to choose locations. For
example, if you want AXIOM to carve unallocated space only, you can
choose only this location.

For testing purposes, you can choose all locations, but it will take a lot of time to
process it. Also, you can start from Quick type to gather low-hanging fruits. If you
don't want to make changes to artifact types, you can go straight to the ANALYZE
EVIDENCE section. Click the ANALYZE EVIDENCE button, and Magnet
AXIOM Examine will show up.
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5. Once data source processing has finished, go to the drop-down menu on the left,
like the one you can see in the following figure, and choose the Registry option:

o« W E: Artifacts - =
O~ Artifacts =
ALL EVIDENCE T File system | ||
Registn
REFINED RESULTS i} J...,-:a-m

Figure 6.4. Magnet AXIOM Examine navigation pane

6. Once you choose this, you can see all available files containing registry hives on
the navigation pane, as in the following figure:

« IE' ﬁ Registry ~ f=

E L& ALL EVIDENCE
= LB 108648.E01

8) components
B peFauLT
B sam
® B SECURITY
B soFTWARE
B sysTEM
.. User hives

.. Other hives

Figure 6.5. AXIOM Registry viewer's navigation pane

7. If you click on the plus sign of a registry file, you can browse its contents, and
also see the values on the evidence pane of AXIOM Registry viewer.
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EVIDENCE (10) [I] Colurmn view -

Name | Type I Data | |
e ActiveTimeBias REG_DWORD 420
o Bias REG_DWORD 480
fi5| DavlightBias REG_DWORD 4254557235
ab| DaylightMams REG_SZ @tzres.dil,-211
4| DaylightStart REG_BINARY 00 00 03 00 02 00 02 00 00 00 00 00 00 00 00 00
| DynamicDaylightTimeDis  REG_DWORD 0
$u| StandardSias REG_DWORD 0
ab| StandardMame REG_SZ @tzres.dil,-212
0| StandardStart REG_BINARY 00 00 08 0001 00 02 00 00 00 00 00 00 00 00 00
ab| TimeZoneKeyName REG_SZ Pacific Standard Time

Figure 6.6. AXIOM Registry viewer's evidence pane

8. In the preceding figure, you can see the contents of the TimeZoneIlnformation
key. This is a very important key, as it helps examiners to detect the right time
zone. More information about the key you are viewing and its source can be
found in the DETAILS pane, shown in the following figure:

TimeZoneInformation 2 »

DETAILS &

REGISTRY KEY INFORMATION
Name TimeZonelnformation
Type  Key
Path  Control5et001\Contro\TimeZonelnformation

Last written time ~ 11/24/2016 12:19:58 AM

EVIDENCE INFORMATION

Evidence source  108648.E01 - Partition 2 (Microsoft NTFS, 465.66 GB)\Windows\System32\config
\SYSTEM

Location ControlSet001\Control\TimeZonelnformation

Evidence number  108648.E01

Figure 6.7. AXIOM Registry viewer's details pane
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9. Look at the Evidence source. If you click the blue link, it brings you to the
registry file's location and opens it in the file system viewer. Now you can export
the registry file. To do this, right-click the file and choose Save file / folder to... as
shown in the following screenshot:

& svs Vicw related artfacts File 0,699,228
B soF  savefile / folder to... File 56,360,960
_ Save file / folder to ZIP .
- I
B sec port detail File 262,144
& sav  Open database with... File 262,144
& svs Reset column widths File LDG2 45,058
Add { remove tag 4 .
& soF File LOG2 933,388
B sECmitreoors File LOG2 8,192

Figure 6.8. Exporting a registry file

10. You can also view the artifacts AXIOM extracted automatically during the
processing phase. To do this, right-click the registry file and click View related
artifacts from the context menu.

Once you have exported the file, you can parse it with other tools. Of course, Magnet
AXIOM is a very powerful forensic tool and it extracts lots of data from registry files, but
sometimes it's useful to parse them with some other tools, for example, RegRipper. We will
show you how to do this in the next recipe.

How it works...

Magnet AXIOM collects all available registry files so that a digital forensic examiner can
analyze them manually, or export them for parsing with other tools. Also, AXIOM extracts
a lot of forensic artifacts from these files automatically, so an examiner can analyze the
results in the evidence pane of Magnet AXIOM Examine.

See also
The Magnet AXIOM overview:

https://www.magnetforensics.com/magnet-axiom/
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Parsing registry files with RegRipper

RegRipper is an open source Windows forensic tool developed by the famous forensicator
Harlan Carvey, the author of the Windows Forensic Analysis series. It's written in Perl, and
has a lot of useful plugins available. Also, digital forensic examiners capable of writing in
Perl can create their own plugins for their specific needs.

Getting ready

Go to RegRipper's page at Harlan's GitHub, click on the green button (Clone or Download),
and choose the Download ZIP option. Once the archive is downloaded (in our case it is
named RegRipper2.8-master.zip), unpack it, and you are ready to go.

How to do it...
The steps for parsing registry files with RegRipper:

1. You already know how to export registry files from disk images, at least with
Magnet AXIOM. So, we are sure you have a file to parse with RegRipper. Start
rr.exe, and you will see a window like the one in the following figure:

RegRipper, v.2.8

File Help
Hive File: | Browse
Report File: | Browse

Profile: -

Rip ft Close

Profile List Populated.

Figure 6.9. RegRipper main window
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Here, you have three fields to fill in:

e Hive File - Use the Browse button and choose the hive (registry)
file you exported previously. In our case, it's SYSTEM.

¢ Report File - Use the Browse button and choose a file to save the
output (it's in plain text, so a TXT file will do). In our case, the file is
called SYSTEM_output.

e Profile - Choose the right profile for parsing from the drop-down
menu. We are using the SYSTEM file as the source, so our profile of
choice is 'system'.

2. Once you've chosen your files and the right profile, you can press the Rip It
button. As soon as processing is finished, you are ready to analyze the output:

1B SYSTEM_output - Notepad

File Edit Format View Help
ControlSet8@1\Control\Session Manager\AppCertDlls not found. "~

appcompatcache v.28168528
(System) Parse files from System hive AppCompatCache

ControlSet8@1\Control\Session Manager\AppCompatCache

Lasthirite Time: Fri Mar 1@ 11:31:4@ 2017 Z

Signature: @xbadc@fee

Win2K8R2/Win7, 32-bit

C:\Windows\Installer\MSIGCFS.tmp Wed Mov 12 1@:31:44 2014 7 Executed

C:\Windows\System32\sdclt.exe Sat Nov 26 ©1:17:38 20810 7 Executed

C:\Windows\System32\syncui.dll Sat Nov 20 ©1:21:28 2018 Z
C:\Windows\Microsoft.NET\Frameworkiv4.8.38319\regtlibvl2.exe Fri Apr 11 20:08:06 2014 7 Executed
C:\Program Files\Common Files\Doctor Web\Scanning Engine\dwwatcher.exe Mon Mov 7 10:29:55 2016 Z Executed
C:\Program Files\Windows Media Player\WMPNSSUI.d11l Tue Jul 14 ©1:16:19 2809 Z
C:\Windows\system32\lsass.exe Tue Nov 11 15:85:11 2614 Z Executed

E:\Activate Warranty.exe Wed Sep 25 21:00:00 2013 Z

C:\Windows\system32\migwiz\postmig.exe Tue Jul 14 ©1:14:24 2809 7

D:\Service Pack 2 for Microsoft Office 2810 (KB2687455)\officesp2818-kb2687455-fullfile-x86-ru-ru.exe Wed Nov 12 18:12:24 2014 7 Executed
C:\Windows\Installer\MSI953F.tmp Wed Mov 12 89:41:1@ 2014 7 Executed

C:\Windows\System32\offfilt.d1ll Tue Jul 14 @l1:16:12 2809 Z

C:\Windows\system32\net.exe Tue Jul 14 ©1:14:27 2809 7 Executed

C:\Program Files\Windows Mail\WinMail.exe Tue Jul 14 ©1:14:45 2809 Z Executed
C:\Windows\System32\appwiz.cpl Sat Nov 2@ ©1:16:52 20810 Z

C:\Program Files\Kyocera\ClientTool\KMSCN\KMSCHEML.exe Sat Nov 1@ 81:29:37 2812 7 Executed
D:\UpdatePack7R2-14.1@.20.exe Fri Nov 7 ©8:27:55 2014 Z

C:\Windows\system32\wuauclt.exe Wed May 14 16:23:48 2014 7 Executed
D:\86722583d8F5914a3630517668a661\Setup.exe Wed Sep 3 ©9:49:59 2814 Z Executed

C:\Program Files\Common Files\Microsoft Shared\OFFICEIA\MSOXMLED.EXE Wed Oct 31 89:21:48 2012 7 Executed
C:\Windows\system32\wevtutil.exe Tue Jul 14 ©1:14:44 20@9 Z Executed

C:\Program Files\Unlocker\UnlockerCOM.d1l Sun Jul 4 21:32:37 2@1@ Z

< >

Figure 6.10. RegRipper output
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If you scroll down the output file, you will see that there is a lot of important information
from a forensic point of view, such as connected USB devices, EventLog configuration,
mounted devices, network connections, and so on. The tools work very fast, so this is a
good tool set to start with.

How it works...

RegRipper uses Perl modules, according to the profile chosen by a forensic examiner, to
extract data from a hive (registry) file, and save the output to a TXT file.

See also
The RegRipper download page:

https://github.com/keydet89/RegRipper?2.38

Recovering deleted Registry artifacts with
Registry Explorer

Registry Explorer is another free Windows Registry forensic tool by another famous digital
forensic examiner: Eric Zimmerman. One of the extremely useful features of this tool is its
capability to recover deleted records. And it's easier than you might imagine.

Getting ready

Go to Eric's GitHub and click on the Registry Explorer download link. In our case, it's called
Registry Explorer/RECmd Version 0.8.1.0. As at the time of writing, the most recent version
of the tool is 0.8.1.0. Once RegistryExplorer_RECmd.zip is downloaded, unpack it and you
are ready to go.
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How to do it...

The steps to recover deleted registry artifacts using registry explorer are as follows:

1. Start RegistryExplorer.exe, go to Options and make sure the Recover deleted
keys/values option is enabled, as in the following figure:

File Teols Options Bookmarks (0/0) View Help
Registry hive | .. Recover deleted keys/values |:|
WL Show associated deleted records [ ]
A 4 Show unassociated deleted records |:|
£ Show parent keys when filtering |:|
/7 Show hidden keys [ ]
;—“ Manage hidden keys Ctrl+H
|2z  Skins 3
%, Preferences

Figure 6.11. Registry Explorer Recover deleted keys/values option

Now you are ready to choose a hive file for processing. To do this, go to File -
Load offline hive, or just press Alt + 1. That's it.

2. Now you can browse the contents of your hive file, in our case SYSTEM,
including associated and unassociated deleted records, as you can see in the
following figure:
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Registry hives (1) | Available bookmarks (25/0) |

Key name

¥

[ .ﬂ?C:\Users\OIlﬂDesktop\S‘fE[EM

[ CMI-CreateHive {F 10156BE-0EE7-4. ..
4| ;. Assodated deleted records
4|, CMI-CreateHive {F 10 156BE-0ES. ..
4|, ControlSet0D1
4| Enum
a|_. WpdBusEnumRoot
al_ UMB
4| 2837c186bROAST. ..
4|, Properties
4|_, {83da6326-9...
[ | 5 00000003
[ | 5 00000007
[ | 5 00000003
4|, {80d81eab-7...
[ | o 00000003
4| g Unassociated deleted records
»; 00000005
»; 00000002
w 1540b9472-8b40-45bc-a8a2-6a. ..

# values

Last write imestamp

2017-03-10 11:31:41 +00:00
2017-03-10 11:18:56 +00:00

2017-02-20 06:26: 18 +00:00
2017-02-20 06:26:18 +00:00
2017-02-20 06:26: 18 +00:00

2017-02-20 11:40:48 +00:00

2009-07-14 04:55:53 +00:00

2016-10-10 07:27:27 +00:00
2016-10-10 07:27:27 +00:00

Figure 6.12. Associated and unassociated deleted records

How it works...

Registry Explorer processes the hive file of choice and automatically recovers deleted
records, both associated and unassociated. Once processing is finished, an examiner can
browse available data.

[111]

The difference between associated and unassociated records is that the first group
is still associated with keys in the active registry, and the second group is not.
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See also

Eric Zimmerman's GitHub:
https://ericzimmerman.github.io/

Introducing Registry Explorer:
https://binaryforay.blogspot.ru/2015/02/introducing-registry—-explorer.html

Registry analysis with FTK Registry Viewer

FTK Registry Viewer ships as part of AccessData’s products, or can also be downloaded
separately. It allows users to view the contents of the registry on a Windows machine.

Getting ready

If you already have FTK, Registry Viewer will be on your system. If you do not, you can
download FTK Imager at AccessData’s website - it's free. You will need to fill in some
personal information, including your name, company name, position and email address to
gain access to the free download. The following figure shows the download page for FTK
Imager:

» FTK Imager

FTK IMAGER VERSION 3.4.3 (FOR USE WITH VERSION 6 PRODUCTS AND NEWER)

Release Date: Nov 07, 2016 Learn More

FTK IMAGER VERSION 3.4.0.5 (FOR USE WITH VERSION 5.6 PRODUCTS AND OLDER)

Release Date: Oct 29, 2015 Learn More

FTK IMAGER LITE VERSION 3.1.1

Release Date: Oct 16, 2010 Learn More

Figure 6.13. Downloading FTK Imager
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Windows Registry Analysis

If you only need to download Registry Viewer, you can do that on the Product Downloads
page as well.

How to do it...

Once Registry Viewer has been installed, navigate to it on your machine and double-click
the icon to open the program. Open FTK Imager at the same time.

1. In Imager, go to File > Obtain Protected Files.

) AccessData FTK Imager 3.1.1.8

Fie | View Mode Hep

Add Evidence Item... B kR
Add Al Attached Devices

File List

& BB

Image Mounting...

Name [ Size | Type Date Modified

Decrypt AD1 image...
Verify Drive/Image...

mm Capture Memory...

© Obtsin Protected Files...

< >
[ ] | |

Custom Conte...

Exports selected system files for faciitating a SAM attack

NUM [[SCRL

Figure 6.14. Obtaining protected files
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2. In the small box that pops up, choose a destination folder for your files.

Obtain System Files >

Source for obtaining files:

ffarning: Please be aware that FTK Imager iz obtaining the
ystem files from the live system and not the acquired image.

Destination for obtained files: Browse...

| Ci\Jeers'\Razer\Documentz\Registry Demo

Options
" Minimum files for login password recovery

* Password recovery and all registry files

0K Cancel

Figure 6.15. Choosing a destination folder

Note the warning about Imager getting the files from your own system. This is
fine in an example like this, or as part of a practice case, but if it shows up when
you're trying to find evidence on a forensic image, you know you’ve chosen the
wrong source!

3. Make sure you choose Password recovery and all registry files from below the
destination folder bar, otherwise you will only get a stripped-back version of the
results. Click OK.

It may take a little while to generate, and for the first few seconds it might look
like nothing is happening. Remember, patience is a virtue when dealing with
technology! You can check whether the process has finished by opening the folder
in the file path you specified earlier, which should now be populated as shown in
the following screenshot:
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!

Home

»

Pin to Quick Copy
access

[

Paste

Clipboard

€ o v

3+ Quick access

[ Desktop

* Downloads b
Documents *
D2
Languages

Pictures For Articles

Reg chapter
f@ OneDrive

[ This PC
[ Desktop

Documents
* Downloads

B Music
&= Pictures

m Videos

. Local Disk (C:)

¥ Network

7 items

Share

+ | Registry Demo

View
o Cut
w.|] Copy path

]i] Paste shortcut

Mame

Users
[7] default
[ sam
[ ] SECURITY
D software

D system
D userdiff

Move to ¥ Delete -
Copy to 1 Rename
Jrganise

» ThisPC # Documents » Registry Demo

e

New Properties
folder pv DE_‘Imrert selection
Mew Open Select
v 0 Search Registry Demo 2

Date modified Type Size

30/05,/2017 11:49 File folder

11/05/2017 16:08 File 512 KB

06/10/2016 21:44 File 56 KB

11/05/2017 16:08 File 43 KB

11/05/2017 16:08 File 82,432 KB

11/05/2017 16:08 File 17,152 KB

06/10/2016 21:33 File 8 KB

>

==

FH setect all

10 select none

Figure 6.16. The populated folder
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4. Click File and then Change folder and Search Options. This will open a dialogue
box. Click the View tab and enable the option Show hidden files, folders and
drives under Hidden files and folders.

Folder Options *

General View  Search

Folder views

You can apply this view (such as Details or lcons) to
all folders of this type.

Apply to Folders Beset Folders

Advanced settings:

Files and Folders ~
[] Always show icons, never thumbnails
[] Always show menus
Digplay file icon on thumbnails
Digplay file size information in folder tips
[] Display the full path in the title bar
Hidden files and folders
(") Dont show hidden files, folders or drives
®
Hide empty drives
Hide extensions for known file types
Hide folder merge corflicts v

Restore Defaults

QK Cancel Apply

Figure 6.17. Showing hidden files

Click Apply and then OK.
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Now we can look at the data we have collected from the registry using Registry Viewer.

1. To do that, open Registry Viewer and click File > Open, then go to the folder in
which you saved the registry files and find the one marked NTUSER.DAT. Open it.

2. The SOFTWARE menu will give you a nice long list of all the pieces of software
that have been installed on the machine in question:

[ Ele Edit Report View Window Help
=g | | ki

AccessData Registry Viewer (Demo Mode) - [NTUSER.DAT]

Y

=

{3 AccessData

1 AMD

{22 AppDatalow

1 AppEx Networks
Lean

{1 Chromium

{3 Citrix

{23 Clients

{2 Corelpeg

{3 Corel

{2 DownloadCenter
{22 Google

{20 IM Providers

{3 Licenses

{2 Local AppWizard-Generated Applicatic
{2 LogMein

3 LogMeln Ignition
{3 Microsoft

{3 Mozilla

2 MezillaPlugins

{1 Nico Mak Computing
{22 NVIDIA Corporation
{1 Policies

< >

~

Name

28] (defautt)

Type Data
REGTYPESZ  (value not sef)

B Key Properties
Last Written Time

[NTUSER.DAT\SOFTWARE

Offset: 0

Figure 6.18. Software installed on the machine
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3. You can see which programs have been uninstalled and when the uninstallations
took place under
NTUSER.DAT\SOFTWARE\Microsoft\UserData\UninstallTimes.

AccessDatz Registry Viewer (Demo Mode) - INTUSER.DAT] - o X
File Edit Report View Window Help -8lx
= ! ! | ®
{33 Spelling ~ | Name Type Data
8 ZQM[“E”; & Microsoft.Messaging_Bwekyb3debbwe REG_BINARY 135C C7FDB21D D201
torageLibrary [8 king.com.CandyCrushSodaSaga_kgqunymyfv... REG_BINARY FD 46 B7 FF B2 1D D2 01
{1 SystemCertificates
& TabletT 8 Microsoft BingFinance_Bwekyb3dBbbuwe REG_BINARY  CAF73977A944D201
abletT
& Tracin v @ Microsoft.BingNews_Bwekyb3dbbwe REG_BINARY 42 D9 2E 7B A944 D201
= UCCPIjtfmm [ Microsoft. Office.Sway_8wekyb3dsbbwe REG_BINARY DA 13 AF99A944D201
(1 Unified Store 8 Microsoft. Getstarted_Bwekyb3d3bbuwe REG_BINARY  5A38D42BB31D D201
3 Unistore @ Microsoft WindowsFeedback_cwSnlh2tyewy  REG_BINARY D1 7087627020 D201
& unp @ Microsoft.XboxidentityProvider_cwsnih2tye.. REG_BINARY  717EBCE47020D201
{2 UserData [B Windows.PurchaseDialog_cwSnThZbgyewy REG_BINARY 80 EC6C 657020 D201
. ChatRT @ Microsoft. MicrosoftOfficeHub_Bwekyb3dSbb.. REG_BINARY ~ EOBC4171A944D201
RS UninstalTimes | [&% Microsoft.OneConnect_Bwekyb3dsbbwe REG_BINARY 839D 1E83 A9 44D201
2 wae [ MicrosoftCommsPhone_8wekyb3dlbbwe  REG_BINARY  OEA34883A944D201
3 wemsve [@ Microsoft WindowsPhone_Bwekyb3dSbbwe  REG_BINARY  117A FC 8B A944D201
0 wis 8 Microsoft.SkypeApp_kzféaxd38zgse REG_BINARY  E383FAGDA944D201
{2 windows [ Microsoft.BingSports_Swekyb3d3bbwe REG_BINARY A3 CDOF 944944 D201
3 Windows Live [ 9E2FBBE2 Twitter_wgeqdklodT2wm REG_BINARY  E339449D A944D201
8 Windows Media [& Microsoft.3DBuilder_Bwekyb3d8bbwe REG_BINARY 1E 28 FB AT A9 44 D201
Windows NT
{20 Windows Photo Viewer
{13 Windows Search
2 Wisp
23 Mozila v
< >
B Key Properties 0[13 5C €7 FD B2 1D D2 01- Gy -
Last Written Time
INTUSER DAT\SOFTWARE\Microsoft\UserData\UninstallTimes Offset: 0

Figure 6.19. Uninstall times

This can be particularly useful if you suspect that a user has been taking anti-
forensic measures to try to scupper an investigation.

4. Under NTUSER.DAT\SOFTWARE\Microsoft\InternetExplorer\TypedURLs,
you can see the addresses of any sites a user visited in Internet Explorer:
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AccessData Registry Viewer (Demo Mode) - [NTUSER.DAT]
E3 File Edit Report View Window Help - & x
=5 | | ki

20 LowRegistry A | Name Type Data
o ”‘\‘A;::W‘"duws [28uri1 REG_SZ. hitp://go.microsoft.com/fulink/p/TLinkld=255141
1 PageSetup
{11 ProtocolExecute
1 Repld
] Security
{3 Services
2] Settings
3 Setup
{3 5aM
{0 Suggested Sites
{2 TabbedBrowsing
{2 Toolbar
A
{13 URLSearchHooks
w{] Zoom
(2 Keyboard
- MediaPlayer
{2 Messaging
{22 Microsoft Management Console
{2 MicrosoftEdge

3 Mm20
{22 MPEG2Demultiplexer v
< >
El Key Properties 00|68 00 74 00 74 00 70 00-3A 00 2F 00 2F 00 €7 00 [h-T-T-p-:-/-/-g
Lact Written Time 10|6F 00 2E 00 €D 00 €9 00-€3 00 72 00 6F 00 73 00 |o-. m-i-c-r-0-8
b 20|6F 00 66 00 74 00 2E 00-€3 00 6F 00 6D 00 2F 00 |o-£-t c-om-/
30|66 00 77 00 6C 00 69 00-6E 00 6B 00 2F 00 70 00 (f-w-1-i-n-k-/-p
40|2F 00 3F 00 4C 00 €9 00-6E 00 6B 00 49 00 &4 00|/-?2-L-i-n-k-I-d
50|3D 00 32 00 35 00 35 00-31 00 34 00 31 00 00 00|=-2-5-5-1-4-1-
[N TUSER DAT\SOFTWARE\Microsoft\Internet Exploren TypedURLs Offset: 0

Figure 6.20. Sites visited in Internet Explorer

Under NTUSER.DAT\Software\Microsoft\Internet Explorer\IntelliForms, you can
see data from autocomplete forms, such as usernames and passwords.

How it works...

Registry Viewer collects registry files from a machine or a forensic image, allowing manual
examination with FTK or Imager.

See also

AccessData's Products page:
http://accessdata.com/product-download

The AccessData Registry Viewer User Guide:
https://ad-pdf.s3.amazonaws.com/RegistryViewer_UG.pdf
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Main Windows Operating
System Artifacts

In this chapter, we will cover the following recipes:

¢ Recycle bin content analysis with EnCase Forensic
e Recycle bin content analysis with Rifiuti2

¢ Recycle bin content analysis with Magnet AXIOM
e Event log analysis with FullEventLogView

¢ Event log analysis with Magnet AXIOM

e Event log recovery with EVTXtract

¢ LNK file analysis with EnCase Forensic

¢ LNK file analysis with LECmd

¢ LNK file analysis with Link Parser

e Prefetch file analysis with Magnet AXIOM

e Prefetch file parsing with PECmd

e Prefetch file recovery with Windows Prefetch Carver

Introduction

Some features of Windows operating systems produce a great number of valuable artifacts
that can be further used as pieces of digital evidence. The most common sources of such
artifacts are the Recycle Bin, Windows Event Logs, LNK files, and Prefetch files.
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The Recycle Bin contains files and folders that have been deleted by the user via the right-
click menu. In fact, these files are not deleted from the file system, but only moved from
their original location into the Recycle Bin. There are two formats of the Recycle Bin: the
Recycler format (Windows 2000, XP) - files are stored under C:\Recycler\%sSID%\ and
their metadata is stored in the INFO2 file; and the $Recycle.Bin format - files are stored
under C:\SRecycle.Bin\%SID%\ in $R file, and their metadata is stored in $I files.

As you can guess from the name, Windows Event Logs collect information about different
system events. Windows 2000, XP, and 2003 (except for server versions) store these logs in
three files: Application, System, and Security. These files can be found under
C:\Windows\system32\config. With Windows Vista, the Event Logs format has been
changed to XML. These EVTX files can be found under
C:\Windows\System32\Winevt\Logs.

LNK files or Windows Shortcut files refer to other files: applications, documents, and so on.
These can be found system-wide, and can help a digital forensic examiner to uncover some
of the suspect's activities, including recently used files, applications, and so on.

And, finally, Prefetch files. You can find these files in C: \Windows\Prefetch, and they
contain lots of valuable information about used applications, including their run count, last
run date and time, and so on.

In this chapter, you will learn how to analyze all of these sources of digital evidence with
both commercial and free digital forensics tools.

Recycle Bin content analysis with EnCase
Forensic

EnCase is a well-known and court-accepted commercial digital forensics tool developed by
Guidance Software. It is used by examiners from all over the world, both in law
enforcement agencies and in the private sector. It supports the whole investigation life
cycle, from collecting to reporting. What's more, it has a built-in scripting language -
EnScript - so users can write their own scripts to solve digital forensic problems. A lot of
useful EnScripts are available for free at EnCase App Central. In this recipe, we will show
you how to use this powerful tool to examine Windows Recycle Bin contents.
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Getting ready

Unfortunately, Guidance Software doesn't provide trial versions of EnCase Forensic, so to
follow this recipe, you must have a valid licence. If you have one, make sure you are using
the latest version of the tool: EnCase Forensic 8.

How to do it...

The steps for Recycle bin Content Analysis in Encase Forensic are as follows:

1. Let's start by creating a new case. To do this, click on the New Case link on the
left. The Case Options window will pop up, as you see in the following figure:

T |
Templates ~Name and location
#1 Basic NG
#2 Forensic
I Recycle Bin
#3 Basic (UK)

_ ) Full case path
#4 Forensic (UK) P

#5 Flexible I D:\Encase cases\Recycle Bin\Recycle Bin.Case

MNone Base case folder
I D:\Encase cases

rEvidence cache locations

I Use base case folder for primary evidence cache

Primary evidence cache

Case information

I D:\Encase cases\EvidenceCache

BE ~ O ~ 7 Edit ™ New % Delete =
- - Secondary evidence cache
Name Value

Case Number Recycle Bin Test I

2 Case Date 4/5/2017
rBackup settings

3 Exarniner Name Oleg Skulkin
4 Examiner |.D. 2 228 ¥ Backup every 30 minutes -
5 Agency Test Maximum case backup size (GB)

Description Test 50 -

Backup location

I D:\Encase cases\CaseBackup

OK | Cancel

Figure 7.1. Case Options
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2.

We have chosen #2 Forensic template, and there is a lot of information to fill in.
Let's start with Case information. Here, we have 6 fields to fill in: Case Number,
Case Data, Examiner Name, Examiner 1.D., Agency, and Description. All fields
are self-explanatory, so just fill them in.

Let's go to Name and location. Type your case's name or number in the first field,
and choose the Base case folder (case files will be stored here). The Full case path
field will be filled in automatically.

Go to Evidence cache locations. You can use the same folder to store cache (to do
this, tick Use base case folder for primary evidence cache), or choose one or two
folders to store it.

Finally, if you want your case to be backed up, tick the Backup every option and
choose its value. Don't forget about choosing the backup folder and the
maximum size of the backup. Once everything is filled in, just click OK.

Now you see a window with your case information, and you are ready to add a
forensic image. To do this, click the Add Evidence File link on the left.

* @ 100% -

Add Evidence

Figure 7.2. Adding evidence
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As you can see in the preceding screenshot, there are 6 evidence source options:
you can Add Local Device (don't forget to use a writeblocker), a remote evidence
source, EO1 or RAW image, and so on. You already have both, an E01 and a RAW
image, so you can use one of them. We are going to use an EO1 image. If you too,
plan to use an E01 image, click the Add Evidence File link; if you are using a
RAW image, click Add Raw Image.

7. Now you see your evidence file. Click on its name to see the contents. It may take
some time for EnCase to parse the data. Once data parsing is finished, go to the
$Recycle bin folder:

E EEE
= @ Case(RecydeBin) © View % Tools = EnScript = Add Evidence MM Pethways

# | = Evidence x

- D View: Entries ~ | & ~ | [l Bookmark ¥ = Gotoflle | ® Tags ~ [& Review Package = . Raw Search Selected ~ | %= Entries ~ < Acquire = ™ Process | B Device ~ < Refresh
L SAVG (2 Table | © Timeline = Gallery
Om $Extend N
- k-0 =
0% $ReqycleBin E-E Selected 0/321729
OF 5-1-5-27-1662810663-28250( ~ File| Logical o signd
0§ 515215 - Mame BEEEM . Size Category Anal
| O 5-1-5-21-1663819663-2835008902-2856250938-500 152 Folder
E D7 & 51-5-21-51003140-4199384537-3980697693-500 152 Folder
D% S1.5.21.311620217-300204; || 3§ 5-1-5-21-811620217-3802942730-3453685107-1000 28,672 Folder
O 800t O 4| § 51-5-21-811620217-3902942730-3453695107-1001 81920 Folder
£ DELL D05 & 51-5-21-811620217-3902942730-3453695107-1002 4096 Folder
O doctemp . . o o o _ o
1% Documents and Sextings D& & $1-5-21-811620217-3802942730-3453695107-500 152 Folder
Ol Drivers O 7| [ 5-1-5-21-811620217-3902942730-3453695107-1001-§TXF_DATA 56 Unknown
Ot EPSON
[l EPSONREG
Ot Files
O HomeTech tools
[fe LAPTOPSHARE 7
[l MSOCache
O multimedia
Ofw Netgear
O Outlook Backup =
f| | ,H a | y

> Fields | M Report B Text @ Hex * Decode B Doc Bl Transcript @ picture B Console = FileExtents ¢ B B D Lock & [= Condition
B~ =

¥ Filter ** EnScript % Tag

= 7 Edit T New B DeleteFolder =
Name Value = Conditions
L Default
Name 5-1-5-21-1663819663-2835008902-2856250938-500 User
Tag
File Ext =
Recycle Bin\untitled\E\SRecycle. Bin\S-1-5-21-1663819663-2835008902-2856250938-500 [ Werifying untitled 0:40:09

Figure 7.3. $Recycle.Bin folder contents
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As you can see in the preceding figure, there is a list of the user's security

identifiers (SID). This can help an examiner to determine which user placed files
into the recycle bin. There are folders too; let's open one of them. In our case, we
open the folder S-1-5-21-811620217-3902942730-3453695107-1000. Look
at the next figure:

@ EnCase Fore:

EREEET

Evidence x

Files
HomeTech tools

Calumet Farm Lease - Kosta0001_pdf

]

3IPGILAA 8sd

e

- D View: Entries ~ | 2 ~ | [l Bookmark ~ = Gotofie | ® Tags ~ [3) Review Package = . Raw Search Selected - | %= Entries ~ < Acquire ¥ @ Process | @ Device ~ < Refresh
L Tools (2 Table | © Timeline = Gallery
O Users N n =
R E - B ~ O selected (/321729 =
O Windows
O Lost Files ~ Original -
O=E Mame Path . r
O 3AVG D ~WRL2501.tmp C:\Users\ohn\AppData\Roaming\Microsoft\Word\~WRL2501.....
O seend 0 2 [ 537305l exe
% SRecycle Bin _
0% 51 1663819663-283500 |[O 3 Ad-Awarelnstaller.exe C\Users\john\DeskropiAd-Aware nstaller.exe
51003140-4199384< [0 4 Ad-Awarelnstaller exe-Zone |dentifier
5-1-5-21-811620217-3902942 O s desktop.ini
811620217-390294.
811620217.390294- || © | [ AutoRecovery save of Class Zlessonplan asd C:\Users\ohn\AppData\Roaming\MicrosoftWord\AutoRecove. .
5-1-5-21-811620217-380294z (|0 7 rkmsGRADUATIONRECEPTION.xIt C\Users\john\DesktopirkmsGRADUATIONRECEPTION It
D Boot 0 2 | [ SIV7RECO.exe
O DELL - ] !
O docemp =09 Ad-Aware Ink CWUsers\Public\Desktop\Ad-Aware.Ink
%= Documents and Settings a0 $IZETHLB.Ink
£ Drivers m SIBMM4RK Ink
[0 EPSON - P
Ot EPSONREG 012|  siBH2USLs
m} 013

CWUsers\johmDocuments\My Scans\Caluret Farm Lease - Ko

o

* Decode

B Doc 3 Transcript @ Picure Bl Console -

File Extents ¢

=)

O Lock

[- Condidon | ¥ Fiter * EnScript % Tag

< |
s Fields | B Report & Text 3 Hex
E -

1| B

= 7 edic [~ New B Delete Folder =

Name
Name
Tag

File Ext

~WRL2501 tmp

tmp

>

conditions
Default
User

Recycle Bin\untitled\E\$Recydle Bin\S-1-5-21-811620217-3902942730-3453695107-1000\~WRL2501 tmp

-ing untitled 0:37:54

Figure 7.4. S-1-5-21-811620217-3902942730-3453695107-1000 folder contents

EnCase has parsed the Recycle Bin contents for you automatically. Also, it has
gathered a lot of valuable information: the original file name, its original path,
deletion date and time, and so on.

How it works...

Depending on the Windows version, EnCase extracts information about the Recycle Bin
contents from an INFO2 file (Windows XP) or $I and sR files (Windows Vista and above),
so a forensic examiner can preview them and see their original names, path, deletion dates,

and so on.
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See also

What's New in EnCase Forensic 8:
https://www.guidancesoftware.com/document/product-brief/what's—-new-in-encase
-forensic-8

Recycle bin content analysis with Rifiuti2

Rifiuti2 is an open source tool which enables a computer forensic examiner to analyze
Windows recycle bin content. The tool will show you important information such as the
recycled file's deletion date and time, its original path, and so on. Rifiuti2 supports both old
(starting from Windows 95) and modern (up to Windows 10) recycle bin formats. What's
more, language is no problem: the tool supports all localized versions of Windows.

Getting ready

Go to Rifiuti2's download page and download the ZIP archive with the latest Windows
version. In our case, the latest version is 0.6.1, so the archive we downloaded, is called
Rifiuti2-0.6.1-win.zip. Unpack it and you are ready to go.

How to do it...

You already know that each user has their own folder in the recycle bin. Remember, the
screenshot from the previous recipe about EnCase —there were a number of folders. To use
Rifiuti2, you should first export one of those folders. There are a lot of tools capable of
doing this, and you already know some of them, for example Autopsy, FTK Imager, and
Magnet AXIOM.

Once you have exported the folder, you are ready to start the Windows Command Prompt
and use the tool. If you are using a 32-bit system, go to the x32 folder; if you have a 64-bit
system, go to the x64 folder. In both folders, you will find two Windows executables:
rifiuti.exe and rifiuti-vista.exe.If you exported your folder from a Windows
system up to (and including) XP, use rifiuti.exe, otherwise (starting from Vista) use
rifiuti-vista.exe.In our case, the folder was exported from a Windows 10 image, so
weused rifiuti-vista.exe

rifiuti-vista.exe S-1-5-21-3736901549-408126705-1870357071-1001 >
rec_bin.txt
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As you can see, we redirected the output to a TXT file. Look at its contents in the
following figure :

.. rec_bin - Notepad

File Edit Format View Help

Recycle bin path: 'S-1-5-21-3736901549-408126705-187@357071-1001" o
Version: 2

Index Deleted Time Size Path

$IL1E3HH. exe 2017-01-89 18:26:29 419848 C:\Program Files (x86)\mpck\QBXA1S.exe

$IU9ITLX.exe 2017-01-89 10:26:37 1277952 C:\Program Files (x86)\mpckl\uninstaller.exe

$I1Q52WIG 2917-01-10 88:14:11 24 C:\Program Files (x86)\1cv8

$IXZTERG 2017-01-10 @8:14:29 763 C:\ProgramData\1C

$I3BYALB 2017-081-18 88:18:12 2665825 C:\Users\[Jmutpuit\AppDatalLocall1C

$I5CVINC 2017-01-18 88:18:20 8218 C:\Users\OmutpuintAppData\Roaming\1C

$I8QHIMI 2017-01-16 08:18:31 21858 C:\Users\OmuTpuit\AppData’Locall\Temp'00819247

$IEABXNL 2017-81-16 08:18:31 5] C:\Users\Omutpuit\AppData’Local\Temp 886819273

$IICH743 2017-61-16 08:18:31 %] C:\Users\Omurpuin\AppData’Local\Temp\B80819278

$IPQY63S 2017-01-16 08:18:31 %] C:\Users\OmuTpuit\AppData’Local\Temp\@80819276

$IVIQSES 2017-01-18 08:18:31 2871552 C:\Users\Omutpuit\AppData\local\Temp\ 208819283

$T2HXHHX 2017-081-18 88:18:32 5] C:\Users\Omutpuii\AppData‘\Local\Temp\ 88819453

$1323YQH 2017-81-18 88:18:32 5] C:\Users\Omutpuit\AppData’LocalTemp\ 886819381

$I5ATGLG 2017-01-16 08:18:32 5] C:\Users\Omurpuit\AppDatalLocal\Temp' 88019384

$I773CME 2017-81-10 @8:18:32 9174264 C:\Users\[Qmurpui\AppData‘\lLocal\Temp'\58471F6C-DF@8-4BF1-A37E-3A1A02A1EEL2
$I9P9ISF 2017-01-16 08:18:32 %] C:\Users\OmuTpuint\AppData’Local\Temp\B8019428

$IC2TSAM 2017-01-10 @8:18:32 9174264 C:\Users\[Omutpuit\AppData‘\local\Temp'6246106C-F26A-43AD-8EFA-93638F54182A
$IC52GM7 2017-81-10 @8:18:32 9174264 C:\Users\[Omutpuit\AppData‘\local\Temp'\87963D83-FAL16-4A39-BE15-CBDF@53B0BFE
$IDPVXUM 2017-081-18 88:18:32 14614528 C:\Users\[muTpuii\AppDatal\Local\Temp\ 88019462

$IDV7HEV 2017-81-18 88:18:32 5] C:\Users\Omutpuit\AppData’LocalTemp 886819378

$IEAXBDX 2017-01-16 08:18:32 114314 C:\Users‘\[Quutpui\AppDatalLocall\Temp'08819293

$IEBWYEM 2017-81-10 @8:18:32 8466117 C:\Users\[Qmurpuit\AppData’localTempy1989683921

$IH52BML 2017-01-10 @8:18:32 9174264 C:\Users\[Qmurpui\AppData’local\Tempy5478223C-5235-4F6D-8998-8943879BFF8A
$IKLTALX 2017-01-16 08:18:32 5223968 C:\Users\Omutpuit\AppData’Local\Temp\28819289

$IMMRASB 2017-81-10 @8:18:32 9174264 C:\Users\[Omurpuit\AppData‘\local\Temp\537350E6-AE88-47D@-B1A2-2A1E916A1894
$IMYCEXH 2017-081-18 88:18:32 1658917 C:\Users\[Omutpuit\AppData’\Local\Temp'\1484806862ico

$INMM20L 2017-01-10 88:18:32 3078592 C:\Users\[Amutpuia‘AppData’lLocal’Temp\ASFBF58F-8110-4B3A-BDDE-F7BBEG71D730
< >

Figure 7.5. Rifiuti2 output

Everything is parsed correctly. We have original paths, names, sizes, and deletion
timestamps. Have you noticed the Cyrillic symbols? As we mentioned before, all localized
versions of Windows are supported!
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How it works...

If you have a folder from a Windows system prior to Vista, you can use rifiuti.exe,
which parses INFO2 file contents and extracts information about the particular user's
recycle bin contents.

If you have a folder from a Windows Vista system or later, you use rifiuti-vista.exe,
which parses the so-called index files ($I) to extract information about recycled files, their
original paths, names, sizes, and deletion dates and times.

See also
Rifiuti2 GitHub page:
https://github.com/abelcheung/rifiuti?2

Rifiuti2, ver. 0.6.1, download page:
https://github.com/abelcheung/rifiuti2/releases/tag/0.6.1

Recycle bin content analysis with Magnet
AXIOM

Magnet AXIOM supports all common Windows operating system artifacts including, of
course, the Recycle Bin. In this recipe, we will show you how to use it to analyze files which
our suspect has tried to delete, putting them into the Recycle Bin.

Getting ready

If you haven't downloaded and installed the trial version of Magnet AXIOM yet, use the
link from the See more section to do so. Once the tool is installed on your workstation, open
it, create a new case, add a forensic image, and process it with default options. If you don't
know how to do this, refer back to the recipes in the previous chapters.
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How to do it...

The steps for Recycle bin content analysis with magnet AXIOM are as follows:

1. Once your forensic image is processed, go to AXIOM Examine's artifact types
pane, and scroll down to OPERATING SYSTEM, as shown in the following

figure:

OPERATING SYSTEM 260,637

"= File System Information
e Jump Lists

#| LNK Files

§.| Metwark Interfaces (Registry)
ﬁ Network Profiles

& Operating System Information
_3. Recycle Bin

. Shellbags

Startup Items

“# Timezone Information
: USE Devices
2, User Accounts
|:|_ UserAssist
b Windows 8/10 Prefetch Files

E Windows Event Logs

20

1761

o

o

%]

197

22

-
£

14

18

85

250

258,180

Figure 7.6. Operating system artifacts list

2. Asyou can see, there are quite a lot of different operating system artifacts listed,
including the Recycle Bin. In our case, there is only one file there. You can see it

in the following figure:

File Name Deleted Date/Time User Security Identifier

TeamViewer 9.Ink  3/29/2017 12:14:58 AM  5-1-5-21-2250098342-4205279653-4187590567-1000

Original Path

CAUsers\Public\DesktophTeam\Viewer G.nk

Current... File Siz...

$RIVPSZD.Ink 1199

Figure 7.7. Recycle Bin contents
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3. So, we have a link file for the TeamViewer app in our suspect's Recycle Bin. This
app is used for remote access. Suspicious, isn't it? You can also find information
about the date and time the file was deleted, the security identifier of the user
who deleted it, and the original file path - everything you may need for your
investigation.

How it works...

If you process the evidence source with the default options itself, or choose the Recycle Bin
in your custom artifact list, Magnet AXIOM parses all available information from the INFO2
file (up to Windows XP) or $I and $R files (starting from Windows Vista).

See also

Magnet AXIOM trial request page:

https://www.magnetforensics.com/try-magnet—-axiom-free-30-days/

Event log analysis with FullEventLogView

FullEventLogView is another useful free tool from NirSoft, capable of parsing Windows 10,
8,7, and Vista event logs. A computer forensic examiner can use it to view both event logs
from a local computer and EVTX files, which can be found at
$SystemRoot%\Windows\System32\winevt\Logs.

Getting ready

Go to the FullEventLogView download page on NirSoft's website (the link is presented in
the See Also section), and get the 32-bit or 64-bit version of the tool, according to your
system. Unpack the archive you downloaded and you are ready to go.
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How to do it...

The steps for event log analysis with FullEventLogView are as follows:

1. The first thing you should do after starting the tool is choose the data source. To
do this, go to File - Choose Data Source, or just press F7. As you can see in the
following figure, there are three options available:

¢ Loading logs from the computer you are running the tool on
¢ Loading logs from a remote computer

¢ Loading logs from a folder you previously exported (from a
forensic image, for example)

[ Choose Data Source

Load events from this computer i

Load events from this computer
Load events from the specified remote computer
|Load events from external folder with log files

External event log folder:

Wildcard:

&

Cancel

Figure 7.8. Choosing data source in FullEventLogView

2. By default, FullEventLogView shows events only from the last 7 days. If you
need a longer period, go to Options - Advanced Options (or press F9), and
choose Show events from all times. You can also choose a time period to show,

both in local time and GMT, and filter event logs by level, event ID, provider, and
channel.
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\dvanced Options

Event Levels

Critical Error Warning Information Verbose Undefined
Show events from all times || 100 Days
From; [4/10/2017 | zzsanem 2] To: [ :3:30em 2]
Show all event IDs ~
Show all providers w
Show all channels ~

Cancel

Figure 7.9. FullEventLogView Advanced Options

3. Once you have applied all the filters you need and chosen the data source, you
will see all the available event logs in the main window of FullEventLogView.
This is shown in the following figure:

FullEv

File Edit Yiew Options Help

I HEWHREEAaA

Event Time + Record ID EventID Level Channel Provider Description

The system time has changed to 2017-01

Information Microsoft-Windows-Kernel-G...
1723 30811 Information Micresoft-Windows-5mbClie..  Microsoft-Windows-SMBClient  Deleted a TCP/IP transport interface. Name:...

2)176/2017 9:20:32...

jJ'II‘Jﬂ.DT? 9:20:32... 5660 1 Information System Microsoft-Windows-Kernel-G...  The system time has changed te 2017-07-0...
3)1/9/2017 9:20:33... 1100 4004 Information Microsoft-Windows-Network...  Microsoft-Windows-Network...  Network State Change Fired New Internet C...
d01/9/2017 9:20:34... 5661 18 Information System Microsoft-Windows-Kernel-B...  There are Ix1 boot options on this system.
£)1/9/2017 9:20:34... 5662 32 Information System Microsoft-Windows-Kernel-B..  The bootmgr spent 0 ms waiting for user in...
17972017 9:2 5663 25 Information System Microsoft-Windows-Kemnel-B...  The boot menu policy was Ox1. v
< >

The system time has changed to 2017-01-09T06:20:32.500000000Z from 2016-12-30T13:03:33.491113600Z.

Change Reason: System time synchronized with the hardware clock.

95838 item(s), 1 Selected NirSoft Freeware. http:hwww.nirsoft.net

Figure 7.10. Viewing event logs from a folder exported from an image
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An examiner can sort the logs by any column available. Also, you can search
through the logs: go to Edit - Find, or just press CtrI+F.

How it works...

Depending on the data source, FullEventLogView displays event logs from the local
computer, a remote computer, or a folder and enables digital forensic examiners to sort
them and search through them using keywords.

See also

Event Logs:
https://technet.microsoft.com/en-us/library/cc722404 (v=ws.11) .aspx

FullEventLogView download page:
http://www.nirsoft.net/utils/full_event_log_view.html

Event log analysis with Magnet AXIOM

Let's keep using Magnet AXIOM to explore some of the most common Windows OS
forensic artifacts. In this recipe, we will show you how to examine Windows Event Logs
using this tool.

Getting ready

You have already used this tool recently to collect the Recycle Bin data from a forensic
image. This time, we are interested in Event Logs examination, but you can use the same
case as for the Recycle Bin if you processed the whole image with default options.
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Main Windows Operating System Artifacts

How to do it...
The steps for Event log analysis using Magnet AXIOM are as follows:

1. Open the case you used for the Recycle Bin forensic analysis and go to the
OPERATING SYSTEM artifacts list again, but now choose Windows Event Logs,
as in the following figure:

OPERATING SYSTEM 260,637
= File System Information 1
e Jump Lists ap
#| LNK Files 1,761
§| Metwork Interfaces (Registry) 4]
E Metwork Profiles 4]
¥ Operating System Infarmation 2
% Recycle Bin 1
. Shellbags 197
Startup Items 22

“¥ Timezone Information 2
[ USE Devices 14
88 User Accounts 18
D_ Userdssist &5
stm Windows 8/10 Prefetch Files 250
& Windows Event Logs 258180

Figure 7.11. Operating system artifacts list
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2. Asyou can see in the preceding figure, we have a huge number of event logs. To
make your analysis easier, you can sort them. For example, we used the Created
Date/Time column to sort our event logs. You can see partial results in the

following figure:

Event ID

4001

10000

4002

10000

10001

4001

10000

4002

10000

1008

1017

1015

1016

306

Security User ID
LocalSystem
LocalSystem
LocalService
LocalSystem
LocalSystem
LocalSystem
LocalSystem
LocalSenice
LocalSenice
LocalService
LocalSenice
LocalService
LocalSenice
LocalService
LocalSenice
LocalSenice
LocalService
LocalSystem
LocalSystem
LocalSystem

LocalSystem

Created Date/T... -

7/14/2009 4:56:43 AM

7/14/2009 4:56:45 AM

7/14/2009 4:56:45 AM

10/19/2010 3:15:

10/19/2010 3:

10/19/2010 3:

10/19/2010 3:15:

10/19/2010 3:15:45 AM

10/19/2010 3:13:43 AM

10/19/2010 3+

10/19/2010 3:15:

10/19/2010 3=

10/19/2010 3:16¢

10/19/2010 3:

10/19/2010 3:

10/19/2010 3:

Event Description Summary
Remote Desktop Services: Session logoff succesded.

Windows Defender state updated.

The Windaws Resource Exhaustion Detector stopped.

Checking for Group Policy client extensions that are...

Checking for Graup Palicy client exte

Checking for Group Policy client ext

A previous instance of the Group Policy Client Servic...

Router Advertisement settings have been changed.

A device will not be used for a ReadyBoost cache be...

Summary of ReadyBoot Performance.
Boot plan calculation completed.

The BITS service loaded the job list from disk.

sions that are...

sions that are...

Level

Information

Information

Information

Information

Information

Information

Information

Information

Information

Information

Information

Information

Information

Information

Information

Information

Information

Information

Information

Information

Keywords
0x1000000000000000
0x4000000000000000
0x4000000010000000
0x4000000000000000
0x4000000000000000
0x4000000000000000
0x4000000000000000
0x4000200000000000
0x4000200000000000
0x4001200000000000
0x4000200000000000
0x4000200000000000
0x4000200000000000
0x4000200000000000
0x4001200000000000
0x4000200000000000
0x8000000000000000
0x8000000000004000
0x8000000000002000
0x8000000000002000

0x4000000000000000

Provider Name
Microsaft-Windews-TerminalServices-Ld
Micresoft-Windows-Windows Defender
Microsaft-Windews-Resource-Exhaustiol
Microsoft-Windows-GroupPolicy
Microsaft-Windews-GroupPalicy
Microsoft-Windows-GroupPolicy
Microsoft-Windews-GroupPolicy
Microsoft-Windows-NetworkPrafile
Microsoft-Windows-NetworkProfile
Microsaft-Windews-NetwarkPrafile
Microsoft-Windows-NetworkPrafile
Microsaft-Windews-NetwarkPrafile
Microsoft-Windows-NetworkPrafile
Microsaft-Windews-NetworkProfile
Microsoft-Windows-NetworkPrafile
Microsoft-Windows-NetworkProfile
Microsaft-Windews-DHCPv6-Clisnt
Micresoft-Windows-ReadyBoost
Microsaft-Windows-ReadyBoost

Microsoft-Windows-ReadyB:

st

Microsoft-Windows-Bits-Client

Figure 7.12. Sorted Event Logs records

Of course, you can use other columns to sort your logs, for example Event ID or Event
Description Summary —it depends on the specific requirements of your case.

How it works...

Magnet AXIOM automatically finds available Windows Event Logs on a forensic image
during the processing stage. As a result, the examiner has a list of all the logs with the
ability to sort them according to different criteria.
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See also

Bdagnet[XXHthforconﬁpLﬁerS:https://www.magnetforensics.com/magnetfaxiom/compu
ters/

Event log recovery with EVTXtract

You already know how to export, sort and search through Windows event logs. Now it's
time to learn how to recover deleted or corrupted event log artifacts. Thankfully, there is an
open source tool by Willi Ballenthin that is capable of solving this problem: EVTXtract. The
tool can recover EVTX fragments not only from RAW images, but also from unallocated
space and memory dumps.

Getting ready

First of all, since EVTXtract is written in Python, make sure you have this installed on your
workstation. If not, go to the official Python website, download and install it. Also, you will
need python-evtx, which you can find in Willi's GitHub. Python-evtx is an EVTX parser,
which is a dependence for EVTXtract. To install it, download and unpack the archive from
GitHub, open Windows Command Prompt, choose the directory to which you unpacked
the archive, and run the following command:

setup.py install

That's it; now you have python-evtx installed, and you are ready to install EVTXtract. The
process is almost the same: download and unpack the archive from GitHub (but now use
the EVTXtract download page), open the Windows Command Prompt, choose the directory
to which you unpacked the archive, and run the following command:

setup.py install

We are done. Now you have evtxtract.exe in your Python 2 scripts folder - in our case
it's C: \Python27\Scripts - and you are ready to use it.
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Main Windows Operating System Artifacts

How to do it...

First of all, you must decide what you are going to use as the source. You have three
options: a disk image in RAW format, a memory dump, or an unallocated space. You have
already created RAW disk images and memory images (dumps) in previous recipes, but
what about unallocated space? You have already used Autopsy, and even recovered some
data from an NTFS partition. But you can also use this tool to extract unallocated space to a
separate file. To do this, go to Data Sources, right-click the partition you want to extract
unallocated space from, and choose Extract Unallocated Space to Single File.

=& Data Sources

&2l 352-2017.E01

i voll (Unallocated: 0-2047)

vol2 (NTFS [ exFAT (0x07): 2048-4095993)

vol3 (NTFS [ exFAT (0x07): 409600-935849983)

—
vol5 (WinS5 FAT32 (0x0c): 36845004 Extract Unallocated Space to Single File
vals (Unallocated: 976771072-97677 Collapse All

Figure 7.13. Extracting unallocated space to single file with Autopsy

Once unallocated space is extracted, you can use this file as the source for EVTXtract. To
start the recovery process, use the following command:

evtxtract.exe image.raw > output.xml

Don't forget to change image . raw to the file of your choice. Once the process is finished,
you can analyze and search through the output file.

How it works...

EVTXtract walks through a disk image (only RAW format is supported), a memory dump,
or a file with extracted unallocated space (depending on the examiner's choice) and recovers
EVTX fragments, saving them to an XML file.
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See also

Python download page:
https://www.python.org/downloads/

Python-evtx download page:
https://github.com/williballenthin/python-evtx

EVTXtract download page:
https://github.com/williballenthin/EVTXtract

LNK file analysis with EnCase forensic

In our previous recipes, you have already learnt how to create a new case, add evidence
files, and examine Windows recycle bin contents with EnCase Forensic. Now it's time to go
even further, and meet the EnCase Evidence Processor, and especially the Windows Artifact
Parser. This module enables a digital forensic examiner to parse different Windows forensic
artifacts, including LNK files, automatically.

Getting ready

To use the EnCase Evidence Processor, you should create a case and add an evidence item.
You already created a case to examine the recycle bin, so you can use that case here. If it's
not available, create a new one and add an image to it. Once done, you are ready to use the
EnCase Evidence Processor and the Windows Artifact Parser.

[138]


https://www.python.org/downloads/
https://github.com/williballenthin/python-evtx
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract
https://github.com/williballenthin/EVTXtract

Main Windows Operating System Artifacts

How to do it...

The steps for LNK files analysis are given as follows:

1. Once you have created a new case and added an evidence item, go to Process
Evidence - Process... You will see the EnCase Processor Options window, as you

can see in the following figure:

~What to Process

& Unprocessed Evidence Files (1)

€ Selected Unproc Evidence Hles (0]
" Current Item (untitled)

£ Result Ser ()

F Immediately queue the evidence
I=| Dverwrite evidence cache

Options Label
Processing Options

EnCase Processor Options

EnCase Processor Dptions.

Unprocessed Evidence Files

untitled

E ~ B ~|~# edit B Save & Load @ Use Defaults

! File signature analysis

! Protected file analysis

Thumbnail creation

Modules

n

The following will be queued for processing:

OK | Cancel

Figure 7.14. EnCase Processor Options
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2. Asyou can see, we have quite a lot of options here: you can Recover Folders,
Find email, Find Internet artifacts, and so on. But, for now, let's go to the
Modules folder. You can see its contents in the following figure:

Modules

Figure 7.15. Modules folder contents

3. Asitis already been said, this time we are interested in the Windows Artifact
Parser. If you click on its name, you see the following options:

Windows Artifact Parser " i

rParse Options
¥ Link Files
I” Recycle Bin Files
" MIFT Transactions

" shellBags

W Search Unallocated

OK | Cancel

Figure 7.16. Windows Artifact Parser options
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4. This module is able to provide an examiner with information about Link Files,
Recycle Bin Files (if you want them in the report, make sure you use this option),
MFT Transactions, and ShellBags, including those extracted from an image's
unallocated space (if you tick the Search Unallocated option).

5. This time, we are interested in parsing LNK files, so let's choose the Link Files
option (don't forget to tick Search Unallocated, we don't want to miss anything!).

6. Once the processing is finished, go to EnScript - Case Analyzer. Here, you can
find all the available LNK files with lots of metadata extracted by the Windows
Artifact Parser. Take a look at the following figure for more details:

w ence x| & Case Analyzer vl

@ Home < Refresh

B Case Analyzer !‘ B Cese x| = &

- Manage Saved Reports M Unavailable Reports  [= Target Constraint "+ Clear C =

¥ Selected 8/8 4+ 2 = |BE v B v O selected 0203 [+ Constraint Clear Constraint  # Save Selected [l Bookmark Selected © About =
« B0 Reports ) N ink Base Base Command =

+ &M File Actiity arget File Path Path W Line

gi B:E'F”ﬂ“:s’“s O untided provider.nk C\Program Files (x86)\TOSHIBA Games\( fid=000d96f5-8034-4b74-a429-b6f0b0¢  C:\Progr:

Zm Multimedia ] untided webInk C:\Program Files (xBENTOSHIBA Games\y "C:\Program Files (xB6)\TOSHIBA Games\  C:\Progr.

B Software Usage & Autorun O untitled  web.Ink C\Program Files (xBENTOSHIBA Games\y "C:\Program Files (xBENTOSHIBA Games\  C\Progr:

() untided providerInk C\Program Files (x86)\TOSHIBA Games\( /id=26352374-a55-4b53-b07b-600288 C\Progr.

untitled  Letters from Nowhere 2.Ink C:\Program Files (xB6NTOSHIBA Games\c "C:\Program Files (x86)\TOSHIBA Games\  C:\Progr.

O untitled  web.Ink C\Program Files (xBENTOSHIBA Games\y "C:\Program Files (xBENTOSHIBA Games\  C\Progr:

O untided provider.Ink C:\Program Files (x86)\TOSHIBA Games\( fid=3edale54-8889-4115-8649-533067¢ C\Progr

untitled  Plants vs. Zombies - Game of the Year.Inl  C:\Program Files (x86\TOSHIBA Games'c "C:\Program Files (xB6)\TOSHIBA Games\  C\Progr.

O 9 untitled web.lnk C:\Program Files (xBENTOSHIBA Games\¥ "C\Prags lles (x8E\TOSHIBA Games\  C:\Progr

0 |untided FATEInk C\Program Files (xBENTOSHIBA Games\c "C:\Program Files (x86/\TOSHIBA Games\  C:\Progr.

O untitled Polar Bowder.Ink C:\Program Files (x86)\TOSHIBA Games\c "C:\Program Files (x86\TOSHIBA Games\  C:\Progr

O 72 untitled provider.ink C\Program Files (xBE\TOSHIBA Games\C /id=97705905-4d14-47f1-bbbf 769259 C\Progr.

3 untded Bejeweled 3.nk C:\Program Files (x86)\TOSHIBA Games\c "C:\Program Files (x86/\TOSHIBA Games\  C:\Progr.

O 74 untitled provider.lnk C:\Program Files (xB6)\TOSHIBA Games\( fid=c3c636e0-1004-11de-8c30-0800201  C\Progr

O 75 untitled web.lnk C\Program Flles (x86)\TOSHIBA Games\y "C:\Program Flles (xBE)\TOSHIBA Games\ C\Progr.

5 untled provider.lnk C\Program Files (x86NTOSHIBA Games\( fid=d58eech0-0816-11de-§c30-080020 C:\Progr

O untided  Penguins!ink C:\Program Files (x86)\TOSHIBA Games\c "C:\Program Files (xB86\TOSHIBA Games\  C:\Progr
; 2 | untitled  Speech Recognition.Ink -SpeechUx f‘“‘m:i:l

»

st « B11 O2 » lest(2) “ GotoPsge % ChangePageSize O Show Al

Figure 7.17. Parsed LNK files

[141]



Main Windows Operating System Artifacts

How it works...

Windows Artifact Parser walks through the image added to the case and extracts
information from the LNK files it finds, including those from unallocated space if this
option has been chosen by the examiner. Once the process is finished, the examiner can then
analyze, bookmark, and add this information to their report.

See also

Windows Shortcut File format specification:
https://github.com/libyal/liblnk/blob/master/documentation/Windows%20Shortcut
%$20Fil1e%20 (LNK) %$20format.asciidoc

LNK file analysis with LECmd

LECmd is another great free and open source Windows forensic tool by Eric Zimmerman. It
processes files really fast, and can be used for parsing both single LNK files and the folders
that contain them. Also, it has quite a wide range of export options, including CSV and
XML.

Getting ready

Go to the LECmd download page to get the archive with the tool. Unpack the archive you
have downloaded, run the Windows Command Prompt, change the directory to the one
you have just unpacked, and you are ready to go.
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How to do it...
The steps for LNK files analysis with LECmd:

1. As we have already said, LECmd can process both single files and folders. If you

want to extract information from a single file, use -f switch; if your target is a
directory, use -d switch. If you are interested only in LNK files pointing to
removable drives, you can use -r switch. The other available options can be seen
in the following figure:

to.

Microszoft Windows [Uersion 6.1.76811
Copyright {(c? 2802? Microsoft Corporation. All rights reserved.

C:xUsers Admnin>CsUsers~Adnin~Dounloads“LECmd~LECnd . exe
LECmd version B.7.6.8

Author: Eric Zimmerman (saericzimmermanBgmail.com?
https://github.con/EricZimmerman/LECnd

xml
nclude the full path in double guotes
include the full path in double guotes

or a more human readable layout

fault iz false.

n
Default iz falsze.

ol =100 ]

Directory to recursively process. Either this or —-f is »p

File to process. Either this or -d is required
q Only zshow the filename bheing processed vs all output. Us
speed up exporting to json and/or csv

»r Only process Ink files pointing to removahle drives
all Process all files in directory vs. only files matching

csv Directory to save CBU {(tab separated?> formatted results
Be sure to include the full path in double guotes
Directory to save BML formatted results to. Be sure to i
html Directory to save xhtml formatted results to. Be sure to
Json Directory to save json representation to. Use —pretty f

pretty When exporting to json, use a more human readahbhle layout

nid Suppress Target ID list details from being displavyed. De
eh Suppress Extra blocks information from being displayed.
dt The custom datestime format to use when displaying time

See https://goo.gl/CNUgBk for options. Default is: yyyy—MHM—dd HH:mm:ss
np Display higher precision for time stamps. Default is fal

Figure 7.18. LECmd options
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2. If you want to run LECmd against a file or folder on a forensic image, first you
should mount it. Thankfully, you already know how to do this. In our case, the
main partition is mounted under N: \. Let's use LECmd against the Roaming
folder and save the output formatted in xhtml. To do this, use the following
command:

LECmd.exe —-d "N:\Users\NP\AppData\Roaming" -xhtml
"C:\Users\Admin\Desktop\test.html

3. You can see part of the xhtml formatted output in the following figure:

osoftiOffice'Recent\La
28 13:43:04
Source Modifi 2016-08-04 17:58:23
Source Accessed: 2016-08-04 17:53:23
Target Created: 2016-07-28 13:43:03
Target Modified: 2016-08-04 17:58:22
Target Accessed: 2016-08-04 17:58:22
Eile size: 25088
Relative Path: ..\ ..\ .4 \DesktopilLacyMilletCL.doc
working Directory:
Eile attributes: Fileattributesarchive
Header Flags: HasTargetldlist, HasLinkInfo, HasRelativePath, IsUnicode
Drive Type: Fixed storage media (Hard drive)
BE13DC20 O3
Local Path: C:\Usersh
Common Path: NF\Desktop\LacyMilletCL.doc
Arguments:
TargetID Absolute Path: My Computer\C:\Users\NP\DesktopiLacyMilletCL.doc
Target $MFT Entry Number: 0x173C6
Target $MET Sequence Number: 0x25
MachineID: np-pc
Machine MAC Address: Scie0:cS:6d:aa:hg
MAC Vendor: (Unknown vendor)
Tracker Created On: 2016-07-14 08:23:35
Extra Blocks Present: KnownFolderDataBlock, PropertyStoreDatablaock, TrackerDataBaseBlock

2|

Figure 7.19. A part of LECmd xhtml formatted output

4. Asyou can see in the preceding figure, LECmd extracts lots of information from
LNK files. For example, we have MAC (modified, accessed, created) times both
for the LNK file and the target file (in our case, LacyMilletCL.doc), as well as the
target file's size, absolute path, and even computer ID and MAC address.

How it works...

LECmd walks through a folder or a single file, extracts information from available LNK
files, and saves the output to the format chosen by the examiner.

See also
LECmd download page:

https://ericzimmerman.github.io/
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Introducing LECmd:
https://binaryforay.blogspot.ru/2016/02/introducing-lecmd.html

Shell Link (.LNK) Binary File Format:
https://msdn.microsoft.com/en-us/library/dd871305.aspx

LNK file analysis with Link Parser

Link Parser is another free tool that can be used by digital forensic examiners for Microsoft
Shell Link files. It is developed by 4Discovery, and is capable of parsing a single LNK file,
multiple selected files, or recursively over a folder or mounted forensic image.

Getting ready

Go to the Link Parser page on 4Discovery's website (you can find the link in the See Also
section), and download an archive with the tool - at the time of writing the most recent
version is 1.3. Unpack the archive, and you are ready to go.

How to do it...

Start LinkParser.exe, click on the folder icon, and choose a folder with the LNK files you
want the tool to parse. In our case, it's
C:\Users\{username}\AppData\Roaming\Microsoft\Windows\Recent - this folder
contains recently used items; we exported it from a forensic image using FTK Imager. Link
Parser has extracted data from 204 LNK files, as seen in the following figure:

FPEET
P
[ [Py ce
FlleModifisdD ate [ FietooessDate [ Fiereatiorate FileLirkFilshiame FileLrkFilePath FileMD5 LinkModfiedD ate LinkhooessDate LinkCreationDate: [ Fiesize i'
12N7/2016616FM  12717/201B516PM | 122172016 438FM | (K)nk CAUsers\dminDesk_. | SBBFEBCEBAS4ZEFA5.  1/1/19805:00 AM 1/1/1980 5:00 M 14111980 5:00.4M 0
TG IZ24AM | /SIS 12244M  F/A0SZ01512108M | 02 GellingStatedink | C:\Users\ddminiDesk..  SD046D34B40MDAS.  BAZ/Z0I5B14FM | 7/23/20151:31AM  7/23/20151314M 4098
91020151221 AM  B1D/2015 1221 AM  B/22/20159:45PM 1003200 (2) k. CAUsers\AchminDesk . | 146462F5430281E56. | 3/8/2014 1:19 M 9/8/2014 1:13.4M 9/8/2014 1:13.4M 0
VBRI 1236AM  IV/E/2NS 1236AM  SAT/201512004M  100D3200 (3ink CAUsers\AchinhDesk.. | JEAEOE4FCICIFBSE. | 3/B/20141:19AM 9/8/2014 1:19.4M 9/8/2014 1:19.4M 0
922/2015293PM | B/Z22NIS230PM BZ/ZNSTOOGPM | 100032004k CAUsers\AminiDesk.. | 146462FS490201E50. | 9/8/2014 1:19 AM 9/8/20141:19.8M 9/8/20141:19.8M 0
517/20172336M  BATZNT238AM  GATZNT233AM  116223Ink CAUsers\AcminDesk.. | SZ1A2877CEB4035F4. | 6/17/2017233AM  BAT/2INT2338M  5A72072338M | O

2411727 351 P 21142017 361 P 24542017 10:06 P 13716003_10167215. C:\lsers\AdminiDesk . 0210F4408286C21 68, 2/5/2017 10:06 P 2/5/2017 10:05 P 2/5/2017 10:05 P 185608

10A19/201610:38 P 10M19/2016 10038 PM 10/19/2016 10038 P 2011-12-06_18-19-34. C\lsers\bdmintDesk . FOOBFCC2F774CESD. 12/6/2011 12:02 &M 12/6/2011 12:02 &M 12/6/2011 12:02 &4 1349622

8/30/2ME 12,53 AM B/30/2016 12,53 &M B/30/2016 12,53 &M 20150812 1550080nk | C:AUsers\AdmintDesk..  AODI2B20FETEDS523.  8/22/20M1512:43 4M 8/22/201512:49 A 8/22/201512:49 AM 368020

8/3/2M51:22 M B8/3/20151:22 AM B8/3/20151:22 AM 241 [2).Ink CAUsers\admin®Desk..  75ACDSBFEEBEBCTG.  7/15/201511:53PM 7A3/2015 1153 PM 7A3/2015 1153 PM 236426

‘1IEI/Z/ZEHE 11:22 P 10/2/2016 11:22 PW 10/2/201611:22 P 480 SFDU’ Enabler- CAUsers\AdmintOesk . 430EESFFDBZECDD 0 dﬂ

Parsed 204 filets)

Figure 7.20. Link Parser output
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Link Parser extracts a huge amount of data from LNK files - more than 30 attributes,
including Volume Serial Number, Volume Label, Volume ID, and more.

All parsed attributes can be easily exported to csv. To do this, click the floppy disk icon,
choose Export file name, and select a location. After this, you can easily import exported
data into your favorite spreadsheet application.

How it works...

Link Parser walks through a folder or single LNK file chosen by the examiner and extracts
more than 30 attributes from available LNK files. Parsed data can be exported to a CSV file.

See also

Link Parser download page:

http://www.4discovery.com/our-tools/

Prefetch file analysis with Magnet AXIOM

If you have been following the recipes in this book, you already know what Magnet AXIOM
is, and have even used it for forensic analysis of some Windows artifacts. AXIOM is a really
good tool, so we are going to continue to show you how to use it for parsing and analysis of
different useful operating system artifacts: this time, prefetch files.

Getting ready

As you have already used AXIOM, there is no need to install it - it's already on your
workstation. If, for some reason, it's not, refer to the See Also section to learn how to get a
trial version of the tool. Also, you will need an evidence source: a forensic image or a folder
with prefetch files (this is located in C: \Windows\Prefetch). As soon as you have located
one of the options, you are ready to go.
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How to do it...
The steps for Prefetch file analysis with Magnet AXIOM:

1. Create a new case and go to Load evidence. You have five options here:
CONNECTED DRIVE, FILES & FOLDERS, COMPUTER IMAGE, VOLUME
SHADOW COPY, and MOBILE DEVICES, as you can see in the following

figure:

File Tools Help

LOAD EVIDENCE
CASE DETAILS

EVIDENCE SOURCES SELECT AN EVIDENCE SOURCE

Acouire evidence — N —
Load evidence . . B .
o O dop
PROCESSING DETAILS S, — L)

Add keywards to search

CONNECTED DRIVE FILES & FOLDERS COMPUTER IMAGE VOLUME SHADOW COPY MOBILE SOURCE
Find artifact
ANALYZE EVIDENCE
BACK GO TO PROCESSING DETAILS

Figure 7.21. Load evidence options

2. As mentioned before, you can use a forensic image or a previously exported
folder with prefetch files. If you prefer the first option, choose COMPUTER
IMAGE; if the second, choose FILES & FOLDERS. In our case, it's a folder,
which has been chosen with the help of the AXIOM folder browser.
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3. Now, let's go to the artifact details. As we are interested in prefetches, let's choose
only these artifacts from the list. Click the CUSTOMIZE COMPUTER
ARTIFACTS button, then CLEAR ALL, go to OPERATING SYSTEM, and tick
the Windows Prefetch Files option. You can see how this works in the figure
below:

File Tools Help

SELECT ARTIFACTS TO INCLUDE IN CASE

CASE DETAILS

a1

EVIDENCE SOURCES COMPUTER ARTIFACTS
Acquire evidence CLEAR ALL OPERATING SYSTEM VIEW ALL FROFILE Al artifacts (Default) ~
FROFILE OPTIONS
Load evidence 1
[F] cHaT (@of26) I ——
‘ Information -
PROCESSING DETAILS Fl cou pan - - - =l
Add keywards to search [ pocuments @ % \,
Calculate hash values [F] eman @or1y = e -
[l encavpiion (0of2) Qgevgfifgg Recydle Bin Shellbags
Categorize pictures
= " [[] meDia (0ef3) Information

Find more artifacts (]

MOBILE BACKUPS {0 of 2) r 7 t r T
ARTIFACT DETAILS 1 |0 ©PERATING SYSTEM (1 0f21) Y 7 J

@

- rer arifact Lo [7] pesrTOPEER (DOf10) Startup Ttems Timezone USB Devices
omputer artifacts of
(= [[] SOCIAL NETWORKING (0 of 10) Information
[[] VIDEC GAME CONSOLES (0 of 1) r (i; r =
WEB RELATED (0 of 17
ANALYZE EVIDENCE g or17) ™y
User Accounts Userfssist Virtual
Machines
[l [l ~
i o
2 ==
Windows Windows Windows
Event Logs Logen Banner Prefetch Files —

GO TO ANALYZE EVIDENCE

Figure 7.22. Selecting artifacts to include in case
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4. So, now, we are ready to start analyzing the evidence. We have chosen only a
folder with prefetch files, so very soon we can view parsing results in AXIOM
Examine. Once the processing phase is finished, you are ready to view and
analyze the results, as shown in the following figure:

< Em

ALL EVIDENCE 273

OPERATING SYSTEM 273

sbe Windows 8/10 Prefetch Files 273

5  EVIDENCE (273)

Application Name
RUNDLL32 EXE

KLICENSE EXE

HELPPANE.EXE
GZMLAUNCHER EXE
GZMUPDATEEXE
RUNDLL32 EXE
57.0.2987.133_56.0.2924.87_CH
RUNDLL32EXE

TASKMGR.EKE

WSHOST.EXE
THUMBNAILEXTRACTIONHOST.EXE
SHTCTKY.EXE
GOOGLECRASHHANDLER EXE
IGFXTRAY.EXE
SHAREIT320543WW.ThP
TYPEPERF.EXE
REDIRECTOR.EXE

CSRSS.EXE

RUNDLL32 EXE
GZMINSTALLER EXE
SPRSVC.ENE

CHROME.EXE
DLLRUNNER32.EXE

KASEYATASKRUNNERXG4.EXE

Applica...

Last Run Date/Time

10/9/2015 4:17:51 PM

4/18/2017 5:56:29 PM

9/12/2016 243:08 PM

4/18/2017 %:55:35 PM

4/18/2017 11:09:43 PM

4/18/2017 %:56:2
4/20/2017 6:24:07 PM

4/20/2017 2:05:21 PM

12 PM

11 PM

4/20/2017 2:05:20 PM

2nd Last Run Dat...

4/18/2017 6:05:42 PM

3/1/2017 3:30:04 PM

442072017 6:24:10 PM

4/20/2017 2:42:49 PM

442072017 3:01:07 PM

4/20/2017 1:5%:15 PM

3rd Last Run Date...

2/16/2017 5:32:19 PM

442072017 6:24:10 PM

4/19/2017 1:58:36 AM

442072017 2:42:48 PM

4/18/2017 10:54:20 PM

11/1/2016 7:22:41 PM

4th Last Run Dat

10/28/2016 4:30:17

4/20/2017 6:23:20 F

4/19/2017 1:18:55 4

9/22/2016 3:17:04 |

3

Figure 7.23. Prefetch files parsing results

As you can see, we can get the number of runs for each program, and also the
timestamps of up to eight recent runs. A very valuable piece of information, especially

for malware forensics!
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How it works...

Magnet AXIOM searches for prefetch files and extracts information about the run count and
the timestamps of up to eight recent runs.

See also
Try Magnet AXIOM Free for 30 Days:

https://www.magnetforensics.com/try-magnet-axiom-free-30-days/

Windows Prefetch File (PF) format:

https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetc
h%20File%20 (PF) %20format.asciidoc

Forensic Analysis of Prefetch files in Windows:

https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-pref
etch-files—-in-windows/

Prefetch file parsing with PECmd

If you have found some suspicious prefetch files and want to perform in-depth analysis,
there is another tool by Eric Zimmerman that can help you - PECmd. This is a free and fast
command-line tool capable of parsing Windows Prefetch files, both in old and new formats.
In this recipe, we will show you how to extract valuable data from prefetches with the help
of this tool.

Getting ready

Go to the PECmd download page, get the archive with the tool - at the time of writing, the
most recent version is 0.9.0.0 - and unpack it. Also, you will need a prefetch file to work
with, or a folder with such a file. As you already know, it can be exported from a forensic
image with a tool of your choice. As soon as you get it, open the Windows Command
Prompt, and you are ready to go!

[150 ]


https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://www.magnetforensics.com/try-magnet-axiom-free-30-days/
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://github.com/libyal/libscca/blob/master/documentation/Windows%20Prefetch%20File%20(PF)%20format.asciidoc
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/
https://www.magnetforensics.com/computer-forensics/forensic-analysis-of-prefetch-files-in-windows/

Main Windows Operating System Artifacts

How to do it...
The steps for prefetch file parsing with PECmd are as follows:

1. Using the Windows Command Prompt, change the directory to the one where
you unpacked the archive, and run the following command:

PECmd.exe -f
C:\Users\Admin\Desktop\Prefetch\ACRORD32.EXE-41B0A0C7.pf

You will see the output very shortly, as in the following figure:
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Figure 7.24. PECmd output
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2. Asyou can see in the preceding figure, we can get the executable name, its run
count, timestamps of the last eight runs, and even lists of directories and files
references. Not bad, right?

You can also parse all files in a directory recursively. To do this, use the following
command:

PECmd.exe —-d C:\Users\Admin\Desktop\Prefetch\

The tool is tiny, but really powerful, and is highly recommended for use in Windows
Prefetch analysis in your forensic examinations.

How it works...

PECmd extracts available information from a prefetch file, or multiple prefetch files, in a
folder specified by the user. The information includes the total number of runs, timestamps
for recent runs, directories and files references, and more.

See also
PECmd download page:

https://ericzimmerman.github.io/

Introducing PECmd:

https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html

Prefetch file recovery with Windows Prefetch
Carver

If you want to try to carve Windows Prefetch files from arbitrary binary data, there is a tool
for you - Windows Prefetch Carver by Adam Witt. It can be used for prefetch carving from
a drive's unallocated space or a memory image, for example. In this recipe we will show
you how to use it.

[152]


https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://ericzimmerman.github.io/
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html
https://binaryforay.blogspot.ru/2016/01/introducing-pecmd.html

Main Windows Operating System Artifacts

Getting ready

Go to the Windows Prefetch Carver GitHub page (presented in the See Also section), and
download the archive using the green Clone or Download button. Unpack the archive, start
the Windows Command Prompt, and change the directory to the folder you unpacked it
into. You are ready to go!

How to do it...

The steps for prefetch file recovery with Windows Prefetch Carver are as follows:

1. For this recipe, we used a memory image from a Windows 7 system. The image is
called joshual.vmem - you can find the download link for this memory image in
the See Also section. Now let's use the tool. Type the following command:

prefetch-carve.py —-f joshual.vmem —-o output.txt

As the result, you'll get an output file with carved data, as in the figure below:

PP13-83-23 B2:P6:43.592036
2013-83-23 B2:87:34.168224
2013-83-23 B2:06:46.744143
2013-83-23 02:07:34.277426
2013-83-23 B2:06:43.4@85735
2013-83-23 B2:86:52.796051
2013-83-23 02:06:45.854948
2013-83-23 02:07:34.152624
2813-83-23 81:57:31.576156
2013-83-23 02:07:34.152624
2013-83-23 02:06:46.531341
2013-83-23 B2:87:88.334579
2013-83-23 B2:07:08.240978

WHMIPRVSE.EXE-1628851c | run_count: 2
CONHOST.EXE-1f3e8d7e | run_count: 7
VSSVC.EXE-bBafc319 | rum_count: 1
TASKHOST.EXE-T7238f31¢ | run_count: 5
WHMIADAP.EXE-fBdfdfa2 | run_count: 1
DRVIMST.EXE-4cb4314a | run_count: 14
NOTEPAD. EXE-dB414f97 | run_count: 1
SC.EXE-8945d7%ae | run_count: 1
SVCHOST.EXE-%9efcO97f2 | run_count: 1
SC.EXE-945d7%ae | rum_count: 1
SVCHOST.EXE-T7cfedeald | run_count: 1
WUAUCLT.EXE-T7B318591 | run_count: 2
WUSETUPV.EXE-cB1lB14F3 | run_count: 1

Figure 7.25. Windows Prefetch Carver output

2. Asyou can see, the tool carved 13 records: timestamps, file names, and run
counts are presented. There are a few output formats supported, including CSV
and mactime. Run the script without arguments to learn how to save carved data
in different formats.
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How it works...

Windows Prefetch Carver scans a piece of arbitrary binary data of the examiner's choice,
and extracts Windows Prefetch file artifacts, including timestamps, file names, and run
counts.

See also

Windows Prefetch Carver GitHub page: https://github.com/PoorBillionaire/Windows-
Prefetch-Carver

Windows 7 memory image download page: http://jessekornblum.livejournal.com
/293291 .html

[154 ]


https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
https://github.com/PoorBillionaire/Windows-Prefetch-Carver
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html
http://jessekornblum.livejournal.com/293291.html

Web Browser Forensics

In this chapter, we will cover the following recipes:

¢ Mozilla Firefox analysis with BlackBag BlackLight
¢ Google Chrome analysis with Magnet AXIOM

e Microsoft Internet Explorer and Microsoft Edge analysis with Belkasoft Evidence
Center

¢ Extracting web browser data from Pagefile.sys

Introduction

It is hard to imagine a case where web browser artifacts are useless. Child abuse material,
intellectual property theft, cyber harassment, malware - browser artifacts will help to solve
all sorts of cases. Nowadays, a huge number of web browsers are available. Some provide
their users with increased privacy options, others do not. But even if the suspect uses a
private browser, such as notorious Tor, a computer forensic examiner is able to extract some
data, for example from swap and hibernation files (check the last recipe in this chapter) or a
memory dump.

In this chapter, we will show you how to perform web browser forensics with some forensic
tools you have already dealt with, such as Magnet AXIOM and Belkasoft Evidence Center,
and some new ones, such as BlackBag's BlackLight.

Finally, you will learn how to defeat some anti-forensic techniques using swap
(pagefile.sys and swapfile.sys) and hibernation files. Let's go!



Web Browser Forensics

Mozilla Firefox analysis with BlackBag's
BlackLight

BlackBag's BlackLight is a very powerful digital forensic tool which we usually use for Mac
OS X (macOS) forensicating. But, of course, Mac is not the only platform it supports. You
can also use it for Android, iOS, and Windows forensics. What's more, you can use
BlackLight both on Windows and macOS workstations, meaning that you can analyze
Windows forensic images on a Mac! In this recipe, we will show you how to use BlackLight
for Mozilla Firefox forensics.

Getting ready

If you are not a licensed user of BlackLight, you can request a trial licence on the BlackBag
website. Use the REQUEST TRIAL button on the BlackLight page, fill in your personal
information, such as first and last names, phone number, city, email, and so on, and click on
SUBMIT. You'll get your trial key and product download links via email, so make sure you
have submitted your real email, ideally a government or business one.

Now you need to get a folder with Firefox files for analysis. If you have a Windows XP
system, look here:

C:\Documents and Settings\$USERNAMES$\Application Data\Mozilla\Firefox\

If you are dealing with a Windows Vista system (or later), look here:

C:\Users\admin\AppData\Roaming\Mozilla\Firefox\Profiles\%$PROFILE%.defau
1t

Among other files, you'll find a bunch of valuable SQLite databases. These databases
contain information about browsing history, downloads and so on, and BlackLight will help
us to extract and analyze this data.
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How to do it...

The steps for Mozilla Firefox analysis are as follows:

1. Open BlackLight and create a new case. To do this, go to File - New Case, or just
click on the New... button, and choose your case location. Once you have saved
the case, you can start filling in the necessary fields and choose the right time

zone, as shown in the following figure:

_ Firefox.BlackLight

Fil. Edt Action Tsgs View Manoge Window Help

& Qe & 4 ¢ @ f & @ O B

Timeline Search Report Details Browser File Filter Actionable Intel Cormrmunication Media Locations Internet Productivity Systern

T ST=TES]

¥

Hatifications

5 EVIDENCE
B ACTIVITY Examiner Information

+ Export Status

B Evidence Status Name: [ Oleg Skulkin Organization: [ Cyber Forensicator

] CONTENT SEARCHES

B TAGS o Title: | Exarniner Ernail: |

Address.

Phone: Fax:

Case Information

Nuraber, [ Firefox Case

Marne: [
Synopsis
Field
Case Time Zone Display
Time Zone: [-100 UTC Universal (Coordinated) Time 7| Eomple: 20170531 12:06:54 (UTC) @

Figure 8.1. Case details
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2. Now we are ready to add evidence. Click on the green Add button in front of
EVIDENCE. As we have already exported a Firefox profile folder, click on the
green Add button again, then the Add folder button, and choose the folder you
exported.

Attached { Mounted Devices
- ___, Disk0 Samsung ...D 850 BVO 1TE
[~ 2 Disk1WDC WDC.. FZEX-D0Z4540
[~ 2 Disk10 USE DISK 3.0
[~ | Disk2 WDC WDC.. FZEX-D0Z4540
[~ ) Disk3 WDC WDC.. FZEX-00Z4540
[~ | Diskd WD My Passport 25E2
[~ . DiskS Generic Flash Disk
[~ | Disk6 WD My Passport 0788
[~ 1 DiskT ST40000...DM0O00-2AE166
[~ | Disk® WD My Passport 2561
Files ! Folders f Disk Images

Refresh I Rermove I 10 iterns Cancel Start:

Figure 8.2. Adding evidence

3. Once the data has been processed, you should find the extracted data in the
Internet tab. If, for some reason, this tab does not have the desired contents, you
can analyze Firefox SQLite databases manually - BlackLight has a powerful built-
in SQLite browser!

[158]



Web Browser Forensics

Let's use it and analyze places.sglite - an SQLite database that contains
information about the suspect's browsing history. Go to the Browser tab, choose
the database, and use the Preview feature to examine it with BlackLight SQLite

browser.
T =
|/ i Hex (E stings | B Freview | 2 Metadats | @ Location { df Record |\ Data Fork 5|
Tables 7] [Enter = valid sqite query or Gouble-click s table in the lit to the [ef... Type Value (Litle Endi..
moz_places El String
moz_histaryvisits UTF-8 1325458204101000
ez inputhistory UTF-16 = RS ¢ (o
moz_bookmarks Bl Date/Time

moz_baokmarks_roots

Chrome
o keywords [ Tt [revfost  Juisitcount | hidden [yped [faviconid_[frecency [ lastvisitd.. Hﬂ Cocaa/Webkit

1643-01-0172:51...,

sqlite_sequence 1 hittpf fnanans,... moc.allizom.. 0 1] 0 134 11 DOs nfa (771
moz_favicans 2 httpsf fonone... mocallizom... 0 ] 0 1 134 c FILETIME 1605-03-15 02:17:.
moz_annos 3 hitp:/ ... macallizorn... 1 0 1 2 14 9 Firefiox 2012-01-0122:51...,
moz_anno_sttributes 4 httpi/ A, moc.allizom... 0 0 0 3 134 y 5%
moz_items_annos 5 httpi/ ... moc.allizom... 0 0 0 4 134 0 OLE 1899-12-30 00:00:...
sqlite_statl § placeredire... 0 1 0 0 d 05X
Recovered Fragments 7 placefolder.. 0 1 0 0 fi Unix
1] 1 1] d = Integer
1 0 [ f & bit signed 1325454204101000
. Welcome ta... groallizom.. 1 0 0 13254392043... 7 8 bit unsigned  1325458234101000
7 kuoc.cbba.. 0 1 0 0 K 16 bitsigned  1325458294101000
2 ... Google moc.elgoog... 33 ] 1 § 17053 13269005389... n 16 bitunsigned  1325458204101000
e . s3bal point.. moc.elgoog. 1 ] 0 8 9% 13254396038, IF 32bitsigned  1325458234101000
4 e 33b02b - Go.., moc.elgoog... 1 0 0 3 9% 13254386046, B 32 bitunsigned  1325458234101000
15 httpi/fsabnz... $4Bnzbd.or... gro.dbanbas. 1 0 0 7 9% 13254586084... x fdbitsigned  1325458204101000
76 httpy//sourc... Download S.. ten.egrofecr.. 1 ] 0 8 9% 13254386156... q 54 bitunsigned 1325458294101000
7 httpi//down... ten.egrofecr.. 2 0 0 190 13254387265... 3 B Float
18 httpi//super... ten.egrofecr.. 0 0 0 0 13254587331, 4 Single (4 byte)  1325456234101000
19 httay//sourc... Download S.. ten.egrofecr.. 1 ] 0 8 9% 13254387269... q Double (3 byte)  1325458204101000
80 httpy//dawn,.. ten.egrofecr.. 1 ] 0 9% 13254307330... 8 5 Other
81 http://local.. tsohlacol. 4 0 0 kL 13254504338 I3 Basesd STaVE thd
82 htts/flocal.. PAUSED | S&.. tsohlacal, 8 ] 0 b 740 13255895038... 5
83 httaifflacal.. S4Bnzbd Ou.. tsohlacal, 2 1] 0 3 - 13254602017, ¢ -
il f i 4] Little Endian ¥

(10f 34) - /3f8crsB0.default/places.sqlite

Figure 8.3. Manual analysis of 'places.sqlite’ SQLite database

4. Date/Time feature. Have you noticed the Recovered Fragments table? This can
help an examiner to recover deleted data - in our case, deleted web history
records.

How it works...

BlackLight analyzes Firefox databases and extracts available data (including deleted data)
for further examination, including history, bookmarks, downloads, forms data, cookies, and
so on. Also, a built-in SQLite browser enables the examiner to analyze these databases
manually.
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See also

BlackBag BlackLight page: https://www.blackbagtech.com/blacklight.html

BlackBag BlackLight Quick Start Guide: https://www.blackbagtech.com/resources/quic
kstart—-guides/quickstart—-guide-blacklight.html

Google Chrome analysis with Magnet AXIOM

Google Chrome is another very popular web browser. You will find its artifacts during
many forensic examinations, not only on Windows systems, but also macOS, Linux, and
even mobile platforms. With the help of this recipe you will learn how to parse Google
Chrome artifacts with Magnet AXIOM.

Getting ready

Of course, you can use the whole forensic image as the source, but it is much faster to
extract the Google Chrome folder from the user's profile, as this greatly reduces the dataset
that has to be parsed. Here is where you can find the folders you need:

Windows XP:

C:\Documents and Settings\%$USERNAME$\Local Settings\Application
Data\Google\Chrome

Windows Vista and above:
C:\Users\$USERNAMES% \AppData\Local\Google\Chrome

Export the folder, make sure Magnet AXIOM with a valid licence or trial is installed on
your forensic workstation, and you are ready to go.
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Web Browser Forensics

How to do it...

Create a new case in AXIOM, use the folder you exported as the evidence source, and make
sure Google Chrome is chosen in the artifacts list. As soon as all these steps are performed,
run evidence analysis. It won't take too much time, but you'll get lots of useful forensic
artifacts. The artifacts extracted in our case are shown in the following figure.

& Chrome Autofill 186
& Chrome Autofill Profiles 2
f Chrome Bookmarks 191
f Chrome Cache Records 30,750
& Chrome Cookies 2,903
G‘ Chrome Current Session 17
G Chrome Current Tabs 15
f Chrome Downloads 144
G' Chrome Favlcons 2539
G Chrome Keyword Search Terms 81
G‘ Chrome Last Session 10
G Chrome Last Tabs 4
& Chrome Logins 17
G‘ Chrome Shortcuts 15
G Chrome Sync Accounts 2
& Chrome Sync Data 711
& Chrome Top Sites 31
& Chrome Web History 5,050
& Chrome Web Visits 4,870
G Chrome/200 Safe Browser Carved Session/Tabs 137
() Chrome/360 Safe Browser/Opera Carved Web Histary 1,348

Figure 8.4. Google Chrome artifacts extracted with Magnet AXIOM
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As you can see in the preceding figure, there are quite a lot of artifacts. Let's dive a bit

deeper.

Chrome Autofill Profiles are profiles used by Chrome to fill in form fields
automatically.

Chrome Bookmarks are webpages bookmarked by the user.

Chrome Cache Records are files downloaded by the browser to speed up the
loading of webpages. This can include pictures, HTML, javascript, and so on.

Chrome Cookies - small files which contain information about websites visited
by the user.

Chrome Current Session - information about the current session.
Chrome Current Tabs - tabs opened in the current session.

Chrome Downloads - files downloaded with Google Chrome.
Chrome Favlcons - favicons from the Chrome address bar.

Chrome Keyword Search Terms - keywords entered by the user.
Chrome Last Session - information about the previous session.
Chrome Last Tabs - tabs opened in the previous session.

Chrome Logins - the user's login information saved by Chrome.
Chrome Shortcuts - shortcuts for user entered URLs.

Chrome Sync Accounts - user accounts used for syncing to the cloud.
Chrome Sync Data - data synced to the cloud.

Chrome Top Sites - most frequently visited websites.

Chrome Web History - websites the user visited (unique visits only).
Chrome Web Visits - websites the user visited (all visits).

Also, AXIOM uses a carving technique to recover deleted data from Chrome databases.

How it works...

Magnet AXIOM finds and parses Google Chrome artifacts from a forensic image, drive,
folder, or file specified by a digital forensic examiner. Parsed artifacts are divided into
several groups to make forensicating even more convenient.
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See also
Digital Forensics: Artifact Profile — Google Chrome:

https://www.magnetforensics.com/artifact-profiles/artifact-profile-google-ch
rome/

Microsoft Internet Explorer and Microsoft
Edge analysis with Belkasoft Evidence
Center

Hopefully, you have already added Belkasoft Evidence Center to your Windows forensic
toolkit. As you will remember, it can help you to carve data out of memory dumps. Of
course, this is not the only task it can help you to solve. It has robust support for hundreds
of Windows operating system forensic artifacts, including different web browsers. In this
recipe, we will show you how to use it for Microsoft Internet Explorer and Microsoft Edge
forensic analysis.

Getting ready

If you already have Belkasoft Evidence Center installed, just start the tool. Otherwise, use
the trial download link from the See also section to obtain a trial version of the tool. You will
need a Windows 10 image, as we are planning to analyze Microsoft Edge data.
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Web Browser Forensics

How to do it...

The steps for Microsoft Edge analysis and Microsoft Internet Explorer Analysis using
Belkasoft Evidence Center are as follows:

1. First of all, let's create a new case. Fill in the case information, choose the Root
folder (the case folder will be created automatically), and don't forget to make
sure you choose the right time zone from the drop-down menu. If you want, you
can add a case description as well.

ﬁOpen Case - B X
Caze name: Microfost Browsers Case
e
Root folder: E:,
\;.
U T LIS Case folder: Esmicrofost Browsers Case
Investigatar: Oleg Skulkin
E’} Browse Exizting
Time zone: [UTC) Coordinated Universal Time v
=
=T Drescription:
l‘{j Options
oK Exit

Figure 8.5. Creating a new case in Belkasoft Evidence Center
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Web Browser Forensics

2. Now it's time to choose a data source. As you can see in the following figure, we
have a number of options here. This time, we are going to choose a drive image.
We have a test image named Browsers.E0L. If you have created an image of a
Windows 10 drive, you can use it for this recipe, otherwise, find such a system
and solidify your knowledge by imaging it. Also, you can create a Windows 10
virtual machine and use its virtual disk - such disks are also supported by
Belkasoft Evidence Center.

Add data source - B X
What sources would you like to analyze?

Select drive, image, dump, device orother source toinclude tothe case

Available types of data sources

{®) Drive image file ar wirtual machine disk
D:\BrowserleDl

(rLaogical drive

2

"1 Physical drive

L

C‘J Mobile backup file, UFED image, chip-off or JTAG dump

':::l Live BAM image file [pagefile.sys, hiberfil syws, memory dumps)

elected folder

Y
-

[#] &nalyze data source

LCancel

Figure 8.6. Adding a data source in Belkasoft Evidence Center
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Web Browser Forensics

3. Let's choose the forensic artifacts we want to search for. First, click on the Select
none to uncheck all data types. Now go to Browsers, scroll down to Windows on
the left pane, and choose Edge, and then Internet Explorer. Don't forget to tick
the Carve option to extract even more data!

EAdd data source - B8 X

What would youlike to search for?

Selectfrom supported data types below

@ Browsers - [ Maxthon -
[] Chats 0@ Mercury
[] Cloud services D'ﬂ Opera
[] Dacuments B[Ok ios
[] Encrypted files and volurmes []4# Chrome
[] Files ] Safari |
[] Geolacation data ) B[ ) Mac 05X
[] Mails 3 ] & Safari
[ Multi-user anline games ; B @ Windows
[] Sther mobile applications F 1 Adobe Flash
] FP2P (14 Chrome =
[] Payment systerms Eg EldElE
[] Pictures 1@ Firefox
[] Social networks I (4] £ Internet Explorer
[ Standard mobile applications WEY Operé L
[ Swstern file v (] @ Safari -
Select all ‘ ‘ Select none ‘ | Select all ‘ ‘ Select nane |
[#] Analyze [#] Carue
Advanced options Advanced options
| < Back ‘ | Einish ‘ ‘ Cancel |

Figure 8.7. Choosing data types in Belkasoft Evidence Center
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Web Browser Forensics

Once the image has been processed, you'll see all the results in both the Overview and Case
Explorer tabs.

e ey * & H

= % Browsers (5T)
% Faworites (36)
% Sessions (10)
%, Typed URLs (11

Figure 8.8. Overview tab

4. If you dig deeper and analyze browser history artifacts, you will notice that all of
them are marked as Internet Explorer 10+. This is because both Internet Explorer
and Edge store history records in the same database, located at:

C:\Users\$USERNAMES% \AppData\Local\Microsoft\Windows\WebCache\We
bCacheV01.dat

Also, you can see the Typed URLSs section in the preceding figure. These URLs are
typed by the user directly into the browser's address bar, and are stored in the
registry. You can learn more about Windows Registry forensics in Chapter &,
Windows Registry Analysis.

How it works...

Belkasoft Evidence Center walks through all files and folders and extracts available data
from web browsers. If carving is enabled, it also extracts data from unallocated space.

See also

Belkasoft Evidence Center download page:

https://belkasoft.com/get

Internet Explorer developer documentation:
https://msdn.microsoft.com/en-us/library/hh772401 (v=vs.85) .aspx
Microsoft Edge developer documentation:

https://docs.microsoft.com/en-us/microsoft-edge/
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Extracting web browser data from
Pagefile.sys

You already know that you can extract quite a lot of useful forensic artifacts from a memory
dump. But there is more: you can perform memory forensics even without a memory
dump! There are files on the drive that contain some parts of memory. These files are
pagefile.sys, swapfile.sys,and hiberfil.sys, and they are located at the system
root (C:\). In this recipe, we will show you how to extract browser data from
pagefile.sys with Belkasoft Evidence Center.

Getting ready

First of all, make sure you have Belkasoft Evidence Center with a valid licence (or a trial
version) installed on your workstation. Then, use a tool of your choice, for example FTK
Imager, to export data from your own system or from a forensic image you acquired earlier.
As soon as you have this, you are ready to go.

How to do it...

The steps to extract web browser data from Pagefile. sys are as follows:

1. Start by creating a new case in Belkasoft Evidence Center - you already know
how to do this. Then, add the pagefile. sys file you exported previously as the
evidence source.
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ﬁAdd data source
What sources would you like to analyze?

Select drive, image, durmp, dewice orother source tainclude tothe case

Awailable types of data sources

(:“J Drive image file ar virkual machine disk

(") Logical drive

() Physical drive

C] Mobile backup file, UFED image, chip-off ar JTAG durmp

(i) Live BAM image file [pagefile.sys, hiberfil.sys, memory dumnps)

Chilserssadmin\Desktop\pagefile.sys

() Selected folder

[#] Analyze data source

Mext =

Cancel

Figure 8.9. Adding pagefile.sys as the evidence source
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2. As we are planning to extract web browser artifacts and are dealing with a
Windows system, let's choose corresponding data types, as in the following

figure:
ﬁAdd data source - B

What would you like to zearch for?
Selectfrom supported datatypes below
(&) Browsers - L@ Maxthon .
[ Chats [@ Mercury
[ Cloud services Dlﬂ Opera
[] Documents B Ok i0s
[] Encrypted files and wolurmes []4# Chrome
[] Files [ @ safari ||
[] Geolocation data | = [J) Mac 05X
[] Mails 3 1% safari
[ Multi-user anline garmes B[4 | Windows
[] Other mobile applications (1@ Adobe Flash
[ Pzp [Z]4# Chrarme =
[[] Payment systems g E.dge
[] Pictures 1@ Firefox
[] Social networks — [#] & Internet Explorer
[ Standard mabile applications ERY Oper.a L
[ Swstern file h [ Safari -

Select all ‘ | Select none ‘ | Select all ‘ | Select none |

[ Analyze [+] carve

Advanced oplions Advanced options
| ‘ = Back | | Finish | ‘ Cancel

Figure 8.10. Choosing data types
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3. Click Finish and the processing will start. Once the processing phase has
finished, go to the Overview tab and check the results.

Owerview & x [E]ure List
B) Y, Browisers (2209)

@, URLs (2289) Ot

http:/f127.0.0.1:21322/clients Plicense=

bttpefhnnnnee. maxfitusa. compwp-includes/gooodman, php?good= usar
hitpefick222, caijile8.com G080/

httpeffbk.dato oo, com: 3080/

httpiffipLhetodo.com:7544p.php
hitp://paymentzipmonster.rufivi/ fpay=

hitpif/schemas.microsoft. com/netfy2009aml/presentation
httpifischemas.microsoft caom/hetfy 2009 aml/pres entation
httpeff127.0.0, 121322 clients Plicense=
httpifinmaladbp.com/ldrindex.php

httpeffctldLwind ows update. com/msdomwnload/up date A3y staticitrustedre nfauthrootstl.cab 7473317 d26b24b 609
hitpiffavprostat.com/reportsfinstall-reportphp
hitpiffia-payment-pro.com/finishreg.php
httpiffhbsa-sdsu.orgle nviaphp
http:fhweneneiraniangraphic.com/greybox/errorstc php
hitpeflinduxinha.com/cabelimfjuniophpphp

httpi/iT8.159,121.57 /cache/jsinstall.bin

OooononoooOononoSnooin

httpeffiapayment-pro.comdpresalepagedndexphp?

Figure 8.11. Processing results

As you can see in the preceding figure, we have 2289 URLs extracted from
pagefile.sys! Impressive, isn't it? You can do the same with two other files:
swapfile.sys and hiberfil.sys.

How it works...

Belkasoft Evidence Center walks through Pagefile. sys and extracts records from
available web browsers. If a digital forensic examiner chooses more data types, it can extract
even more data, including images, messages, emails, and so on.
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See also
What is the Page File for anyway?

https://blogs.technet.microsoft.com/askperf/2007/12/14/what-is-the-page-file—
for-anyway/

Analyzing hibernation and page files:

http://ru.belkasoft.com/ru/bec/en/Hibernation_And_Page_Files_Investigation.a
sp
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