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Welcome to the next level of understanding
and expansion of your user experience!

For some it is enough to master the basics of your new
device, software or hobby. Yet for many, like you, that's just
the start! Advancing your skill set is the goal of all users of
consumer technology and our team of long term industry
experts will help you achieve exactly that. Over this
extensive series of titles we will be looking in greater depth
at how you make the absolute most from the latest
consumer electronics, software, hobbies and trends! We will
guide you step-by-step through using all the advanced
aspects of the technology that you
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“...your guide to getting the best from the most
popular operating system, powering over 700
million PC’s around the world...”

Visit us at: www.bdmpublications.com f Follow us on Facebook: BDM Publications ’ Follow us on Twitter: @BDMpubs
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- Advanced Guides

Using Windows successtully is all about knowing the little
tips and tricks which make seemingly difficult tasks easier.
With every page filled to bursting with great advice and
invaluable security shortcuts, this is the guide to helping
you go from Windows novice to Windows expert!
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Windows 10 Advanced Guides

Limiting Data Usage
when Tethering

If you are out and about with your Windows 10 laptop and need access to the Internet, you have the option of
connecting through your smartphone, using a tethered connection. Tethering means connecting your phone to
the mobile data network and then connecting a second device via Wi-Fi to the phone to make use of that
connection. Windows 10 can be data-heavy; a problem if your phone has limited mobile data allowance.

Set Your Tethered Connection to Metered

Windows 10 can be quite data-heavy, as mentioned, especially if an update happens to become available when tethered. Luckily, you can

tell Windows to automatically limit data use.

Cellular data connections are set as metered by default. Wi-Fi and

Ethernet network connections can be set to metered but aren't
by default. Some apps might work differently on a metered connection
to help reduce your data usage. Some updates for Windows won't be
installed automatically either.
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To set a Wi-Fi network connection as metered,

click Start > Settings > Network & Internet > Wi-Fi > Manage
known networks. Select the Wi-Fi network > Properties > turn on Set as
metered connection. Unfortunately, many Windows apps completely
ignore the metered connection setting,

£

2 TP-LINK_AP_4C1A
Make this PC discoverable

Allow your PC to be discoverable by other PCs and devices on this
network. We recommend turning this on for private networks at
home or work, but turning it off for public networks to help keep
your stuff safe.

@ o

Metered connection

If you have a limited data plan and want more control over data
usage, make this connection a metered network. S5ome apps might
work differently to reduce data usage when you're connected to
this network.

Set as metered connection
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MANAGE BROWSING DATA

You should now have reduced background data use, including

updates and cloud syncing, so data use will be in the apps you use; for
example, Google Chrome. You can install a handy extension for
Chrome which limits data. Go to www.chrome.google.com/webstore/
and search for Data Saver.




Limiting Data Usage when Tethering

Pause or Disable OneDrive

If you use OneDrive to backup images etc., pausing it while you are tethering can help to reduce data use. If you never use OneDrive, you can
even completely disable it.

Stopping OneDrive just for the duration of your tethering is easy. n Press the Windows key + R to open the Run box. Type gpedit.
Click the Hidden Icons arrow in the taskbar, bottom right of the msc and click OK. In the Local Group Policy Editor, in the folder
screen, and right-click on the OneDrive icon (the cloud). From the Action list under Local Computer Policy, navigate the folders to Local Computer
menu, either click on Pause Syncing” (you can choose a duration) or Policy > Computer Configuration > Administrative Templates > Windows
click Exit. Components > OneDrive.
! Local Computer Policy | Locel Computer Polcy
 hisceancatius Temwiahis & User Configuration
4  Open your OneDrive folder 1 - ﬁnf::ifrm;
' View online 1 Windows Setings
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View synr prohiems
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Help
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Exit

OneDrive in Windows 10 can be disabled through your computer’s On the OneDrive screen, under Settings, click Prevent the usage of

Local Group Policy Editor. This doesn’t remove OneDrive from OneDrive for file storage. In the Prevent the usage of OneDrive for
your PC but it stops it from syncing with the cloud or connecting with file storage box, select Enabled, then click OK. Be aware that disabling
other apps, and removes it from the navigation pane in File Explorer. OneDrive like this will disable it for all users of the PC, not just you.
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Windows 10 Advanced Guides

Manage Disk Partitions

in Windows 10

Disk partitioning is the creation of one or more separate regions on a PC hard disk (hard drive) and all modern
drives need at least one partition to begin storing files. A partition could be the size of the whole drive or just a tiny
part of it. There are several reasons why you might need to create a new partition on an existing hard drive and

Windows 10 now allows you to do that relatively easily.

The Disk Management Tool

There are several free programs available for creating partitions but the Disk Management tool is just as good and built right in to

Windows 10.

The first thing you need to do is find the Disk Management

tool. The easiest way to open the tool is to use the hidden Start
button menu. Right-click on the Start menu button and select Disk
Management from the menu that appears. There are several system
tools here, so it is a useful trick to know.

You can use the seemingly simple Disk Management tool to
resize, create, delete and format partitions and volumes, as well
as change their drive letters and all without downloading or paying for
any other software. You can also simply use it to check the health of

your disks.
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. The Disk Management tool shows all of your internal and
removable drives (even USB flash drives, etc.) along with details
of the capacity and current amount of space being used. Depending
how your hard drive was initially configured, you will see one or more
partitions in place.
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The tool shows partitions and volumes, which are similar but
different. A partition is space that’s set aside on a disk separate
from the other space on that disk. A volume is a partition that’s been
formatted with a file system. We will mainly be talking about volumes in
this guide.
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Manage Disk Partitions in Windows 10

Resizing a Volume

If your disk is set up as one big volume and you want to create an extra partition for a second volume, you will need to know how to resize

the existing one.

You will need to make sure that there is enough free space on

the drive before you can shrink a volume. For example, if you
have a 500GB volume which has 200GB of data already stored on it, you
will only be able to shrink it by a maximum of 300GB, the amount of
remaining space.
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n Right click on the volume you want to shrink in either the top
panel or the bottom one and click ‘Shrink volume’ from the
Action menu. You will then need to enter the amount you want to shrink

the volume by in MB. So if you wanted to shrink it by approximately
500GB, you enter ‘500000MB’,
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n When you have clicked the Shrink button, you should see that

the disk now contains the shrunken volume and some new,
unallocated space. If desired, you could now extend the volume back
into that space, by right-clicking and selecting ‘Extend volume’ from the
Action menu.

'm Reserved =) r ; :
(B NTFS 1666.92 GB NTFS | 19531 GO | 1450 MB
W (System, Actiwe | |Healthy (Boot, Page File, Crash Dumip, Primary Partition) Jl..lnallncnted

e g e e e

GB FAIZ
W (Primary Partition)

Jartition_

I

| | Healthy (Recovery Partiti

n To create a new volume in that unallocated space, right-click on

it and select New Simple Volume from the Action menu. In the
New Simple Volume Wizard window, click Next to get started. Specify the
volume size you want to create and then assign it a drive letter on the
next screen.
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ﬂ You will then need to decide whether to format the partition. You
will need to format it before you can begin using it but if you are

planning on installing a second operating system, in order to dual-boot,

you will need to let the new OS format the partition during its installation.
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n Otherwise, go ahead and format the disk; pick a file system to
use and assign a volume label. Click Next when you're ready
and then click the Finish button; Windows will now start to create the
volume and, if you chose to, format it. When finished, you will see your
new volume listed.

Vierame Jbmmen | Type | FileSystem|Stams | Capacty | Free Space 1% Frew L
- Lmple Blartas BITES Healthy . 188552 G& 13191583 ™%
& P Simple B FATHE Healthy .. 1452 68 1454G 7 %

=ik O pitti. fenple i ity . 450 ME 450 Mg 100 %
=Lystem Besarv. Lmple B

Completing the New Simple Volume
Wizard

Yau hi e OOl parmpheted wa Nes Tomele Valome
Wigard

Tl Sl e bl TEEng

D b s 2 it E

Eiw st HTFS

Al b urel 3ee Dalack
Wahams iabed Maw Viduma
flerk darrnnt Vs,

To chone B aszwrd chok Pl

= Disk© _I_
Bawi: Sywtem
1863.02 G 350 ME NTFS 5 { 450 w08

O seaithy [Lystem Btk m Caacal ; . Healthy (Recovery Partl
= Disk 1 _—_
Benovanle )

1454 GA 14594 GB FATRY
o Mty [Promacy Partin)

www.bdmpublications.com 11



Windows 10 Advanced Guides

Disable Adverts

and Annoyances

Windows 10 has a lot of built-in advertising. This is part of the business model and is to be expected in some
respects. That doesn’t stop them being really annoying at times. Thankfully, if you know what you are doing, you
can disable most of the advertising that Windows tries to slip in front of you.

Disabling Annoyances

Windows 10 is pretty good at putting adverts in front of you and certainly, some of the adverts may not even seem like adverts until you

start to take notice of them.

[T ST WG Shortly after you enable Windows Spotlight for G RTNETMEN  Although Cortana will occasionally provide

the lock screen, you will soon start to see the ' you with an interesting fact when you click
occasional advert for games like Tomb Raider appear among the pretty the search bar; often they are interspersed with adverts too. You can
images. To disable the adverts, simply switch to the Picture or Slideshow disable ‘Get tun facts, tips, and more from Windows and Cortana on your
options in the Personalisation settings. lock screen’ in Settings > Personalisation > Lock Screen.
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Cortana lock screen settings

Sorésn timecut settings

SECEHERPNERE  Windows 10 will occasionally show suggested Calm Cortana Down

apps in your Start menu. Sometimes these are

Following on from the previous tip, you can
also stop Cortana from doing that annoying

free apps but often they are paid apps and games. Essentially, these are thing when it bounces around in the taskbar to get your attention. If you
adverts. Head to Settings > Personalisation > Start and set the don’t want Cortana nagging you, click the Cortana search bar, click

‘Occasionally show suggestions in Start’ setting to Off

| 1
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w" Let Cortana access my calendar, email,
messages, and Power Bl data when my

device is locked.

Taskbar tidbits

Let Cortana pipe up from time to time with
thoughts, greetings, and notifications in the
Search box.

Send notifications between devices

It you've allowed it on your phone, Cortana can
tell you on this device when your battery is low
and when you miss a phone call, text, or app
notification.

® On

Edit sync settings

Cortana language

£ Ask me anything

Settings, scroll down and disable the ‘taskbar Tidbits’ option.




Disable Adverts and Annoyances

Okay, so this might be classed as borderline as far
as it being advertising but if you are fed up of
being advised to ‘Use Edge to save battery life’, head to Settings >
System > Notifications & Actions and disable the ‘Get tips, tricks and
suggestions as you use Windows’ option.

Microsoft Tips
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L9 Rips, Wik, and juggestions as you use Windows
-, o

Windows 10 includes a ‘Get Office’ app
that sits there, suggesting you
download the software for a free trial period. Head to Settings > System
> Notifications & Actions, scroll down and turn it off. You could also find
the Get Office app in your Start menu, right-click it, and select ‘Uninstall’

Get Office Notifications

Get Office (Beta)
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latest versions of Word, Excel,
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The tips above will allow you to block many of the adverts Microsoft has

() AdBlock
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L

added to the Windows 10 interface but what about the adverts you see
on your favourite websites. Unfortunately, there isn’t a Windows 10
setting to turn these off, but there is bit of software that can help.

While you can remove the apps that are
installed as part of the Microsoft Consumer
Experience program, Windows 10 also includes a few apps you can'’t
uninstall but will use the Live Tiles to advertise. To disable live tiles that
annoy you, right-click a tile and select More > Turn live tile off.

Disable Live Tiles
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Rather than turning live tiles off, you
can simply unpin the tile from the
Start menu. Right-click a tile and select ‘Unpin from Start’ to get rid of the
tile entirely. It you prefer a less cluttered Start menu, you can even choose
to unpin all the tiles and only use the All Apps list to launch apps.

Rename this to whatever vou want...
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AdBlock, with over 200 million downloads, blocks YouTube, Facebook
ads and others in most places on the web. AdBlock works automatically
but lets you choose to continue seeing unobtrusive ads, white-list your
favourite sites or block all ads by default.
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Tweak and Modify
Windows 10

There are plenty of ways to customise Windows 10 built right in to the operating system. However, if you really
want to tweak and modify the system, you will need to resort to external software. Ultimate Windows Tweaker 4.1
allows you to modify the appearance, security and performance of Windows 10.

Set Up Windows Tweaker

The Ultimate Windows Tweaker software is not available as an app, so you will need to download the file from http://www.
thewindowsclub.com/ultimate-windows-tweaker-4-windows-10.

H These tweaks are not really meant for beginners. It is
recommended that you do not over tweak your system in one go.

We suggest you apply tweaks for only 1 category every day, see how

your system performs, before moving on to apply more tweaks if you

Once you have downloaded the zip file, extract its contents and
move the program folder to your desired location. Pin its

executable file to your Start menu for easy access. Do not separate out

the contents of the download as it is important that the contents stay in

1
the same folder. don’t see problems.
S Apac
S Ao 3 Extraction path and options s X Ultieriale Winshews Tercaber 4.1
dc
Internel Explorer
BB avgl General advanced System Information i
Dro .
; Gct‘: Destination path (will be areated if does not exist) Display . Customizats [ Enable Menu Bar | Homepage  |hmps//mysearch.avg.com/Teid={D30TCEN
. [ ~-\Users BDM \Downloads WWT4 gt Neesor fildier [ Enabile Sugyested Sites
ﬁ QimE S User Accounts [[] Enable Caret Brawsing For Mew Tabs And Windows
@ HPS, Update mode B Deskiop [ Use UlearType Font [ Disable Compatibility List
: Extract and replace files B :
L Kies3 @ P +-¥illa OneDrive Tabss gnf Misc.
. . 4 O bExtract and update files -8 Rw
S picpl l,'::l Fresh existing fles only ':I B This PC ] ke Takes Dedoer Address Gar 7] Clear Cache On Every Exit
TR wrar! . -l Desktop =] Mutify When Duwnluad Commpletes =] Warn On Closing Muttiple Tabs
|E: |L:|Ck} Overwrite mode Iii | I‘_':- Documents Internet E“FIW [:l Sulohide the Tab Bar When In Fullsureen Mode |:| Allow Allucsling Adddmnsl Barndwnalth
W sabri (@) Ask before overwrite o E.wlrhads e [ Abwsys Laad I In Fullicreen Made [ Ensble Do Mot Track
S 2 - i SiC
i sabri () Overwrite without prompt |i= 15 Pichres [ Check Exceutable’s Signature On Download kA Enable Auto image Resizing
E til'l'l._[ '::-:I Skip existing files |i| ! Videos Additional B Allow Running Exccutable Wath Imvalid Signatunc Frahle Srrneth Seonlling
|H tims () Rename automatically |1| S TI31358600A (C:)
= = | [-4& DVD RW Drive (D:) About Advenced
& Junig  Miscellaneous - gy Libraries L] Dizable Active Scripting for Intemet Zone L] Show HTTPS Emars
& Riha Extract archives to subfolders ﬂ Metwork ] Dizable Scapting of lava Applets for Intermet Tone k] Micabie Senpt Debuggin
: 9 i
|E_ Spint [] Keep broken files ﬂ 4 HWE‘W'T-I'J v 1 use sattware Kendenng Instead U GPU Kendenng [ Enable DUM Storage
& Spint [ Cisplay fies in Explorer z: & ;TEE,?;” . . E-] Enable Third-Party Browser Extensions £ Enatsbe SmartScreen Filter
@ Sping Save setings
iE} twen ThE Wfﬁdﬂ-wﬁ ':'Uh There's nothing to show right mow, Just hover over a supported tecak to scc its desoription.
{8/ chrol oK Cancel Help Create Reston Point Restore Defansits Close
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As when making any large system changes to your computer, you
should create a system restore point first. You can use the Create
Restore Point button that UWT offers. The software prompts you to

create one, before using the tweaks, so that you can revert back should
you feel the need to.

14

Ultimate Windows Tweaker 4.1

Thank you for choosing Ultimate Windows Tweaker 4. For safety
purposes, we're creating a restore point for you.,
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To apply a particular tweak, check or uncheck the boxes or use
the sliders provided. Once you have selected one or more tweaks,
click on the Apply button. Some tweaks may apply instantaneously. If a
system restart is required, you will be reminded to restart your computer
when you exit.

Windows 10

-» System lile Checker Utility
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=>» Repair Windows System Image
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Tweak and Modify Windows 10

Tweak and Mod Menus

Each of the menus in UWT4 contains lots of different settings and options, from simple appearance tweaks to more complicated

performance mods.

Under this category you will be able to
tweak the settings of your taskbar,

Customisation Menu

Thumbnails, File Explorer and the Modern Ul. You can opt to use Light or
dark theme for OS or apps, disable Start animations, use default or
change Battery Date & Time flyouts or change the Volume Control.

Letimade Windgwi Dasakosr 4,1

Teshkbar File Explorsr  Unmvensal Ul Windous 10 This PC
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| | Lock Start Tiles S That They Can't De Rearranged

Under the User Accounts tab, you will be

User Accounts Menu
able to change your User Account settings,

Logon information and sign in options. You can also change the User
Account Control settings here.

Uikirmate Yndres Teraiorr 4.1

User Accounts
System Information Tienks
[] Dusplay Last Logon Information On Logon Screen
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The Windows Club

optimise Windows 10 to best suit your
requirements. While most of these settings are best left at their default
values, this panel gives you quick access to change them, should you
wish to. Tweak these settings VERY carefully at first.

Ulrmuste ‘Windewt lweaker 1.1 — b
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If you want to restrict access to some

Control Panel applets like Windows
Updates you can do so easily. You can disable Telemetry, Biometrics,
Advertising ID, Cortana, Windows Update sharing, Feedback requests,
password Reveal button, Steps Recorder, disable Wi-Fi Sense and
Application Telemetry.
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Context Menu
functions to the right-click context menu and Scan

with Windows Defender, Clear Clipboard, all built-in default Windows
Store apps and more to the context menu.
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The Windows Club
Under this category, you will see

Additional Tweaks Menu
some additional system and

Network tweaks. You can also set UNT to behave the way you want it
too. By default, when you apply a tweak and click Apply, UWT4 will
automatically restart explorer.exe to apply the tweak. Change its
behaviour if you wish.
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sing the
Power Menu

Windows 10 boasts a secret power menu (as did the version of Windows before it), that gives you access to several
useful system and maintenance tools and features. Here we show you how you can use it to your advantage to
quickly access networking settings and extra features that power users need.

Power Up

The secret Power Menu enables the more advanced Windows 10 users among you to quickly access key settings that you probably

commonly use, but are buried deeper within the system.

You open the Power Menu using the Start button, but
instead of just clicking it to open the Start menu,

Start it Up

right-click the button. You'll see this menu appear. Note that you can
also shut down or sign out here, too. This menu was created for users
who felt the Windows 8 Start screen didn't give them access to what

they needed.
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itm

Task MAnAGSs
Control Panal

File Explorer

The Power Menu is also a quick route
to getting to the part of Control Panel

Uninstall Desktop Apps

that enables you to uninstall desktop apps. Now Windows 10 enables
you to uninstall any application by right-clicking it and selecting
Uninstall from the context menu that appears - but this is the best route
if you need to uninstall several things.
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We'll look at the Command Prompt on the next page.
You can access it from the Power Menu. If you're an

administrator on your PC, you can start what’s called an Elevated
Command Prompt that enables you to get deep access into files and
programs, rather than just basic access.

Programs and Features
Mobility Centre

Power Options

Event Viewer

Systemn

Device Manager
Metwork Connections

IJI n

Disk Management

Computer Managerment

Command Prompt

Task Manager
Centrol Panel
File Explorer

Search

Fun

Shut down or sign out
Desktop

O
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The Power Menu is also the best way to get to
Control Panel. The Settings app may be the new

Control Panel

user-friendly method to change things in Windows 10, but Control Panel
still contains a lot of advanced settings - not least hardware
troubleshooting, themes, backup, restore and network sharing options.

EH conirol Banel =

T 8 > Control Panel » w @

e

Adjust your computer's settings View by  Categary =

System and Secunity
M £ T15TL

Fow i Woial EOrmoles T

Lser Accounts
'E Change account Type

o ' Yo 1 N Al RLOEy
Back up ana Reslore (Windows 7) . Appearance and Personalisation
g Change the theme
Hoifjust screen resodution

Metwork and Intemmet
Visr PO CLSTNE S LAtk r Clock, Language and Region
Lo Noim e U e SPmiiig Oplicei - Nl & | Ancuase

L

LA
J Hardware and Sound
q‘ Viwr deweces @nd prnkers
Add & gevice
[=Ta |

L hange ingasl e imoos
gl comimonly whed mability settings

Findd and fix probiems

ChRange cate, Hme OF Mmber Mumaty

Ease of Access
LT Windows sugqest sertings
i }

Mol wisual dplay

Frograms

-y
Q Uminstadl 3 program
ET - . W -




Using the Power Menu/Using Windows 10 Storage Sense

sing Windows 10

Storage Sense

When your Windows 10 computer begins to run out of space, typically you manually empty the recycle bin and
delete temporary files to free up storage space; then use different tools, such as the built-in Disk Cleanup utility. You
can now use Storage Sense to automatically get rid of junk files.

Updated Storage Sense

Storage Sense has been a part of Windows 10 for some time but it has been updated and added to in the Creators update. If you don’t see

the options mentioned here, make sure your OS is up to date.

To enable Storage Sense on Windows 10, open Settings > System
> Storage. Click on the Storage Sense toggle switch. Once you

enable the option, Windows 10 will automatically delete junk files from
your PC, including some temporary files and items in the recycle bin

older than 30 days.

= - iSy w4

Syslem
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Cortana Privacy Update & Security
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Windows Lpaate, recowveny

Storage Sense isn’t a manual storage wipe. If you need to clear
out space right now, and you have large files in the recycle bin
that aren’t 30 days old, you will need to delete them manually. Things
like old versions of Windows, installation files and update logs will also
need to be removed manually.

@ Home Storage
i- Fingd a sathir | [ J Lﬁ:al Etmﬂage ':!‘lp clutter ﬂﬁ}w P
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Have a question?
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Storage sense
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Lir
1 pauhtitasking 8D on

&1 Projecting to this FC
3 Shared experiences More storage settings
¥ Remole Deskiop

(D About

You can, within certain limitations, select which items Storage
Sense should remove automatically. In Settings > System >
Storage, click on the ‘Change how we free up space’ link below the
Storage Sense slider. You can see that there are three different options,
which can be combined in any way you like.

@ Change how we free up space

Storage sense

@ on

Storage sense runs automatically when you're low on disk space.
We deaned up 0 bytes of space in the past month.

Temporary Files

Delete temporary files that my apps aren't using
Delete files that have been in the recycle bin for aver 30 days

[[] Delete files in the Downloads folder that haven't changed in 30
days

Free up space now

If you're low on space, we can try to clean up files now using the
sattings on this page.

D Delete previous versions of Windows

These let your PC go back to a previous version of Windows. We
delete them automatically after 10 days.

You can also see the option to ‘Delete previous versions of
Windows’. These are deleted anyway, but not for several days after
an update. If you really need to clear some space, select the option and
then just click the Clean Now button and wait for the process to complete.

Free up space now

If you're low on space, we can try to clean up files now using the
settings on this page.

1 . . . - . E 1R
Delete previous versions of Windows

These let your PC go back to a previous version of Windows. We
delete them automatically after 10 days.

Clean now

Cleaning up files. This may take a few minutes.
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Ten Things to Disable

in Windows 10

When you install Windows 10 you will possibly activate several features that you won’t use or need. Some of these
cause no real problems but some can mean a reduction in computing speed and a reduction in security, especially
if you’re not really aware of what is going on in the background.

Applying Changes

You may not need to apply all of these tips to see an improvement in system speed, and it is actually a good idea to apply one at a time and

el EHUTAGAE RSN Part of Microsoft’s business model for
Windows 10 seems to be selling its apps

test the results before trying the next.

SIERGERG RV EICEEE  Windows 10 features an improved way to
receive updates. More specifically, it allows
you to get updates from sources other than Microsoft in a sort of
file-sharing network. The catch is that your computer is also sharing files.
Turn this off in Settings > Update & Security > Advanced options >
Choose how updates are delivered.

& Choose how updates are delivered

Updates from more than one place

Cownload Windows updates and apps from ather PCs in addition
o Macrosaft. [his can help spead up app and update downloads.
Learm rmcre

Wihen this |5 turned on, your PC mdy also send pans of prestiously
deswnicaded Windows update: and apps to PCs on your local
netwark, or PCs on the Internet, depending on what's selected
below.

@ ) on

Get updates from Microsoft, and get updates from and send
updates to

‘@) PCs on my local network

: PCs on my local network, and PLs on the Internet

VLITET L (el dlile 41 I3  Notifications are generally, but not
always, a good thing. Windows 10
does a good job of letting you know what is going on with your PC but
sometimes you can get notification overload. You can turn some of the
less useful ones off in Settings > System > Notifications & actions. Turn
off things like: Show me tips about Windows.

Sethings — Ll

& Home Get notifications from these senders

Sedect a sender 1o 580 MO SCIings. Some senders might also have

Find a setting their own notification settings. If so, open the sender to change

them.
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through the OS. Suggestions for apps you might like will appear in the
Start menu and although you can just ignore them, you can also turn
them off. Settings > Personalisation > Start > Occasionally show
suggestions in Start.

e
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ELGE R LGRS Every Microsoft account now has an
advertiser ID tied to it, allowing Microsoft and

third-party partners to deliver targeted adverts. You can turn this
information sharing off by going to Settings = Privacy > General > Let my
apps use my advertising ID for experiences across apps (turning this off
will reset your D).
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Ten Things to Disable in Windows 10

Getting to Know You To better answer your queries, Cortana is 10 [0 BT 8T (S The lock screen in Windows 10 can be a useful
constantly learning about you in a process feature but it also has the potential of getting in

called Getting to Know You. This includes typing history and speech the way and slowing you down. You can disable the lock screen but it
patterns. If you find this invasion of privacy a little creepy, you can turn it does mean delving into the Windows Registry. To access the registry,
off in Settings > Privacy > Speech, inking & typing, and clicking Stop press the Windows key + R and enter ‘regedit’
getting to know me.
I Reginry Edivor - O X
File [Edit View _l'n-wihﬂ- Help )
Get Cortana on your phone. i 1 By Tips i
Then she can give you reminders and traffi.. ::-:IILII:I {Crefault] REG 52 fealug not get]
e e
Text the download link to your phone: EEE:“
000-000-0000 2 ::IE:M
Choose your phone OS5 or scan the QR code. ;ﬂ'm
::ﬁb:-::hﬂnﬂh
ars
DdbearQpimissin
Enkurcedicragelesices
IESac
Mtttk Conmttui
Metwark gRn sty Natuiitdicatar
Mot now ::H:arhd‘m-du
St tragy Sy
LL = s - e b
EET G MV In Windows 10 many apps will run in the L CEAYETEIRGIEISELCI  The visual effects in Windows 10 go a long
background. These apps can receive way towards making the OS look modern
information, send notifications, download and install updates and and smooth. However, every pretty visual element has an effect on the
otherwise eat up your bandwidth and your battery life. You can, running of your computer. Right-click the Start button and go in to
however, disable this teature in Settings > Privacy > Background apps. System > Advanced system settings. Under the Advanced tab, go to
You can turn off each app individually. Performance and click Settings.
u X - -
—— @ Microsoft Solitaire Collection @D on . T T . Coirol Paned + Systerm end Sevumity » System ol [ataatea r-
Find a setting Microsoft Wik & o o Device Manager :::r::‘“"“"“” iy
W Remote setings Windows 10 Pro PeSarmat; e A E
Privacy Money m on :ﬁ:;ﬂ;::l'ﬂw C 2016 Micogoft Conporeton:  veusl EFect  Sdvawrs] ks Paeviaion P eereeiion = WlndGWS 10
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Nettli 8 on =
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(@ Calendar Oneiote @ on f:;:_:;ﬂ':t“ E?ﬂmﬁ.mﬁﬂﬁm m—
':::, @ Full compuber name I E:ﬂm. in the teskber ¢ T
L) Lall hestary i i i n Lomputes descnptiod :: F:::.Pﬁmmﬁnm
S m ? Wiorkgroum B EFH‘“‘*II itk ToolTips sl virs
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B Omer devices m Phonc Companion 8D o i-wr-rr R E%E;;m
TG AR GBS T =88 Windows 10, upon the default install, AU ER (eI EYEI Windows 10 will download and install
does a lot of syncing with your other updates automatically and you can’t really
Windows devices. If you use several different Microsoft devices and turn them off; but you can choose to stop the updates happening whilst
don’t want everything shared between them, you can disable syncing in you are using your computer. Head into Settings > Update & Security
Settings > Accounts > Sync your settings. You can selectively turn off and click on Change Active Hours. You can then set a time frame in
specific sync settings. which updates won'’t happen.

Setbngs = 1 4

Sync your settings
£3 Home
Sync Windows settings 1o other devioes using
ik & setting | russ.warcEgmail.com.

: How does syncing work?
Accounts

Sync settings

A= Your inf
I Irac m on

E3 Email & app accounts

Individual sync settings
€}, Sign-in options
Theme

F1  Access work or school 8D on

B, Family & other people internet Explorer settings
@ on
Passwords

- on

Language preferences

@ on

s s oyril your setlings

www.bdmpublications.com 19




Windows 10 Advanced Guides

Using the

Task Scheduler

The Task Scheduler in Windows 10 is, in many ways, very similar to that found in older versions of the OS. However,
in Windows 10, Battery Saver Mode can impact on how it operates (if using a laptop). This guide looks at how the

new scheduler works and how we can modify its use.

Scheduling New Tasks

The Task Scheduler can be a very powerful tool for increasing automation in Windows 10. Let’s take a quick look at exactly how to use the

Windows 10 Task Scheduler in normal day-to-day PC operation.
Search for “Task Scheduler” in the Cortana search pane or
navigate to it in Start menu > All Apps > Windows Administrative

Tools > Task Scheduler. The simple scheduler window will now open.

This is split into three sections: Scheduler Library, Scheduler Summary
and Actions.

H You have three main options for adding new tasks to the
schedule: Create Basic Task, Create Task and Import Task. For

now we will stick to creating a Basic Task. You can start the process by

clicking in the Action panel or using the Action menu in the menu bar of
the window.

| | Ohverveea ot Task Scheduier al "

[y ‘vourcan ute Tusk Scheduler o cresle and manige

| comenan tasks hal your comgater will canry
autematically ot the benes you spectly. To begin, cicka & Loeabe Tack ;
command i the Sction menu, pad Tatk_.

Taiky arn ploved in Teldwy an the Tek Scheduler Libeary
Aroadianl #asie

I Imsims e padesre an Seavabaes smoan n

% Dapley &1 Rurming Taks

| Fask Stabs

AT Serace Aoicowt Canfiqurshan
Shabem of timks thad harew sLarfed i il Lagt 24 hgurs - W

Swrwnany: 1 botal - 0 runmendg, 0 fucobedad, O shegped 0 Paded

Tari Hame Fun Resalt  Run Saert

Active Tasis -]

Auchiee tks are tacks that are curently enabled and have not

Suimenary 8 letsl

Lagt refsibond ot 1370773006 10:23-38 Hafrech
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i 5I: Scheduler {Local)

The Basic Task wizard will now open. Give your task a name and
description (optional) and click Next. You now need to choose
the trigger. This can be set to happen daily, weekly or monthly, to

happen just once. You can choose starting or logging on to your PC as a
trigger also.

, Task Scheduler Library .' A Llﬂmm
. _ — :

Create Basic Task Wizard o

E Create a Basic Task

Create a Basic Task Uze this wizard to quickly schedule a common task. For more advanced options or settings
Trigger such as multiple task actions or tnggers, use the Create Task command in the Actions pane.

Action Mame: il_
Finish

Description:

I
| Summary: 38 total

n If you choose daily, weekly, etc. you will need to set further time
options when you click Next. If you chose the final trigger option,

When a specific event is logged, you will see a set of drop down menus.
Here you can choose the event log, source and give the event an ID.

IF “enll H =

e A R R e e e e I'-': et e b
y Task Scheduler Library — —_—

Create Basic Task Wizard o

0| Task Trigger
Create a Basic Task When do you want the task to start?
@ Daily
fAction O
W
Finish i
() Monthly |
() Dnetime

() When the computer starts
() When | leg on

() When a specific gvent is logged

< Back Mext > Cancel




Using the Task Scheduler

For now let’s stick to a timed trigger. Choose Weekly and click Next.
Use the various boxes to choose when the task starts and how

it should recur from then on. Click Next to continue. You now need to
choose the Action being triggered by your choices in the previous steps.

Task Scheduler (Local) | Task Scheduler Summary fLast refreshed: 13/07/2016 10:23:39) Actions
1 Task Scheduler Library A
iy
Creste Basic Task Wizard x
'PET Weekly

Create a Basic Task

start: 13072016 - | [102612 12| [ Synchronige across time zones

Trigger
Weskhy R n i o
Act
Hri';“h“ L] Synday [ ] Mondgy [ Juesday [ ] Wednesday

(] Thursday [ Fridey [ Saturday

i

« Back | Blest » Cancel

== . !

The main action is Start a Program or app but you can also
choose to send an email or display a message. It you choose

to send an email, you will then need to complete things like recipient
address and the message itsell. If you choose to display a message, you
will need to write it.

Create Bacic Tack Wizard e

‘;6 Action

.l

Creale & Basic Task
What action do you want the task to pedform?

Trigger
Weekly
® stata progaam :
S. (71 Send an e-mail (deprecated)
() Display & message (deprecated)

H Sumrmany: 58 total

For this guide, we will look at starting a program. You can now

type the name of the program or script in the Program/Script
field. If you prefer you can click Browse and search through available
programs to find the one you want to start. You are looking for .exe
(executable) files here.

®
File action View Hslp
= o 0
r
e
i # ThicPC » Local Disk {C:) » ‘Windows » Systerndl » » O Senrch fyshemsd
Organize - Hew falder
u
& Chiiek acuerw Marme Diate modificd Type Sze
B Desldop o _'5 vsifbio T il A0S onaT application atent 8 K8
. Derenloads * 'I| wansheand. dil M0 01T Spphecation exten., 15 KB
" & M A SO Wi AT TR
i - :. winrnelib i f Lppliratinm evven 4 KR
= | \’i‘iﬂtl’td“\l‘iﬂﬂ.dl‘l PO 0NS 01T Appheabion edend.., 44 KB
wchuares o
= Windows Arceartst antrnd il TS M A O Applicarinn eetenc Rif KR
L GM!E Drive -f _:I quwm“qmu“-- R LSO S DR Applicabnn Sdend... 170 K5
J Music 5 Winduws ApplicativnMode Background....  30010/2015 07,18 Applivalivn exders.. 30 KB
o Sereent L Windows Appheationhiodel L e dil FLLETL Apphcation axtant 144 kY
. Vielert O Windews Apalcaticnhodel a1 WS 0T Apphcabon exdend. 182 KT
3 Windows Applicationhlbodel LockScrsanadll 30 el hRerd) | Application extanc B3 K8 |
S % Windows ApplicationModd Store.di WG 12ET  Application cdena. 839 KB
3 This PC 3 Windows Applicationbiodel Stoee. Testin... 13072008 12:47 Anplicatinn eytens KR
5 WindowsApplicationhodel Wallet gl 30102005 018 Application extens 4 KR ]I
P Mehmodk 4 Windows.CloudDomainkinAUG ProaySle. 3010200 0718 Apgilication exdemn., M !
*d Homegroup _t Windewr L ortanaDecktop,dil 30/ W00 (5 Mpphcaton edent.. alb Ky |
Wik, Frsb s Mol v 8 WA AT AR PN T O VR I|I"|
File name: w | e ) w
[ Open | | Conce I
|

L . i .
y I Task Schethdes Librery |ﬁ I T
]

You can also add optional arguments, which some programs
support. For example you can specify the /AUTO argument
with CCleaner to automatically run CCleaner on a schedule. The exact
arguments supported will differ between programs and if you’re not
sure, it is best to check.

Create Basic Task Wizard o

ﬁ Start a Program

Brogram/scriph:
CCleaner i | Browse..

Add argurments (optional]: P"UT'::'
Start in (opticnal): |

 <Back [ Nea> | cConcel |

lT Srermenere 38 botad I

n Get creative. Task Scheduler doesn't just need to be used to run
CCleaner or Defrag. If you use a specitic program on a regular basis,

you can use the Task Scheduler wizard to create a task that opens the

program for you automatically according to the schedule you choose.

&= |5 0

(5) task Scheduler (Local)
¥ E} Task S hedulen Libwary ]

Task Scheduler Summary (Last refreshedt B3707720706 1023359

Create Basic Task Wizard o

§'§| Start a Program

Lreate a Hasic lask

Ingger Programy/script:

Weskly E:\Mndnmlﬁrstunﬂ'\ﬂd‘mg.m I Browse...
Act e s T 5 |

Start a Program Add arguments (optional): | | :
i Start in {optional): | _i

1] Summary: 58 total

You can now review the completed task creation by clicking
Finish once. If you are happy with all of the settings, etc. click

Finish again. If you want to change anything, use the Back button
to navigate to the relevant section. You can also choose to open the
Properties after finishing.

. [ Task Scheduler Library |—| Scheduler (Locall.
]

%
X

Create Basic Task Wizard
| _Et _; Summary
Create a Basic Task
Trigger Name:
Werkly Description: | This is 2 new task to be scheduled....
Action ]
Start a Program
Tngger; Weekly, At 10:26 every Monday of every week, starting 14/07/2016
Action: | Start 2 programy; CA\Windows\System32\Defrag.exe
[ Open the Propesties dialog for this tack when | click Finish
When you click Finish, the new task will be created and added to your Windows schedule.
< Back Finish Cancel |
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TASK SCHEDULER IN WINDOWS 10

Although the method of creating and managing tasks manually is the If Windows 10 detects that the user isn’t using their computer, it

same in Windows 10 as it was in 7 and XP, if you are using a portable considers the system idle. This means that some scheduled processes

device, the way the OS prioritises tasks has changed. This change isdue  won’t execute. For example, disk optimisation runs at set intervals when

to the new Battery Saver mode, which is able to postpone certain tasks the computer idles. However, when operating on battery power, running

if they meet certain criteria. disk optimisation on a spin-up Hard Disk Drive (HDD) could negatively
affect your system’s uptime.

Modifying or Deleting Tasks

You may want to modify existing Windows 10 tasks or even delete them altogether. This should always be done with care and
research beforehand.

Looking at the left-hand panel in the Task Scheduler will allow
you to see all of the existing scheduled tasks (Task Scheduler

f you are looking to modify or disable any scheduled task, open
the Task Scheduler. You can just type “Task Scheduler” into

Windows Search and it should show up in the results. If you are creating Library). Click on the folder and the tasks will be displayed in the
or modifying a lot of tasks, it might be worth pinning the Task Manager middle panel. You can dig down further into the folder structure using
to the Start menu. the arrow toggles.

2 1 Edule [ " E} Task Scheduler
File Action Wiew Help Mile Action View |lelp
9 2@ HE e8| 20 HE

(D) Tazk Scheduler (Local) () Task Scheduler (Local)

Task Scheduler Libe SHis.| Wagus g s Mame Status Triggers
. 3 . o -3 %
a oy Ready Multiple triggers defined L‘..I-.I.IH.-.I}.i..L: ."cE.I.'!..!.I.-:IFj. o _l T —— (B GoogleUpda... Ready Multiple tnggers defined HM“P’E

Ready At 11:51 every day - After tnggered, repeat every 1| | | Creste Basic Task.., (% GoogleUpda... Ready At 11:51 every day - After triggered, repeat every 1| | ] Create Basic Task...
Ready At 1026 every Monday of every week, starting 144 | . Cranbi Tk (5 MNew Tack 1 Ready A k26 ey Monday of seery wesk etarting 14/
Imiport Task.. Import Task...
B Display Al Running Tasks Eory  Mimplay A Running Tacks
2] Ensble All Tacke History ] Enabie Al Tasks History

Ar L

. Creste Task...

*=  HWew Folder... *=  Mew Folder...
Whises
(i Refresh

General Triggers Actions Conditions Settings History (disabled) General  Triggers Actions Conditions Settings History (disabled) Help
~

£ € b

s

Mame: | GoogleUpdateTaskMachineCore Momc: [GoogleUpdateTaskMachincCore

Luvalivre A i o Location:  \ B
dthor: YWORKGROUPDESKTOP-8AMOEMHS Authon WORKGROUPDESKTOP. BAROKMEHE s End

Descnption: | Keeps your Google software up to date.  this task is disal Description: | Keeps your Google software up to date. ¥ this tesk is disal $
wall not be kept up bo date, mcaning scownty vulncrakbilits wall neot be kept up to d-ll‘tt._ MCanng sccurity vulnerabiliti
features may not work, This task uninstalls itself when the : features may nob venrk. This tazk uninstalls geelf when the Bpart,

secunty ophions Security options
When running the task, use the following user account: When running the task, use the following user acoount:
SYSTEM SYSTEM
Fun only when user is logged on Run onby when user is logged on
Rusn whether user is logged on or not Fun whether user is logged on or not
Do not store password. The task will only have access to local r Do not store password, The task will only have access to local r

Fuen with highest privileges Run with highest privileges

b
*
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Using the Task Scheduler

For example, click on the left facing arrow for Microsoft. Then

n The properties pane shows the triggers and conditions that

click on the left facing arrow for Windows. From the list of entries control the Defrag utility’s behaviour. If you want the process to
that appear, find the Defrag option and click on it. In the centre panel, run regardless of Battery Saver, you'll need to make sure that none of
double-click on ScheduleDetrag. This will open a new properties pane. the triggers are idle state, or are part of auto maintenance. They must

run though when logged out.
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Turn Off Task Scheduler

Although there is no simple switch to turn off individual tasks or to turn off the Task Scheduler as a whole, you can disable it in another way.

To turn off or disable the Task Scheduler temporarily whilst in n You should see the Task Scheduler in this list. Right-click on the
Battery Saver Mode, as turning it off all the time could adversely entry and choose Disable from the contextual menu. To re-enable
affect performance, you need to open the Task Manager. You can it, simply right-click and choose Enable from the contextual menu.
search for this using the Cortana search field or by looking in Start Remember to turn this service back on after leaving Battery Saver Mode.
menu > All Apps.

t. I Task Manager = O x I
|=-' Fie Options  Wiew

Processes Performance App history Startup  Users Details  Services

AA0 1759, T% 3%
H MName CPU Mermory sk Metwork
til e e el e AL, B2l | SRR | T =
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E‘ . Uzer Prefile Service
|

+ Windows Management Instru...

n The Task Scheduler offers much more than optimized battery

H You can also open the Task Manager by pressing the key
performance. It can automate boring processes, including

combination Ctrl + Shift + Esc. Next locate the entry for Service

Host: Local System (followed by a number) on the processes tab and suspend and sleep. For anyone looking to shave a few precious minutes
click on the left facing arrow to show the full list of processes inside. off their work routine, the Task Scheduler is a must have tool.
7 Task hanager
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Managing Your

Notifications

If you’ve used a modern smartphone, you’ll be all too familiar with Notifications, those urgent little messages that
tell you something has just happened. Windows 10 seems to have embraced notifications in a much bigger way

than older versions. This is how to manage those pop-ups.

It’s a feature of modern life in the digital age that we don’t have to
remember things anymore. Just a decade or so ago we used to have to
remember dozens of phone numbers but with mobile phones now storing
all our contacts we'’re lucky if we can remember our own number. We

used to have to remember facts but today we have Wikipedia constantly

at our fingertips. We used to have to remember appointments and tie a
knot in a hanky to remember to buy a pint of milk but these days we have
Notifications to remind us of everything. These changes in the ways that we
find and use knowledge is actually changing the ways that our brains work;
as we rely more on machines to store and recall everyday information, our
memories are becoming less efficient, although our critical faculties may
be improving to help us weed out false information. Whether this is a good
thing or not, only time will tell.

Notifications have become an everyday fact of life for anyone who uses a

smartphone, tablet or personal computer. All through the day you’ll hear
that insistent little “ping” that lets you know that you’ve received an email,

Notification Settings

or one of your friends has posted another cat picture on Facebook and that
you’ve only got 15 minutes to get to the dentist. While they can certainly

be useful for anyone trying to juggle a job, family and busy social life, if you
don’t manage your notifications you’ll never get a moment’s peace. The
same is true of Windows Notifications; if you don’t set them up properly
you’ll be constantly notified about things that you just don’t need to

know about.

First introduced with Windows 8, Notifications are the messages that
pop-up in the bottom right-hand corner of your screen, reminding you of
calendar events, letting you know that you’ve got emails and generally
keeping you informed about what’s going on with your life and your
computer. There’s no doubt that Notifications are useful, especially when
they remind you of a forgotten appointment or signal the arrival of an
important email. However if you don’t take a firm hand with them you
can be overwhelmed with pop-up messages about trivial Twitter posts or
friends’ Facebook status updates.

In Windows 10 you can choose what sort of Notifications you receive and even decide which apps can post Notifications and what type of
Notifications each app can use. Read on to find out how you can manage your notifications.

i

To view your recent Notifications, click on the Action Center icon
in the System Tray area of the Taskbar, at the bottom right of the
screen. It's the one that looks like a rectangular speech bubble.

No new notifications

10:33
L]

18/09/2018
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A" The Action Center sidebar will open, showing all your recent
Notifications, as well as a panel of buttons at the bottom of the
screen. Click on All Settings to open the Settings screen.

(g : i)

Tablet mode Location

9 s a

Night light All settings Project Focus assist

°e°

10:24
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Managing Your Notifications

On the Settings screen, click on System and then in the sidebar
menu on the left of the System screen, click on Notifications

& Actions.

& Settings
€03 SYSTEM

Display : s
Quick actions

Choose your quick actions

Apps & features (:E' D &‘ @
Multi-tasking
Tablet mode Select which icons appear on the taskbar
Power & sleep Turn system icons on or off
Storage Notifications
Offline maps Show me tips about Windows
@) off
Default apps

Show app notifications

n Under the Notifications header you'll see a row of five switches

controlling general Notifications options. By default they're all set
to on except “Hide notifications while presenting”.

Notifications

Show me tips about Windows

@ on
Show app notifications

@ on

Show notifications on the lock screen

@ on

Show alarms, reminders and incoming VOIP calls on the lock
screen

@ on

Hide notifications while presenting

@ D off

ﬂ If you don’t want any of your installed apps to be able to send you

Notifications, set the switch for “Show app notifications” to off.
You can also turn off “Show me tips about Windows”.

Notifications

Show me tips about Windows
@) off

Show app notifications

@ off

Show notifications on the lock screen
@ on

Show alarms, reminders and incoming VOIP calls on the lock
screen

@ on

n Scroll down further and you'll find a list of installed apps that can
send Notifications, each one with a switch. To disable
Notifications from individual apps, flip that app’s switch to off.

Show notifications from these apps

‘ AAM Updates Notifier Application (D Off
Off
AcroTray @ Off
Off
Adobe Reader and Acrobat Manager (:I:) Off
Off
Calendar ‘ On
On: Banners, Sounds
Dropbox Q On
On: Banners

f Facebook ‘ On

On: Banners
Google Drive ‘ On

On: Banners

If you just want to see important Notifications, try setting
everything except Mail, Calendar, News and Windows Explorer

to off.
| el
Calendar 0 On
On: Banners, Sounds
Dropbox (D Oft
Off
f Facebook @___) Off
Off
Google Drive @ Off
Off
Mail @D on
On: Banners
@ on

News
On: Banners, Sounds

n If you click on the list entry for a particular app you see further

options, allowing you to turn off Notifications for that app, just
turn off the on screen banner notifications and also toggle whether the
notification plays a sound.

03 FACEBOOK

Notifications

@ on

Show notification banners

@ on

Play a sound when a notification arrives

@ ) off
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Disable Unneeded

Start-up ltems

Windows 10 launches pretty quickly when it’s newly installed but as you install more apps it may slow down over
time. Any app that starts and runs automatically in the background will be using up precious processor resources.

Here’s how to keep that initial fast launch speed.

CUSTOMISING START-UP

If you first installed Windows 10 on a clean hard drive you probably
notice that it launched much more quickly than Windows 8.1 ever did.
However over time, as you’ve installed more programs, you may have
noticed that the once sprightly boot-up time now takes noticeably
longer. The reason for this is that many programs add files to the
Windows start-up process, which are run as Windows launches, slowing
down the launch process.

Some of these files are genuinely useful, doing things like updating your
anti-virus software or launching and synchronising Dropbox, OneDrive
and Google Drive; others are simply checking for software updates or
initialising drivers for seldom used hardware. Some software
manufacturers, notoriously Apple and Adobe, often install several
start-up files at once and even if you disable them as we’re about to show
you, any subseqguent software updates will re-activate the start-up files.
This is particularly annoying, since the more of these start-up items there
are, the slower Windows will launch.

You may have looked at these start-up items before and wondered
whether or not it’s safe to remove them. The simple answer is yes, it’s

To get started, right-click on the Start button and select Task
Manager from the power menu. This shows you a list of your

currently running apps. To see more, click on the “More details” button
at the bottom of the screen.

!I".'_‘._."a Task Manage

[ Adobe Photoshop CS6

@ Firefox (32 bit)

Programs and Features
Power Options Microsoft Word (32 bit)
Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager

ontrol Fane
File Explorer
Search

Run

() Mere details

Shut down or sign out
Desktop
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perfectly safe; none of the start-up files are vital to the running of your
PC and all of them can safely be disabled. Disabling a start-up file will
not uninstall the software that it launches; all the apps that they affect
can be started manually when needed and Windows will start-up
completely safely without them. The only one you really need to leave in
place is the one that starts up your anti-virus software, unless you’re
relying on Windows Defender, since you do need your PC to be
protected from the moment it starts. In some cases the anti-virus
software launcher will not even appear in the list to prevent you from
accidentally disabling it.

If you regularly use a cloud storage service such as Dropbox, OneDrive or
Google Drive you might also want to leave the start-up files for these
active, since they ensure that your files will be synchronised
automatically as soon as your PC boots up and you won’t miss any
important updates the day before an important deadline!

Fortunately there’s a very simple way to check and if necessary disable
these start-up items, restoring your Windows launch speed to its former

brisk pace. Here’s what you need to do:
The More details view shows you not just running apps but all the
other services and routines that Windows is currently running, and
there are a lot of them! However what we're interested in is found on the
Start-up tab, so click on that.

I'L"'-' Ik A Insne
o

File Options View

Processes Performance -ﬁppphista Details Services

2 4%

Mame Status CPU

Apps (3)

» [ Adobe Photoshop C56
> @ Firefox (32 bit)

> Microsoft Word (32 bit)
5 sl Task Manager

» gy Windows Explorer (2)

Background processes (55)

» [ Adobe Acrobat Update Service (...
Adobe C56 Service Manager (32...
a7 Application Frame Host
[#=] Bonjour Service
[&] COM Sumogate
E Cortana
[#5 Device Association Framework ..,
Eﬁ Dropbox (32 bit)

[#5] dynamiclinkmanager (32 bit)

2 & # 3 & F 8B R 3 R

» [w=] EPSOM Status Monitor 3




Disable Unneeded Start-up ltems

The Start-up tab shows you a list of the apps that run every time ﬂ Note that disabling an app in the start-up menu doesn’t uninstall

you launch Windows. On the left column is the name of the app, the app from your system, and you can always start any app you
followed by the manufacturer’s name, then the status: enabled or need manually. All disabling an app in the start-up list does is to prevent
disabled. The right column shows the impact on start-up speed. it from starting on launch.

oogle Earth

.
o
File Options View

Groove Music
Processes Performance App history Start-up  Users Details Services IMOOVE Iy

Marme Publisher Statuis Start-up impact
[»] Adobe Updater Startup Utiity  Adobe Systems Incorpor.. Chsabled MNone

iealth & 55
B8 B105 detect ool DeviceVM, Inc. Disabled Mone Health & Fitness

LF Dvopbox (3) Dropbox, Inc. Enabled High

i Dropbox Update (3) Dropbox, Inc. Enabled Low
& EPSON Status Monitor 3 SEIKD EPSON CORPORA... Disabled None i

2 GamingMousebditor.exe Disabled MNone hiﬂt‘lda}r

& Google Drive (2) Google Enabled High E About iTunes 1 8 ﬁ
1) iTunesHelper Apple Inc. Drisabled Mone :

MNexus Mod

Tunes
dk Microsoft OneDaive Microsoft Corporation Enakled High 9
Manager

Calendar
. MVIDA Backend MVIDIA Corporation Enabled
_ NVIDIA Capture Server Procy  WVIDIA Corporation Disabled
| Program Disablcd l Java ; : | De I Br
#f|| Realtek HD Audio Manager  Resltek Semiconductor  Disabled “ —_—
By Sony PC Companion Sony Disabled

ﬁ' USE 3.0 Monitor MEC Electronics Corpera. Disabled

- Next you need to look through the list and decide which Once you've been through the list and disabled any apps that
programs you really need to have starting up at launch, paying don’t need to start on launch, close the Task Manager and try
particular attention to any high impact apps. Things like iTunes Helper restarting your PC. You should find that it now boots up more quickly.
and cloud storage apps are prime examples.

Processes Performance App history Start-up  Users Details  Services

Store
Mame Fublisher status Skart-up impact .
[#7| Adcbe Updater Startup Utility Adobe Systems Incorpor... Enabled Mone '
BIOS detect tool DeviceVM, Inc. Enabled Mone % Documents M A ":.-- "
aps App 4
» & Dropbox (3) Dropbox, Inc. Enabled High #
L Downloads + Photos ﬂ
» &% Dropbox Update (3) Dropbox, Inc. Enabled Low
&I EPSON Status Monitor 3 SEIKO EPSON CORPORA...  Enabled None F Musi Monday
2 GamingMouseEditor.exe Enabled Mone 1 8 g
"o Pictures
» & Google Drive (2) Google Enabled High N Mod
Lk L
(2] iTunesHelper Apple Inc. Enabled Mone 0 Netw c| Calendar Manager
sleep
& Microsoft OneDrive Microsoft Corporation Enabled High
; File B Shut down
. NVIDIA Backend MNVIDIA Corporation Enabled Low ]
: . F"'l [Er
| MVIDIA Capture Server Proxy  NVIDIA Corporation Enabled Mone 01 Setin Restart S -
" b T i Adobe Adobe Bndge
L] e - ~ e Steam Photoshop CS...  CS6 (64bit)
| Realtek HD Audio Manager  Realtek Semiconductor  Enabled Mone =
_ a More stuff
fa Sony PC Companion Sony Enabled MNone s= All apps

ﬂ LISE 3.0 Monitor MEC Electronics Corpora... Enabled Mone

ﬂ To disable an app, select it and click on the Disable button at the “ Whenever you install a new app it’s a good idea to check the
bottom of the window. If you’re wondering which apps it’s safe to start-up list again to make sure that it hasn’t added itself to
disable, the answer is all of them; Windows will still run, however it’s best your launch process; if it has, simply disable it to maintain your fast

to leave your security app as an enabled start-up item. boot-up time.

* Google Dnve (2) Google Enabled High

..lJ-'.i y 1
Ly

() iTunesHelper Apple Inc. Enabled MNone

File Options View
& Microsoft OneDrive Microsoft Corporation Enabled High R HEW

Processes Performance App history Start-up  Users Details Services
- NVIDIA Backend MNVIDIA Corporation Enabled Low

| | NVIDIA Capture Server Proxy  NVIDIA Corporation Enabled Mone MName Publisher | Status Start-up impact
Bl Enabled —_— A=) EPSON Status Monitor 3 SEIKD EPSON CORPORA... Disabled None

o8| Realtek HD Audio Manager Realtek Semiconductor Enabled None v S i e

P Disabled N
Fs Sony PC Companion Sony Enabled Mone " Sl o . one

_ _ fs Sony PC Companion Sony Disabled MNone
&3 USB 3.0 Monitor MNEC Electronics Corpora... Enabled Mone
_" NVIDIA Capture Server Proxy  NVIDIA Corporation Dizabled Mone
.fl_r iTunesHelper Apple Inc. Disabled Mone
(] Adobe Updater Startup Utility Adobe Systems Incorpor.. Disabled Mone
&3 USB 3.0 Monitor MNEC Electronics Corpora...  Enabled Mot measured

& Microsoft OneDrive Microsoft Corporation Enabled High

» &% Dropbox Update (3) Dropbox, Inc. Enabled Low
~) Fewer details * & Google Drve (2) Google Enabled High
. NVIDIA Backend NVIDIA Corporation Enabled Low

H RICS Al start teml Neasie s bl lme Frakhlad Mlet P acior e
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Working on
Dual Monitors

With a second monitor and the required connectors on your PC, setting up Windows 10 to display over two screens
is easier than ever. Aside from looking pretty cool, having a second monitor can really help to increase productivity,
and allow you to stay more organised when you are at your computer.

Setting Up Dual Display

Matching up the resolution and size of your two chosen monitors will give the best results but even mismatched monitors can work really
well in dual format.

n You will obviously need to ensure that your PC has the requisite n You will now need to configure the dual monitor setup to your
connections for two monitors (two HDMI, VGA or DVI ports, or a liking. Windows 10 allows you to easily choose how the dual
combination of these). Check the back of your PC tower or the side of monitors display. Press Windows Key + P to see the Project side panel.
your laptop to find out. With your PC turned off, connect both monitors Here you can choose from PC Screen Only, Duplicate, Extend or Second
to the available ports. screen Only options.

n Boot up the computer and log in. Windows should automatically n PC screen Only and Second Screen only are fairly self-explanatory,
detect that two displays are connected and you should see both displaying an image on one or the other screens. Duplicate is also
of them displaying a desktop. Your main display will have all of your fairly easy to understand, showing exactly the same display on both
icons on it, whilst the new second display will be blank apart from the screens. Extend turns the two monitors to one long screen that you can
taskbar along the bottom. spread out across.
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Working on Dual Monitors

Display settings from the Action menu. Scrolling to the bottom of the
display settings gives you another way to choose the display mode.

a
@ Home Display
ERrITY Lietect
Fired & cattlineg
Iﬂl Colour
= oy High ight
@ on
# Sound
I'l.il._ h1 |_|| 1 wediangs
[ Notifications & actions
: N Scale and layout
. i = Change the me of text, apps and oiher Berms
B = sompe Advanied scaling setbngs

. _ Fesaluban
& Tablet mode
- 1840 » FI60 |Racomemended)
Bt Mutts-tasking Onertateon
& Projecting 1o thic b R

X Shared experiences. Multiple displays

¥ Remote Desktop Mudtisle displays
% -. ,_ Extond these displays

=

Brtummeaed dhonieeg cacfinae

n At the top of the display settings are the two displays side-by-side.

1 is your main display and 2 is the secondary display. Which side
of the screen the two monitors “join” at (which side allows you to move
on to the second monitor) is controlled by dragging the display boxes
here to the left or right.

The Extend option is the one which needs the most setting up. On
the main display, right-click anywhere on the desktop and choose

I
+
r

Bettings ' =
@ Home Display
Fuid @ yerlting o Select and rearrange displays iy iecscid
Might laglt P jed
Eysten Seloct & display below 1o change its sottngs. Some settegs are aopliod 10 all desplays, sleep by displaying wasmrer ooloe
at rught, Si ot I
. e G
q.m Lt Plm sedhin i
R Do pou have @ question?
O] Natifications & actions g
ﬂ ' ' ' Gt Felp
o SR Make W ndows better
- ﬁl'ﬂ%‘ﬂ. (v s feeciback
L§ Table: mods
B k- task Colour
A - Might aght
& Projecting to this PC @) on
| x mm Might fight s=tings
| ¥ Remote Desitop. Scale and layout
@Hﬂ.‘ Change the size of test, apps and cther ihems

You can view settings for each display independently, by clicking
on one you want to see, and then scrolling down. You can change
the scaling, orientation and resolution of each display to best suit the
specification of the monitor, if it is the case that the two monitors have
different maximum resolutions.

:;..-'--\.:-.-: I - o
@ Home Display
Fimdd & samting
3 Do you have a guestion?

2 pisplay

“ ; Klake Wiandoas. biedter
. -\;-'-'r L I'--,-|_|L |.".L
[3 Motfications & actions

s ity Detect
ﬂ'w Colour

e T Might kght
0 :H'.-

: & ) of

q ﬂm Rt Bghil setlimgs

B Muki-tasking Scale and layout

& Progecting 1o this PC _ _ e

3840 = 2160 (Recommended)

% Shared expenences 3200 = 1800

ﬁ'l'ci"":ll""' ] 2560 = WA

"W 2043 ~ 1536

| @ About 1820 » 1200

If you don’t want to see the taskbar on both displays, go to
Settings > Personalisation > Taskbar, and scroll down to Multiple
displays. You can then choose to turn off the taskbar on the second
display. You can also spread a single wallpaper across both screen by
selecting Span in Background settings.

A Seliegs & =
@ Home Taskbar
Find & serting ful Turn system ioons on or off
="y e i ) . .
z R Multiple displays
E w Shioww Taskbar on all cegpliy
- g G
& Colours @D o
- Shiow taskbar buttons on
All taskbars [
@ Themes
i | - Comidme buttons on other taskbars
*a Fonls Alvsys tude labels b
P = |
-m
- = People
Show contacts on the taskbar
@ ow

Choese how mady oontacts to show
3

n Spreading out across the two monitors in Extend mode is as easy as
clicking and dragging a window, be that a browser window, app or

anything else, to the “joined” side of the main screen. Just keep the mouse

pointer moving and it will continue on to the second screen seamlessly.
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Depending on the graphics card software you have installed

(Radeon for example), you will usually have further display
options for the second monitor in the graphics adapter settings. This
might include Virtual Super Resolution and GPU scaling, helping you
match up resolution settings.

m Diplay: 1
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Windows 10
Registry Tweaks

The Windows Registry can be a scary place to visit if you don’t understand how things work. It is true that there
are often simpler ways to action some of the changes shown below but understanding the inner workings of your
Windows 10 PC s key to understanding how to accomplish more with your screen time.

WHAT IS THE REGISTRY?

The Windows Registry is a hierarchical database that stores Windows Registry .INI files stored each program’s settings as a text
low-level settings for the Microsoft Windows operating system file, often located in a shared location that did not provide user
and for applications that opt to use the Registry. The kernel, specific settings in a multi-user scenario. By contrast the Windows
device drivers, services, Security Accounts Manager (SAM) and Registry stores all application settings in one logical repository, a
user interface can all use the Registry. The Registry also allows number of discrete files, and in a standardised form.

access to counters for profiling system performance. Prior to the

Backing Up Your Registry

Before you edit any part of your system registry, it is always a good idea to make a backup of all keys that you intend to edit. Here we will
look at the simple and quick method of backing up Windows Registry keys.

You can back up any of the keys in the registry by right-clicking on An easier backup method is to make a System Restore point that
includes a snapshot of the registry. Go to Start, type restore, select

any of them in the editor and then selecting Export. This will save

into a .reg file that can be run to reapply the old value of that key at a later Create a restore point, select a drive and click Configure.. .; then pick
date. This is the minimum backup step you should take before editing. Turn on system protection, set the Max Usage space and click OK.
"llc_ Edit View Favontes Help _ Sy'S'tEﬂ'l PTﬂPEﬂ:IEE
o E! Computer Mame Type Data
3 ﬂﬂaﬁiﬁﬂ 5| (Defautt) REG_SZ (value not set) Computer Name Hardware Advanced System Protection Remote
L HEEY _LOCAL MACHIME
» - | BCDODDOO0OD ﬁ Use system protection to undo unwanted system changes.
| . | HARDWARE
o b B Export Registry File X, 3
DESCRIPTION S | = ™ E ¥ > -...
DEVICEMAR 19 Docims | -
i % - | RESOURCEMAP * Name h Date modified Type Sﬁtem Restore
- S ; My Games 13/07/201600:08  File folder You can undo system changes by reverting | -
By Pl s your computer to a previous restore poirt. G
[ SYSTEM -
y - ActivationBroker Desktop
ControlSetD]
CurrentControlSet - :
s _ﬂ_ T —
+ - HardwareConfig HIA Available Drives
' Keyboard Layout ‘ 2
| | Preload = ‘w=a Local Disk (C:) (System)
. Substitutes This PC
Maps
M:lzn.tedﬂ'nicu ‘
ResourceManager bk - .
. E’HE;”'“F“"“&“" Fie name: [ v [ S=e ] Corfigure restore settings, manage disk space,
Select Saveastype:  Registration Fies ("reg) - Cancel and delete restore points.
Setup Export range
Software OM Create a restore point right now for the drives that
., J:::s @ Selsctisd branch have system protection tumed on. L
HKEY_CURRENT CONFIG |HKEY_LOCAL_MACHINE\SYSTEM\Kayboard Layout' Substiutes | B '
Computer\ HKEY_LOCAL_MACHINE\SYSTEM\Keyboard Layout\Substitutes
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Registry Tweaks

So let’s get down to tweaking some registry keys. Registry keys always start with HKEY, followed by the location in the file system. Once you
find and select the HKEY you want, you will see that further options are available.

ISR GRS G  To open the registry editor, all you have to 4, Disable System Tray Notification Balloon Pop-ups
do is open the Run prompt with Windows

Key + R, then type in regedit and hit Enter. If you know a certain value In Registry Editor, go to following key:

you want to change, you can navigate through the registry to find it by HKEY_CURRENT_USER\Sof tware\Mi crosoft\Windows\

clicking the + sign next to each registry key. CurrentVersion\Explorer\Advanced

Create a new DWORD value, name it EnableBalloonTips and set its
value to 0.disable Wi-Fi Sense and Application Telemetry.

5 Type the name of a pro\g. S
E=J  resource, and Windows N T

j Open |

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for vou,

PR [ CEICRE GETRIE R I (A I Registry Editor, go to GO [T NG G TR e M T E Ol |0 Registry Editor, go to following
following key: HKEY _ key:

LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\ HKEY_LOCAL_MACHINEN\SOFTWARE\Microsoft\Windows\

CurrentVersion\Explorer\Advanced CurrentVersion\Explorer\

FolderDescriptions\<FOLDER-GUID>\PropertyBag.
In the right side pane, create new DWORD
UseOLEDTaskbarTransparency and set its value to 1. Substitute the <FOLDER-GUID> above with one of these:
Desktop: {B4BFCC3A-DB2C-424C-B02S-7TFE99A87C641}
Documents: {f42ee2d3-909f-4907-8871-4c22fcObf756}
Downloads: {7d83ee9b-2244-4e70-b1f5-5393042af1e4}
Music: {a0c69a99-21c8-4671-8703-7934162fcf1d}
Pictures: {0ddd015d-b06c-45d5-8c4c-f59713854639}
Videos: {35286a68-3c57-41al-bbbl1-0eae73d76c95}

't ThisPCPolicy is set to Show, then the folder is visible. [T you change it
to Hide, then the folder will be invisible.

3. Prevent Windows Update from In Registry Editor, go to
Automatically Restarting following key:
HKEY_LOCAL_MACHINEN
SOFTWAREN\Pol1icies\Microsoft\Windows\WindowsUpdate\AUkey

Right-click in the right pane and create a new 32-bit DWORD value namea:
NoAutoRebootWithLoggedOnUsers. Set its value to 1.
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Add a Shutdown
Timer to the Desktop

A shutdown timer allows you to delay the shutdown of your computer in the event that you need to leave it on
while it completes a particular function, software updates for example, but can’t stay around to shut it down
manually. The process is fairly straightforward and the timer is unobtrusive.

Adding the Timer

Before you can add a shutdown timer to the desktop, you need to understand how to create one using the Command Prompt tool. The
initial set up might seem slightly complicated but is much easier after the first time.

The tirst thing you need to do to create a shutdown timer Press Enter to complete the command and set the timer going;

manually, is open the Command Prompt. You can do this easily you won't see anything on screen just yet, that part comes in a
by pressing Windows + X and then selecting “Command Prompt” or moment. If you input the wrong time or entered the command by
“Command Prompt (Admin)” from the menu that appears. mistake, you can cancel the timer by typing shutdown -ain

. _ = — Command Prompt.

EX Administrator: Command Prompt

Microsott Windows [Ver B Administrator: Command Prompt

=1 3 0
| 2015 Microsoft Corporati

In the Command Prompt, type the command shutdown -s -t 2 You can do this each time you need to use a shutdown timer,

XXXX. The “XXXX” should be the time in seconds you want to which is not really a problem if you only rarely use it, or you can
elapse before the computer shuts down. For instance if you want the create a shutdown timer shortcut that can be placed on the desktop.
computer to shut down in one hour, the command should look like The only real problem with a shortcut is that the shutdown time is fixed.

shutdown -s -t 3600.

BN Administrator: Command Prompt




Add a Shutdown Timer to the Desktop

n Right-click on the desktop, hover over New and select Shortcut in ﬂ Place the shortcut out of the way on your desktop. Every time you
the side menu. In the path field type shutdown.exe -s -t double-click the shutdown timer shortcut, the timer will start. To
XXXX (where “XXXX” is the time in seconds) and click Next. Enter a name cancel the timer, you can create a second shortcut using shutdown.
for the shortcut, for example “Shutdown 1 Hour”, and click Finish. exe -aorenterthe shutdown -acommandin Command Prompt.

s Create Shortcut
What item would you like to create a shortcut for?

This wizard helps you to create shortcuts to local or network programs, files, folders, computers, or
Internet addresses,

Type the location of the item:

== Shutdown 1

Chick Next to continue. H |:| I_I r

COMMAND PROMPT TRICKS

Using the Command Prompt to start a shutdown timer is just one of hundreds of ways this admin tool can be used. Let’s take a look at a
few other ways.

1. Command Prompt Function Keys B Bk dnirane Evsrnund Bhoengt
If you are finding yourself using the Command Prompt tool a
lot, these F Key shortcuts can come in very handy.

F1: Pastes the last executed command (character by character)
F2: Pastes the last executed command (up to the entered
character)

F3: Pastes the last executed command

F4: Deletes current prompt text up to the entered character

F5: Pastes recently executed commands (does not cycle)

F6: Pastes 7Z to the prompt

F7: Displays a selectable list of previously executed commands
F8: Pastes recently executed commands (cycles)

F9: Asks forthe number of the command from the F7 list to paste

2. Command Prompt Help The help command (type 3. Abort a Command Just about any command can be

“help [command]é elel=s glo stopped in its tracks with the abort
provide help for every Command Prompt command. However, any command: Ctrl-C. If you haven’t actually executed a command, you
command can be suffixed with the /? option, usually called the help can just erase what you’ve typed but if you’ve already executed it
switch, to display detailed information about the command’s then you can use Ctrl-C to stop it. Remember that even Ctrl-C can’t
syntax and even some examples. undo things that aren’t undoable.

E g
B Jnpton Corteiirst ¥romgh i B® Administrator: Command Prompt
! ¢ 1 I ‘%
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Run Ubuntu on a
Windows 10 PC

It is possible to run a full Linux distribution, like Ubuntu, on a Windows PC without installing it. This is useful for a
number of reasons but initially it is a great way to try out Linux itself, or even a new distribution, before you commit
to installing and using it on your computer.

Creating a Bootable USB Drive

You can try Ubuntu and other distributions from a bootable DVD but it is usually easier and more convenient to use a USB flash drive, and
that is what we will create here.

To run Ubuntu from a USB stick, you will need one which has at ﬂ You now need to get Ubuntu onto the USB stick. This can’t be
least 2GB capacity and preferably more than that (4 to 8GB is done by simply dragging and dropping the file onto the drive, as if
recommended). You can buy a 4GB USB stick very cheaply and as it can you were copying a photo over. You'll need to make the stick a Bootable
be used again for ditferent purposes, it is a useful thing to have if you Drive. One of the best tools for doing this is called Rufus 2.11: https://
don’t already. rufus.akeo.ie/.

4 Rufus - Create bootable X

< C () | & httpsy//rufus.akeo.ie
22: Apps (& Google {F The Write Job Today £ nutntion supplements M Google Android » M How-To Geek Schoaol q" Super Hub | G.

Format Options .

[[] Check device for bad blocks | 1 Pass

[ Quick format

[ Create a bootable disk using | 150 Image
E Create extended label and icon files

About... Log

1 device found

Rufus is a utility that helps format and create bootable USB flash drives, such as USB keys/pendnives,
memory sticks, etc.

It can be especially useful for cases where:

« you need to create USB installation media from bootable I1SOs (Windows, Linux, UEFI, efc.)
L] L ' L o SySIET] - ll‘i L L] .' — ¥

To create a bootable USB from within Windows, the next thing you n Once downloaded and installed on your PC, click the icon to
need to do is download the Linux distribution you want to use. We open Rufus and select your USB stick in the Device dropdown.

are using Ubuntu 16.04.1 LTS (Long-Term Support), that can be Click the CD Rom icon next to the FreeDOS dropdown, then find your
downloaded from the Ubuntu download page: www.ubuntu.com/ downloaded Ubuntu ISO and click Open and then Start.
download/desktop.

Dewvice

MU _LABEL () (1)

FArtimein SCEmE amnd Target syitem ype
MOR partition scheme for OH05 or WL

UDUNEU® Ciowd  Sever  Destop  Phone  Toblet lof  Support  Download eard : File system
Firz2 [Dhefaud)
Chusher size
B152 bytes [Default]
Blesy valume (abel

Download Ubuntu Desktop

Fuinmial Dplivdin 0
[[] Check device for bad blacks 1 Pass
Umcic Tormat

J,'.rﬂlq: a bootable ditk uting FrecDOE

Ubuntu 16.04.1 LTS | Create extended label and icon fikes
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Run Ubuntu on a Windows 10 PC |

Click ‘Yes’ when you're asked to download Syslinux software and If you are wondering, Syslinux is a boot loader for the Linux
then ‘OK’ to write in ISO Image mode. Confirm that your USB stick is - operating system that runs on an MS-DOS/Windows FAT
selected and then ‘OK’ to continue. The process may take a few minutes, filesystem. It is intended to simplify first-time installation of Linux and for
so be patient and wait for the message to tell you it is completed. creation of rescue and other special purpose boot disks.

W LABEL jE) jniGe
Furtition scheme arad faget system fype
AEER parbfion [chema 190 BHOS o LEH

Local boot

Fedora Core 5 Install 1386
Fedora Core 5 Install xBHSft
Fedora Core 4 Install §
Fedora Core

Restart network boo;

linux

single

milti

srsingle

srmuilti

nesingle

Filg ayiLe L
FATRY IDedbult

B152 bytes [Diek s

WARMBMC: ALL D&IA OM DEVICE "MO_LAEEL (E-) | M6LE] WILL BS

DESTRCVED.,
Te contenm with thn opeation, cick 0K, To qun chck CAMNCEL

-
» fedorasS/1386/7umlinuz initrd=fedora- 571386/ imitrdsimg ramdisk,.size=819Z_

Booting from a USB Drive

Now you have the Linux ISO file (in our case, Ubuntu) copied onto your bootable flash drive, you are ready to boot into the OS. Here is the
exact process you will need to follow to change the boot order.

Turn off your Windows computer and insert the USB drive with Once into the Set up/BIOS screen, look for the option to change the

the Ubuntu ISO file on it. You now need to tell your computer to - ‘Boot Device’. This may be on the main screen, or within the System
boot from that USB stick and not from the hard drive, and therefore tab/section. Depending on your computer and how your USB key was
Windows, as it normally would. Some newer computers can start-up formatted, you should see an entry for ‘removable drive’ or ‘USB media’

automatically from USB.
BIOS SETUP UTILITY

When disabled. force
Manufacturer:Intel the KD feature flag to
Brand String:Intel (R) Core{(TH) i7 CPU always return 0.
Frequency :2.936GH=

BCLK Speed :133HH=z

Cache L1 : 256 KB

Cache L2 :1024 KB

Cache L3 :8192 KB

Ratio Status:Unlocked (Min:89. Hax:22)
Ratio Actual Value:2Z

CPUID : 106ES

CPU Ratio Setting [22.0] Select Screen
C1E Support [Enabled] Select Item
Hardware Prefetcher [Enahledl Change Option
Ad jacent Cache Line Prefetch [Enabled] General Help
Max CPUID Value Limit [Disabled] Save and Exit
Intel (R) Virtualization Tech [Enabledl] Exit

CPU TH Function [Enabled]

H-Jl tsk me anything

2 I your computer does not automatically do this, you will need to 4 Move this to the top of the list to force the computer to start from

change the device from which the computer starts up to the USB. ' USB rather than the hard disk; save your changes and continue.
You can usually do this by watching for an ‘Enter Setup” message Choose your preferred language and click on Try Ubuntu. Your live
appearing before Windows starts and pressing the key shown (this varies desktop should appear. It you then want to, double-click on ’Install
between devices). Ubuntu 16.04 LTS

e b
Espanol
Esperanio
Euskara
Francais
Gaellge
Calego
Hrvatski
Islenska
ltaliano

Kurdi Try Ubuntu Install Ubuntu
Latviski

Lietuviikai
Magyar You can try Ubuntu without making any changes to your computer, directly from this CD.

Mederiands O if you're ready, you can install Ubuntu alongside (or insbead of ) your current operating system. This

Morsk mynorsk

Polski
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Detragment

Your Hard Drive

Over time the data stored on your hard drive may get fragmented and become slower for your system to access.
Windows has always included tools to clean up these fragments and Windows 10 is no different. Using the built-in
Windows utility to tidy up can greatly improve performance.

HARD DRIVE HEALTH

While hard disk drives provide cheap, fast and reliable bulk storage for
digital data, they do suffer from one major problem. Using protocols
that date back to the days when computer data was stored on big
reels of magnetic tape, data is written onto the hard drive sequentially,
so that it’s faster to read off again. This is fine at first since the data is
stored in neat blocks or sectors that it’s easy for the system to find. A
brand new hard drive will use its storage space efficiently for optimum
performance, saving files in a neat orderly sequence. However over
time you’ll inevitably delete some files, or replace others with larger
ones, and the hard drive tries to cope with these changes by splitting
data files up to fit into available empty space on the drive. This can
mean that your files are broken up into pieces scattered all over the
drive, which can radically slow down access times both when saving
data and when you come to read the data from the drive. The system
doesn’t lose the data but a hard drive is a mechanical device with
moving parts, and the physical process of moving the read-write head
to and fro over the drive platter from one sector to another takes a
finite amount of time, and the more the head has to move the slower
the access time will be. After a few years of heavy use a hard disk drive
can become so fragmented that it slows to a near crawl as the system

Log on to your PC as Administrator. You'll need to be using an
Administrator account in order to perform the disk

defragmentation process.

& Settings

03 ACCOUNTS

Cliff Smith

Sign-in options Administrator

Wark access Billing info, family settings, subscriptions, security settings and
more

Family & other users Manage my Microsoft account

Sync your settings Sign in with a local account instead

Your picture
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struggles to access the scattered chunks of data. This is one of the
reasons why solid state drives (SSDs) are becoming more popular.
Since they don’t have any moving parts their data retrieval speeds
should remain consistently high regardless of how much data is
stored or how often it is changed. See the previous sections of this
publication if you’d like to upgrade your system to use an SSD.

Fortunately Windows includes an option to “defragment” your drive.
This is an automatic process that reorganises the data on your HDD
back into easily accessible contiguous sectors, making the most of
the available space and greatly speeding up access times. In earlier
versions of Windows this was a manually selected process that you
had to remember to perform on a regular basis, but Windows 10
includes an option to automatically perform an optimisation and
defragmentation procedure on all attached drives on a regular basis.
If your system uses a hard disk, as most do, it’s worth performing at
least the first five steps of this guide, just to see if your system would
benefit from defragmentation. If you’re using an SSD it won’t need to
be defragmented, since SSDs store data in a different way to HDDs but
it can still benefit from optimisation.

4) Windows.10.Background.Changer.zip

Click on the Start button and open File Explorer. Expand the This
PC file tree so that you can see the list of drives on your system.

ﬁ Music

> & Cliff Smith
v & This PC v Devices and drives (5)
> [ Desktop - System (C:)
> %] Documents b W'
> ‘ Downloads Backup (F:
> [ Harold I
. J., i 91.6 GB free of 1.81 TB
> [ Pictures v Network locations (1)
> B Videos
> e dystem (C:)
> s Data(D:)
> o DVD RW Drive (E:)
> "W Backup (F:)
> - Apps (G:)

v 4 Libraries

% =1 (ameaera Rnll




Defragment Your Hard Drive

n Right-click on any drive in the list and select Properties. You'll n If any of your hard disk drives are fragmented, click on it and then
see in a moment that it doesn’t matter which drive you select at click on the Optimise button. Ifit’s a large drive and very

this stage. fragmented the process could take a long time, so only do it if you're not

going to be using your PC for a couple of hours.

Share with > A
, : “ Folders

Restore previous versions ers (6) 8 Ost

& Combine suppurl:e-d files in Acrobat... - DEEHEIP You can optimise your drives to help your computer run more efficiently or analyse them to find out if they need to be
T optimised. Only drives on or connected to your computer are shown.

Include in library >

Pin to Start .Changer.zip ) T Status
o Scan this folder for deleted files Drive Current status
B Addto archive.. v Devices and drives (5) | o Data (09 Hard disk drive
88 Add to “Archive.rar" " YT T tlamers PP
3 Cumprus and email... T System (L) == Apps (G:) Sohd state drive 11/01/2016 17:29 OK (6 days since last run)

. _ w= oystem Reserved aohd state drive MNewver run MNeeds optimisation

&8 Compress to "Archive.rar” and email W™ 24.1GBfree of 1196

Format... Backup (F:) —— =

=
01.6 GB free of 1.811

Copy

Scheduled optimisation
v Network locations (1) On

N Drives are being optimised automatically.
PEA | arold Frequency: Weekly
Bymndonmy

Rename

> &2 DVD RW Drive (E)

n In the Properties window, click on the Tools tab. You'll see that
there are two options available. Click on the button for the second

In the lower part of the Optimise Drives window you'll see
Scheduled Optimisation. This should be set to On by default but if

It . . ” sy w » . .
one, “Optimise” itisn’t click on the Change settings button.
_Screenshots mmmm Desktop "—E' Docurnents B Optimise Drive =
we Data ([x) Properties *
_ _ - You can optimise your drives to help your computer run more efficiently or analyse them to find out if they need to be
Securty Previous Versions Guota Customise (e Pictures optimised. Only drives on or connected to your computer are shown.
General Tools Hardhware Sharing -

Emor checking grives (5) Status
chack i Data (D:

<> e = e e Mehatipe L Comiont M

Q':' " free of 119 GB W™ £01 GB free of 1.21 TB s System (C:) Sohid state drive 18/01/2016 08:53 OK (0 days since last run)

(F2) Apps (G) i Data (Dx) Hard disk drive Running... Pass 1: 24% defragmented
Optimise and defragment drive e FESE——— > Backup (F) Hard disk drive 13/01/201613:30  OK (0% fragmented)
— i iree of 1,51 T8 Wy 76.7 GB free of 223 GB o= Apps (G:) Solid state drive 11/01/201617:28  OK (6 days since last run)
E more efficiently, fions (1) - Jystern Reserved Solid state drive Mever run Meeds optimisation
| Ortimi I

Scheduled optimisation

On
Drives are being optimised automatically.
Frequency: Weekly

oK ' Cancel | Apphy

ﬂ This will open the Optimise Drives window. Here you'll see n You can set your drives to be automatically optimised by
another list of all the drives attached to your system, when the ticking the Run on a schedule check box and select the interval;

optimisation routine was last performed on each one, and how for systems used every day a weekly check is recommended.

fragmented it currently is. If your system is operating at peak efficiency

e
they should all be at 0%. I
. cide i ~ ysethem to fini
Pictures
Wi Optirmise Drives - 4
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Updating Your
Device Drivers

Keeping your device drivers up to date ensures that your computer delivers optimum performance
under Windows 10 and makes your whole system more stable and reliable. Once you have updated the drivers for
one device, doing the same for any others is relatively easy and quick.

Finding Device Drivers

Windows 10 comes with default generic drivers that will let it talk to most common peripherals but for optimum performance it’s a good
idea to download and install the latest custom made drivers for your hardware.

Go to the website of your peripheral manufacturer. In this case
we're looking at the website for Epson printers, to install an
update for an R2400 photo printer. Click on the link for product support
and enter the model name and/or number.

E | SEARCH”
EPS UN PRODUCTS | INK | PAPER | SUPPORT | CXPLORE EPSON | CPSON STORC | ADOUT
EALEEL TLAIH WiSiUM Signin | Track My Order | Gy Aceound | Benrderiml | Prodoct Regedrados | Help | Shoppng Card
Home > Juppor > EpEon Siylus Fhoto HIS00 Ink Jel Ponter - > Urivers & Doenloads
Epson Stylus Photo R2400 Ink Jet Printer
Support Links

Drivers & Downloads

l Uperaing System: | Windows 10 64-bit (detected) |

Recommended For You b

Visit our Preminm ICC Profiles for the Shius Pholo B2400 page far access fo

Premium IGC profites produced by Epson Ammeica, inc.

Thic anfisars (v recrsmmeaied Bt na the deferiad opafing eyefam Windoes 10 Glhe)

Printer Driver v6.56 4
D20THI| 20.1ME | epeoniSiTiese Download O

Cpsan Stylus Photo R2400
1INk Jax Seinoor Sauppors.

Drivers & Downloads

FRgs for this Product

Ml rapnie

Safety Data Sheets

Centast Fuppor

_f.:i:ltu-lu

Eiore on this Product
Register Your Product
Buy IF-IL.. for this Product
User Replaceable Fars
Epson Hecyching Frogram

8 i n s e i

Mot what you ara looking for? Weekly Specials
View aif commipedy for Minuows 10 8-l i e seciuns eive, o sl 8 ciffererd uperaling syslera Sak aaied i
ahove i revea! oifver dowrioeds for your prodect on popular ¥
Epson products.
» Ghop Mow
Dnvers +
News & Alerts
Utilities +

& Codor Mamagpemment 101
(lanuary 03, 20020

By downioading from thig web pile, you are sgreeing fo abeoe by the terma end conditrone of Eppons Soffwers
Livwime Ay ewiminl

n Some websites (such as Epson’s) can automatically detect the
operating system you're using and immediately offer you the
latest recommended driver. In other cases you will have to tell the site

that you're using Windows 10.

SUPPORT & DOWNLOADS

Have we recognised your operating system correctly?

Windows 10 32-bit

Linux £y

) QUESTIONS
Mac0S7.6-9.2
Mac OS X - Intel m
Mac OS X - PowerPC
MS Dos ac OS X108
NetWare

rint on roll paper

Wi -
e eI . < vouw, 71000, R2400, R2880- Which paper path should | use to load thi

How to clear the Temp folder in Windows

How tn nininetall a nnnter drnver in Mar (S XY
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Once you've entered the model name and told the site that you're
looking for Windows 10 drivers, you should be offered a link to
download the latest driver. Click on the link and download the driver file
to your desktop.

DRIVERS & SOFTWARE -
DRIVERS
Driver (v6.56) 04-Jan-2013 19.10 MBs i
Version: 6.56
Release Date: 04-Jan-2013
File Format: EXE
File Size: 19.10 MBs
CREATIVITY SOFTWARE
EPSON Easy Photo Print (v2.70.00) 04-Sep-2015 57.89 MBs ’
NETWORK UTILITIES
EPSON Network Utility (v6.13) 01-Dec-2015 2.73 MBs >
OTHER SOFTWARE
Epson Print Layout (v1.20) 23-Sep-2015 38.68 MBs >

n If you're installing a driver for a device that has to be plugged in
and switched on in order to work, such as a printer, make sure
that the device is connected and powered up before proceeding,

LAl ITHVRPLT &~ .

v Multimedia Devices (3)

—

VIERA E30 Series

Harold Xbox 360

v Printers (6)

- - -

Microsoft Pnnt to Microsoft XP5S Send To One
PDF Document Writer 2010

Adobe PDF EPSON Stylus

Photo R2400




Updating Your Device Drivers

n Once the driver download is complete, go to your desktop n The driver installation should only take a few seconds. When it’s
and locate the newly downloaded file. Double-click on it to complete you'll receive a notification telling you that the
begin installation. installation was successful.

=

EPSON Stylus Photo R2400

Setup completed.
' To update shared file(s), restart your windows.

[V Set as default printer

n Repeat this process for any other peripherals that are connected
to your system. You don’t need to restart between installations for
different types of devices.

n You'll see a message from Windows asking if you want to proceed
with software installation. Click OK to proceed.

INJAS Speakers (R
General Hardware High Defir
bt o Fu Ei f! I m "Iilﬁ! dlﬂﬂgﬂi to EW &« HID Keyboard Device Properties X |
: - [ Driver
Program name  updater, e e r i L b
Fublisher: Unkmowm 1D Kboand Doyt
File omgire Hard dirve on this computer a -
) Series Xbox 360 Driver Provider:  Microsoft

_ | Driver Date:  21/06/2006
© showt - -

Driver Version: 10.0.10240.16384
Digttal Signer: Microsoft Windows

Microsoft Windows

Change when these notifications appear

I; Driver Details |  To view details about the driverfiles. ;
) :. h T el bl il me amflaymem fag Hate ooy ol
Stylus EPSON Stylt | Lipdate Drver. [oupdate the diver software for this device !!Jﬂ-tE
22400 Photo R240 | e o i
C Roll Back Driver e cdevice (ke Aher ypristing the divver, 108
From here on the process is mostly just clicking OK on a series of Once you've finished updating your drivers, it's a good idea to
windows. Do check that the device driver you’re installing

restart your machine, since this should clear out any temporary
matches the device connected to your PC. files created during the installation process, as well as finalising the
deletion of any old drivers.

License Agreamert

Please read the following License Agreement. You must accept the
terms and conditions of this Agreement to continue Setup.

i Downloads

J' Music Jola AtWork's birthday

Tomomow all day

SEIKO EPSON CORPORATION A Pictures
SOFTWARE LICENSE e ot
AGREEMENT | o . ——a_.19

ELET T
IMPORTANT! READ THIS SOFTWARE Closes all apps, tumns off the PC and then turns it on

LICENSE AGREEMENT CAREFULLY. The ' again.

computer software product, fontware, typefaces ; P YEpRe s .

and’or data, including any accompanying F1 E
explanatory wntten matenals (the "Software") ol Restart I [ |
should only be installed or used by the Licensee @ setan  NEole ;
{"vou") on the condition vou agree with SEIKO ¥ Adobe Adobe Bndge
TOCANT MODDOD A TN AMTDCIAT b #hen & e @ AT , p’hﬂtﬂihﬂp CS.. CS6 (64bit)
Press the Page Down key to ses the rest of the Agreement. T

s= All apps
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Windows 10
Touchpad Gestures

If you are familiar with using a laptop, you will no doubt also be familiar with using a touchpad or trackpad to
control it. However even if you are used to controlling your laptop with the touchpad, it can be some time before it
feels as familiar as using a traditional mouse. Luckily Windows 10 allows for several very useful touchpad gestures
which, when combined with hotkeys, make using a laptop much quicker and easier.

Horizontal Scroll Place two fingers on the touchpad and slide
horizontally. This gesture will work in any app

that allows horizontal scrolling, such as the Internet browser.

TOUCHPAD SETTINGS

Windows 10 contains some basic touchpad settings when used on a

e 1 J 1 |5 Y [ ol ] L B B e L) JI"" li_"" e Jl""'"‘ll ik 5 7 M

laptop but you may also need to get into the hardware settings for } i gy (i ‘ l
your particular laptop. You can usually find this in the taskbar menu. ‘ {

4 ﬁ
g:S;,dtési.:;:zlusr:ei:t:?;sgaslj{searchtmfind “Touch Pad Settings” and click | \ Q |[ W H E H R H : || y ” ]mmmr_l : h 1
BE3a 01 3 8 1

' fock

= Advanced festure settings [ -
'y ’ . hif
- T [ | 2 | I | | I
| i
ﬁ Ensble Croular Scralling ‘ ‘ fn [ - It it E ctrl [ a4 ‘ | v [ .
P - -

m [+*] Enable Pinch Zoom

3-Fi g8 : J L
w [+] Enable Pan Scrol i #
[ Enstle hettial Scrol ' F -
] Enabie Edge Movement - .
.-".'F-ﬁ“‘t.

[[] Enabla Prvot Rotation

W [+] Enable 2-Finger Tap

Descsic
Keep three fngertips on the Touch Pad suface and hold them down for some tme. After a certain tme interval, the press ;
function will be executed.

S LS Tap the touch pad with one finger when over the item Vertical Scroll Place two fingers on the touchpad and
you want to select. You can also tap twice to select slide vertically. This gesture is useful for

items that need a double-click. scrolling down through web pages or when reading long text
documents such as Word docs.
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Place two fingers on the touchpad and pinch in
diagonally. This gesture will be familiar to anyone who

uses a smartphone or tablet. Can be used in several core apps,
including Photos.

= O JVILENRIL T I e e e e |
wwwwvwwwwuwwn
I I

cirl

Zoom In

hift € Z X

ol alt

.

Place two fingers on the touchpad and spread out

diagonally. When you change zoom in a browser, a

pop-up will usually appear as you zoom, showing you the change from
the default 100%.
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Context Menu Tap the touchpad with two fingers or press in the
bottom right corner. This gesture results in the

same as right-clicking with a traditional mouse, usually opening a
contextual menu.
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Windows 10 Touchpad Gestures E
Place three fingers on the touchpad and swipe them
away from you. This is one of the new gestures that

may not work on your device if it does not have a precision touchpad.
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Place three fingers on the touchpad and swipe

Show Desktop
them towards yourself. Again, this requires a

precision touchpad to work. This can also be achieved by pressing
Windows Key + D.
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Switch Windows Place three fingers on the touchpad and swipe
right or left. Requires precision touchpad. You

can also switch between open windows easily by holding Alt and
tapping Tab.
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Windows 10

Hotkeys

Hotkeys, or keyboard shortcuts, are a useful way to speed up navigating your way around Windows 10, especially
if you are using a laptop and touch pad. Many users know basic Hotkey combinations, such as Ctrl + Cand Alt +
Tab, but there are literally hundreds more to learn. These let you do everything from Snap windows left or right, to
switching between Virtual Desktops. Here are some of the most useful Hotkeys for everyday use.

Basic Hotkeys

Ctrl+C : Copy the selected item

Ctrl+X : Cut the selected item

Ctrl+V : Paste the selected item

Ctrl+Z : Undo an action

Alt+Tab : Switch between open apps

Alt+F4 : Close an active item, or exit an app

Windows key + L : Lock your PC or switch accounts
Windows key + D : Display and hide the desktop
Shift+Delete : Delete item without moving to Recycle Bin

Snap Hotkeys

Windows key + Up Arrow : Maximise current window

Windows key + Down Arrow : Restores window size

Windows key + Left Arrow : Snaps current window to the left
Windows key + Right Arrow : Snaps current window to the right
Windows key + 2 Arrow Keys : Snaps current window into one corner

Typing Hotkeys

Ctr
Ctr
Ctr
Ctr
Ctr
Ctr
Ctr
Ctr
Ctr
Ctr
Ctr

+ C : Copy the selected item

+ D : Delete the selected item and move it to the Recycle Bin

+ R : Refresh the active window

+V : Paste the selected item

+Y : Redo an action

+Z : Undo an action

+ Right arrow : Move the cursor to the beginning of the next word

+ Left arrow : Move the cursor to the beginning of the previous word

+ Down arrow : Move the cursor to the beginning of the next paragraph

+ Up arrow : Move the cursor to the beginning of the previous paragraph

+ Shift with an arrow key : Select a block of text

Taskbar Hotkeys

Shift + click a taskbar button : Open an app or quickly open another
instance of an app

Ctrl + Shift + click a taskbar button : Open an app as an administrator
Shift + right-click a taskbar button : Show the window menu for the app
Shift + right-click a grouped taskbar button : Show the window menu for
the group

Ctrl + click a grouped taskbar button : Cycle through the windows of

the group
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NEW WINDOWS HOTKEYS

Windows key + A : Open Action Center

Windows key + S : Open search

Windows key + C : Open Cortana in listening mode

Windows key + 1 : Opens the new Windows 10 Settings menu.
Windows key + X : Opens a system context menu.

Windows key + H : Open the Share charm

Windows key + T : Cycle through apps on the taskbar

Windows logo key + comma : Peek at the desktop

Windows key + Tab : Open Task View

Windows key + Ctrl + D : Add a virtual desktop

Windows key + Ctrl + Right Arrow : Switch to virtual desktop on
the right

Windows key + Ctrl + Left Arrow : Switch to virtual desktop on the left
Windows key + Ctrl + F4 : Close the virtual desktop you’re using

&




Windows 10 Hotkeys

File Explorer Shortcuts

File Explorer is your main interface for organising the files you store
on your PC. Here are some useful shortcuts to speed up operations.

Alt + D : Selects the address bar

Ctrl + E and Ctrl + F : Select the search box

Ctrl + N : Open a new window

Ctrl + W : Close the current window

Ctrl + mouse scroll wheel : Toggles through folder size and

layout options

Ctrl + Shift + E : Display all the folders above the selected folder

Ctrl + Shift + N : Create a new folder

Num Lock + asterisk (*) : Display all sub-folders under the selected folder
Num Lock + plus (+) : Display the contents of the selected folder

Num Lock + minus (-) : Collapse the selected folder

Alt + P : Display the preview pane

Alt + Enter : Opens the Properties dialogue box

Alt + Right arrow : View the next folder

Alt + Up arrow : View the folder in which the current folder is contained
Alt + Left arrow or Backspace : View the previous folder

Right arrow : Display the current or select the first sub-folder

Left arrow : Collapse the current selection or select the folder it was in
End key : Display the bottom of the active window

Home key : Display the top of the active window

F11: Maximise or minimise the active window

DESKTOP HOTKEYS

Windows key + Home : Minimise all but the active desktop window
Windows key + Shift+Up arrow : Stretch the desktop window to the
top and bottom of the screen

Windows key + Shift+Down arrow : Restore desktop windows
vertically, maintaining width

Windows key + Shift + L arrow or R arrow : Move window from one
monitor to another

Windows key + Spacebar : Switch input language and keyboard layout
Windows key + Ctrl + Spacebar : Change to a previously selected input
Windows key + Enter : Open Narrator

Windows key + forward slash : Initiate IME reconversion

Windows key + plus or minus : Zoom in or out using Magnifier
Windows key + Esc : Exit Magnifier

Dialog Box Shortcuts

Sometimes you may need to open and use a Windows dialog box
when you don’t have access to the mouse or trackpad. For these
times there are keyboard shortcuts to help.

Ctrl + Tab : Move to the right through tabs

Ctrl + Shift + Tab : Move to the left through tabs

Ctrl + number (1-9) : Move to the corresponding tab

Tab : Move forward through the dialogue options

Shift + Tab : Move backwards through the options

Alt + underlined letter : Perform the command corresponding to that letter
Spacebar : Select or clear a checkbox Arrow keys: Select a button

Cortana Hotkeys

Windows Key + Q: Open up Cortana ready for voice input.

Windows Key + S: Open up Cortana ready for typed input.

Windows Key + I: Open up the Windows 10 settings pane.

Windows Key + A: Open up Windows 10 notifications (Action Center).
Windows Key + X: Open the Start button context menu (the one with easy
access to Command Prompt, etc.)

Display Hotkeys

Windows Key + PrtScr: Take a screenshot saved to your Pictures folder.
Windows Key + G: Open the Game DVR recorder (if supported by your
graphics card).

Windows Key + Alt+G: Start recording activity in the current window.
Windows Key + Alt+R: Stop recording in the Game DVR.

Windows Key + P: Switch between display modes (with a secondary
display connected).

Windows Key + plus: Zoom in using the Magnitier utility.
Windows Key + minus: Zoom out using the Magnifier utility.
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Windows 10
Security and
Maintenance Guides

Learn how to keep your Windows 10 PC running
smoothly and safe from malware and viruses. Master
Windows 10 security and maintenance, including
privacy settings, ease of access, folder and file
manipulation and online safety. These guides will
explain the workings of the OS and show you how to
oet started with key features.
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Windows 10
Security

Microsoft is often accused of developing insecure and ‘broken’
operating systems. However, what the Redmond company delivers is
an easy to use system that’s as secure as it can be without
compromising its use. It’s a difficult balance to maintain and security
can suffer in the long run.

Security leaks, holes and flaws in
development code appear all the

time, for every operating system.
Windows 10 has the bad luck of

44

Windows 10
Security
Improvements

29

being at the top of the security flaw
news pile. However, here are ten
reasons why it’s actually a secure
OSto use.

Your device is being protected.

(3 B 3 o At

Vines & threat Device performance & Firewall & network App & browser controd Flmwm_i:
protection Rt pratection @ using tha LA anage R e "

(FIE -ihllrl"d'l'i“.f ™
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Virtualisation-based
Security

VBS is an improvement to the core Windows security, it
stands for Virtualisation-based Security and uses a mixture
of hardware and software enforced developments to create
an isolated, hypervisor restricted subsystem for securing the
OS core data. Nothing unsigned by Microsoft is allowed to be
injected into the kernel or executed.

Secure Booting

Secure Booting utilises the new UEFI (Unified Extensible
Firmware Interface), the replacement for the older and more
vulnerable BIOS, along with Windows Trusted Boot code
integrity and ELAM (Early Launch Anti-Malware) capabilities,
to protect the computer as soon as you power it up.

«  Windows Hello

Windows Hello may seem like a glamorous feature rather

than a security feature but it’s really quite an impressive

layer of protection. Hello supports passwordless biometric

authentication methods, such as iris, facial and fingerprint,

together with a PIN code to help protect access to
Windows 10.

Microsoft Passport

Windows 10 uses the Microsoft Passport single sign on

solution that supports the open FIDO Alliance security

authentication standard (www.fidoalliance.org) and

utilises cryptographic keys to secure access to network
and local resources.

Trusted Platform
Module

If your computer has a TPM chip (Trusted
Platform Module), Windows 10 can utilise
the hardware cryptographic key therein

to link Passport and Windows Hello to
authenticate the user and operating

system with local, network and

Internet resources.

b

Credential Guard

Windows 10 Credential Guard protects the user details and
Windows authentication keys within the VBS layer. This
Isolates the authentication service against network and local
attacks, stopping keyloggers and other worms from gaining
your login details.

Device Guard

Windows 10 has introduced Device Guard, a highly secure
tool that determines which programs and scripts should be
allowed to run on the computer. It utilises the VBS layer to
protect the core system files and with a list of what’s allowed
and not allowed to run it can prevent most malicious content
from being executed on your system.

Rolling Upgrade

Windows 10’s unique method of upgrades now ensures | /
that the latest versions to software, tools and applications |

are continually upgraded on the computer. The new rolling

upgrade process has been widely criticised by many, as there’s

no opt-out for upgrades available. On the flip side, you're

always up to date.

Windows Defender
Security Centre

Windows Defender Security Centre is significantly
improved over previous versions of the software. The new
Fall Creators Edition version offers virus, ransomware and
threat protection, device health, firewall protection, app
and browser control and family options all under the

one roof.

Protection Features

Among the aforementioned security elements,
Windows 10 offers User Account Control,
Kerberos Armouring, Smartscreen, TPM
Key Attestation, Advanced Auditing
Settings, Mandatory Integrity Controls,
Virtual Smartcards, EMET enabled
protection and many more
impressive protection features.

J /
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Protect Your PC with
Windows Defender

Thanks to a fairly recent update, Windows Defender, the preinstalled security tool for Windows 10, is better than
ever. Defender now includes cloud-based protection and automatic analysis of suspicious software or files. You can
even run a powerful offline scan that can pick up nasties that a normal scan may not.

Set Up Defender

By default, Windows Defender should already by running but if you are using a PC that has had anti-virus software on in the past, parts of it
may have been disabled.

The first thing to do is check that Defender is already running. n Since the Creators update of April ‘17, Defender is much more in

You can quickly check this by clicking on ‘Show hidden icons’
(the small arrow button) at the right hand end of the taskbar. It you
see the Defender shield logo, you are protected. At least, you are
protected partially.

10:29

ENG 51
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E Now it’s time to check out the Defender settings and features. You

can right-click on the icon in the hidden icons pop-up, and then

click Open. You can also, in the search box on the taskbar, type Defender

and then select Windows Defender from the list of results.

B O @
Best match

r| | Windows Defender Security Center

lrusted Windows Stone app
Stare
B samurai Defender

B Prime World: Defenders

Coarch ﬁuggrﬂinrﬁ

2 defender - Search the web
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keeping, design-wise, with the rest of the Windows 10 interface,
although it still opens in a separate window. The Defender Security
Center is split into several sections, including anti-virus, firewall and
device performance.

Windiawi Defendér Secufity Ceénter

Your device is being protected.

~ (4 7 43

Vires & threat Device performance S Firewall & network
protecton he=alth protection
P uing ather Thie Health reg N R E oWt Firews

w 9%

App & browser control Family options

Jiow antiviru
[irviders
View health

n Below each of the section icons, you can see basic info about that

section, including whether it is currently enabled or not. Click on
any of the section titles and you are able to see more information, along
with any options available for that particular part of Defender.

T~ Windows Defender Security Center

B App & browser control

oY el up Windows Delender SmartScreen seltings for apps and browser:
Check apps and files

< B .
Whindonwe fender smart>oreen helps protect your device Dy CheCking 1o
unrecognized apps and files from the web

fyd
O Block

B (®) warn

i O of

SmartScreen for Microsoft Edge
dartsoreen Filter helps protect your device from

malhicious sites and downloads

O Block
@ Warn
O o




Protect Your PC with Windows Defender

Running a Virus Scan

You can scan your PC for viruses in a couple of different ways with Windows Defender. Click the Virus & Threat Protection icon to get started.

If you are using a third-party antivirus program, such as Kaspersky

or AVG, it will say so at the top of the window. If you want to check
exactly which, click the link ‘View antivirus providers’ This opens the
Windows Control Panel. Click Security to open the panel and look for
Virus Protection.

£ Windows Defender Security Center

O Virus & threat protection

fn} View threat history, scan for viruses and other threats, specify protection
settings, and get protection updates.

9,

< Other antivirus providers

D You're using other antivirus providers.
View antivirus providers

- P

You can still use Defender to scan for viruses, with or without
other anti-virus software present. Back in the Virus & Threat

Protection window, click the Quick scan button to get started. A progress
bar appears, along with some details of files scanned and time elapsed.

= Windows Defendar Sacurity Canter

U Virus & threat protection

View threal huslory, scan lor vinuses and other threals, specily protection
settings, and get protection updates.

v Other antivirus providers
i You're using other antivirus providers.
= View antivirus providers

{® Scan history

Mo threats found.

0 28637

Windows Firewall

g8

I

&

d§ O

You can, if you are not sure the Quick scan is enough, perform an
offline scan. This is a much deeper scan and certainly takes longer
to perform. Itis, however, much more likely to find some of the more
devious viruses and other threats. Click Advanced scan and select offline
scan > Scan now.

¥ Scan history

Mo threats found.

Quick scan running...
Time elapsed: 00:00:02
339 files scanned

Cancel

Feel free to keep working while we scan your device.

The other options here let you check for protection updates,

as well as change the Virus & Threat protection settings; for
example whether real-time protection is on. You can also choose files
or software to exclude from scans and change the notification settings
for Windows Defender.

Windiows Delender Security Cente

% Virus & threat protection settings

View and update Virus & threat protection settings for Windows Defender
Antivins.

Real-time protection

Locates and stops malware from installing or running on your device. You
can lurn oll Uus selling for a shorl e belore il lrns back on
automatically.

Cl_j I

A firewall is often the first defence against viruses and other Internet nasties, so make sure you at least use the one provided by Windows 10.

You should always run Windows Firewall even if you have another
firewall turned on. Turning off Windows Firewall might make

your device, and your network it you have one, more vulnerable to
unauthorised access.

Your device is being protected.

Last health scem 25250017

¥
"
B
A ({
( | o
Virus & threat Device performance & Firewall & network App & browser control Family options
FI'I:IIEIE_'IH“'I htEﬂllh Fl-lﬂ-tﬂ:lim T T uming it gt (JETFY Yl rull'l-ir
Yo e wacing atbue The Haaldth report hag Windows Firewall s an recommeended senings LESL Thesir diEvines
ENAELE pra YA B R, eI G ndations bor WCHAT
device
View anfivirus
pacvilens
View haalth
report

protection, choose a network profile and then under Windows Firewall,
turn it on or off.

To turn Windows Firewall on or off, select the Start button,
open Windows Defender Security Center > Firewall & network

e Windows Defender Security Center

@ Private (discoverable) network

( Metworks at home or work, where you know and trust the people and

devices on the network, and where your device is set as discoverable.

v Active private networks

e Network
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Blocking PUPs with
Windows Defender

PUPs, Potentially Unwanted Programs, are bits of software that can sometimes be stealthily installed when you
install other free software, usually by making it a default installation option with the choice to opt out. Windows
Defender has the ability to block these sneaky software installs but it isn’t enabled (or even visible) by default.

Enable PUP blocking

PUP’s can include toolbars, browser extensions, adware and other unwanted software. In almost all cases, this software should be called
DUPs (Definitely Unwanted Programs).

n You can enable PUP protection with System Centre Contig H The PUP blocker is now enabled on your PC. You will not see any
Manager, PowerShell or Microsoft Intune. For this guide, we'll be new options displayed in Windows Defender but you will see
using the PowerShell, as this is available within Windows 10 without “Potentially unwanted software” listed once something is blocked. If
installing any additional software; as long as you follow the instructions you want to disable it in the future, just run the above command again,
carefully, itisn’t as scary as it sounds. replacing the 1 with a 0.

O Virus & threat protection

i .
- ] Wiy Threal story, Scan kor wiruses and ohar thiests, spaily proteihan

o 0 14094
; ol Family oplEon .
" I
B - % V I 0
. o
j': B Rarnscimware protection |
- e |
I |
H To access the PowerShell interface, right-click the Start button or n PUPs are blocked when a user attempts to download or install a
press Windows+X and click Windows PowerShell (Admin) to open suspicious file or if the file meets one of these conditions: the file
a window. Type the following command at the prompt (without the is being scanned from the browser, it is in a folder with “downloads” in
quotation marks) “Set-MpPreference -PUPProtection 1” and press Enter. the path; oritis in a folder with “temp” in the path. The file is placed in

the quarantine section.

£ Windows PowerShell (x86)

Windows PowersShell
Copyright (C) Microso Corporation. All rights reserved. -

‘Windows Defender Securty Centre

Full history

S CIAUSCrs\RUssH> Sct Mpl'reference (nt  Home Here is a list of iterms that Windows Defender Antivirus detected as threats
o on your device
L/ Virus & threat protection
M Account protection
Ma threats.
40 Firewall & network protection
1 App & browser control
2 Device secunty

%% Dewice performance & health

#h  Family options
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Blocking PUPs with Windows Defender/Using Windows 10 Dynamic Lock

sing Windows 10
Dynamic Lock

The Creators update for Windows 10 introduces several new tools and features, including Dynamic Lock. This
allows you to have more control over the security of your Windows device, with even less effort. It is designed to
detect a trusted device nearby and lock and unlock the computer as it moves away or comes close.

Setting Up Dynamic Lock

Dynamic Lock works by sensing the proximity of a paired device, such as the smartphone you have in your pocket. In this example, the first
thing we need to do is pair with our phone. Pairing with other Bluetooth devices will be almost exactly the same as shown here.

Dynamic Lock will only work if your PC has Bluetooth connectivity.
This usually means a laptop, which makes sense as these more

n Go to Settings > Accounts > Sign-in Options and scroll down to
see the Dynamic Lock section. Check the box that says ‘Allow

portable devices are more in need of security measures. Open Settings > Windows to detect when you are away and automatically lock the
Devices > Bluetooth & Other devices. Turn Bluetooth on using the slider device. Hopefully, assuming Bluetooth is working, that is all you need to
switch and do this on your phone as well. do to start using the feature.
. y & other peopie wes
Manage Bluetooth devices | # PIN
your settings You can use this PIN to sign in to Windows, apps, and services.

Bluetooth S il

0 Gn | forgol my PIN

Your PC is searching for and can be discovered by Bluetooth Picture password

devices.

Sign in to Windows using a favorite photo
Add

ﬂ Olixar X2 B ——
- Paired ynamic foe

Windows can use devices that are paired to your PC to know when

you're away.
Samsung Galaxy S7 edge
RE‘&G}’ fo Da ir | | Allow Windows to detect when you're away and automatically

lock the device

Learn more

Pair

nri\i"lr"lll

n Once you see the phone listed under available devices, select it n Dynamic Lock does have some limitations at the moment,
and pair to it. If you can’t see your device listed, you may need to although these might be ironed out. The lock will not kick in until

update your USB drivers for your PC: look for Bluetooth USB Module in 30 seconds after it detects the Bluetooth signal has moved away, and if
Device Manager. Once paired successfully, you are ready to begin setting someone jJumps on your computer within that time and starts to use it,
up and using Dynamic lock. it doesn’t activate at all.
% Home Manage Bluetooth devices
Find a setting - Bluetouth
@D o

Dicvices

= Printers & scanners

Compare the passcodes

L Connected devices

g Galaxy 57 edge match this one?

Does the passcode on Samsur
3 Bluetooth

"”i @ A7) "r} )
) Mouse & touchpad W Tl J L
£ Typing
()  AutoPlay

| Yes | | Mo | | Cancel |

A wuse : : - ™

Send or recerne fles wia Bluetooth
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Manage Your Privacy

in Windows 10

Being in control of security on your computer is important but almost as important is being able to control your
privacy. Microsoft recently launched a web-based privacy dashboard and this has now become available to
everyone in the Creators update. Manage privacy settings across multiple devices using a single account.

The Privacy Dashboard

The privacy dashboard is web-based rather than in the settings and it allows you to manage multiple devices from a single interface, as long

as you are logged in to a single account.

Open your browser and navigate to www.account.microsoft.com/

privacy. If prompted, use your Microsoft account details to log in.
You will be logged in to the privacy overview page that lets you quickly
see what privacy settings the dashboard contains and controls.

 The B ot Doy

BT Micronnh liwr P rohyits gl

£} Manage browse cata

_,.':" Chear your search history

rh  Beview location dats 'm Edit Cortana's Notebook

Other privacy settings

]
B oo IZ apps and serdices
i : - / } " i LS

n Along with the main Search, Browsing and Location privacy
categories, if you scroll down to the bottom of the page you will
see entries for everything from Apps to Xbox, with simple links to take
you to the settings and options for those privacy areas.

Other privacy settings

il wadsas B Apgd and sersesy
- =

Lhange a0y of poul Prvicy SENingE O VO Wiskdtes 50 DE0E Dy Qoing 10 S1HT & SETIFgE » Fikay LaNI0E e P P CES T e W 10 3008 YOMR DAl

r""' Nbga G Office
dailrt pour Koow prrvacy sethngs obher on yowe morsale or by sigadng o b EooeonT Wiew your priepcy eetiege inony oz progeem By goeg G0 Fde = Dphane » Trgsl Conten, In bree Offaos
L o0 SHTgE = TR i,
a Shype ‘? AdveriEing preferences
0 w00 i B o ceDl i N ST i DT PTRRDy SRNG5S gnang in 10 e scoee & CRCosE Wi iR o seglad W 10 W08 D07 R0na B0 ST Sing
SEypE 0T

R barketing preferences

oo e omoTiona] COrUEnCI TG sEsriated with your MEorTenf 30ron by saning oo te
11 i I M Lk
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Learn about Microsoft's commitment to privacy
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u Click on one of the main categories, Search, Browsing, Location

or Cortana, and you will see more information. This could include
a list of searches you have made or websites visited (in Edge only, not
other browsers), interests Cortana has saved for you or locations you
have been.

B O F vesanmeud|ivg 5 4+ W = i |

s 4 l:'_:l- i'-----'-.--:-.' [ELL T m'ﬁ' = r— E fat
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n Each section has a Clear button, whether that is clearing browsing
history, search history and so on. It is next to a warning that states
clearing data will stop Windows being able to provide you with accurate
and relevant information. You need to decide what is more important,
privacy or recommendations.

If you choose to dear your search history, we won't be able to provide you with bettes
search resulis, suggestions, recommendations and other personalised experiences.

If wou want to be anomyrmous when you search without deanng your search history,
| you can abways open an InPrivale window i Microsoft Edge,
|

Are you sure you want to clear search history?

¥ou won't be able to recowver or restore this data.

Cancel Clear




Manage Your Privacy in Windows 10

ﬂ Another useful privacy section in the dashboard is the Advertising
Preferences. This lets you control whether personalised adverts
are shown to you in the Edge browser. Some of the ads you may receive
on Microsoft websites and apps are tailored to your previous activities

and searches.

About Qur Ads

To creale & more customied onlne sperence, some ol the ads you may receve on Microsoft welrites and apps ane beilored 1o your previsus sclivitied, searches and site
wigits, You sne in contral and here i whene you can make the advertising chosce that i right for poa

Where Can | Learn More about Advertising on Microsoft Websites and Apps?

Microdall partners with ADL Apphexus and other thind party service providers to help present customssed content
and deiplay advertsements an MSN, Outlook com and other websites and sops. Mecrosolt slio delivers seach ads o
Bing and gur search syndication pariners. Learn mone about Microsoft's privacy practioes bere. You cin heam more
about imteres- bassd ads From A0L snd Apphexus in their privacy statemends A0 and Bppiean

Fersonalised ads in this browssr

Controd the “personalised ads® setting for
this web browser,

What Choices Do | Have About Interest-Based Advertising?
On this page. wou can opt out of receming interest-bated advertising fram Micnasatt.

You can also opt out of recebing mterest-based advertisging from all self-regulationy members, inclsding Microseft,
AL AgpMesus and other thind party ad networks. at the following sites

+ b e LS Dagital Acheertising Allance [DAA m i -
& I EUrope: Furapesn inbaractse Diaitsl |l-'\.|'!|.'l"|ll.ll'l_'| ABwnea (1A Controd the r"” nnalised poc” m thas
i Iy Camads Ad Clwoices Digitsl Adverising Afcance ol Canacda (DA

apples when you are signed in on any

compuiter of device with your Microsodt
accound, incleding Windows, Windaws

phamne, Kbow and obher devices.

You can control intenest-based advertising in Windows apps by turning off the sdvertising 10 Windowes Settirgs,

Rl Sl b

Privacy Settings

n There is also a browser tool that lets you choose if the adverts you
see come from companies other than Microsoft. Click the option
under More Choices and wait for the Digital Advertising Alliance scan to
finish. You can then choose from the list to see adverts from different
advert providers.
K, e >

BT B (SR SDET

Wi BEHICIS Wi LRSI, & ARCT S CEnEOEN SRl 100 10N WIR T4 =

USER™S CURRENT IBA STATUS

Thee companies participateng an this browser tool prowde trandparency and chosoe under the 0 A% Mooy
In'e are evaluating this browser's compatibility with thes tool and venbyng its opt-out status.

Your connection speed and browser configuration may affect the seocess of your opt-oul requests Flease standby a5
Weblhokes chegks whether your browser can recerse opl oul regueests. You may see additional windows open and close
at these dhecks are performed and as your opt-out choites ane fequested,

There are, of course, still privacy options in the main settings app in Windows 10. This is generally added to and improved with each

OS update.

Privacy has its own section within the settings;
here there are many different categories
covering everything from Location to Background Apps. Click on each of
the privacy categories to see the options within that category. Use the
slider switches to allow or block privacy actions.

General Privacy

& Home General
Find a setting Cha nge pr'r'u'acy ﬂptiﬂl"ﬁ
Let apps use advertising 1D to make ads more interesting 1o you
Privacy based on your app usage (turnimg this off wll reset your 1)
| E [eer=ral E D"
Let websites provide locally relevant content by accessing my
A Location language list
@ on
[ Camera
Let Windows track app launches to improve Start and search
{  Microphone results
@ on
[] Notifications
Manage my info that's stoned in the doud
M Speech, inking, & typing

Privacy Statement

A= Areount mifo

f Contarts

Messaging Apps

We're using Windows 10 on a laptop here but if
we had a tablet with a SIM card we would be
able to get control over which apps were able to send messages over
SMS and MMS. You probably want this to be restricted to just your
Messaging app; most apps really shouldn’t have access to your texts.

@ Home Messaging
Find a setting Messaging

Let apps read or send messages (text or MMS)
Privacy n on
B General Frivacy Statement
M Location

Choose apps that can read or send messages
Camera

Some apps need to read or send messages to work as intended.
O Micropl Turning off an app here might limit what it can do.

Messaging

o - @ o
[ Speech, inking, & typing E Peaple @ o
Rz Agcount info E 5 n On
& Contacts

Apps are able to access very basic personal settings
such as your name and account information. This is
so they can sign you in automatically to your Windows account for
things like Xbox Live or the Windows Store. You can turn this off
wholesale or on an app by app basis.

Account info

Account Info

& Home

Account Info

Find a setting

Let apps access my name, picture, and other account info

Privacy m on
B General Privacy Statement
A Location
Choose the apps that can access your account info
Camera
Some apps need to access your account info to work as intended.
g Micropt Turning off an app here might limit what it can do.
. Apps that need your permission 10 access your account info will
3 Netifications appear here. Go 1o the Store to get apps.
B Speech, inking, & typing

D

= Acoount inio

Background Apps

You can control which apps you allow to run
in the background. If you’re on a laptop or
desktop this probably won’t be that big an issue, but you may want to
turn these off on tablet devices to conserve power. Some apps you may
not use, like Get Office, really don’t need to run in the background.

B Home Background apps
| Findd a wettine ] Bactgrﬂundw
Let apps run in the backgrourd
Prwacy ‘ on
E General vy Shabermend
M Location
Choose which apps can run in the background
Bl Camera
Chioge which apps can receive infia, send notificatbord, and siay
up-to-date, even when youne not using them. Turming bacoground
B microphone apps off can help consere power.
0 Hotifications - 0 Builder @ ) on
B Speech, inking, & typing
[y “ction hote @D on
AT Account info k
[ il Al & Clodk o
d  Contacts @
B1 Calendar = Audiocioud @D on
T Call history =1 Calculator &) o
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Windows 10

Maintenance Tools

Before you start to add software to help with PC and Windows 10 maintenance, it is worth checking out the

numerous tools included with the OS. These are slightly spread out over several different settings menus and
tool folders but once you know where to find them, you will see that they can really help with system security
and performance.

Storage Sense

# Home

l Find a setting

System
L Display
[] Notifications & actions
"  Power & sleep
I = Storage
(A Tablet mode
IO Multitasking
& Projecting to this PC
%  Shared experiences

()  About

Activating Storage Sense lets the system software
automatically free up storage space by getting rid
of files you no longer need. These can include temporary files such as

cookies and the contents of your Recycle Bin.

Storage

Local storage

[his PC [C:)
e T GEusedoutof TB1TH

Storage sense

Windows can automatically free up space by getting rid of files
you don't need, like ternporary files and content in your recycle
bin

@D on

Change how we frée up ipace

More storage settings
Change whiere new content is saved

Manage Storage Spaces

Hawve a quastion?

et help

Make Windows better,

Give us feedback

You can choose when files are deleted, e.g. after 30 days in the Recycle
Bin or if apps don’t use them for a certain amount of time. Alternatively
you can simply click a button to Clean Now rather than setting
automatic cleaning. You can find the Storage Sense option in Settings >

System > Storage.

& This PC (C)

Storage usage

Totak 1.81 T8
| —— |
B Used: 318 GB

Remaining: 1.50 TH

= Apps & games

Temporary files ‘
r—ii]

= [

Other  °
|

J B

Desktep
-

Docurnents
|

i

Maps

=

Videos

0

Pictures  °
Pl ’

System & reserved

219 GB

403 GB

336GA

17.1 GB

12.5 GB

179 GH

447 MB

127 MB

245 M8
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Background Apps

One of the easiest ways to conserve power (for
laptop users) and reduce processor strain, is

to take control of Background Apps. These are apps that are, by default,
allowed to receive info, send notifications and update in the background.

A= Account info

g Contacts

[ Calendar

0  Cal history

E Ermaml
Tasks
Messaging
Radios

W Other devices
Feedback & diagnostics

= Background apps

&pp diagnostics

Background apps

Background Apps

Let apps run in the backgrownd
@ on

Frivacy Statemant

Choose which apps can run in the background

Choose which apps can receive info, send notifications, and stay
up=-to-date, even when you're nat using them. Turning background
apps off can help conserve power,

- 30 Builder @ o
Alarms & Clock n On

Calculator a8 o

@ o
@@ o
E Canon Inkjet Print Utility 8D o

B Code Writer 8D o
< ;}

Enow your privacy aphions

sarm how this selling impacts your
i L T

=3I Imone

Have a question?

zel help

Makeé Wimdows batter,
Give us feadback

You can either stop all background apps with a single slider click or

you can prevent individual apps from running in the background. Go to
Settings > Privacy > Background Apps and look through the apps listed.
If you see apps that you don’t need notifications or updates from, click
the slider to disable its background activity.

A Contacts

[ Calendar

) Call hisiory

= Email

B Tasks

[0 Messaging

¥ Radios

£ Other devices

A Feedback & diagnostics

4 Background apps

E App diagnosiics

App diagnostics

App Diagnostics
Let apps access diagnostic information
@ on

Privacy Statlemenl

_=am more about app diagnostics privacy settings

Choose apps that can access diagnostic
information about other apps

some apps use diagnostic mformation from other apps on your
device to nun as intended, Diagnastic infarmatiaon may incude the
names of running apps. the user account name that launched an
app, app memory, CPU, disk, and network usage. Préeventing access
to diagnostic infermation may limit what an app that uses that
information can do.

Apps that need your permission to access diagnostic information
from other apos are listed here. Go to the Store to get apps.

Know yolr privacy options
Learn howy this <etiing Impacts your
[ B 8

Léan imone

Hawve a question?

Gt hislp

Make Windows better.

Gme us feedback




Windows 10 Maintenance Tools

Troubleshooters Windows 10 includes a number of Disk Tools There are several tools built in to Windows 10 (and
troubleshooting tools, aimed specifically at also in older versions of the OS) that allow you to

certain problems such as audio loss or patchy Internet connection. This is clean, fix and manage your hard disk. Open the File Explorer and look in
often the best place to start when trying to solve problems with your PC the left-hand column for ‘This PC’. Select it and then right-click on Local
and Windows 10, as the OS contains many drivers for common devices Disk (C:). In the General tab, you will see a button for Disk Cleanup that
and may just need a small software update. lets you get rid of temporary Internet files, old program files and so on.
@ Home TmUbIEShGDt Ganaral Tools Hardware Shanng Securty Prewous Versons Quota
Find & suttig i if something Ba't working, running & troubleshoater might help. Have a question? -._..- "I’w;l:: use Disk Cleanup 1o frae up i 178 MEB of disk space
Troubleshooters can find and fix many common problems for you Gt haln gkl
Update & secunty GE‘[ up ﬂl"‘-ld mnning ::. : ;T:Em F'..:u'.le::l Fr:';i;.-l.:r"n Filas
27 Windows Update ?mmmn s B Temparary Imemet Files 66.5MB
f{'..'ﬁ Intarmet Cannections Give us feedback . Used space: 380,571,880 448 bytes 1TGE ; H mm:TEmﬂm :HI'EH
@  Windows Defender ::_ﬁd,':ﬁ EESETR R MRS IS RR OIS 2% 52 1 Fres space: 1658586,001 408 bytes. 150 TR P13 D et s 1,':: v
T Backup o e e Capacity: 1,509,557.581 356 byt AT Tonal amount of disk space you gan: B84.5MB
ﬁ n troubleshooter Dascnption
22 Troubleshoot I:]i}} Playing Audio O Downloaded Program Files ame Actvel controls and qu:phl_:
Fid and fix problems with playing sound downloaded autormateally froem th inbarmet whan you view casin
) Recovery pages. They are tampararly stored in the Downlsated Program
EE:I Printer e Disk Cleanup Fies folder on your hard disk.
@ Activation Find and fix problems with printing
A Find My Devics T w-:?:llni.-..;r'-""l‘":: Gt e o e dating [ ] Compress this drive o save disk space O o v
Windows o] Ao Bl o this drive 1o have comants indaxed i adation 1 e
B For developers e Hev does Disk Cleanup wark?
By Windows Insider Program Find and fix cther problems = == e
a Bluse Scresn .
It you click the Tools tab, you can use the Error Checking tool and the Disk
You simply look through the list of troubleshooters and click on Defragment tool. Both of these tools can help your hard disk run more
the one which applies. Choose Run the Troubleshooter and then efficiently. Click on either button and follow the instructions for each.
follow the instructions to try and solve the problem. You can find the |
troubleshooters in Settings > Update & Security > Troubleshoot. -
File Action View Help
—r -
@ Home Troubleshoot flrcr :T,:?:“ Ay — .
F e Il something sn working, running a troubdeshooter maght helg. Have a question? == (Dusk O partition 3] Simple IE'
oo rdenionl Troubleshacters can find and fix many comman problems for you, Gt heip &= System Reserved Simple|  Changes to the view of 8 console fie ame saved in your profile
Tha fia= in your profils that stom thass sonsoks chanoas A Lsing the
Update & security Get up and running follownng amount of dek space on thes computer.

23295 KB Dalate Fles
Ta parmanantly delete these fles. dok Delets Fies,

s Windows Update

Make Windows better.
Give us leedback

W Windows Delender
Which of these devices do you want to roubleshoot?

¥ Backup
D Recovery :1 *;":::j:wm“w = Disk 0 _ 3
) Actvation Rewfiei HO dvada 2nd saiput - Restbes High Defirbon sadio Basic System Re
_ ‘ 1863.02 GB 350 MB NI 450 MB _
B sty Do Vel s e i iy 1 Do) o e Tt o o W ot Online Healthy (54 Healthy [Recovery Partit
N For developers '
= Dizk 1
Fa  Windows Insider Program e P 1 Removable (F:)
Mo Madia
a H-'_S:"Tut errors that couse Windows to sbop or restart
i B Unaliocated Wl Pﬁman_.' partition
* fm:':“mlhll bleima with Blustoobh device ) B
M@ ERERC I8 The Disk Management tool is more about Fach column contains information about capacity, free space in MB,
diagnostics than actual maintenance percentage of free space and health status. There are some further options,
butitis a useful way of checking whether your hard disk has space such as the ability to change drive letters and mark partitions as active but
available and is healthy. The panel will show all of your disks, as well as they are probably not worth playing around with unless you know what
all of the partitions. you are doing.
Fie Mdien Viee Help ‘ruu:u_n TGP o | neal Dicsk (C) Properties d out if they need to
e m BT #*XE GED be optimized. Only drive S i —
ol Lo ]II'E'I.! I'I'yEr ]lllr'!.:.-dim ]'i'_u'u: !Equﬂty IFru-Ep.. I';IuFr-l ]
- ) Sample Bansc MTFS Healthy (B 1856223 GB 154467, B1 % Status Ermrchlcﬁug
- ik ﬂp.l.ﬂm 1] Sempla R Haaty (R @53 MB 450 WS i i ; :
= Suglem Aeserved  Sample Basic WTFS Healiby (5. 353 MB 5 ME TR B - wmudm for fike
& (C) o
w- SyEtem Reserved W check ![:
- WiVelumelatiseb., TR = b
& —pEMIZing your computer's drives can help  run
mpng eficiantyy.
Optimize
s c ' Systam Reserved r i o
T IR e rasern e e s oy e o H ~J— SO
..... Mh
- Disk 1 i Scheduled optimization
" bie (54 Change Dvive Lafter and Paths_
— an ¥ ¥ Change settings
Mo Medsa i e Dnwves are being opt
= CD-ROM O J :::m Frequency: Weeldy
DV (D) [dore Yinlume
hio Media Procentie O Cancel Apply
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Types of Security Risk

There are more security risks for your computer than just the common, run- -of-the- mlll virus. The amount of
digital use the average person has over the course of a week has lncreased signifi cantly In just a few years, and

_J

with it comes a legion of security related issues. = g
Y - " » | |
Here Be Dragons == O e T At
This isn’t a definitive list of the possible threats available for the Windows Y -~ - > < LA ¥ 4
user but here are ten modern risks that you face every time you power up IN78
your PC.
W v '
Viruses Trojans 1133233202083
SESSSS8485258 8
Viruses have been around for as long as computers. - The Trojan horse, as the name suggests, is a program that i i SS3SSsssssing
They’ve moved on from simply displaying the name of masquerades as a legitimate application but in actual 3. E E E E :E 1443244
the coder on the monitor, a kind of virtual vandalism, fact contains code that allows a hacker remote access 53 :HE N F‘ ; 5
and now can disable and wipe the data off a hard drive to your computer. Like the legend of the wooden horse ‘E‘ E: s E :{ i
in mere seconds. — the Greeks used to gain access to Troy, once inside your Ei 34
r computer it opens and creates an opening for the hacker. 3s ﬁt

— [ - e -L—l—l-.l

. -.. -
’ =
r

O e o

Ransomware LS U8 gesg (SIS 5

In early 2017, the UK was gripped in the clutches of %?ff CC - 8 \
the WannaCry ransomware infection. This particular RI67 LG y 2
infection exploited a vulnerability in Windows, RI6§ (C T
and quickly spread throughout the NHS and other EE 24

organisations, locking and encrypting the data on <t
a computer until money was sent to those who —~
unleashed it to the world. —y— E- :

Wana DecryptOr 2.0 .
L/ —_—
Ooops, your ﬂles have been encrypted! "0 L B A
What Happened to My Computer? : - - o Dnianad
e e - = = Q

Payment will be raised on
SHES201T DeAT:55

B ot st suough time
Time Lok R s et e s,

H-"“ "i-'"tltE"‘"H -'"1'“1
e e I N

Yaur hles el Bba laat &

g =i

D Oy LY

Worms

Although aworm is a type of virus, it behaves
differently in that it’s goal isn’t to alter or destroy
system files. Rather, it’s designed to replicate itself
continuously until all the resources and space on the
system are consumed. A bit of a nightmare for the
system administrator.

Spyware

Spyware invades computers usually through freeware
or shareware downloads, which is why you should
always download a program from a reputable source.
The intent of spyware is to collect information about
the user and report it back to those who wrote it.
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Adware

Adware is very similar to spyware, in that one of its goals
is to monitor the user. However, adware usually goes one
step further and bombards the user with Internet pop-up
advertising, usually when they open their browser or a
new tab. The advertising can be tame, such as gardening
equipment, or it can be extremely offensive.

Hacking

While Hollywood would have you visualise the lifestyle
of a hacker as something that’s quite alluring, in truth it’s
quite the opposite. The average user is generally under
the radar where a hacker is concerned. They’re mostly
after the corporations, or famous people, but you can
have your computer hacked by a neighbour, for example.

Social Engineering

A relatively modern term in the history of computer
security, social engineering will have the user deceived
into giving away personal information or allowing a
scammer into their systems. The recent spate of calls
from people claiming to be from the likes of Microsoft
or a security firm are a prime example.

Phishing

Much in the same vein as social engineering, phishing
is the act of obtaining sensitive information (bank
details usually) about a user by being disguised as a
trustworthy source. Phishing on social media sites
such as Facebook, Twitter, etc. is on therise.

Rootkits

Rootkits are virus-like programs that are activated
before the computer’s anti-virus and security suites
are started when booting Windows. They can change
the way a security suite looks at files, allowing a virus
to hide in plain sight and not be detected by the
system’s security measures.
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How to Remove Malware
from Windows 10

Previously we have looked at ways to prevent being scammed or indeed getting malware on your system but what
if you’re unlucky enough to already have some form of digital infection? Thankfully there’s a way to remove
malware and viruses from your computer.

Malware Busters

For this tutorial let’s use a preconfigured rescue disk from Bitdefender. You need to transfer or burn the disk contents to a CD or a USB stick
and boot into the safe environment through one of those mediums.

Make sure you have a blank CD or a USB stick that’s at least 1GB n Click the Next button and using the drop-down menu next to
in size. The Bitdefender Rescue Disk is downloaded as an IS0, Removeable Drive choose the drive letter of your USB stick. Click
which is an image file containing all the disk information, and can be Next to start the transfer of the image. Once the image is transterred, click
downloaded from www.download.bitdefender.com/rescue_cd/ the Finish button, remove the USB stick and power off your computer.
latest/bitdefender-rescue-cd.iso.
E Stickifier
You have chosen to open:
Select destination

| bitdefender-rescue-cd.iso ot e ediredl deatotion rememnie: v o e st et

which is: iso File (667 MB) Before continuing please ensure that the criteria listed below are met. Failure to do so may cause this utilil

from: https://download.bitdefender.com i e e b b

* the drive should be at least 1GB in size

: i e fila? * the drive should be formatted using the FAT32 filesystem

What should Firefox do with this file * the drive should be empty. While this utiity WILL OVERWRITE existing files it is recommended t
all data from the selected drive before continuning

O Open with Br St Removable drive:
@) SaveFile
Do this automatically for files like this from now on.
About
To transfer the I1SO to USB, download Stickifier, which is an n If you're using a CD, start by inserting the CD into the drive. Locate
executable that doesn’t require any installation. Insert your USB the downloaded Bitdefender Rescue 1SO, right-click it and choose
stick and double-click Stickifier. Click the Select an Existing ISO Image Burn Disc Image from the context menu. Tick the Verify disc after
option followed by the three full-stops and using Windows Explorer, burning option and click the Burn button to start the process. Once the
locate the downloaded Bitdefender Rescue 1SQ. Click the Open button ISO is burnt to the disc, you can power off your computer.
to select the image and continue with the process.
rufus_files AT/05/20N7 14:14 File folder
. J_?’ / Mathsapplicationpack 19/05/2017 11:12 File folde
N | bitdefender-rescue-cd 23/06/2017 0B:34 Disc Image File 583,008 KB
B L | g 3 stickifier 23/06/2017 08:33 Application 2,397 KB
__.,..% . T rer T e R PG File 2493 KB
[ B Fie l I1.7:3I PG File 2 468 KB
FAE R I-ﬂmmp e Disc image file: bitdefender-rescue-cd.iso 17:27 JPG File 2340 KB
) Dawrbosd fom the Intermet ‘Em:: s e 17:29 Microsoft PowerP.. 1,228 KB
i Mhaic [s] mﬂrﬂz: Disc burner: o N7:29 Microsoft PowerP.., 1,752 KB
| Pirtisnes -. wrchlinu J017.05.01 wB6_64 = i1 7:29 Microsoft Word D... 117 KB
[ Y ——— i Videon Status 728 Microsoft PowerP.. 2791 KB
P rike | | i - :HIHT IC-:I} A disc burner wasn't found. Make sure that a burner is i1?.:'E- Microsoft Word D... 1,074 KB
g eaisiied peopeny, anchyou v the sppiopises 13:14 Microsoft Word D... 15KB
o DRACONWOLE ? | 11:11 AnRAR ZIP archive 466 KB
i’l'l:i? Microsoft PowerP... 7562 KB
fCe08 Microsoft PowerP... 1,556 KB
i12:3d Adobe Acrobat D... 4761 KB
s : 13:16 Microsoft Word D... 13 KB
[] Verify disc after burning B i, i

Burn Cancel b”- 47 Disc Image File 492 544 KB




You now need to allow your PC to boot up into the Bitdefender

Rescue CD environment. Power up your PC and open the Boot
Option Menu; this could be accessed by pressing F12, depending on the
make and manufacturer of your PC motherboard. With the boot options
available, select either the CD or USB stick and press Enter.

Network boot from AMD Am/9CI970A

+Hard Drive
+Renovable Devices

Network boot from AMD Am79CI70R #2

{Enter Setup>

The PC will now boot into the Bitdefender Rescue Disc

environment. This is a custom Linux operating system with all the
necessary Bitdefender security tools preinstalled. First, you need to
choose which language to load the environment. Use the arrow keys
and press Enter for your language choice.

#Start the Bitdefender Rescue CD in English
Bitcetender Rescue CD Start en Francals
art Bitdefer Rescue CD in deutscher Sprache

E .:I
i /

. - < .‘
“: Ty "i"‘uh - b T '.
= ! -7 -|—_‘_. : ;‘h,- - . -"ﬂ-_‘-' ar F'."_
e S s & K e J : I

[deally you should use a wired Internet connection but if you're on

wireless, click on the network icon in the bottom right of the
desktop to establish a connection with your router. Once you're
connected to the Internet, double-click the red Bitdefender icon on the
desktop, labelled Antivirus Scanner.

Ethermet Metwork
Wired conmection 1

LHSConnact

How to Remove Malware from Windows 10 _

You need to accept the license agreement notification first, so tick

the ‘l agree’ box, followed by the Continue button. The virus
scanning software will then start to automatically update itself with the
[atest virus definitions from the Bitdefender servers. The process won't
take too long, so let it run through the update.

Update

Status: downloading dalvik.ivd

ownloaded: 17747722 of 204295350

Once the update is complete you're taken to the main Bitdefender
Rescue CD antivirus interface. The three main options: Scan
Now, Update Now and Settings are fairly self-explanatory; the Settings
allows you to set a few more options regarding the scan but the defaults
will suffice.

Bitdefender Rescue CD

U

Scan Now Update Now Settings

Antivirus Engines Status Registration Information

Version engines not loaded Key JAL0EEBZ13FFT28D8A3D
Signatures 0 Type Rescue CD

Scan plugins i) Remaining -

Archive plugins 0

Unpack plugins 0

Last updated unknown

To remove a virus on your PC, click on the Scan Now button.

Select the drive you wish to scan and click the Open button to
commence scanning the system. Any viruses found will be detailed
along with options for removal. The process may take some time, so be
prepared for a lengthy wait.

Bitdefender Rescue CD

Perform Scan

Scan Status
Current Scanned ltem /run/mediaflivecd/d3819417-3204. . ail/binomial_heap /constructors destructor_fn_imps.hpp
Elapsed Time 00:00:06
Estimated Time 00:00:17

Files/Second 556

Statistics

Scanned ltems 3338
Infected Items
Suspected Iltems

IO Errors
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Secure Your
Web Browser

The web browser is possibly the weakest link in the entire Windows 10 security chain. It’s the software product
that’s on the front line, the one that will inevitably bear the brunt of any Internet attacks and as such, attackers
focus a lot of effort on making the browser a portal into your system.

Safer Surfing

Securing your web browser isn’t too difficult. There are plenty of options available, including some third-party add-ons you can use to

improve things. For this tutorial, we’re using Chrome.

Start by opening Chrome and clicking on the three vertical dots in
the top right of the browser window. This is the link to the
available options; from the list choose Settings.

MNew tab
Password [ split screen i
Mew window

MNew incognito window  C

History
Deownloads

Bookmarks

FT

Zoom - 1%+

Print...
Cast..
— Ein...

More tools

Edit Cut Copy Paste

A -

Settings
Help

E:at

tx (3 Google Docs $3 Dropbox ] Buy Opti Step at Ac

n t's generally recommended that you sign into Chrome using a
Google account, as this can greatly improve the overall security of
the browser. For example, when you sign in, click on the Advanced Sync
Settings button, found under the Sign In section of Settings, and the first
option available.

!i.:...

X Settings X

“« C () | ® Chrome | chrome;//settings

Chrome Settings
Extensions : :
Sign in
I Settings Signed in as Manage your synced data on Google Dashboard.
Disconnect your Google Account... || Advanced sync settings... |
11
On startup

| Open the New Tab page
@) Continue where you left off

) Open a specific page or set of pages. Set pages

www.bdmpublications.com

u With the Advanced Sync Settings box open, select the option for
Encrypt all synced data with your own sync passphrase. Enter a

secure, memorable passphrase in the boxes provided and this will

enhance the security of all data synced between Chrome and the Internet.

Advanced sync settings ”

Sync everything -
o o I of Latt
o o oF Tha
o o+ : o Ope
of F Lesin moss
Encryption options
For added security, Google Chramie will encrypt your data

E'n:rl.-pr. syriced passwoinds with your i:i:":iﬂ = cradsetials

- Eﬂ:r:.-p1 all synced data with YOI CRATTE ST passphrass Learn mose
iy mor pte I
rassphrase 15 no t o or st i =ty
you will need 1o re3ct
LONTETT aSSEEnrace
F
Personalize Google services N

Control how Google uses your browsing history to personaize Search, ads, and other
Google serices from: Google Actiity Controls

_DP_C_J Cancel

Uise default settings

n Look to the bottom of the Settings page and click the link for
Show Advanced Settings. The first new section to appear under

the Advanced settings is Privacy. Start by clicking on the Content
Settings button.

Privacy

Content settings... | Clear browsing data...

Google Chrome may use web services to improve your browsing expenence. You may optionally disable these

SEMVICES. Learn more

ol Use a web service to help resolve navigation errors

LY

Use a prediction service to help complete searches and URLs typed in the address bar

Use a prediction service to load pages more guickly

| &

Automatically report details of possible security incidents to Google

LS

Protect you and your device from dangerous sites
Use a web service to help resolve spelling errors
Automatically send usage statistics and crash reports to Google

of Send a "Do Not Track" request with your browsing traffic




Secure Your Web Browser

ﬂ Content Settings allows a greater degree of control over Cookies,

JavaScript, Flash, Pop-ups, your computer’s microphone and
even the webcam. It’s an extensive list so we can’t go into all the options
within this limited space. For maximum security, disable JavaScript and
Flash and make sure the mic and webcam are protected too.

S
| Content settings

Cookies

B Alow local dats to be 3ot | recommencied)
J Ksap bocal dats cnby untl yoo quit your browssr
Blonk wies Trom selbing any data

Black thurd-party cookies and sibe data

Manage exceptioni... All cooiees and nie data...

Images

8 Shew pll images (recomemended)

.| Tien menik thery Arvy imagst

| Manage scceptiont...

lavaScript
& Qs all pioes o run ) avaSonpn (reccemimanced)

Do not. allow any site ta nin JevaSanpt

Manage exeprions...

Hamdlers

. kL ahhes i sl s kase s dolfa ke dlicodis soche salla' fes dmass a i alla

n Click the Done button when you're finished with Content Settings,
to return you to the Chrome Settings page. While still in Privacy,
ensure the last option, Send a “Do Not Track” request, is ticked. This will

stop any tracking elements from monitoring your browsing activities.

Privacy

Content settings... ; Clear browsing data...

Google Chrome may use web services to improve your browsing experience. You may optionally disable these

services, Learn more

of| Use a web service to help resolve navigation errors

o Use a prediction service to help complete searches and URLs typed in the address bar
of| Use a prediction service to load pages more quickly

| Automatically report details of possible security incidents to Google

of| Protect you and your device from dangerous sites

| Use a web service to help resolve spelling errors

| Automatically send usage statistics and crash reports to Google

of| Send a "Do Not Track®™ request with your browsing traffic

Just under the previous step’s tick box, it’s also recommended
that you untick the two Passwords and Forms boxes that offer to

enable Autofill and Save your Passwords. Whilst it's a pain to constantly
enter passwords, this will stop any hijack Chrome attacks from gaining
your usernames and passwords.

Passwords and forms

.| Enable Autofill to fill out web forms in a single click. Manage Autofill settings

.| Offer to save your web passwords, Manage passwords

n Under the Downloads section, it’s an idea to tick the box Ask

where to save each file before downloading. Again this can be a
bit of a pain for the user; however it stops malicious background
downloads from infecting your system, giving you more control and the
ability to stop the process.

Downloads

Download location: C:\Users\dawnid\Downloads

| Ask where to save each file before downloading

n To the left of the Chrome Settings page you can see links for

Extensions, Settings and About. Click the Extensions link and with
the Extensions page open, scroll down to the bottom and click the Get
More Extensions link.

Chrome [xtensions

af Developer mode

Details
Extensions :
Tk ahlmnnanekpmnsennsilnmnbedniikb

Inspect views: background page (Inactive)

[] Allow in incognito

E Google Sheets 1.1
Create and edit spreadsheets

Dietails

o bt

o Enabled B

1Lk felcaaldnbdnocimgdonoolpebgiejap

[ Allow inincognite

m Google Slides 02
L'rea'rp ang aant E:TE'Q'E'F‘:TE"IE."I‘S

Details

o Enabled |71}

Il aapocclcgogkmnckokdopfmbonfmgosk

[] Allow in incognito

e Search Manager  10.1.0.54
This extensions lets you 1o easdy switch between search engines directly from the new

1ab page

| Enable i

With the Chrome Web Store launched, via the Extensions link,
search for Adblock Plus. Within the results, click on the Add to

Chrome button on the first option for Adblock Plus. This will install an
advertising blocker within Chrome, securing you from any threats from
Internet advertising. Do the same for Blur (an anti-tracking add-on) and

HTTPS Everywhere.
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Secure Your
Home Network

We’ve mentioned previously that an attack doesn’t always come from the other side of the globe but can indeed be
a little too close to home at times. Home network hacking is possible with the simplest of tools, available on the
Internet, and often could just be tapping into a cable.

Network Protection

Without being too paranoid, it’s remarkably easy to get into a neighbour’s home network. If you live in a block of flats or you use powerline
adapters, you may need to consider these ten steps for better network protection.

It can be a pain but try disabling DHCP on your router and opting for
static IP addresses. Every device that connects to a DHCP router will
receive an |P address. By eliminating that you get to specify the address
range available. It's not fool proof but it's worth considering.

The most common entry point to gain access to your network is n
via the router. The router from your ISP may well be oftering the

latest forms of encryption but it doesn’t take a genius to trawl the less

reputable sections of the Internet to obtain a list of passwords.

Therefore, change the default username and password needed to

access It. BTiﬂh.L BT Smart Hub Manager

Home » Advancedsettings » My network

My devices IPvd configuration | Address table Lave Back

Reset ta default

f | E Please enter the admin password
Hub gateway |P address

(@) IP address: 192.168.1.254 |
@ subnet mask: 255.255.255.0 |
Show characters
If you've forgotten your admin password or DHCP server
can't login press the 'Help' button below
Help | (@) Enabled: o)
() Authoritative DHCP: . O |
@ Server address range: Custom
(D) Start address: 192.168.1.2
(D End address: 192.168.1.253
n Most routers these days come with a form of authentication n According to Trustwave’s 2013 Global Security Report, many home

called MAC (Media Access Code) address filtering. Every
networkable device, computers, tablets, games consoles, come with a
unique MAC address. The filtering allows you to enter the MAC addresses
of your devices, so only they can be used on your router. Consult your
router documentation for more details.

network hacks are conducted when the household is away or
asleep. This leaves the hacker with ample opportunity to steal bandwidth
and view files you may have on a NAS drive. The short, simple solution is
to power off the router at night or if you go out for the day.

Wireless MAC Fiter ©:  ® Epable ' Disable
Prevent : " Prevent PCs listed from accessing the wireless
Permit only : ® Permit only PCs listed to access the wireless network
-5 'II.' - P N oppE ¥ e = P T o T |:'I'_' llllll
L] 'MAC Address Filter List - Google Chrome - B
i

=i

i [ uilinksys.com/files/WRT54GL/4.30.0/WirelessMAC-List.htm

MAC Address Filter List

Enter MAC Address in this format - x0oeexxxxxx

| Wireless Client MAC List |

MAC MAC =
01:]1234567890) 1z |
MAC . MAC |
02: 12: |
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Secure Your Home Network

ﬂ Powerline adapters are an excellent resource for connecting wired

network devices, without trailing lengths of cable around the
home. However, depending on the adapter, it is possible to use another
adapter to gain access to yours. In newer homes it's an easy enough task
to pick up another user’s network, so use the encryption button if the
adapter has one.

, 7
SIS 7o,
/

tdl dw

n Networking a home with Ethernet cables isn’t a difficult project and

It offers faster connection speeds than that of wireless. However, it
you're living in shared accommodation or a block of flats, make sure that
any unseen cable lengths can’t be accessed by a neighbour. It’s easy
enough to splice into an Ethernet cable and steal bandwidth.

Consider using a network mapping program, such as Open-AudIT,

to gain a better understanding of what devices are attached to
your network. Become familiar with the addresses, manufacturer, model
IDs and so on of every connected object. That way, should anything new
appear, you'll know it’s not something you allowed.

Administrator
II- Logout
What's on your network 7
HOME OQUERIES ADMIN HELP
List Devices
system-1 Wi orkstation 172.16.0.1 B  Microsoft{R) Windows(R) %P Professional 172.16.000, &ll, Windows, XP
system-10 172.16,0.10 (' | Debian Sarge 172.16.0.0, all, Debian, Linux
system-11 All, Linux, Wirtual
Status production :
system-2 Manufacturer YMware, Inc. 7 Utomate 172.16.0.0, All, Win7, Windows
j ymwarg Model YMware Yirtueal Platform :
system-3 ' Serial 1234511 17£.16.0,0, all, Linux, Uountu
1 Form Factor Other B
system=-4 | [ 10.255.0.0, &ll, Printers
p— ; - . -
system-5 Frinter 10.255.0.5 &) |[HP Laserjet 4100Hn 10.255.0.0, &ll, Printers
system-6 W orkstation 192.168.0.6 £  Microsoft(R ) Windows(R} XP Professional 192.168.0.0, all, Windows, XP
system-7 10.255.0.7 i  Microsoft Windows 2000 Server 10.255.00,0, all, Win 2000, Win Svr, Windows
systam-2 Eouter 192.162.0.8 4 Cisco 1841 Router (10% v10.1) 192.168.0.0, &ll, Routers

syskarm-9 Fouter 192.165.0.9 Cisco 1841 Router (105 vw10.1) 192.168.0.0, &ll, Routers

=l
L.

generally away from where the public or any visitors may be able

Sharing resources and files from one computer to another is
perfectly fine but consider sharing less if you live in close
proximity to others. Once a hacker has gained access to your network,
getting to any shared folders you have will be a doddle. In extreme cases
don’t share anything, but generally tighten password control.

.'#! £ stop channg
% | sl Craateorjoina

!lmw

uuuuu

Remote administration on both the router and computer certainly
can help you out when you're not at the keyboard. Perhaps you
connect to your home network from work? Whatever the reasons, it does
leave a potential gap in your home network security. Consider closing it
completely or double-checking the authentication is top notch.

Remote Assistance Settings

You can set limits for the use of Remote Assistance on this computer.
Remote control

[] Allow this computer to be controlled remotely

Invitations
Set the maximum amount of time invitations can remain open
6 vl [ V]

If you run a small office make sure that all your wall ports are
located in areas where they are secure. Behind desks and

sneakily plug a laptop in.
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Windows 10 Security and Maintenance Guides

Task Manager

The Task Manager is a very useful tool but even if you have been using Windows for some time, you might never

have looked at it before. The Task Manager contains information on PC performance, the number of running apps,
how many processes are pulling power from the processor and much more.

Start-up Tab

The Start-up tab contains a list of all
the apps, programs and processes that
are enabled every time you start your
computer. If your computer is brand
new, this list should be fairly small and
filled with essential items. But as you
install new apps and software, this
start-up list can become bloated and
slow down boot up. You can disable
auto start-up here.

Processes Tab

The Processes tab is the default tab
when the Task Manager is opened. You
can open the task manager by simply

Just as with any other app or piece of
software in Windows 10, you can pin
a shortcut to the Task Manager, to the
taskbar or as a desktop icon.

searching for it in the main search panel.

Process List

With the Processes tab selected, a list
of all processes is shown. Processes
are bits of software that run in the
background, either running or waiting
to run when a corresponding action is
taken. As you can see from the list
here, things like Cortana and AVG are
shown; these you would obviously
want to leave.

64 www.bdmpublications.com

g Processes  Performance App history Start-up Users Details Services

1 »

l

s Dqg‘ice Association Framework ...

Fewer details

OFF ON oefe [ ) [ =

2% 31% 0% 0%
Name Status CPU Memory Disk Network
Apps (2)

B AVG User Interface (32 bit) 0% 9.1 MB 0 MB/s 0 Mbps

v Task Manager 0.4% 155 MB 0 MB/s 0 Mbps

Background processes (68)

EJ: Alps Pointing-device Driver 0% 0.4 MB 0 MB/s 0 Mbps

[ "] Alps Pointing-device Driver 0% 1.8 MB 0 MB/s 0 Mbps

& Alps Pointing-device Driver for ... 0.2% 0.7 MB 0 MB/s 0 Mbps

n-| ApMsgFwd 0.2% UgMB 0 MB/s 0 Mbps
u:| Application Frame Host 0% 9.4 MB 0 MB/s 0 Mbps
#E AVG E-mail Scanner 0% 0.7 MB 0 MB/s 0 Mbps
B AVG ldentity Protection Service ... 0% 17.8 MB 0 MB/s 0 Mbps
'8:| AVG Online Shield Service 0% 164 MB 0 MB/s 0 Mbps
'8-| AVG Resident Shield Service 0% 10.7 MB 0 MB/s 0 Mbps

. #=| AVG Scanning Core Module - Se... 0% 34.2 MB 0 MB/s 0 Mbps
#B AVG Watchdog Service (32 bit) 0% 10.6 MB 0 MB/s 0 Mbps
Il Calendar 0% 0.7 MB 0 MB/s 0 Mbps
(8] Coftana 0% 59.5 MB 0 MB/s 0 Mbps

P CTF Loader (32 bit) 0% 0.8 MB 0 MB/s 0 Mbps
s 0% 6.7 MB 0 MB/s 0 Mbps




Using the Windows 10 Task Manager

o=
VI EW O PTI O N S File Options View
Processes Per Refresh now *up Users Details Services
Update speed b
¥ Group by type 2% 45% 4% 0% 0%
The View Uptiﬂnﬁ at the tﬂp of the Task Ma nager window allows Name Expand all CPU Memory Disk Network GPU  GPU Engine
you to do several things. You can manually refresh the current tab e Collapse all | |
and also change the automatic update speed. For example you can oo Statusvalues >  Show suspended status }B
change how the processes are displayed. Either by grouping them by e e o g R o | -
type, expanding or collapsing the list, or showing status values. € Google Chrome (12) 0% B = OMB/s| 0. Mbps U
D Sticky Notes (2) 0% 31.2 MB 0 MB/s 0 Mbps 0%
Performance Tab

Another useful tab in the Task Manager is
Performance. This gives you a real-time
performance overview, allowing you to
pinpoint exactly how well your hardware
is coping with whatever you are doing at
the time. It Task Manager is the only app
open, the performance chart should be
very stable but if you are running several
apps, it will show any power spikes.

Resource Usage

If you find your PC becoming slow and
sluggish during normal use, you may
have too many processes running. By
looking at the resource usage chart, you
can see exactly which apps are taking
up the most processing power, physical
memory, disk space and even network
bandwidth. If something is particularly
resource hungry, you can right-click and
stop It.

Fewer Details

You can view a limited version of the
Task Manager by clicking on the “Fewer
Details” button at the bottom of the
window. This makes the window small
enough that it can be left open, in the
corner of your desktop for example, but
still show relevant information. You can
get more information at any time by
clicking “More Details”

End task
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Monitor Tasks with
the Task Manager

If you have a program that isn’t working, want to control what starts up when your PC does or you want to see
what’s running on your PC, then Task Manager is the place to go. Access it via the Power Menu (right-click on Start)
or by pressing Ctrl+Alt+Delete and selecting it from the Security Options menu.

Manage Your PC

Task Manager is a lot more complex than it used to be and it’s now a useful insight into your PC and app performance, allowing you to check

anything from Wi-Fi usage to app crashes and much more.

Task Manager starts lite as this fairly unassuming little window. If

you have an app that is unresponsive, select it and click End Task.
Beware that if you do this to an app with unsaved work in it, you will
lose your work. Clicking the More Details button will expand the Task
Manager window.

{5 Task Manage
Bl catendar

B Microsoft Word (32 bit)
E Pecple

u Photos

B skype (32 bit)

More details End task

n This window is a little more complex, but the ‘Apps’ part of the
window is essentially what we were looking at in Step 1. Now the
apps have been joined by background processes. Your PC will most
likely be running tens of these unless it’s box-fresh. Here we've got 41.
These are things such as Cortana, which runs in the background, and
our trackpad software.

= >a J 5 o - M=

ProceRes Performance App hSioey Starfeup Upers [Wtals  Sendicet

- 3% 15% | 100% 3%
.:t'-h-" L Wame AT CRU Liemory |:H'Ii| ek

Apps (%)
H tatenca
u Bicrosafl Edge

147 B OMBs | O Mbgs
121 MB OMEE | O Mbps
447 M8 OMES | O Mbgs
430 M3 0 B O Mg
00 ME OMBS |  OMops B

B onotes
& Siype (12 by
#i! Task Mamager

# R 333

=

Background processes (41)

B &4-bit Synagtics Pointing Ennan. Q06 M O MEN 0 s

189MB . OMBS | 0 Mops
23MB | OMBS O Mbps
A2ME DIMBA | OMbps
B5MB | OMBA  0Mbp
000ME | OO MBA | 0.0 Mops
1GMB | OMBjs|  Dhbgs

Pt G12i15 Pl Eorsie

= Appication Frasme Ho
| Broreper Broioer
- Ciortana

| Dwnce AssoCation Framesork

g s 3gss
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w | Host Proces for Setting Synchr_
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You can see what system resources each app is using in each
column. Here Excel is using around 74MB of memory, for example.

Memory use is almost at its maximum, as you can see at the top of the
column. Maxed out resources are no bad thing - after all your PC is there
to be used - but when apps crash, they are usually using resources and

not relinquishing them.
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n It an app crashes, then you need to select it and click End Task as
before. You should always try and give it time to recover
(especially if you will lose work). Now we've clicked the Performance tab
at the top of the window and we can see the usage of important
elements of our PC.

il ek Menage
Fér Oprian:  Wies
Proceises Perdnrmanne agp hstor Met-ep Veers Deleds  Servies

cPU
Lo i) % 210 o CPU Iribed{ R} Core(TM) i7-3517U CPU & 1.90GHz

|

9% 214GHz
101 2266 56044 vwwwwen
0:10:16:16

Tty dutinis L’-'.'_l Ogreni RBovcascd Wanbe




Monitor Tasks with the Task Manager

ﬂ Here’s our disk usage - as you can see it's pretty active! You will
also have this if you have several big apps open (we've got Edge,
Spotify, Word and Excel open in this example). In the previous step you
could see our processor usage, and as you may have noticed, we've only
been using around 40 per cent of its capability during the last minute.
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n Wi-Fi usage (you can also see wired network usage if you use that

to connect) is more sporadic as the network connection tends to
be used intermittently - unless you’re copying files or similar. Here we’re
streaming music, which appears to download in chunks. Notice there’s
no data being received or sent right at this moment.
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The Start-up tab is one of the most important in Task Manager.
While you can configure an app such as Skype to start-up when

Windows does and disable the same within the app, some applications
are sneaky and enable themselves to start when Windows does. Here
you can select the app and either enable or stop this from happening,
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n Although it’s of limited general use, the Users tab details what
apps and processes are running on a per-user basis. This might
be useful if your PC is running slowly and you want to see what
resources someone else who is logged into the PC is hogging. They
might have something wasteful running in the background, for example.
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The Details tab is really for pro users only and has full information
on each running process and which user is responsible for it. You

can also see how much resource the process is taking up as well as what
is called a Process ID, or PID, that identifies the process on your machine.
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Services are programs that run in the background. The chances

are your PC is running lots of them. For example Windows
Defender, the built-in security software, runs in the background as a
service. As well as viewing the active services in Task Manager, you can
click the Open Services link to manage services on your PC.
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Free Windows 10
Security Software

Finding security software for your PC can seem easy. Finding security software that works as it should and offers
you the protection you need can be harder. From creating strong passwords to protecting your email from spam,
there are lots of ways you.can make your computer safer and less likely to suffer from external problems. Here are a
few of our favourite security programs.

b Malwarebytes Anti-malware

Download From: www.malwarebytes.com

The term Malware is used as a way of describing lots of potentially nasty Malwarebytes Anti-Maware Home (Free) 21.0.1009

things that can find their way onto your PC, including viruses, hijackers,

adware and ransomware. Malwarebytes Anti-malware Free will scan for

and protect you from all of them for 14 days after installation, and then just @ Malwarebytes Anti-Malware (Free)
from general malware and rootkits after the trial period. Before the trial
expires, Malwarebytes will detect and remove malware in real-time using
advanced anti-malware, anti-spyware and anti-rootkit technology. patabase Version  2015.03.02.01
A rootkit is a collection of computer software, typically malicious, designed
to enable access to a computer or areas of its software that would not
otherwise be allowed and often masks its existence or the existence of Real-Time protection @ Avaiable with Mahiarebytes Anti Mahiare Premum

other software.

llcensa # Malwarsbytes Anti-Mabvare (Free)

Scan Progress & DNot H_l_.lnnlr-g

Scans are done for the newest and most dangerous threats automatically,
so you're protected without having to even think about it. It also wraps
your browser and software programs in four layers of defence, stopping
attacks that use vulnerabilities in those programs to infect your computer.

ﬁ Avast Passwords

Download From: www.avast.com/en-gb/passwords

There can be few people around these days who do not have at least a
couple of passwords to remember and it you are anything like us, you have
about 15. From making payments to sending emails, strong passwords

are a vital part of our online life. Many browsers offer to store your identity
information but this is not very secure and can be easily hacked. When you Please enter your Main Password
store passwords in your browser, they are stored on your device along with

the information necessary to decrypt them. |

v?@inuust! Passwords

Avast Passwords stores your passwords with a much higher level of
encryption and protects all your data with a password known only to you,
so that your data remains safely hidden from any unauthorised access. It
securely stores your sensitive information and enables you to quickly log
into your online accounts and complete web forms. When you use Avast
Passwords you can quickly import any information stored in your browsers, Tired of entering vour Main Password all the time?
and be sure itis stored with top of the line security. Quickly import your
autofill info from Chrome and Firefox, which are unsafe places to store your
passwords. Avast Passwords will easily autofill login information for all of
your accounts, so you don’t have to enter the same info every time. Start
storing the safer way without all the copying and pasting.
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ALTERNATIVE PARENTAL CONTROLS

OpenDNS FamilyShield Kidlogger Spyrix Personal Monitor

FamilyShield is a free service from OpenDNS. This free parental control software not only Spyrix Personal Monitor is a powerful

Its parental control tools automatically tracks what your children type and which multifunctional program for complete and
block domains that have been flagged under websites they visit, it also keeps a record of detailed remote monitoring of user activity.
headings such as “tasteless”, “sexuality’, which programs they use and any screen grabs It can act as a keylogger, capture screenshots
or “pornography”. they take. and much more.

Robert Smith

: Qustodio -
Qustodio

A MIKE ALISON (4]

Download From: www.qustodio.com ot 7 s
-_ﬂ Mike's Activity Summary
Anyone with teenage children will have felt the worry when letting them have bt beie dlll VVoUBrowsing | Socal Activity | € Rules & Settings
freedom online. The Internet can be such a great thing but at the same time, it 12:37 =0 e > Sinco your ast vie
can be a truly awful place for kids it they (and you) are not careful. Qustodio is —
parental control designed for today’s busy, web-savvy parents. No hardware,
no complicated set up, just a simple, web-based dashboard that gives you how  AllActivity | Cuesionatie 8:29 o=,
the info you need at a glance. Whether your kids use the family computer, B 31 Surf Social Networking
personal laptop, tablet or mobile phone, Qustodio is there to set healthy M 13s% Chat Facebook
limits, block questionable sites and keep kids safe. ® 112 Surf Entertainment .
@8 11.1% Chat MSN Messenger
; ; ; @8 109% Surl Search Portals

You can see the apps your kids use, the searches they conduct, the social sites @ 8 Surf. Technology . VA L
they visit and the people they hang out with online. The parent dashboard “% 5% Sur. Shopping . 3
condenses each child’s Internet activities into easy-to-scan charts and graphs.
You can also access daily timelines for minute-by-minute details on your © Weh browsing activity  Q_ Search activity 22 Social activity
child’s activities, plus a full record of the potentially harmful apps, websites Facebook.com ... nicki minaj ~+-  Jfl Johana Smith ...
and social profiles your child interacted with. This means that round-the-clock eseon s e B s justin bleber oo | g T
supervision doesn’t have to be time consuming; just select the sites you wish e i | PR P S

miyxer chat roulette
to block, choose time limits for online activities and the software does the rest. ivacbhsos sémiiies  craigelist  rugby S

tube videos dogpile EI Joey Smith ...
54 minutes friv aemeze: american idol -

December 12th - 12:47 pm

5=46 'rln".il':i; Erﬂ-nm
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MailWasher Free

Download From: www.mailwasher.net

Spam emails are one of those annoying and “ :

potentially harmful things that just don't seem to Check Mall Wash Mail Outiook SO Display Options
g0 away, despite the advances in technology and
the evolution of how we use it. It is not always clear
how our email addresses get into the hands of the 108} »__ Jon Pepper (jon@pepcom.con Colours: v ==, mmm. (Roce]

spammers but for almost anyone who uses the

Internet regularly, there will come a time when they . 9.5KB Mark Levy - MaxxoMedia (Ma Brightness: El} 74 | %

start to arrive. The Nigerian princes, the fake bank “s S s Ol s B .

messages or even just the sales letters for products i ' SRR s o e oo A lcumm—_'
.i 3279KB palrll 35l S 2 (marketing@ = Ml =~ IRﬁEt
23.9KB ShowsStoppers Event Services /| Show email header
11.2KB AT&T Developer Program (dev Y| Show action buttons
384KB Laura Borgstede (I tede@ 'V Show evaluation message
2.2KB Michelle Yashna (mich4718nz = Grid: il - ’ 3D Theme

547.4KB  galll el 558 (marketing@ | Show column headings
6.6 KB 7 Elephants Distribution (purc __| Show grouping by columns opti

. X

i¢| Classify | Delete | Status Size | From ¢+ Zoom: m A lReset‘

we have no interest in. We can block and delete
these as they arrive and most email clients include
some spam tools. However a far more complete
solution is MailWasher.

i
1 1
Preview = Source _ﬂ show Evaluation

|| @ Daily Cellular & Accessory deals from worldwide distnbutors.
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9 :V < >~ < Windows 10 .—
v« 4 Security Checklist |

< .
\ ~  Taking the time to write down an effective security plan for your home
Lo, network will pay dividends in the long-run. With it you’re able to spot
o - potential leaks in security, secure your home network Wi-Fi and

powerline adapter technologies and ensure digital peace of mind.

Plan Ahead

We’ve come up with a template security checklist which you can use to create your
own: for your home network. Tick each section and remember to keep checking
regularly and alter it as new devices are added.

_____

Faartar
& Backup cptions &

Downloads and updates
Crdrves
e ol harinugy € Erplles
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Remove Unwanted

Windows 10 Bloatware

The choice to enable free upgrades to Windows 10 for existing Windows users was an almost inevitable step by
Microsoft. Almost as inevitable was an increase in bloatware, similar to that seen on Android devices. Thankfully

there are ways to remove or disable most of it.

Working with 10Apps Manager

Adding software to remove other software may seem counterintuitive but this is a safer way to clean up bloatware than trying to remove

it manually.

You can download the 10Apps Manager software from a variety

of file download sites or you can get it directly from the
creators at The Windows Club (www.thewindowsclub.com). It should
be free wherever you download it from, so don’t be fooled into
paying for this software.

The
Wndnws Club

Your download of Gﬁnppﬂwnager will start in 5 seconds ...

Yo are now dawnkading 104 A rWimdown 10 This downboad is Being prostded 8 :,*-. i free of chargs and da Losiine
mal inchu d arvy third-party ¢ I'II . Yo d-.m loaed will stat a I:.v:..l»!l;.- 1 § swconds. Fleas ot while we banuler you to
tha fEqu#iTed denvnload

Meanwhide. do consyder connecting with u your fvente sedal netweanic
iy = Monltor and Report
i LRINGES 1o ACEINE Dirsctnry
I your deamicad doees rod siart clich here 10 §lart 1he downlosd, Some secunly sofbeare may gree ol lalie posdives. bul wilh
FAE RALAA. i CRMAR ManageEngine ADAudIt Plus

I

Repair Windows
Update

Having Problems Updating
Windows? Fix Windows with
Reimage Repair

t
5]
Fy

Otk St Bair AMAZING FARQE af oo TE Fresvcane far Windoes hare - and Y4 Femdmibd 18 CTEAtE 3 Tytlem mIraee pain G+ Fellum =1
farst Do inFtalling ary s Sotiwane

The ‘Windows Club

' Extract the contents of the downloaded 10Apps Manager zip file
and place the folder in your Program Folder and pin the shortcut
of its .exe file to your Start menu. Do not separate out the contents of the
Program folder. You don’t need to install the software.

As when making any large system changes to your computer, you
should create a system restore point first. You can do this via Start
menu > Control Panel > System Properties > System Protection.
Configure the restore settings and click “Create”

Computer Name Hardware Advanced System Protection  Remote

i Ilze system protection to unds urwanied systemn changes.
|

System Restore

You can undo system changes by reverting
your computer fo a previows restore point. L

1
| Systemn Protection
Protectiof

aq Creating & restore point...
Yol
__. ﬂamj

Hecoveny ]

Corfigure restore seftings. manage disk space.
and delete restore points.

Create a resfore point right now for the drives that
hawve system protection tumed on,

Gererd | advonced

Nectinatinn nath (el e meated if does noé sct)
[c;m:wm sz B0aniW 10

Update mode B oeskaop
() Exctract ond roploo Sics £ il CreDrive
(_) extract and update fies -Lé R W
() Fresh existing fles only B IheFL
i -l veskiop

Liversnle mode | -S| DODumEnts
W) Ak before overwrits | Lanrionds

- : [£2 MU
(_) Dverwrite withowt promot S
() Ship exinting fies - @ vioeos
(T Hename automancaly | B-da TI313586004 (C:)
(- o DD R Drive (D)
4 g4 Libranes
i-dhtt'mn;
+ =i Homegroup
7 From Galanoy 55
vk Onelrive
i ™

Mizeekancous
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n You can now double-click the 10Apps Manager .exe file to open
the software on your computer. The extremely simple main
interface will now open. Each of the tiles represents a piece of
preinstalled software that you can uninstall if you have no use for it.

B8 10AppsManager
il B2 OB

A0 Budder  Alarmms Caloulator  Cameta  silmoand v Gel Office

ﬂﬂﬂ

Klmil and
Oel Skype et stamed  Calender Maps Money

Bdrans CheMote ifLs St Anre

Waboe
ul Bl b facn
I Windows Chut rﬂ'l t_-:l 1:' I._H:

Mease create a System Restore Mot before uninstalling!

Chck the app you want to Ursnstal




Remove Unwanted Windows 10 Bloatware

n Click on any of the tiles and then confirm that you want to n You can reinstall any of the apps you uninstall through 10Apps
uninstall the app. You may need to wait a few seconds for the Manager. The only slight annoyance is that the software doesn'’t

process to complete. You can delete as many preinstalled apps as you remove or alter the tile once the app is uninstalled, so it is a good idea to

wish but if an app does not appear as a tile on the screen, you won’t be make a note of which apps you remove from your system.

able to add it.

BB 10appshanager = X

B8 10AppsManager

Instrections on re-installation of apps:

-- !Uﬁ})pbwld[ IdycCl

3D Builder Alarms Calculator Camera  Film and Tv Get Office

Get Skype | Are you sure you want to Uninstall this app?

Yes Mo

News OmeNowE  FEeUDNET Tompanion Frows  Solitaire

" :
E w
Vol

€
Sports Store Recorder  Weather Xbox

Disabling Other Features

1. Open Task Manager.

2. Go to Fike’ then ‘Run Mew Task’

3. Enter ‘powerchall in the textbox and check the sdministrative
prvileges checkbox

4. Now in the PowerShell window enter the following command:

Get AppsPackage -AllUsers| Forcach [Add AppxPackage
DisableDevelopmentMode - Register
*£(%_InstallLocation)\AppXManifiest xmi”)

Note: This method [ails to re-indtall some af the apps, 5o it i
adviced o creale a system restore poent

Support

There are several other features that, although not technically bloatware, might not be doing your computer performance any favours.

Let’s take a look at some of the worst offenders.
o] o BRI AT WAGCITN  Windows 10 third-party apps can access
your location, webcam, microphone and

Targeted Ads Windows 10 assigns every user a unique advertising
ID to make it easier to provide you with targeted

adverts. While this cannot be removed, it can be disabled. Head to the more by default. Not all apps require these permissions. Go to Start
“General” tab in Windows 10’s Privacy menu. Disable the topmost toggle menu > Settings > Privacy > Location and remove those permissions that
switch labelled “Let apps use my advertising ID .. seem unnecessary. Repeat for things like camera and microphone.
General
| Choose apps that can use your |{JEEI1:;
App connector of
Camera E !
Cameia E} o
Essentialuparades Miceptine E
. Cateh upwith friends, check the weather Specch, inking & typang E?T?ﬁ T——— °
LR '; N, Gl 11 Jun Account info ==
Entertainment Py a0 Mt SN Health & Fitness i:l:) on
Supermodel Knightley's Contacts
no actor complains —_—— e S Mail and Calendar D o
director ﬁ'ﬁ Network Speed Test i 1700 GMT i E
Call history Majpr 8D o
P Telegranh Seal Lises localony heslony
Email Nasssging & S (i:) -
e =N Microsoft Cdge . Off
Getting to Know You Meant to streamline the new Windows 10 Background Apps This last option seems simple but it can make
user experience, the Getting to Know You a big impact in terms of battery life and
feature records logs of your typing history, saves recordings of your voice, performance. From the Privacy menu, scroll down to the bottom of the
collects information from your contacts etc. Go to Start menu > Settings > menu, then select the “Background apps” option. From here, simply use
Privacy > Speech, linking & typing > Stop Getting to Know Me. the toggle switches to prevent these apps from running on start-up.
R Getting to know you Speech inking & typing Let apps run in the background
bl Windows and Corlana can gel 10 know your voice and wiiling 1o Account info Choose which apps can recerve info, send notifications and stay up
make better suggesbions for you. We'll collect info like contacts, oy date, even when you're not using them, Turning background
Canvera recent calendar events, speech and handwriting patterns, and apps off can help consenves power.
lyping histosy Contacts
e Turmning this off ko tums off diclation and Corlana and dears whiat I Calendar S —— m
A et this device knows about you. an d Alarms & Clock On
Speech, inking & typing TR | Cal history
Account info _ Calendar 8 on
Email
Contacts Manage cloud info P PR Canon inkget Print Utity & o
Calendar 5o to Bing and manage personal infio for all your devices e
Racliors
Call history Learn more about speach, inking and typing settings E Dropbox m On
|'I'I'|"|'.Ii."5l' statemcent Utnﬂ ﬂE‘ﬂtH ﬂ {D
Email Flipboard on
Feedback & diagnastics
Messaging S 59 Food & Dnnk @ off
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How to Free Up
Space in Windows 10

Disk Clean-up is the best way to free up space on your PC. It will clear up redundant files accumulating on your hard
drive including temporary files and Downloaded Program files. But that’s not the only way you can free up space, as

you’ll see...

Clearing Space on Your PC

It’s worth giving your machine a little spring clean every so often to keep it lean. And that doesn’t just mean removing unwanted files and
folders from the desktop. Disk Clean-up should be an essential part of your PC maintenance.

Disk Clean-up is a utility included with every copy of
Windows. When you launch it (here we've searched

for it using the search box on the taskbar), you'll get this small window
appear. It will help you rid your PC of detritus that builds up over time as
you download files from the Internet or install and uninstall apps.

-, Disk Clean-up

g, Clear disk space by deleting unnecessary
Cantral panal

Apps
W Defragment and Optimise Drives

Sattings

@ Apps & features

Wes

£ disk cleanup

B disk deanup definition
L disk cleaner

Store

© cColorful Disk Clean

= My stuff £ web

ik cle o

You'll be asked to select the drive you want to
clean up. Most of the time there’ll only be one
drive you wish to clean up (your C: drive), but it could well be that you've
got more than one storage drive on your PC. Disk Clean-up will then
begin to scan your drive for things it can sweep up.

Disk Clean-up N

Disk Clean-up is calculating how much space you will be able
to free on Windows (C:). This may take a few minutes to
complete.

-

Calculating...

Scanning: System error memory dump files

Cancel |

If you're scanning a second hard drive, it’s unlikely

Disk Clean-up will find a lot on it as it is mostly
concerned with Windows files. And that's what we're looking at here in
the results window. As you can see, you can check which items you want
to remove from your PC. Click OK to remove.

-~
ok [hsk Clean-up tor Windows () x
a Desk. Cleamrup
el

in You can use Disk Clean-up lo free up to 1.29 GB of dsk space on
= Windows (C)

Files 10 delete:

Downloaded Program Files
E () Tempoary Inkeimned Files 522 MB
R System archived Windows Emor Repoming 3
[ ] &4 Recycle Bin §59 MB
[] ' Temporary fies

Teotal amoumt of desk space you gasn £92 MB
Drescigpbion
Files used for eror reporting and soluion checlong

$Chm up system files
—

. .

Hurw dhoses Dk Cle oy wink?

- —_

We actually didn’t click OK in the last step; instead
clicking the Clean Up System Files option. This

System Files

won’t harm your Windows installation, but will clean up extraneous files
that some people prefer to keep. If you upgraded from an old copy of
Windows, this includes your Windows.old folder on your hard drive.

| -2

I
Disk Clean-up  More Opbons

is You can use Disk Cloan-up to oo up to 20.8 GE of dick spaco on
- Windows (L2}
Eiles to delete

, il Previous Windows installationis)

I55GB A

[[] a¢ Recycle Bin 544 ME
[ ] | Temparary Blas HiIMB
[] ¥ Temporary Windows instaliation fles 186 GB
ksl | Thumbnails T02M8

Total amount of disk Space you gain: 16.1GB

Descnpbon
Files fiom a previous Windows installation. Files and folders hat may
conflict with the installation of Windows have been moved to folders

named Windows old. You can access data iom he previous
Windows installations in this folder

OK Cancel




How to Free Up Space in Windows 10

Each desktop app has a different type of installer
(or, in this case, uninstaller). Many are very similar,

Uninstaller

More Options If you click the More Options tab, you'll see this
window, taking you straight to the Add/Remove

Programs area of Control Panel. It also gives you the option to remove but you do get ones that differ, and one such is this app from Microsoft.
old restore points that take up space inside Windows. The latest restore Often you will be asked if you want to repair the application. You don’t -
point will always be kept in case of a problem with your PC. you want to uninstall.

I

Dk Cleanup More Upbons
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AT e e REEN TS This area of Control Panel is one of the Windows Features This is for advanced users only. Also from
most used, although it's not designed this screen you can select Turn Windows

to be utilised quite as much in Windows 10 - the idea is that you'd Features On or Off. You're able to uninstall elements of Windows that
uninstall using the method in the final step on this page. Still, it’s the you don’t use — perhaps the old Internet Explorer, for example, or
only way to see how much space your desktop applications are taking Microsoft's Print to PDF plug-in if you have an alternative solution that
up. You can also access it via Control Panel > Programs. yOu use.
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Other Users If you try and uninstall a program with other users Uninstall from Start You’re also able to easily uninstall apps
logged onto the PC, you'll always get a warning that from the Start menu - simply right-click

other people may be using the application and so it may not uninstall on the app in question and select Uninstall from the menu that appears.
properly. Get other users to log off before uninstalling programs if this is It’'s the best way to uninstall any app, whether it's come from the
an issue. Windows Store or not.
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Troubleshooting
Windows 10

If you have a problem with your Windows 10 machine, your PC will need to go to the Advanced Start-up Options
menu, sometimes called the Boot Options menu. You may also need to boot into what’s called Safe Mode.
Hopefully this isn’t something you will need regularly but we’ll run you through it anyway.

How to Use Advanced Start-up Options

Modern computers are complicated things and there’s a lot that can go wrong. If your PC really isn’t working correctly or seems slow, these
helpful options will help you get it back on track.

n You may be taken to the Advanced Start-up Options menu. It will n You'll then see this menu, which is a little transitional for our liking
appear automatically if you have two consecutive start-up errors - we're not sure why these options aren’t on the screen you get
on your PC. But you can get to it manually from inside Windows 10 by after this in Step 4 (by clicking Troubleshoot). From here, you can also
going to the Settings app > Update & Security, clicking on Recovery and continue to boot up Windows 10 or you can decide to turn off your PC if
selecting Restart Now underneath Advanced Start-up. you are going to take it to a repair shop, for example.

Choose an option

Continue

; Exit and continue 1o Windews 10

Troubleshoot

I T Recet yaiur PC or e advanced opbong

Turn off your PC

O

Preparing Automatic Repair

If your PC didn’t start correctly, you'll see this screen. It gives you n If you selected Troubleshoot, you get the option to Reset this PC.
the option of restarting and trying again, or clicking on Advanced This is a little confusing in name, because it doesn’t mean restart! It
Options. We're going to run you through what happens if you click on means resetting Windows to its factory settings (it reinstalls Windows,

this second button - various options are available to you. effectively). You can choose whether or not to keep your files, but we
think this is a risky option. You have got your files backed up, haven’t you?

Automatic Repalr

Your PC did not start correctly

Press "Restart” to restart vour PC, which can sometimes fix the problem. You can also press “hdvanced opbions” to try

i oy CAM o AT B ot il - D
other optong o repair vour P F’-"— el H“-‘ PI’-—

LETF YU ChoDse D ooep Or remoy
ey fles rhmn re-mgtalls Wendomas

Advanced options

76  www.bdmpublications.com




Troubleshooting Windows 10

If you need to boot from a particular drive, such as USB, you can
do so by starting from it using the boot options in the Advanced

ﬂ Advanced Options is actually the menu that we want, and you
probably will do, too, if there’s something seriously wrong with
your PC. It’s almost like the previous steps were tests to see if you really
did want to get here. You can try and repair the start-up, or roll back

using System Restore.

Options menu. You can also access the command prompt should you
need to do any diagnostic checks of your files, though this isn’t a
common thing to have to do.

© Advanced options

E=REEE" |

@ Adminictraron X\ windows|cystem2 cmd. aue

"_':-':,-"E-EE' m Kestore

Use 3 resinre point recorded on your

P to rectore Windows

System Image
F':E“' AV Or .!',.

Reoover Windowa using o speche
system image file

Start-up Repair
Fior problems that iosep Windows from
Oading

Lommanad Frompt

Lise the Command Prompt for
adhvanced troublechoorkng

Start up Settings

Change Windows' start up behaviour

Go back to the
previous build

f you select Start-up Settings, you'll be shown this screen to
ensure it is actually what you want (you can always go back using

When your PC boots after going to Start-up Settings in Step 6,
you'll see this menu. You need to press a number to boot your PC
in a particular way. We'd always recommend seeing if your PC will boot
into Safe Mode with Networking, It it starts up there without issue, it's
probably a third-party software or driver problem rather than something
with Windows itself.

the Back button of course). From this you can instigate Safe Mode with
or without networking access, as well as a low resolution video mode if
you're having display problems.

© Start-up Settings
Startup Settings

Restart 1o change Windows options stch as:
T e e e Press a number to choose from the options below:
= [nable debugging mods :
i [n.l._l'__.'f_- br,—-'l |.:.|;|; ng LfsEE DI TR RS O IR IR s K W Fi-rd
= Enable Safe Mode

= Disablc dmecr sigraturc cnforccmcnt e 1 P IR
« Diable sarhy-launch anti-mahwane prolection 1 II E”"rll'd"' ae bul':.i'!:.;”"'!:.;

 Disable awtosmatic restart on sysiem failure 2} Enable boot |t].|gg”'llg

3) Enable low-resolution video

4) Enable Sale Mode

5) Enable Safe Mode with Networking

6) Enable Safe Mode with Command Prompt

/) Disable driver signature enforcement

8) Disable early launch anti-malware protection

9} Disable automatic restart after failure

f you have a system image handy (a complete backup of your PC

in a system image file) you can also restore it at this point.
Anything you’ve created since the system image was made will be lost,
so again it’s a reason why you should back up your files.

This is what Sate Mode looks like. As you can see, it's very much
like the standard version of Windows 10, but it is lacking a little

in its graphical finish. It's designed for you to troubleshoot what is wrong
with your system — perhaps you need to roll back to an earlier System
Restore point, for example.

Select @ system image backup

Ites compuber will be restored usng the syitem mage.
Ervst yifarg on this computer wil be replaced wih the
information in the system image.

Trowbleshooling information for B

hitp: /iga.morasolft.com Fadink/p Plnikdd = 225039 Calculator Mhatos

Picture thiz

NE]

| = Mnablnte

N
More ways
Fagplay. Iofed Filers 8 TV

Inbaresh rate
s 15 6L Tirmee

for rrtage El
CUEETOIRETS 10w

www.bdmpublications.com 77T



Windows 10 Security and Maintenance Guides

Windows 10
Troubleshooting Tips

Windows 10 includes some useful tools for checking on and solving problems but sometimes you need to look a bit
further and deeper. Occasionally you just need to go back to basics. These tips will help you solve some common
problems encountered in Windows 10, particularly after installing the Anniversary update.

First Things to Check

If you’re having problems with Windows Update, the Windows Update Troubleshooter might be able to automatically fix the problem. Go to
Microsoft.com and search for Update Troubleshooter.

Checking System Spec
things don't always go running a particular app or game, it

Windows Update Troubleshooter Microsoft knows that It you're having trouble installing or

smoothly when updating and have provided a dedicated may be that your PC hardware is not up to scratch. All commercial
troubleshooting tool for use during this key task. If you're having software will provide details of required and (sometimes) recommended
problems with Windows Update, the Windows Update Troubleshooter specification needed to run it. You can check system spec at any time,
might be able to automatically fix the problem. Go to Microsoft.com and just go to Control Panel and select System and Security, then System.

search for Update Troubleshooter.

Personal Computer

BL name BlarkDngMadia

B 'Windows Update [ ——

Crgargalion WORKGROUP

ot B v o sichoand

Troubleshoot and help prevent computer problems

78 Windows Update

Resolbve problems that prevent you from updating Windows. Elian Wiiricieiess 15 Mg
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Check for Updates Keeping your copy of Windows 10 up to App Updates If an app or program isn’t working with Windows
date with the latest releases can really help 10, particularly after the Anniversary update, try

to avoid problems before they happen. Press the Windows logo key and looking in the Windows Store for an update and if that doesn’t work,
click Settings. Then choose Update & security > Windows Update and delete and reinstall it. To check for available app updates on the
then select Check for updates. Install any available updates and restart store, click the user icon next to the search bar and select Downloads
your PC if required. and Updates.

Update status Downloads and updates

in the download quede (3)
Chiciong for upaates...

Update hisory

ru
o W InCICws Lpiale

W Windews Defencer Update settings

Aailable updates will be downloaded and installed sutomatically, excepl ower meéjened connections
[whene changes may Appiy)

T Backup
W Recovery Chanige Active Benss
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& Find My Device
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Slow Boot Fix Like Windows 8 before it, Windows 10 uses a W B SR E@E  Windows 10 has a completely different shell
hybrid boot to enable fast boot times. It sounds than previous versions. The Explorer.exe

great but can actually slow down boot for some users. Disable it by process is still at its core but there are a few additional components as

searching for Power Options in the Start menu and running the matching well. If you click the Start button and nothing happens or if the entire

Control Panel applet, then in the left-hand pane click Choose what the taskbar refuses to respond to an interaction, open Task Manager (press

power buttons do. Ctrl+Shift+Esc), find Windows Explorer in the task list and click the
Restart button.

« g v Corrsl Fesel o Histwsre snd Sound o Power Opticea «  Syatem Senings
Define power buttons and turm on paiswond protection Filr Oplimrs  View

Cheese the power SENGS Ut you wirt Ter yeur campuies. The changes tht yeu malke o8 the semngs sn

Processed Pedmmwaar  App bislorgy Sad-up U Detaile Servies
tag paga sppty b sl of pour powar plarg.

8% Q8%
Mame TR emcay | Dhisk
v L) Sernce Hest: Lecal Senace (et 2IWE| ONBS

| Sernce Host Local semace [Met— 15 ME ORMEs

Powar button snd kd jeftings

J O bittery

@ Wihis | presi the poweer bufton: Tl digan

&) Sendoe Hoor Local Senace (et 1.5 MEB QMBS
3 o=} Sreran r Herd: L al ‘-rnllrll'l'tl L ERET 1. - 159

b Wiks | chtae the ke Heep

Sragl -dg wen pETINGE

Er—-l—tu—-u'[-n_--dnn
Thes helps sas yoas PO Lester sfer shitndown. Resr ot sffecied | pam Sioee
A Steep
Fhow i Fpegr mpey
L] Higep e
SR 10 Py M.
o] L
Shiey 1A AF FAUA Rt AL

) sernct Hest: Legal Wenace (Mo — T30 Mg UMES
) Service Host Local System (18] MSME OMB
] Sevwior Hend: | oa al Sydem (Me 2.5 MR BRIRS,
| Sernce Hedh Lacal byshem (Met... ‘b.b ME UME's
| Service Hoo Metwork Sardce (1) 8.4 ME ) -
=1 Sevicr Hind: Resnele Pase eibur_. T MR 0 AR,

| Sernice Host Uredtsck Serace G.. 255 ME 0.7 MEs

Fresh Installation Tool

If Windows 10 is really giving you problems and you have tried everything else to fix the issue, you can try using the Fresh Install
tool. You will lose any installed apps but will keep your files.

First make sure you have the following: an Internet connection to n BACK UP EVERYTHING you want to keep! Launch the tool and
download the tool and the Windows 10 image and sufficient review and accept the licence terms. Choose what you want to
available data storage on the computer you are installing on. You need keep. If you want to keep your personal files, choose the Keep personal
at least 3GB free for the download and the clean Windows 10 image file. files only option. Select the OK button to start the installation.

Storage

Chopse a drive 1o see what's falng up space.
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By using the tool, you may lose your digital licences, digital
content associated with applications or other digital entitlements.

' Download the tool https://www.microsoft.com/en-gb/software-
download/windows10startfresh. There is some advice on the

download page about retrieving and reinstalling Microsoft software Drivers may also be missing. If you experience any missing drivers after
such as Office. It is worth checking this out if you are heavily reliant on the clean installation has finished, go to Settings > Update & security
that software. >Windows Update.
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Congratulations, we have reached the end of your latest
tech adventure. With help from our team of tech experts,
you have been able to answer all your questions, grow In
confidence and ultimately master any issues you had. You
can now proudly proclaim that you are getting the absolute
best from your latest choice from the ever changing world
of consumer technology and software.

Co whate next? TS

| hobby? Ave You looking to upgrade

Whatever your plans we are here to help you. Just check
our expansive range of Tricks and Tips & For Beginners
guidebooks and we are positive you will find what you are
looking for. This adventure with us may have ended, but
that's not to say that your journey is over. Every new
hardware or software update brings its new features and
challenges, and of course you already know we are here to
help. So we will look forward to seeing you again soon.
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