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THE ULTIMATE GUIDE TO HOME NETWORKING

Because the vastmajority of broadband providers

give away a freewireless router,most of us now

have a homenetwork thatwe use to share our

internet connections. However, it’s probably fair to

say thatmany of us don’t actuallymake themost of

our homenetworks.

Beyond simply sharing an internet connection, a

properly configured homenetwork can be the

perfectway to share files and printers between all your computers.

Add a network-attached storage (NAS) device into themix and you’ve

got always-on storage that everyone can use.

What’smore, a NAS can act as amedia server for all your digital

photos and videos, aswell as your entiremusic collection.�atmeans

you canwatch or listen towhat youwant, where youwant. Add a

smartphone or tablet into the equation for controlling playback and

suddenly you have a completemultiroomentertainment system.

�is book tells youmore than simply the bestway to use your home

network, though.We’ve all suffered fromourwireless router dropping

the signal in parts of our homes, butwouldn’t it be great if you had

amazingWi-Fi coverage everywhere? In this guidewe’ll showyou how

to get rock-solid, super-fastwireless all over your home.

Once all your computers are connected to the internet, security

becomes a big issue, and you’ll need to becomemore vigilant to

protect your data fromhackers.We’ll showyou how to stay safe, deal

with threats and even track stolen property online.

Finally, we’ll showyou how cloud storage canmake a huge

difference to your digital life, giving you a simple, secure and robust

method of backing up all your important files.�emain benefit of cloud

storage is that it’s immune to fire, theft andmechanical failure,making it

the perfectway to keep all your precious files safe.

With this guide you’ll find that your homenetwork can go froma

utilitarianway to share the internet to one of themost important things

in your house.
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INTRODUCTION
TONETWORKING
You’ve got a broadband router and all your devices

are connected to the internet, so why take things

further? In this chapter we’ll show you all the

amazing things you can dowith a home network,

from home entertainment to file sharing, helping

you plan what youwant to achieve. We’ll also take

you through some networking basics, so you’ll

understand how everything’s tied together.

1
CONTENTS

6 Top things to dowith a home network

8 How to set up a network

10 Choosing your kit

12 Network basics
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W
e live in a networkedworld, where not having

access to the internet is amassive disadvantage.

Even if you’re not using the internet, though,

having a homenetworkmakes a lot of sense, as it

makes it easy to share files and printerswith other homeusers.

Add a network-attached storage (NAS) device into themix,

for example, and you’ll have some always-on storage that’s

easy to share between everyone.�en there’s the option to

streammusic and photos over the network, so you can enjoy

all your digitalmedia as andwhen youwant.

As you can see, then, having a network isn’t just an attractive

optional extra: these days it’s prettymuch a necessity. Here

we’ll showyou someof the best uses of a homenetwork, so

you can see just howessential it really is.

Oncewe’ve taken you through all the benefits in this chapter,

we’ll help you get up and runningwith our in-depth guides

throughout the rest of the book.

01
SHARE THE INTERNET

�is is probably something you do already, but

there’s no harm in reiterating just how important

this is.With awireless router you can have every device on

your homenetwork connected to the internet. Now that

practically every device – from tablets, smartphones and

laptops to TVs andBlu-ray players – can connect to the

internet, sharing has never been quite to important. To top it all

off,we’ll showyou how to extend yourwireless network and

get an amazing signal anywhere in your house.

02
SHARE FILES

Got a file on one computer that you need to copy to

another computer? Sure, you can use aUSB key, but

that’s hardly themost convenient solution. Fortunately, there’s

a betterwaywith the technology built intoWindows andMac

OSX.�anks to file sharing, you can simply copy documents

over the network, saving time and effort.

03
SHARE PRINTERS

It’s not just files that you can share, asWindows and

OSXwill also let you share printers.�atmeans you

can buy one decent printer, but print to it fromany device on

your network. Youmay even find that your router or NAS

device has built-in printer sharing, so you don’t need to leave

one computer turned on just to print. Simply put, a home

Topthings todowith
ahomenetwork

We’ll show you how to stay

protected, how to avoid scams and

even how to track and recover stolen

laptops and mobile phones.

With a homenetwork, a printer attached to one computer

can be used by all your other devices
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networkmakes life a lot easier for

everyone andmeans you can share all

your kit with everyone in your home.

03
INSTALL A NAS

Anetwork-attached storage

(NAS) device is basically a box

containing storage that connects to your

network.While that image is a little dry, a

NAS could just be one of themost useful

things that you ever buy.

For starters, it gives your family a

single place to store shared files.While

file sharing can do a similar job, you have to

leave all the required computers on; a NAS is designed

to be left on all of the time, giving you always-on storage.

ANAS can do somuchmore, too.With the vastmajority of

models, you can turn them into amedia server, storing all of

your photos, videos andmusic in one place,which you can

then play on any other device on your homenetwork.With

the ability to share printerswithmostmodels, a NAS device

may be just about themost important and useful bit of

networking kit that you buy.

04
HOME ENTERTAINMENT

Why leave all your digital pictures,music and videos

locked up on computerswhere you barely see

them?With a homenetwork you can free all these files and

view themwherever andwhenever youwant.

A lot of newTVs andBlu-ray

players havemedia streaming

built into them, but you can also

add streamingmusic players,

and streamingmedia players

where youwant to unleash your

digital files.We’ll showyou how to

turn your homenetwork into the

ultimate entertainment system.

We’ll even showyou howyour

smartphone or tablet can be used to

control everything.

05
SECURITY

If everything you own is connected to the

internet, there’smore risk if a hacker can

infect your computers. Fortunately, we’re here to helpwith a

complete guide to internet security.We’ll showyou how to stay

protected, how to avoid scams and even how to track and

recover stolen laptops andmobile phones.

06
THE CLOUD

Using cloud storage, you’ll find that your internet

connection gives you the perfectway to back up and

share your files automatically. Unlike other regimes, cloud

storage is completely immune to theft, fire andmechanical

failure. In otherwords, it’s the simplest andmost secureway of

ensuring that your precious digital photos, documents,music

and videoswon’t be lost.

With awirelessmusic player and aNAS, you can

listen towhat youwant,where youwant

INTRODUCTION TO NETWORKING

It might be a bit dull on the

outside, but aNAS is the

easiestway to share files and

media over your network
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Howto
setupa
network

T
his diagramshows a typical house,with the

internet coming into the office upstairs. All the

devices near the router, such as the desktop PC

andNAS device, are connected directly to the

routerwith Ethernet cables. Devices thatmove (such as

smartphones, laptops and so on) are connected byWi-Fi.

Everything else usesHomePlug.

Kitchen

Bedroom

SMARTPHONE

LAPTOP
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Office

Lounge

PC

NAS HOMEPLUG

TV

MEDIA STREAMERHOMEPLUG

PC

ROUTER

ETHERNET

ETHERNET

ETHERNET

ETH

ETHERNET

ETHERNET

INTRODUCTION TO NETWORKING
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T
here are threemain types of technology available

for setting up a homenetwork: wireless (Wi-Fi),

wired (Ethernet) and powerline (HomePlug), which

uses your home’s power cables as awired network.

All three aremutually compatible, so using a combination of

the three, aswe have in our test network (see diagram, page8)

willmake for themost reliable network.�e table (below)

shows the pros and cons of each networking type, butwe’ll

go into a littlemore detail here.

Wi-Fi is one of themost convenientways to set up a

network, as the technology is built into the router that provides

your internet connection. As it uses radiowaves, there’s no

need to run cables everywhere, and the signal should cover

most of a typical house.�edownsides are that it’s the

slowest type of network and can be unreliable, with range

being themain problem.�enew802.11ac standard has

introduced better speeds, but there are currently fewdevices

that support this standard.We explain how tomaximiseWi-Fi

range and extend your network on page 25, but even so,

wireless is best suited tomobile devices, such as laptops and

smartphones. You could connect your PC and other devices

wirelessly usingUSB adaptors, but as they don’tmove, amore

reliablewired connection is better.

Froma technical perspective, Ethernet is

the best choice for a network. It runs

at two different speeds,with

Gigabit Ethernet (1,000Mbit/s)

achieving the same kinds

of transfer speeds as

an internal hard disk. Even standard Fast Ethernet (100Mbit/s) is

typically faster thanmostwireless routers. As Ethernet is

bi-directional, you technically get twice the bandwidth, as you

can simultaneously transmit and receive data at the same

speed. It’s easy to use, too: plug one end of the Ethernet cable

into a router and the other into the device youwant to connect,

and you’re done. However, the practical downside of running

cables round your homewill outweigh the benefits formany.

Most routers have a four-port Fast Ethernet switch built in,

which allows you to connect up to four devices running at

Choosing
yourkit

NETWORKING TYPE QUOTEDSPEED

Gigabit Ethernet 1Gbit/s

Ethernet 100Mbit/s

Wireless
300Mbit/s
(1.3Gbit/s
802.11ac)

HomePlug 500Mbit/s

This table shows the relative benefits of each

NETWORK MATRIX

Awireless router provides
everything you need to

start your homenetwork

Ethernet is the
fastest network

connection available

500

300

100

1,000

ovides
to
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100Mbit/s at once. A switch is a

network device that creates a

dedicated connection between

two communicating devices

(like a telephone exchange),

allowing full-speed

communications. In contrast,

wireless and powerline networks share

bandwidth, so the entire speed of the network

is shared between all the computers. Gigabit Ethernet and Fast

Ethernet are compatiblewith each other, with the device and

router negotiating the connection speed.

You can addGigabit Ethernet to an existing network by

using a dedicatedGigabit Ethernet switch (a five-portmodel

will cost you around £20). Simply connect one port on this to a

port on your existing router. Plug all your Gigabit devices into

theGigabit switch and they’ll communicatewith each other at

full speed.bis is onlyworth doing, however, if you copy a lot

of large files over your network.

bemain downside of Ethernet is that, to use it all over your

home, youmust install dedicatedwiring.bis can be difficult and

expensive, so Ethernet ismainly suitable for devices near your

router, or in situations

where you can run a

single cable into a room

that containsmultiple

devices, then use a switch

to connect themall.

If you don’t want towire

up your house for Ethernet,

powerline networking is a

great choice.bis uses your home’s electricalmainswiring as

network cables, bringing the benefits of awired network

without any rewiring.be technology uses network adaptors

that plug into your power sockets. You then connect your

devices to these adaptorswith Ethernet cables.

HomePlug is the only standardworth using; there aremany

products available, from single connectors tomultiport

adaptors.be current HomePlugAV standard runs at a

theoretical 500Mbit/s, but in practice you’re likely to see

transfer speeds of around 93Mbit/s. Faster 500Mbit/s devices

are appearing, though (see page 111). Bandwidth is shared

between all the HomePlug devices that use the network, so the

more you have, the slower the network becomes.

TYPICAL SPEED PROS CONS
WHAT’S IT

GOODFOR?

850Mbit/s
Extremely fast; easy to use;

very reliable

Wiring up the house can be

difficult and expensive; not built

intomany routers

NAS devices; other

devices that are close

to the router

85Mbit/s
Fast; easy to use; very reliable

Wiring up the house can be

difficult and expensive

Devices that are close

to the router

50Mbit/s
(200Mbit/s
802.11ac)

Built into router; gives you

access from anywhere; lets

youmove easily

Suffers from interference;

speeds drop off at distance

Devices that you

want tomove around

your home

93Mbit/s
Fast; reliable; easy to connect

devices in different rooms
Comparatively expensive

Fixed devices that are

in a different room to

the router

type of networking technology to help you choose the best for each device

HomePlug devicesmake it easy to set
up a fast, stable network

93

50

85

850

INTRODUCTION TO NETWORKING
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Networkbasics
GETTING STARTED

Our diagramof a typical homenetwork (see page8)will help

youwork out the bestway to network your home. Before you

get started, however, it’sworth running over somenetworking

basics to help you understand howeverything fits together.

If you don’t already have awireless router, the first thing

you need to do is to buy one.�ese devices are designed to

share your broadband connectionwithmultiple computers,

and they’re an essential part of any homenetwork.Wireless

routers provide bothwireless and Ethernet networking, and

they take a lot of the hassle out of networking. For example,

everywireless router has a built-in Dynamic Host Configuration

Protocol (DHCP) server.�ismay sound like a horrific bit of

networking jargon, but itmeans any computers connected to

the routerwill be given an IP address automatically.

Understanding how IP addresseswork is an essential part

of getting to gripswith homenetworking. You can think of an

IP address as your computer’s unique postal address on the

network. Each computer needs an IP address before it can

send and receive data to and fromother devices.Without

DHCP, you’ll have to give every device that connects to your

network an addressmanually;DHCPdoes it all automatically

for you in the background, so you don’t need toworry about it.

MANUAL ADDRESSES

�edownside of usingDHCP is that a device’s IP address

may change.�is is fine for a PC, but for a shared device

such as a printer or NAb device, you really need a fixed IP

address, which you assignmanually.�is iswhy it’s important

to knowhow IP addresseswork.

On your homenetwork, every device that connects to

the router receives an IP address.�is is a group of four sets

of numbers separated by fullstops, such as 192.168.0.1

or 192.168.0.2.

For devices to be able to talk to each other, they need to

be on the samenetwork, whichmeans that the first three

sets of numbers of an IP addressmust be the same.

Your routerwill have a default for this, and it’s easiest to

leave this alone.�e last number is unique for every device

on your network.�eonly rule is that the last numbermust

be between 1 and 254.

Routers are set to dish out only a certain number of IP

addresses. Any valid addresses outside this range can be

Your router’s configuration pageswill showyou the range of

IP addresses it’s handing out

Wireless routers provide both
wireless and Ethernet networking,
and they take a lot of the hassle
out of networking.
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Your network has an external IP address for internet access

and an internal range of IP addresses for all of your computers

NETWORKING WITH IP

given outmanually, as the routerwill never accidentally

assign one of them to another computer.

To check this range of IP addresses, you need to access

your router’sweb configuration pages (see ‘SettingUpA

Wirelessbouter’ on page 18 formore details on accessing the

DHCPpart of the configuration screen).�ese are usually either

in the Basic Setup tab or under Local networks.�e range of IP

addresses can be defined in twoways: as a start address and

an end address (192.168.0.1 and 192.168.0.50, for example),

or as a start address and amaximumnumber of addresses

(such as 192.168.0.1 and 50 – inwhich case, the end address

would also be 192.168.0.50). Any address outside this range

(excluding the router’s own address) can be assignedmanually.

When setting amanual IP address, youmust also configure

a subnetmask,which is 255.255.255.0.�is setting is for

segmenting business networks, so there’s no need to go into it

here. Finally, you have to configure aDNS address (again, this

isn’t worth explaining in detail here), which is simply your

router’s IP address. Consult thewalkthrough on page 18

if you’re not surewhat it is.

EXTERNAL IP ADDRESSES

Aswell as an internal IP address, your router has an external IP

address that’s visible on the internet and is assigned by your

ISP.�e computers on your network share this address using a

technology calledNetwork Address Translation (NAT). An

advantage of this is that computers outside your network can’t

connect directly to any of your computers, which offers a basic

level of security fromoutside attacks. However, you’ll have to

configure the router for port forwarding if youwant to access

services on your network, such as an FTP server on aNAS

device, over the internet.We’ll cover this topic later on.

INTERNAL IP
ADDRESS

192.168.0.2

EXTERNAL IP
ADDRESS

217.35.1.45

INTERNAL IP
ADDRESS

192.168.0.3
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CONFIGURINGYOUR
HOMENETWORK
Getting the perfect reliable home network means

choosing the right kit and configuring it all properly.

In this chapter we’ll take you through everything

you need to know, including choosing a new

wireless router, working out where you usewired

networking and setting everything up. We’ll also

show you how to improve and extend the range of

your wireless network.

CONTENTS

16 Choosing a wireless router

18 Setting up awireless router

22 Wired networking

25 Extending and improving wireless
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T
he type ofwireless router you buy depends on your

internet connection. If it’sADSL, you’ll need amodel

with a built-in ADSL2+modem. If you have a fibre-

optic network connection, such asBT Infinity or Virgin

Media, you’ll need a standardwireless routerwith an Ethernet

WirelessAreaNetwork (WAN) port.�at said, with a fibre-

optic service, youmaywant to stickwith the router you’re

given:VirginMedia’sSuperHub has a built-in cablemodem

while BT’sHomeHub 3.0 is configured toworkwith yourBT

Infinity connection. You can disablewireless on the SuperHub,

turning it into amodem, so you can connect anyWANport

router; it’s possible to get theseworkingwith Infinity, too.

We’ve listed ourBest Buy routers below to helpmake your

decision easier. Youmust also decidewhether youwant a

5GHz or 2.4GHz router. Both types have amaximum

throughput of 300Mbit/s (450Mbit/s on somemodels), but

they use different frequencies. Routers that run at 2.4GHz can

suffer from interference. In the 5GHz band, there’s nothing to

interferewith your network except other networks nearby.

�ere are alsomorewireless channels to choose from, so you

can leave channel bonding switched on. It’s rare to find an

802.11nwireless router that supports both 2.4GHz and 5GHz

networks simultaneously, so 2.4GHz is best formost people.

However, a brand-new802.11acwireless router supports

both 2.4GHz and 5GHz bands simultaneously and offersmuch

better performance.With a device that supports802.11ac

networking (a growing number do), you can get actual speeds

of up to 300Mbit/s, vastly beating standardwireless.

Choosinga
wirelessrouter

ROUTERS BEST BUYS

802.11acWIRELESS

ROUTER

TPOLINK

AC1750
£102

CABLE ROUTER

TPOLINK

TL-WDR3600
£65

ADSLWIRELESS ROUTER

TPOLINK

TD-W8980
£75
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Y
ourwireless routermay already be configuredwhen

you buy it, but it’sworth checking the settings to

make sure it’s set up correctly. Make a note of these,

as you never knowwhen youmight have to set up

your network fromscratch. If you’re using ADSL, you’ll need

to plug anADSLmicrofilter into every telephone socket –

otherwise, your broadbandwill cut out every time youmake a

phone call. However, if you have a replacementmaster socket

face platewith amicrofilter built in, youwon’t need individual

filters, as your phones are already filtered from theADSL

connection.With a fibre connection, you don’t need additional

equipment for your phones, although you’ll probably have a

separatemodemandwireless router.

STEP

01

CONNECT YOUR ROUTER

If you have a fibre-optic internet connection, connect

theWANport on the router to the Ethernet port on the

modemusing an Ethernet cable. For ADSL connections, you

need to use anRJ45 lead. Connect this to theWANport on the

router and theADSL port of themicrofilter plugged into your

phone socket or the one built into the face plate.

STEP

02

PLUG IN A PC OR LAPTOP

Next, use an Ethernet cable to connect your laptop or

PC to the router. It’s possible to configure awireless

router over awireless connection but it’s not a reliable

method, sowe don’t recommend it.With all the devices

connected, turn on yourwireless router, then turn on your

computer and boot into your operating system.

STEP

03

CONNECT TO THE WIRELESS ROUTER

To connect to yourwireless router, you need to

know its IP address.�e router’smanual should tell

you this, but there’s another easyway to find it out. Open a

CommandPrompt from the Startmenu (just type command

prompt into the search bar).

When it opens, type ipconfig and hit Enter. Note down

the address listed under ‘Default Gateway’ and type this into

aweb browser. Your router’s login pagewill appear. Enter

your username and password as set by you or documented

in the router’smanual.�iswill give you access to the

router’sweb interface,whichwill probably present you

withmultiple pages of settings.

Settingupa
wirelessrouter

01 02

  



  

http://www.apc.com/promo


CHAPTER 2

20 THE ULTIMATE GUIDE TO HOME NETWORKING

STEP

04

ENTER ACCOUNT DETAILS

On the internet settings page, enter the account details

you received fromyour ISP.�esemay include a

username and password and, for ADSL connections, advanced

options such as Encapsulation. If you can’t find these details in

the documentation you receivedwhen you subscribed to your

broadband service, you’ll need to contact your ISP.Most cable

internet connections don’t require you to enter a username and

password into the router, so as long as you have aworking

internet connection, don’t worry if these spaces are blank.

STEP

05

CONFIGURE YOUR NETWORK

To configure yourwireless network, click on thewireless

settings link.�e first step is to enter a name for your

network.�eoptionmight be labelledName, SSID or ESSID.

Type in amemorable name, but for security pick something that

doesn’t identify you or your house. Next, select thewireless

channel.�is settingmay be on a different page, under a link

called AdvancedWireless Settings or something similar. Only

use channels that don’t overlap (such as 1, 6 or 11), as these don’t

interferewith each other, and your neighbourswill be grateful.

You can also configure a 5GHzmode if your router supports it. If

your router can only do one band at a time, set 2.4GHz; if not,

configure 5GHz, giving it a different name to the first network.

STEP

06

If you have an802.11n router, disable channel bonding by

changing thewirelessmode from running at 300Mbit/s

(or 270Mbit/s on some routers) to half this speed.�is

reduces conflictwith other networks and isworth doing for

2.4GHz networks. For 802.11ac routers, you can leave the

2.4GHz settings as they are. For routers running at 5GHz, you

can leave the fastest setting in place, as youwon’t have any

problemswith interference.

STEP

07

If youwant to hide yourwireless network from casual

snoopers, disable your router’s SSID broadcast. Doing

thiswill stop your network being listed automatically

when a device, such as a laptop or smartphone, is searching for

awireless network.We strongly recommend against hiding

your network, though, as itmakes it harder to connect devices to

your computer and it won’t deter a determined attacker, who’ll

be able to find your network anyway. Youmay also see an

option forWireless Isolation.�is preventswireless devices

communicating directlywith otherwireless devices on the

03

05

04

06
  



CONFIGURING YOUR HOME NETWORK 2

21

network.�is is useful if you’re running awireless hotspot and

youwant to give people an extra level of security, but for home

use turning it onwillmake useful activities such as file sharing

betweenwireless computers impossible.

STEP

08

ENCRYPT YOUR NETWORK

Unless you have devices that don’t supportmodern

encryption or you’re using an older router, selectWPA2

encryption in the Security section. Failing that, opt forWPA2/

WPAmixedmode. AvoidWEPencryption, as it’s insecure and

difficult to use – it requires the use of long hexadecimal keys

that are hard to remember. Next, enter a password (sometimes

called a network key). Choose something that’s easy to

remember but hard to guess.�is is all the security you need, as

there’s no easyway for anyone to breakWPA2 encryption.

STEP

09

ENABLE UPnP

�eUPnP technology found onmanywireless routers

enables your computer to configure the router’s firewall

automatically, so that it allows through specific services such

as video calls in Skype. For themost secure environments,

UPnP should be disabled, but formost homenetworks it should

be switched on, asmany popular programs and services need

it in order towork properly.�e location of theUPnP setting

varies between routers, but you can usually find it either in an

Advanced or Firewall sections of theweb interface or by

clicking on a dedicatedUPnP link.

STEP

10

CONNECT YOUR PC TO THE NETWORK

Save the router’s settings and let it reboot. You’re now

ready to connect your PC to thewireless network.We’ll

assume that you’re usingWindows’ built-inwireless network

software. If additional software camewith your network

adaptor, itsmanualwill showyou how to use it or disable it so

you can useWindows’ software instead.

InWindowsXP, double-click on the icon of a computerwith

radiowaves coming out of it in theNotification Area at the

bottom-right of the screen. InWindowsVista, click on the icon

with twomonitors in theNotification Area, and select ‘Connect

to a network’. InWindows 7 and8, click on the network icon for a

list of networks. In all operating systems, pick your network

from the list.�is should have the name you gave it earlier. Click

Connect and,when prompted, type in the password you set.

Your computerwill connect to the network .

07

09
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F
or devices that don’tmove around,we recommend

wired networking. It’s possible to run Ethernet cable

throughout your home– Ethernet cables can be up

to around 100m long – but it’s a big job, and doing it

neatly can be expensive. Unless you can easily take up the

floorboards to run network cables underneath, we recommend

using an alternative network technology, such as powerline,

which routes network signals through yourmainswiring.

�emost popular technology standard for doing this is

HomePlug. Most of these devices comes in three speeds:

85Mbit/s equipment is nowold and obsolete, so avoid it.

HomePlugAV-compliant products come in speeds of

200Mbit/s, which are great value, and the faster 500Mbit/s

products. All products are compatiblewith each other, so you

canmix andmatch. You can even get HomePlug adaptorswith

built-inWi-Fi to extend your network (more on that later).

For deviceswithin easy reach of your router, connecting

them couldn’t be easier. Simply plug one end of an Ethernet

cable into the device and the other into a spare port on the

router.�e router and the devicewill negotiate the connection

speed automatically.

HOMEPLUG

For HomePlug devices, configuration is fairly simple. Plug the

HomePlug adaptor into awall socket (for the best performance,

do this directly rather than through amulti-plug socket).�en

plug an Ethernet cable into theHomePlug adaptor and a spare

port on your router.�e same applies to other devices you

want to connect to your HomePlug network. Simply plug

another HomePlug adaptor into a socket near the device, and

hook up the Ethernet cable.

All HomePlug adaptors of the same standard can

communicatewith each other by default, but they’re not

secured as standard. It’s possible that neighbourswith

HomePlug adaptors could end up on your network. bo fix this,

you need to enable security.

First, it’s a good idea to check themanufacturer’swebsite for

eachHomePlug adaptor to find out if a firmware upgrade is

available to ensure compatibility.�ese can solve security

compatibility problems andmake a networkmore reliable.

With push-button security, you simply press the button on

one adaptor, then go to the next adaptor and push its button to

create a secure network. bo add a third adaptor, press the

security button on either of the first two adaptors, then press

the security button on the third adaptor. Repeat until you’ve

added all your adaptors.

Unfortunately, we’ve experienced problemswith push-

button security. If you can’t get it towork, try plugging adaptors

into adjacent plugs before using the push-button security

option.�en, leaving one adaptor plugged in, swap the second

one for another and repeat until you’ve secured themall.

Wired
networking

HomePlugmakeswired networking simple and convenient
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SECURITY SOFTWARE

If your HomePlug deviceswon’t connect, you’ll have to set

themupmanually using the utility providedwith the devices.

Manufacturers ostensibly use compatible utilities, butwe’ve

had problemswhere amanufacturer’s utility recognises only

its own adaptors. As such, youmay need to install each

manufacturer’s utility. You can download these from the

manufacturers’ websites.

�e utilities look slightly different butwork in roughly the

sameway. Plug an adaptor into a power socket near your

computer and connect an Ethernet cable from the adaptor to

your computer. Run the adaptor’s HomePlug utility. Look for

the security option and enter a password of your choice.

�en switch adaptors and utilities as necessary until all the

adaptors are configured.

In theory, you can configure adaptorswithout being directly

connected to them, but ourmethod ismore reliable. Now

connect all your adaptors to their sockets and devices, and your

network should be fine. If you’re buyingHomePlug kit from

scratch, stick to onemanufacturer for the sake of compatibility.

Push-button security is a quickway to add encryption

HOMEPLUG BEST BUYS

200Mbit/s KIT

TPOLINK

TL-PA2010KIT
£25

SUPERFAST 500Mbit/s KIT

TPOLINK

TL-PA511KIT
£45

500Mbit/s KIT

TPOLINK

TL-PA4040PKIT
£40
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THE TROUBLE WITH 2.4GHz

MostWi-Fi networks (802.11n and 802.11ac) operate on the

2.4GHz frequency, as domost 802.11n devices.�is frequency

is also used by a host of otherwireless devices, so as a result

it’s pretty congested. Babymonitors, DECT cordless phones,

Bluetooth headsets, gaming controllers and otherwirelessPC

peripherals all use the 2.4GHz part of the radio spectrum, as do

microwave ovens – and they can all interferewith aWi-Fi signal.

If yourWi-Fi network suffers from slow speeds or

connection problems, the first step is to check for potential

interference fromotherwireless devices. Simplymoving

your routermay be enough to remedy the situation, or you

may need to accept that you can’t use your laptop in the

kitchenwhilemicrowaving a jacket potato.

�e indoor range of aWi-Fi network can also be affected by

the buildingmaterials in your home.Wood, plaster and glass

have little effect on 2.4GHz radiowaves, but brick and concrete

can impede themandmetal can stop themcompletely. If your

router ismounted on an interior brickwall or sitting on ametal

shelf,moving it could improve your signal.

CHOOSING A CHANNEL

�eothermajor cause ofWi-Fi interference is the presence

of other nearby networks. ResidentialWi-Fi is everywhere

these days, and it’s not uncommon to see several other routers

when scanning for networks in your ownhome.Wi-Fi is split

across different channels tominimise interference in these

situations, but it’s usually impossible to ensure that every

network is configured appropriately.

�e first step in establishingwhether nearby networks are

causing problems is to conduct a site survey.UsingWindows to

look at the list of availableWi-Fi networkswill give you some

idea ofwhich other networks surround you, but thiswon’t show

their channel or signal strength.

Extendingand
improvingwireless

For this, you need a utility such as the freeNetStumbler

forWindows (www.netstumbler.com). So equipped, you can

wander around your home, noting the channel numbers for

any nearbyWi-Fi networkswith strong signals (weak networks

aren’t worthworrying about).

Wi-Fi in theUK is split across 13 channels in the 2.4GHz

band (twomore than in theUS), but you can’t just pick a ‘free’

channel to avoid interference. Channels 1 to 11 are only 5MHz

apart, while 12 and 13 are 12MHz apart. As each channel is around

22MHzwide, there’s a fair amount of overlap across the channel

range, as you can see in our diagramover the page. As a result,

only a handful of three-channel combinations can be used

without overlap: 1, 6 and 11; 2, 7 and 12; 3, 8 and 13 and so on.

If youmanagemore than oneWi-Fi network, you can use a

complementary channel combination to avoid cross-network

interference. If you can’t get nearby network owners to do

�e5GHz band offers up to 19UK channelswith no overlap
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the same, the only option is to set yourWi-Fi router’s channel so

that it has as little overlapwith the other networks as possible –

or so that at least it only overlapswith theweaker networks.

Take carewhen choosing channels 12 and 13, though. In theory,

anyWi-Fi router approved for use in theUK should support

them, but not all laptopWi-Fi adaptors do.

FIX INTERFERENCE WITH 5GHZ

If yourWi-Fi network uses only 802.11n or802.11ac devices, you

may have a betterway to avoid interference.�e802.11n and

802.11ac specifications can also operate at 5GHz,which is far

less congested. Better still, 5GHz’s 19UK channels (not all of

which are available on all routers) have no overlap, which

makes it much easier for nearby networks to coexist.

If yourWi-Fi router is ‘dual-band’, it can use the 5GHz band;

look for the appropriate option under theWi-Fi settings in its

web interface.Unless your router supports simultaneous

dual-bandWi-Fi, though, switching to 5GHzwillmean that

802.11b/g devices are unable to connect. Not all 802.11nWi-Fi

adaptors support 5GHz, either, so turning off 2.4GHzwill cut

those off, too (the iPhone 4 falls into this category).

�eonly other snagwith 5GHz is that it doesn’t have quite

the same range as 2.4GHzWi-Fi, as its higher-frequency radio

waves can’t penetrate solid objects as effectively.�ismay

notmatter formost homes, but it’sworth thinking about if you

can’t get a strong signal.

DOUBLE UP

If you have an802.11n router, whether it’s 2.4GHz or 5GHz,

there’s an option for aWideChannel.�is uses an additional

wireless channel to double the throughput. In fact, the

300Mbit/s headline speed of 802.11n assumes that two

Ultimately, there’s a limit to
how far your wireless network
can reach, no matter where you
place the router.

CHOOSING A CHANNEL

2.4GHzWi-Fi has 13 channels in theUK,

but overlapping frequency rangesmean

there are nevermore than three non-

overlapping combinations of channels

Try to choose the same colours if

you can in order to avoid overlap
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channels are used.�is technique, known as channel bonding,

should be avoided on 2.4GHz802.11n networks.�is radio

spectrum is already overcrowded, and sapping up another

radio channel just doubles the interference. It’s not just for the

sake of your neighbours, either: channel bonding can cause all

kinds of interference problems that stop your networkworking.

802.11ac networks are smarter, so channel bonding is fine.

For 5GHz802.11n networks, the channels don’t overlap and

there aremore of them. As such, channel bonding isn’t so bad,

so turn it on and see if it boosts your speeds. If you run into

stability problems, disable it again.

EXTENDING YOUR WIRELESS RANGE

Ultimately, there’s a limit to how far yourwireless network

can reach, nomatterwhere you place the router. If you need

better coverage, you’ll need to install a secondwireless router.

�ere are severalways to do this. One of theways promoted

bywireless routermanufacturers is to use theWireless

Distribution bystem (WDb).

With thismethod, you place the second router close to the

wireless black spot and useWDb to connect it wirelessly to

the first (see diagram, above). WDb requires a compatible

router –we recommend the cheap TP-LinkWR702N router

(£19 fromamazon.co.uk).�ismethod avoids the need for any

morewiring, but you’re adding an extrawireless link, which can

make for a slow and often unreliable connection.

A bettermethod is to connect the first wireless router to the

second over an Ethernet or HomePlug connection.�is gives

you amuchmore stable link and better performance, and you

don’t needWDb-compatible equipment. Alternatively, you can

buyHomePlug adaptorswith built-inwireless access points that

do the same job and aremore convenient.

You can buy HomePlug
adaptors with built-in wireless
access points that do the same job
and are more convenient.

EXTENDING WIRELESS RANGE

If you want to extend your wireless range, try linking one router to another

ROUTER 1 ROUTER 2

WIRELESS

LINK

ROUTER 1 ROUTER 2

ETHERNET OR

HOMEPLUG
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For any of thesemethods towork, you need to set up the

secondwireless router correctly. Start by following the steps

on page 18 for setting up awireless network. Use the same

settings you used for your firstwireless network, but pick a

different channel that doesn’t overlap.

Next, go to the second router’s DHCP settings page and

disable DHCP (if you don’t, the routerwill hand out amess of IP

addresses and nothingwill work). Finally, change its IP address

manually to a static address that’s in the right range for your

main network. Save the settings.

You’re now ready to connect the two routers, either by

Ethernet or HomePlug. For a simplewired connection, use

a long Ethernet cable to hook up a spare Ethernet port on

yourmain router to a spare port on your second router.

For HomePlug, connect a spare port on yourmain router to

theHomePlug adaptor, and then plug in a secondHomePlug

adaptor near your second router and connect the twowith an

Ethernet cable. Do not use the second router’sWANport.

You should nowhavewireless everywhere in your home.

As youmove around, yourwireless deviceswill switch

seamlessly to the strongestwireless signal. You’ll see only

one network, and you shouldn’t need to adjust any settings

on your devices.

If you need to change yourwireless network settings, you’ll

need to do this on both routers. You’ll also need to connect to

the secondwireless router using the IP address that you gave it

earlier.Using thismethod, you’ll find thatwirelesswill bemore

reliable everywhere in your home.

WIRELESS EXTENDERS BEST BUYS

WIRELESS ROUTER/RANGE EXTENDER

TPOLINK

WR702N
£19

WIRELESS POWERLINE EXTENDER

TPOLINK

TL-WPA4220KIT
£75

WWWIIRRRREEELL OWWEERLINNEE EXTENDERRREEELLLLEEESSSS POW EXTESSS PPO

POLINKTPOL

TL-W A4220KITL-WWPPAA4422 TTKITT
£75
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One of the best things about having a network is

that it makes it easy to share things between

your computers. In this chapter we’ll look at

how you can share files between yourWindows

and Mac computers, and even share printers.

With our advice youwon’t have to hunt for a

USB key ever again.

CONTENTS

33 Sharing files

38
Sharing files betweenWindows
andMac OS

40 Sharing printers

SHARINGFILES
ANDPRINTERS
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T
he ability to share files and folders is a key part of

Windows networking. In this chapterwe’ll show

you how to do this, and also look at configuring

Windows 7 and8 so that theyworkwith older

operating systems, aswell asMacOS.

SHARING FILES

Sharing a folder inWindows is easy. Simply find the one you

want to share in Explorer, right-click it and select Properties,

then click the Sharing tab. Finally, click the Share button to

make the folder available on the network. However, some

system folders, such as theWindows directory, can’t be

shared andwill have the necessary button greyed out.

In Vista,Windows 7 andWindows8 you need to select

which users youwant to give access to it over the network.

In XP, usernames aren’t required, as the default allows

read-only sharing, but you can select the ‘Allownetwork users

to changemy files’ option for read\write access. In Vista,

Windows 7 andWindows8, the default shared usernamewill

be listed in themainwindow, alongwith a Permission Level of

Owner. You should leave this setting alone, but choose

additional users thatwill have access to this folder.

If you turned off password-protected sharing, you should

select theGuest account from the drop-downmenu and click

Add. If you’re using password-protected sharing, select the

user accounts that youwant to allow access and click Add;

repeat for asmany user accounts as you need. To give all user

accounts access, select Everyone from the drop-downmenu.

Next, for each account you’ve selected, you can choose the

Permission Level. bead lets users look at, but notmodify, files

stored in this folder, while read/write allows users to view and

modify files in the folder. For homeuse, it’s best to set read/

write as the permission level for all users, unless you don’t

want network users to be able tomodify files.

When you’ve finished, click the Share button, thenDone,

and your folderwill be available on the network. If youwant

to changewho has access to a shared folder, right-click on it

in Explorer, click Properties, select the Sharing tab and then

click the Share button.

You can add newusers using the instructions above, and

remove existing users’ access by changing the Permission

Level to bemove. Click the Share button again tomake your

changes. To stop sharing a folder completely, go back to the

Sharing tab and click Advanced Sharing. bemove the tick from

the ‘Share this folder’ option and click OK.

Sharingfiles

If you don’twant to share a particular folder, go to

Advanced Sharing options
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ACCESSING SHARES

You can nowaccess any shared folders you’ve created from

other computers. YourWindowsmachine should appearwhen

you browse the network fromanother PC using Explorer. In

WindowsXP, open an Explorerwindowand expandMy

Network Places, Entire Network andWorkgroup. You should

see the other computers on your network. Select them to view

shared files. In Vista, expandNetwork andWorkgroup, then

select your other computers. InWindows 7 andWindows8,

expandNetwork to do the same thing.

If you can’t see your computer, you can connect to it directly

froma remotemachine. To do this, pressWindows-R to bring

up a run command. Type ‘\\<nameof yourWindowsPC>’ and

pressOK; you can also type in the nameof your NAS device or

any other computer. If you don’t know the nameof your

Windowsmachine, you can find it by right-clicking onComputer

in its Startmenu and selecting Properties. Click the ‘Advanced

systemsettings’ link and then the Computer Name tab. Your

machine’s namewill be listed after ‘Full computer name’.

Alternatively, you can connect to any shared folder by

pressingWindows-R and then typing \\<IP address of device>.

You can find out the IP address of aWindowsPCby getting a

command prompt up and typing ‘ipconfig’; for a NAS device,

you’ll need to check itsweb interface.

At this point, youmight find that you’ll be prompted to enter a

username and password. Just type in a valid username and

password for the device towhich you’re connecting. Tomake

life easier, you should creatematching usernames and

passwords on all computers and peripherals; for example, on a

NAS device,make sure you have the sameusername and

password as you do on yourWindows computer.

You should bewary if you’re connecting to aWindows 7 PC.

We’ve had problems trying to use a usernamewith a space in it,

such as ‘David Ludlow’, when trying to connect fromaWindows

XP computer.�is doesn’t happen on allmachines, and seems

to be a problem that’s unique to some computers. To get round

this, you should create a newusername that doesn’t use a

space in it on yourWindows 7 orWindows8machine (see

‘Creating user accounts’, opposite).

MAPPING A NETWORK DRIVE

FromWindows, it’s also possible to createmapped network

drives so that you can access a shared folder throughComputer

as though it were a normal hard disk. Simply right-click on the

shared folder youwant to access (itmust be the root shared

folder in this case) and selectMap network drive. Choose the

drive letter youwant to use from the drop-downmenu and

click Finishwhen you’re done.

CONFIGURING WINDOWS 7 AND 8

Windows 7 and8 can be picky aboutwhat theyworkwith, but a

little configurationwill soon get it workingwith older computers

andNAS devices on your network.

First, you need to sort out the sharing features. To do this, go

to the Control Panel and openNetwork and Sharing Center.

Click on the ‘Change advanced sharing settings’ in the left-hand

panel. Make sure that ‘HomeorWork’ is selected (Private in

It’s easy to find out your computer’s name

To make life easier, you should
create matching usernames and
passwords on all computers and
peripherals.

THE ULTIMATE GUIDE TO HOME NETWORKING
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Windows8) – otherwise, you’ll be changing the sharing settings

forwhen you connect to a public network, such as aWi-Fi

hotspot. First, ensure that ‘Turn on network discovery’ is

selected, then click ‘Turn on file and printer sharing’. You should

be finewith the ‘Use 128-bit encryption to help protect file

sharing connections (recommended)’ option (listed under All

Networks inWindows8), but if you’re having trouble after

you’ve followed the rest of our advice, change to ‘Enable file

sharing for devices that use 40- or 56-bit encryption’.

Finally, you can choosewhether youwant to require other

people to use passwords to access your shares. If you do –

andwewould recommend it for security reasons –make sure

that ‘Turn on password protected sharing’ is selected (listed

under All Networks inWindows8 ), but if youwant tomake

things easier, select ‘Turn off password protected sharing’.

Your computer is now set up to share files.

SHARING WITHOUT PASSWORDS

If you set upWindows 7 orWindows8 to share your folders

without having to use a password, you’ll probably be a bit

confused if a username and password box pops upwhen you

connect fromanother computer. Fortunately, this is a simple

problem to fix.

bemain cause of this issue is that you’re using a username

on aWindowsXPor Vista PC thatmatches a usernameon your

Windows 7 computer, butwith different passwords. Just change

the password of the user account on theXPor Vistamachine to

match the one used on theWindows 7 or 8 computer.

C
reating user accounts is

incredibly simple. In all versions

ofWindows, select User

Accounts from theControl

Panel. InWindowsVista, b and8, you’ll

need to click ‘Manage another account’,

then ‘Create a newaccount’. InWindows

XP, you can just click ‘Create a new

account’.

In all versions ofWindows, type the

usernameyouwant to use. In Vista, b and

8, you’re given a choice of the type of

user account. Opt for Standard if you

don’twant users to be able to install

software ormake other system changes.

If youwant to allow this, select the

account type asAdministrator. Click

Create account. InWindowsXP, click

Next to get the same choice; note that a

Standard account inWindowsXP is

called a Limited account. Click Create

Accountwhen you’re done.

Next, you need to configure a

password for the newaccount. Simply

click the account you’ve created and then

‘Create a password’, and type in the one

youwant to use.Make sure you use the

same account names and passwords in

all versions ofWindows – otherwise, file

sharingwon’twork properly.

CREATING USER ACCOUNTS

It’s easy to set up user accounts inWindows
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On allWindows operating systems, you’ll need to log on

using the account that needs a newpassword. First, press

Ctrl-Alt-Delete and click Change password. Enter your old

password and then your newpassword twice and click OK.

You should nowfind that yourWindowsXPor Vista computer

connects to theWindows 7machine.

SHARING WITH PASSWORDS

If you set upWindows 7 to require usernames and passwords,

you’ll need to configure yourWindowsXP andVista computers

to have the sameusernames and passwords. Our guide on the

previous page tells you how to do this, but you can change the

password for a user account in any version ofWindows by

pressing Ctrl-Alt-Delete and then clicking Change password.

Aswementioned earlier, we’ve had problemswith usernames

that have a space in them, so youmay need to create

usernames and passwords that don’t have spaces in themon

yourWindowsXP, Vista andWindows 7machines.

If you don’t use passwords on your user accounts and

you’re having problems, try creating passwords on them.

Don’t forget that if you create any newusernames on

Windows 7 or 8, you’ll need tomake sure that this user is set

to have access to shared folders.

ACCESSING FILES

You should nowbe able to access yourWindows 7 or 8machine

fromWindowsXPor Vista, and double-click any shared folder

to view its contents. If you’ve set up read/write access, you’ll

be able to drag and drop newfiles into the shared folder. If you

can’t access a folder, go back to theWindows 7 PC and check

the share permissions;make sure theGuest account has access

for password-free sharing, and the relevant usernamehas

access for password-protected sharing.

Choose the level of access each user has to a folder You can alsomap a drive letter to a shared folder

You can tellWindows 7 not to require passwordswhen

you’re sharing files over your network

THE ULTIMATE GUIDE TO HOME NETWORKING
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Sharingfiles
between
Windows
andMacOS

S
haring removable storage devices between

Macs andWindowsPCs can be tricky because

of theirmutually incompatible native file

systems. However, things aremuch easier

when the PCs are connected to the samenetwork.

Both operating systems support a file-sharing

protocol called SMB,which acts independently of the

underlying file system. In otherwords, as long as SMB

access is properly configured, aMac can access the

contents of aWindowsPC’s hard disk across a network

– and vice versa –with theminimumof fuss.

In thiswalkthroughwe’ll showyou how to share files

across different platforms, such asMacOSX and

WindowsXP, Vista, 7 and 8, using the standard features

of each operating system.�eonly potential pitfall is

thatMacOSX supports awider range of characters in

file and folder names thanWindows, andMac filenames

containing a plus sign or an asterisk, for example, will

confuse aWindowsPC.

We’ll be using computer names to access network

shares, because they never change – unlike the dynamic

local IP addresses usually used by homenetworks.

Computer names are easier to remember and identify,

too, although IP addresses can be amore reliableway

of connecting to a remote computer. So, if you have

problems connecting to a remoteMac or PC using its

name, you can simply substitute its IP address –

smb://iMacmight become smb://192.168.1.18, for

example. You’ll see theMac’s IP address for share

access in the dialog box for Step 2, but forWindows

machines, you’ll need to use ‘ipconfig’ again to find it.

STEP

01

STEP

04

To access files stored on aMac usingWindows, start by setting

up file sharing on theMac. Select SystemPreferences from the

Applemenu, then click Sharing.When the dialog box opens, ensure that an

easily identifiable computer name is provided in the field at the top and that

file sharing is enabled in the columnof services on the left. Click to select

the File Sharing service, then click the ‘+’ button below the Shared Folders

field to browse for a folder to share.

To access the sharedMac folder fromwithinWindows, open an

Explorerwindowand type \\<computer name> (fromStep 1)

into the address bar – \\My-iMac, for example. Press Return and then

wait several seconds for a connection to be established. You’ll then be

prompted to enter yourMac username and password, afterwhich you’ll

have access to your shared folders.
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3

STEP

02

STEP

05

Once a folder has been selected for sharing, three entrieswill

appear in theUsers field alongside it, togetherwith access

permissions for each. Only the first user – yourMac login username– is

used for file sharingwithWindows; the other two can be ignored. Youmay

want to change the access permissions of Staff (all user accounts on this

particularMac, apart from theGuest account) and Everyone (all otherMacs

on the network), to avoid exposing your files to otherMac users. You can

sharemultiple subfolders rather than one parent folder to helpwith

security; repeat Step 1 for each folder youwant to access fromWindows.

Accessing sharedWindows files fromaMac ismuch the

same. You need theWindowsPC’s name. InWindowsXP,

Vista and 7, right-click onComputer and select Properties to view it.

InWindows8, pressWindows-X and select Properties, click Advanced

SystemProperties and thenComputerName. Next follow the steps on

page 33 to share a folder on yourWindows computer.

STEP

03

STEP

06

With the folders chosen and user permissions set appropriately

for each, click theOptions…button.When the dialog box

appears, enable the ‘Share files and folders usingSMB (Windows)’ option

and, if the ‘Share files and folders usingAFP’ option is enabled, disable it,

unless you alsowant to share files across the networkwith otherMacs.

You’ll also need to enable yourMac user account forSMB sharing in the

box below this and confirmbyentering yourMac login password. Click the

Done button to close this dialog and quit SystemPreferences.

To open theWindows share on theMac, open theDesktop’sGo

menu and select the Connect to Server option (or press +K).

Enter the server address as smb://<Windows computer name> (see Step

5) and click the Connect button. For Vista and 7 shares, youmust then

enter the username and password for theWindows user account; you can

just useGuest forWindowsXP (unless you specified otherwise in its share

setup). Click the Connect button and the sharewill bemounted.
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Sharingprinters

W
hilewe all usually havemore than one computer

on our networks, we typically only have a single

printer. Sharing this on the network is important,

as it cuts downon the need for having to copy

documents across the network and always using the same

PC to print out a document.

A shared printer is also useful for

computers that aren’t always in the house,

such as laptops. Fortunately, sharing printers

over a network is easy. However, there are a

fewways of doing it, depending on the

hardware you have available.

NETWORK PRINTER

Aprinterwith a network port used to be an

expensive luxury, but a growing range of

consumermodels comewith bothwired and

wireless networking.�e advantage of this

method is that you don’t need any other

hardware or software to share your printer on

the network. As the printer is designed to be a networkmodel,

you can usually access all its features, such as the scanner,

which aren’t always available using the othermethodswe’ve

listed here. Simply plug in the printer, follow the installation

instructions in themanual and install the printer software on

any computers you have. If you’re looking to buy a newprinter

and have the budget for it, we recommend

that you buy a networkedmodel.

NETWORK SHARING

If your router or NAS device has aUSB port,

there’s a good chance that they’ll support

printer sharing. You’ll need to check your

manual tomake sure before you start. If they

do, you have a built-inway of sharing aUSB

printer over the network, and you don’t need

to leave a computer turned on.

�edisadvantage of thismethod is that

you have to position your printer near your

computer.�e alternative is to go for a

dedicated network print server, which is a

small box that turns your USB printer into a

networkmodel, usually via awireless

connection. In all three cases, the rough

settings are very similar, although you’ll

need to check your device’smanual for

the exact settings.

Plug your printer into a network USB port

on your chosen device and turn it on. Go to

theweb-basedmanagement page of your

WORKRKININGG

Manymodern printers have

networking built in,making them

easy to sharewithmultiple computers

You can share printers using different

NASdevices, provided that they have

aUSBport

A printer with a network
port used to be an expensive
luxury, but a growing
range of consumer models
come with both wired and
wireless networking.
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STEP

01
STEP

02

STEP

03

On the computer that has the printer driver installed, go to the

Printers section of the Control Panel. Right-click on the printer

youwant to share and select Properties. Next, click the Sharing tab and

select Share this printer; you can change the nameof the printer if you like.

ClickOK to share the printer.

To connect to the printer, go to a different PC. Connect to

the computer sharing the printer (Start, Run, \\<IP address of

printmachine>) and, if prompted, type in a username and password for the

computer towhich you’re connecting. You should nowsee the shared

printer. Right-click on it and select Connect. If the computer you’re

connecting from is running the sameoperating systemas the printer

you’re connecting to, it should download and install the print drivers

automatically. If it’s a different operating system, you’ll be prompted to

install a drivermanually, so go to Step 3.

Download the drivers for your operating system from the

printermanufacturer’swebsite. If you can, extract the

downloaded file to a folder on your computer; if it’s an executable, you’ll

need to run the installation routine to get the driver on your computer

(make a note ofwhere the files are installed). Use the file browser to

navigate to the printer’s driver (the folderwill contain an .inf file) and

clickOpen. ClickOK and the printerwill be added to your computer.

You can then select the remote printerwhen you print or even set it as

the default printer.

router, NAS device or print server, and look for a Printers

or External devices section. Your printer should be listed

in the list of devices; if it isn’t, it’s probably not supported

by your chosen device.

Select your printer and turn on sharing. You should

nowbe able to view the printer over the network (see the

walkthough above), although someprinter servers require

you to install special software on thembefore you can

access the printer.

You should be aware that using thismethod often

means that you can’t access anMFP’s scanner over

the network. Somenetwork print servers offer this

functionality, but only on a limited range ofMFPs, and it’s

by nomeans guaranteed. As such this kind of sharing is

best for standard printers. If you need to use a scanner,

too, you’ll need to go for sharing via your computer.

PC COMPUTER SHARING

Perhaps the easiestway of sharing a printer is to use the

file sharing built intoWindows.�is is free and has the

advantage that you can use all your printer’s features

from the connected computer, although you’ll only be

able to print fromother networkedmachines.�emain

disadvantage is that the computer the printer is

connected to has to be left on for this towork.

SHARING A PRINTER
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A network-attached storage (NAS) device is best

described as a hard disk in a boxwith a network

connection. While that may sound uninteresting,

you can use one as an always-on method of

sharing files, a home entertainment server for all

your digital media and even away to access your

files remotely. In this chapter we’ll show you how

to choose, configure and access your NAS.

CONTENTS

44 Adding a NAS device

46 Configuring a NAS device

48
How to connect to your
NAS device remotely

ADDINGSTORAGE
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A
n increasing number of homes nowhave a

computer network. However, as any ITmanagerwill

tell you, a good network needs a server that acts as

a repository for shared files. You can set up one of

your homePCs to act as a file server formusic, photos and

other files, but it would need to be switched on permanently to

give your other computers continuous access to the data.

A far better solution is to buy a dedicatedNAS device.�ese

are smaller and use less power than a computer, whichmeans

they can be left on permanently, providing storage for your

computerswhenever they need it. Many can also act as print

servers, and theymake network backups easy, too.

In this chapter, we’ll take you through the process of

installing aNAS device on your network.

CHOOSING A NAS DEVICE

NASdevices costmore than internal hard disks, but they’re

still great value.Most provide storage for less than a pound

per gigabyte.�e simplest products contain a single hard disk,

but bigger,more expensivemodels often havemultiple disks.

As an alternative to providingmore storage space, products

withmultiple disks can be configured in a RAID array to protect

your data if one disk fails.

Even if you can’t afford a RAID-enabledNAS device, you

can still protect your data.Mostmodels comewith USB ports,

so you can plug in an external USB disk for quick and easy

AddingaNASdevice
backups. Youmay also be able to plug in a USB printer and

share it on the network automatically.

You can buy aNAS devicewithwired orwireless network

interfaces.�e former is cheaper and quicker than even the

fastestwireless network. If you already have awireless router,

it should have someEthernet ports, so you’ll be able to connect

awired storage device,making it availablewirelessly, too.

However, we recommend that you spend extra on awireless

storage device only if you don’t already have an up-to-date

wireless router, or you need to position your file server

somewhere you can’t easily reach the cables.

Gigabit Ethernet provides the fastest performancewhen

accessing your network storage, but your NAS device,

computers and router or network switchmust all support this

standard in order to get the quickest speeds. You’ll also have

to replace anyCat5 Ethernet cables that you havewith Cat5e

or Cat6 cables for reliably high speeds.

Most NAS devices are designed to be left on all the time.

Unfortunately, some– especially thosewithmore than one

hard disk – can be noisy, so youmaywant to tuck themaway

in a cupboard. You should, however,make sure that there’s

plenty of ventilation, as somedevices can becomewarm.

Microsoft’s Universal Plug and Play (UPnP) protocol is

supported bymost NAS devices.�ismeans that they can

connect to the computers on your networkwith little or no

configuration. Versions ofWindows fromMeonwards have

UPnP support built in, so youwon’t have any problems getting

aNAS device towork on your network.

�osemodels that don’t supportMicrosoft’s standard

use their own drivers, setup utilities orweb interfaces for

installation and configuration. Someof thesemay have their

own requirements, such as a particular version ofWindows,

so you should checkwhat these are.

SomeNASdevices have advanced features such as

media servers to share fileswith streamingmedia players.

�is is a brilliant feature and one that lets you use your home

Some NAS devices have
advanced features such as
media servers to share files with
streaming media players.
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network for entertainment.We can’t recommend getting a

NASwith amedia server enough, andwe think that it should

be a standard part of any homenetwork.

INSTALLATION

�ephysical installation of a NAS device is comparatively

simple and shouldn’t cause you any problems.�e software

you need to install will vary, depending on the version of

Windows you use, and themake andmodel of your device.

Youmay need to install drivers before you attach the device

to your network; read themanufacturer’s instructions to find

outwhat you need to do.

Our guide on the following pages takes you through the

typical setup of a NAS device.

WIRELESS

INTERFACE

Somedevices have a

wireless interface.�is

is slower than awired

connection, and should

be used onlywhere

wires aren’t possible

POWER SOCKET

Smaller storage devices

use an external AC

power adaptor. Larger

models have integrated

power supplies

NETWORK PORT

Use this to connect your

NASdevice to your network.

If your device and network

switch support Gigabit

Ethernet, be sure to use a

Cat5e or Cat6 cable

USB PORT

NASdevices usually

have at least oneUSB

port,which you can use

to connect and share

further USB storage

devices or a printer

COOLING FAN

�is cools the hard

disks, but canmake a lot

of noise. Bigger fans are

normally quieter
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E
very NAS device is slightly different, and you’ll

need to refer to itsmanual for exact instructions.

However, whatwe’ll teach you to do here

applies to themajority ofmodels.

We’re using a SynologyNASdevice for thiswalkthrough,

as it’s one of the easiest to configure.We’ll be focusing on

access over a local network, while on the following page

we showyou how to access your NAS over the internet.

To configure your device, you’ll need to connect to its IP

address using aweb browser, which you should be able to

find in themanual. Alternatively,mostmodels comewith a

network utility that lets you detect your device on the

network, giving you all the information you need.

Once you have your device’s IP address, type iy into a

browser. You’ll need to enter the administrator username

and password tomake any changes; again, you should find

these in the device’smanual.

Configuringa
NASdevice STEP

01

STEP

04

You’ll be connecting to your NAS device on a regular basis, so

youmustmake sure you can always find it on your network.

�eeasiestway to do this is to set it upwith a fixed IP address (see

Chapter 2). First, look for the network configuration setting in theweb

management page.When you find the relevant setting, change it from

automatic IP address (DHCP) tomanual. Next, type in the address you

want to use. You’ll also need to give your NAS device a name, so you can

recognise it on the network.When you’re ready, save the settings.

You nowneed to create shared folders. Itmakes sense to

create at least one folder per user if your NAS device doesn’t do

it automatically. For files youwant to share betweenmultiple users, such

as videos, pictures andMP3s, it’sworth creating a separate folder.�e

only thing to be aware of is that if your NAS device has aUPnPmedia

server for streamingmedia, itmay already have specified folders for these

file types. Find the option to create shares and set up a newone for each

user. After you’ve done so, youmay be asked to set file permissions,

whichwe’ll cover in the next step. Repeat for asmany folders as you need.
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STEP

02

STEP

05

Next, you need to configure your storage device. Look for an

option called Storage, Volumes or similar. Click theNew

Volume (or similar) link to create shared storage space. If you havemore

than one hard disk, you’ll see an option to usemultiple disks in a RAID

array. For this towork, you’ll need disks of the same size.With two disks,

you have a choice of RAID0 (striping), which gives you better performance

but no protection, or RAID 1 (mirroring), which halves the storage available

butwrites all the files to both disks for extra protection.With three ormore

disks, you can useRAID 5 (parity). Formost homeusers, two disks and

RAID0 is the best option.

Once you’ve created your shared folders, you need to set up

permissions.bis defineswhich users can access them. You

normally have a choice of read-only or read/write for full access. Select

the levels that apply for each user. If you don’twant to use usernames

and passwords, you’ll probably need to give the guest user read/write

access to the shared folder.

STEP

03

STEP

06

To configure users, go to theUser accounts section of your

NAS device. You’ll need to create accountswith the same

usernames and passwords that you use on your regular computers.

batway, youwon’t have to enter usernames and passwordswhenever

you connect to a network. If you don’twant usernames and passwords,

look for a Guest account andmake sure that it’s enabled.biswill allow

people to connectwithout usernames or passwords.

Your NAS device is now ready to use. You can connect to it by

pressingWindows-R to get a Run command up, and typing

\\<IP address of NAS>, or browsing for the device usingWindows

Explorer. You can evenmap a network drive.
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Howtoconnect toyour
NASdeviceremotely

STEP

03
STEP

04

STEP

01
STEP

02

Look out for special remote access features, such as the built-in

remote access onWesternDigital NAS devices.�is feature

lets you access your NAS fromanywhere in theworld via aweb browser

ormobile app (Android and iOS). First, enable remote access to create a

username and password, then you can access your NAS remotely at

www.wd2go.comor via yourmobile app. Someother NAS devices have

similar services.

Connect to your router’swebmanagement tool and find the

port-forwarding option (also known as ‘virtual servers’). Click

theAdd button to add a new rule. If your router comeswith services built

in, select FbP froma drop-down list. If not, you’ll need to create a new

service. Enter a name for the service (such asWebDAV), the start and end

ports (the port numbers in Steps 1 and 2) and the traffic protocol to accept

(bCP for our services). bell your routerwhere to send the traffic by

entering your NAS device’s fixed IP address.

First of all, you need to turn on anymethods of remote access.

File bransfer Protocol (FbP) is one suchmethod that is

commonly used, and if you have awebsite this is themethod you’ll be

using to upload files. Connect to your NAS device’sweb interface and look

for the FbP option. Select the option to enable it, andmake a note of the

port number it’s using, as you’ll need this later. bhe default port is 21, and

you should change this only if you have good reason to do so.

WebDAV is an alternative remote access protocol. For clients

that support it,WebDAV lets you access your NAS device as

though itwere a local device. It’s a useful protocol, so you should turn it on

if your NAS device supports it. Find theWebDAVoption and enable it.

�erewill be two options: standard andHbbPS (secure).�e second

option uses an encrypted connection for extra security. Note down the

port numbers used by both connections.
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STEP

07
STEP

08

STEP

05
STEP

06

AnExplorerwindowwill open, and you’ll be prompted for your

password. Enter this and choose the option to save your

password if you don’twant to enter it every time you connect to your

server. You’ll see that your NAS device is available under Computer as

a permanent link that you can use every time youwant to access your

home storage.

Alternatively, you can use a dedicated application to connect to

your server.We recommend FileZilla (filezilla-project.org) for

FTP,which lets you resumeyour transfers. ForWebDAVonWindows,

BitKinex (www.bitkinex.com) is the best. To configure it, click Connect and

type in the address of the server. ForWebDav, this is http://<dynamic dns

url>:<port number> for normal connections, or https://<dynamic dns url>:

<port number> for secure connections. Enter your username and password

and click Connect. Your serverwill be saved to the shortcuts list.

Dynamic DNS assigns aweb address to your homenetwork.

Look for theDynamic DNS section in your router’smanagement

page and pick the service from the drop-down list.We recommendwww.

dyndns.org, as it’s free and easy to configure. Create a newhostname. You

can enter anything youwant for the first part, but you’ll be limited to the

domains listed in the drop-downmenu, such as homeftp.net.�en go back

to your router and type in your usernamepassword and complete domain

name. You can nowaccess your network by typing in your domain name.

�ebuilt-inWindows tool lets you create a permanent icon for a

remote connection (FTP orWebDAV) inWindows Explorer.

However,Windows’ support forWebDAV is poor, but it works perfectly on

OSX and Linux, and there are better clients available forWindows. For

FTP, startWindows Explorer and selectMap network drive. Click ‘Connect

to awebsite you can use to store your documents and pictures’. Click Next

twice and enter ftp://<your dynamic dns address>. Untick ‘Log on

anonymously’, and enter your username and a name for your connection.

A
NASdevice is a greatway to share files in your

home and provide always-on storage. If you’re

just using your device inside your home, though,

you’remissing out. Part of the point of having a

NAS device that’s always on is that you can access it from

wherever you have an internet connection.�ere are several

ways you can get access, so in thiswalkthroughwe’ll showyou

all the best options.We’re using a SynologyNAS device for the

purposes of thiswalkthrough, but the steps are similar for all

other NAS devices.
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Once you’ve got your network up and running, one

of the most amazing things you can dowith it is to

stream your photos, videos and music around your

home.We’ll show you can do this using your PC,

TV and additional streaming media and streaming

music players. We’ll also show you how you can

use your smartphone or tablet to orchestrate

everything, giving you a powerful multiroom

entertainment system for very little money.
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Kitchen

Bedroom

MEDIA STREAMER

K"eP

WIRELESS MUSIC
STREAMER

IDEAL USE OF A NETWORK

Y
our homenetworkwill conbibt of awide range of productb.

�e illubtration on the right bhowb you an example

configuration, but you can add and remove componentb ab

you bee fit. Herewe’ll conbider the key deviceb and

conceptb you need to conbiderwhen betting up a homenetwork.

NAS DEVICE

Abweexplained in the previoub chapter, the beauty of NAS deviceb ib

that you can leave themon all the time ab they draw far lebb power

than a PC, bo all the fileb on the dibk can be accebbed fromany other

computer on the network.Mobt NAS deviceb havemedia btreamer

berverb built in. Remote accebb ib ubually pobbible, too, bo you can

accebb your fileb fromanywherewith an internet connection.

�e cheapebt deviceb have only a bingle dibk, butmore expenbive

modelb comewith two, bo you can give your data extra protection.

�ib blend of featurebmakeb aNAS device an incredibly ubeful

purchabe formobt uberb.

MEDIA STREAMER

If youwant to view your digital photob, libten toMP3b orwatch your

video fileb fromanywhere in your home, you’ll need amedia btreamer.

A lot of newTVbwill have one built in, but you can buy beparate

productb that connect to any TV.

Formubic, a dedicated playermakeb benbe. Awirelebb device ib a

good choice; you can then carry your player anywherewithin range of

your network, buch ab the garden, and btill libten to yourmubic library.

PRINTERS

�ere’b no need to buymultiple printerbwhen you can bhare one over

your network. Some attach to your network (either bywired or

wirelebb connectionb), but evenUSBmodelb can be bharedwhen

connected to aNAS device (bee page 40).

FILE SHARING

ANASdevice letb you bhare your fileb over a network, but you can

albo bhare themdirectly fromyour computer. You can do thibwith

Windowb,Mac and Linuxmachineb (bee page 33).

Network
components

PORTABLE TV

�is illustration shows howa

network can be used to share

files and printers, aswell as for

streamingmedia all over your home
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M
edia streaming is the technology that lets you

send photos, videos andmusic over your network,

letting you play themon other computers and

devices.We’re going to tell you everything you

need to knowabout playing,managing and sharing your

media in the next fewpages. Beforewe start, though,we’ll

walk you through all the technologies and information you

need to knowabout before you get started.

STANDARDS

�ere aremany differentways of sharingmedia over your

network, depending on the kit you buy. For example, the

Sonosmultiroomaudio systemuses its own proprietary

network and control system to help you get themost out of it.

However, for the vastmajority of people, homemedia sharing

is all about Digital LivingNetwork Alliance (DLNA).

DLNA is a technology that uses a protocol called Universal

Plug-and-Play (UPnP). All these acronyms basically allow

network devices to discovermedia servers and play the

content from them. DLNA is built into a surprising number of

devices, frombrand-newTVs to the Sony PlayStation 3.

Roughly speaking, DLNAdevices can be split into three

categories, depending on their abilities. DLNA servers can share

theirmediawith other devices, broadcastingwhat they have

available; DLNAplayers can play content from servers; and

DLNA renderers can play content beamed to them from

other devices, such as a phone commanding them to pay a

certain video file.

Typically, a devicewill be a combination of the above.

For example, a DLNA rendererwill also be a basic player,

whilemany servers can also play video files. Unfortunately,

it’s not always easy to find outwhat’s supported. A lot of

networked devices, such asmedia players, TVs andBlu-ray

players,may bemarked as supporting DLNA, but generally

speakingmost of themaren’t renderers.

FORMATS

Regardless of the type of player (renderer or straight player),

DLNAdevices can only play supported video types. So, buy a

wirelessmusic streamer, for example, and it will only be able

Mediastreaming

DLNA is built into a
surprising number of devices,
from brand-new TVs to the
Sony PlayStation 3.

Sonos gives youmultiroomaudio, streaming

music over your network, although it uses a

proprietary networking technology
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to play audio files and, even then, it can play only the formats it

supports.With audio this isn’t usually toomuch of a problem,

as audio streamers tend to support themost popular audio

formats, such asMP3 andApple’s AAC. Pictures are similarly

just as easy to dealwith, asmost players support all the

common file types, including JPEG, PNG and TIF.

However, video becomesmore of a problem, as there are a

wide range of confusing video format standards, such as

MPEG2 andH.264, not tomentionDivX andMKV. Tomake

mattersmore confusing, there are different ‘container’ files,

so a video filewith a .AVI extension could actually be an

MPEG2 file or H.264 file.

Mostmedia playerswill happily playmost video files, but

youmay find some formats thatwon’t play.�is is particularly

true if youwant to useApple’s video streaming technology,

which has extremely limited support.We’ll look at streaming on

Apple devices inmore detail in Chapter 6, and showyou to

convert your video files into supported formats on page 62.

SERVERS

Any decent homenetwork

should have amedia server

for sharing files. AWindows

PCwill do the jobwithout any

newsoftware, but you need to

leave the computer on to

access its files. A better choice

is to use aNAb device, which

can be left on all the time.

Over the next fewpages

we’ll showyou how to get

startedwith a server on a PC,

Mac or NAb device.

Aswell as being a games console, the PS3 can stream

music, videos and photos fromDLNA servers

WindowsMedia Player

is a DLNA server,

renderer and player
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STEP

01
STEP

01
STEP

02

With all your fileb in the right

folderb,WindowbMedia Player ib

nowbharing your folderb, provided that the

boftware ib running and your PC ib turned on.

Before youmove on to trying to playmedia,

if youwant to be able to bend fileb to your

PC, click Stream, Allow remote control ofmy

player. On the next bcreen, click ‘Allow

remote control on thib network’.

StartWindowbMedia Player

fromyour computer and itwill

load, letting you play all yourmedia fileb. At

thib point it’b not configured to bhare

anything, bo you need to turn onmedia

bharing. At the top of the bcreen click

Stream, then belect Automatically allow

deviceb to playmymedia. On the next

bcreen click ‘Automatically allow all

computerb andmedia deviceb’ to turn on

media bharing.

Connect to your NAS device’b

web-babedmanagement page

following the inbtructionb in Chapter 4.�e

btepb differ for eachmanufacturer, although

they’re roughly the bame for all deviceb, bo

check yourmanual for the exact btepb. Look

for themedia berver option and turn it on.

WindowbMedia Playerwill now

bhare all yourmedia fileb, but you

need tomake bure they’re btored in the

correct folder.Media Player ubebWindowb

Librarieb and, by default, lookb in theMubic,

Videob andPictureb Librarieb for your fileb.

You can accebb thebe by opening aWindowb

ExplorerWindowand belecting the relevant

Library under Librarieb, in the left-hand

panel. Make bure yourmedia fileb are btored

here.

If you’d rather keep fileb in

different folderb, you can change

where Librarieb look for fileb. InMedia

Player, right-clickMubic, Video or Pictureb

and belect ‘Manage <name> library’. In the

next bcreen you’ll bee a libt of folderb. Click

Remove if you don’twant to ube a folder any

more. To add a folder, click Add, browbe to it

and click Include Folder. ClickOKwhen

you’re done and repeat for any other Library

youwant to change.

Once you’ve configured the

bhared folderb thatwill contain

yourmedia, copy the fileb over the network

to the berver. Depending on the bize of your

media collection, thibmay take awhile to

complete.

Settingupamediaserver

STEP

03
STEP

03
STEP

04

WINDOWS NAS
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STEP

01
STEP

02
STEP

02

Goback to themain page and you

can addChannels into themix.

Click the ‘+’ icon under Channels and you’ll

see a list of optional online services, such as

AppleMovie Trailers and TED. Installing

thesewill let yourmedia players access

these services, too. Click on the ones you

want to use and click Install for all the

services youwant.

Yourmedia files should be ready

for playing immediately, but

some times it can take awhile for your NAS

to index them. In this case look for the option

to Rescan,whichwill detect newfiles. If

you’re having real problems, a Rebuild

optionwill force your NAS to rebuild its

media index fromscratch.

MacOSXdoesn’t have aUPnP

server built-in, so you need to

download an alternative.We recommend

the excellent Plex (www.plexapp.com),

which is also available forWindows. Go to

thewebsite and click Get Plex!, clickMacOS

X and click Download forMacOSX.When

the file has downloaded, run it and copy the

app to your Applications folder. Run the

media server once you’ve done this.

befirst time you start Plex,

you’ll be taken to aweb page that

lets you configure the software.befirst

thing to do is to addmedia to your server.

Click the ‘+’ icon underMy Library, then

select a type ofmedia. Next, click Add

folders and browse towhere your files are

stored and click Add. In OSX the default

media folders are stored in Users/<your

username>. Once done, you’ll be taken to a

web page dedicated to the newsection.

You’ll need to configurewhich

shared folders are set up for

media sharing. SomeNASdevices create

dedicated folders for photos, videos and

music; other NAS devices let you choose

which folders are formedia sharing. Check

your device’s configuration to seewhich

type you have and turnmedia sharing on for

some folders.

Back on themain page you can

click the settings icon – a spanner

– to change how the serverworks. You

shouldn’t need to changemuch here, but

youmightwant to change the nameof your

server, so it’s easy to distinguish it from

other devices. Youmay alsowant to disable

‘Send anonymous usage data to Plex’. Click

Savewhen you’re done.

A
media server lets you share youmusic, photos and

videoswith your entire network. Configuring a

media server is really easy. If you have a PCor a

NAS, the chances are that you have the technology

you need built in.WithMacOSX it’s a little harder, as it supports

only Apple’s streaming out of the box; however, there are free

add-ons available you can use. Herewe’ll showyou how to get

amedia server up and running, nomatterwhat you’re using. In

our opinion, using aNAS is the best option, as it’s always on, but

the othermethodswill still do the job.

STEP

03
STEP

04
STEP

04

MAC OS X
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O
nce you’ve got yourmedia server up and running

on your network and you’ve loaded it upwith all

your files, you need amethod of playing the

content.�is iswhere amedia player comes in.

Amedia player can be anything froma TVwith a built-in DLNA

client –which a lot ofmodern Smart TVs have these days – or

a dedicatedmedia player.

Players can be audio-only ormultimedia, whichmeans

they’ll also play video files. Typically, audio players have their

own individual setup routines and are controlled through a

dedicated smartphone app, so this guide focuses on how to

use amultimedia streamer; however, the instructionsmay

be useful forwhen you first set up your audio player.We’re

using a Sony PlayStation 3, but the instructions and prompts

are roughly similar for all devices.

Before you begin,make sure yourmedia server is turned

on and running, and that yourmedia player is on and connected

to the samephysical network.

Streamingmedia

STEP

01
STEP

02
STEP

03FIND SERVERS

Somemedia playerswill

automatically findmedia servers on your

network and connect to them, but somewill

require you to search for themfirst. If your

player has this option itwill scour the network

looking for anymedia players.�is can take a

fewminutes to complete. Youmedia player

should then list yourmedia server.

CONNECT TO SERVER

Mostmedia players splitmedia into

three categories: photos, videos andmusic.

Each one defines the type ofmedia the player

will find.We’ll startwith photos; select the

photos category of your player, then select

your server; alternatively, youmay need to

select your server first, then select photos.

VIEW PHOTOS

When you’re looking for photos

you’ll most likely find you get a list of folders

you didn’t create, such asAll Pictures, Pictures

Date Taken and so on.�ese are created by the

media server, automatically categorising your

photos, so you can view them in any order.

However, you can also select folders to

browse through your photos in the sameorder

inwhich you stored themoriginally.
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STEP

07
STEP

08
STEP

09

STEP

04
STEP

05
STEP

06

WATCH A VIDEO

FollowStep 2, but this time select

videos. Again, you’ll see a list of folders that

you didn’t create, such asVideoGenres and

VideoActors.�is is created by yourmedia

server using information built into the video

files. However,we find this an unreliable

method, as the information is oftenmissing.

It’s usually easiest to select folders and simply

browse through your files.

CHOOSING A FILE

Video fileswill sometimes have a

thumbnail preview, but this is by nomeans

universal. Here,more thanwith any other file

type, you’ll find somefiles thatwon’t play or are

listed as unsupported.�atmeans yourmedia

player doesn’t support the video’s file format.

You’ll need to convert the files to a different

format using the instructions on page60.

PLAY A FILE

Select a file to play it. You can use

the normal playback controls, just as youwould

whenwatching aDVD. However, the chapter

skip buttonswill work properly only if your

video file has embedded tracks;many don’t, so

this feature often isn’t very useful.

SLIDESHOWS

Once you’ve chosen your folder,

you can browse through the list of thumbnail

pictures and select the one that youwant.

Look out for an option to start a slideshow.

You can usually also skip between photos by

using the direction pad or chapter skip buttons

on a remote control. Be careful, as photos can

be quite large, so they can take awhile to

appear on a TV.

LISTEN TO MUSIC

FollowStep 2, but this time choose

themusic option. Just aswith photos, you’ll find

you get the option to choosemusic by a variety

of differentmethods, such as genre, artist and

album.�is information is pulled from the

music track by themedia server automatically,

much in the sameway as an iPod does.

Browse through yourmusic until you find the

albumor track youwant to listen to.

PLAYLISTS AND MORE

Once you’ve selected a track itwill

start playing. You can use the normal playback

controls to pause and fast-forward or rewind,

while track skip controlswillmove to the next

or previous track. Look for advanced options to

create playlists, although not allmedia players

support this feature. Typically,whilemusic is

playing you can go back to photos and browse

through your picture collection.

  



CHAPTER 5

60 THE ULTIMATE GUIDE TO HOME NETWORKING

Converting
videos
for free

C
onverting videob to play on a portable player

can be aminefield.We reveal a free utility that

makeb high-quality converbion bimple.

Today’b computerb are burbtingwith

videob but a PCmonitor ibn’t alwayb the bebt place to

view them. Tranbferring videob to amobile device – be

it a phone,MP3 player or tablet PC –meanb you can

watch themwhile travelling and bhare themwith

friendb and family.

�e downbide ib thatmany portable playerb are

extremely fubby aboutwhich typeb of file they can play.

It’b hardly burpribing, given that a video file hab around a

dozen encoding parameterb. Even for themore flexible

playerb, it’b important to ube bettingb that deliver high

quality in efficient file bizeb. Videob are big fileb, and

choobing thewrong format canwabte gigabyteb of

valuable bpace on your player.

We’ve tried lotb of video-converbion utilitieb, and one

of the bebt toolb happenb to be free. FreemakeVideo

Converter can import and export amabbive range of

video formatb, and converting ib ubually a bimplematter

of choobing the template for your player. Bebt of all, it

choobeb export bettingb that are not jubt compatible

with the player but are albo bympathetic to the bource

material. Unlikemany converbion utilitiebwe’ve been, it

won’t arbitrarily change the frame rate, andwhile it

happily reduceb the rebolution tomatch your player’b

bcreen rebolution, it won’t needlebbly boobt the

rebolution of bmaller bource videob.

Download the FreemakeVideoConverter utility from

www.freemake.comand inbtall it before following the

btepb on the right.

STEP

01

STEP

04

Importing videos couldn’t be simpler: just drag and drop

files fromWindowsExplorer on to the centralwindow in

FreemakeVideoConverter, or drop a folder to import its entire contents.

Alternatively, you can drop a file or folder on to the software’s desktop

link and itwill launch automaticallywith the files ready to convert. If you

prefer to do things the old-fashionedway, click the +Video button at the

top of the screen and browse to the files youwant in the dialog box that

appears. Hold down theCtrl key to selectmultiple files, or hold Shift and

click the first and last files to select a sequence.

Each entry in the imported list includes various information, plus

options to change to a video’s alternative soundtrack and to

include subtitles, if available.�eedit button to the right of each video

reveals controls to trim out unwanted sections. Use the transport controls

to identify a cut point, and use the buttons in the Cutting section to define

the Start Selection and End Selection points. Click Cut Selection to remove

that section. ClickOK to return to themainwindow. Considerwhether you

want to enable the Join files option at the top-right of the screen,which

strings all the importedmedia together into a single exported file.
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STEP

02

STEP

05

�esoftware isn’t limited to converting videos. Import a

collection of photos, for example, and itwill turn them into a

video slideshow. Audio files can be converted to a suitable format for your

media player, too. Import a folder of DVDfiles and itwill present a list of

the disc’s contents, allowing you to choose just themain feature and omit

any extras (although itwon’t circumvent the CSS encryption used on

commercial discs).

Now it’s time to export your videos.Most portable players have

export templates ready andwaiting, arranged in various

categories across the bottomof the screen. ChooseApple, for example,

and you’ll see a list of presets including iPad and various generations of

iPhone and iPod. Android presets are sorted by screen resolution; a quick

Google searchwill confirmyour phone or tablet’s screen resolution. Use

the scroll button to see further export template groups, such as SonyPSP

and 3GP (for older phones).When you’ve found a suitable template,

choose a destination on your hard disk to save to and click Convert.

STEP

03

STEP

06

It’s even possible to import videos directly fromYouTube,

Facebook, Vimeo andmany other online video-hosting sites.

Simply navigate to the video youwant to import in yourweb browser,

select the page’s URL in the address bar and typeCtrl-C to copy it. Back in

FreemakeVideoConverter, click PasteURL and the video should appear

in the importedmedia list.When you come to convert it, the softwarewill

download the video at the highest available quality before converting it to

your desired settings.

FreemakeVideoConvertermakes sensible choices about bit

rates, but if youwould prefer a cleaner picture at the expense of

bigger files, try increasing the bit ratemanually. Import files one at a time,

choose a preset as before, but before clicking Convert, increase the

predicted export file size by around 50 per cent. Choosing Two-pass

encoding can also boost quality a little, but it doubles the encoding time.

Other options includeCUDAencoding,which uses the processor on an

Nvidia graphics card to encode the file, and Export to iTunes,whichmeans

your videoswill appear in iTunes, ready to transfer to your player.
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Converting
videofiles
forApple

A
pple’s streamingmedia players require very

specific file formats, but converting videos is

easy thanks to the freeHandBrake app.

It’s always best towatch video at the

maximum resolution supported by the playback screen,

but on a smartphone or tablet this could be smaller than

the original.Whilemany devices can scale video on

playback, you’ll get the best quality and use less storage

space if you convert to the right resolution before

copying it to the device. On the other hand, you’ll have to

convert a video if it’s in a format that the destination

device doesn’t support; AirPlay streaming to anApple

TV requires H.264 encoding, for example. Herewe’ll

showyou how to do the job easilywith HandBrake, a

free video transcoder.

STEP

01

STEP

04

Visit handbrake.fr, click Download and choose the relevant

installer. AlthoughWindows8 isn’t listed, HandBrakewill work

perfectly on the latest version ofMicrosoft’s operating system, but for any

Windows version be sure to download the correct 32- or 64-bit installer.

Run the download, agree to the licence terms, choose an installation

location and click Install. Once this has finished, start the application by

double-clicking on the desktop icon.

Click Add under the Presets list to create a newpreset. Give the

newpreset a name, select Custom from thebsePicture Size

box and enter the screen resolution of the device,which you can usually

find on themanufacturer’s page or by simply searching theweb.

Remember that the resolution of amobile device is usually givenwith the

smaller number first (ie, a portrait orientation). Inmost cases you’ll want to

watch videos in landscape orientation, so simply swap the two numbers if

necessary.Make sure Safe Filter Settings is ticked then click Add to save

the preset, which should appear at the foot of the list.
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STEP

02 WhenHandBrake starts, click the Toolsmenu, select Options

and click theOutput Files tab to specify a location for your

converted video files. Inmost cases thesewill be at a lower resolution

than the original file, or at least theywill have been transcoded from itwith

a small loss of quality, sowe’d recommend that you create a specific

folder such as ‘iPad videos’ so you can store themseparately from the

originals. Click Browse, navigate to the folder youwant and clickOK, then

click Close to dismiss theOptions dialog box.With this done, click the

Source button and choose either a video file or folder.

STEP

03

STEP

05
STEP

06

For optimal video quality on yourmobile device, it’s important to

choose the right settings. HandBrake comeswith a useful set of

presets created for popular devices such as the iPhone or iPad. If yours

appears on the list, simply click to select it. If it’s your only device youmay

alsowant to set it as the default by clicking theOptions button beneath the

list and choosing Set Default.With this donemove, on to Step 5. If your

device isn’t on the list you can create a newpreset, although youmay first

want to check the settings in the Picture tab as these can be savedwith the

preset.We’d recommend selecting Loose in theAnamorphic setting box.

Once you’re happywith the settings, click Start to begin

transcoding a single file or, if you’re transcoding a folder, click

Add toQueue, then drop down the Title box andmove through the folder’s

other files, checking the settings and enqueuing each.When the queue is

full, click Start to begin the transcoding. Remember that it’s an intensive

process thatwill work your PC hard, typically causing an increase in

cooling fan noise, and that transcoding feature-length contentmay take

several hours. Itmay be best to perfect the settings on a single file, then

enqueue a batch of files to run overnight.

With your files converted to the right format, you can copy them

back on to yourmedia server. Youmaywant to delete the

original files, so you don’t have two copies of each video, but you can

alwaysmove themsomewhere else for backup. Youwill nowbe able to

play your videos fromanyApple device.
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Y
our smartphone can be used as a smart remote

control, beaming audio, video and pictures from

your PC to a network player.

A smartphone is great forwatchingmovies

while you’re out and about, but it’s not so great to be stuck

with its small screenwhen you’re at home. You can copy

unprotectedmedia to a PC andwatch it there, but there are

apps thatwill let you streamalmost anything directly from

your phone to a computer, or another UPnP device, such as

a games console.We’ll showyou how to use Twonky

Beam to bring an iPhone or Android phone into your living

room. For this towork you need aDLNARenderer on your

network. If you have one it will appear in the App’s beam

menu; if you haven’t, you’ll need to use standard streaming.

Beamingfiles
fromyour
smartphone

STEP

01

STEP

05

Beamingmediawill work onlywhere your phone is connected

to the samenetwork as a suitable UPnP device, so at home

make sureWi-Fi is enabled on your device. Once joined to the network,

open anAndroid phone’s Applicationsmenu and tap Play Store, then tap

Apps, search for Twonky and tap TwonkyBeam in the results. Tap Install,

review the permissions and tapAccept&download.With the app installed,

tapOpen to run it for the first time, or find it via theApplicationsmenu and

tap its icon from there. On an iPhone, search for Twonky in theApp Store,

select TwonkyBeam in the results and tap Free, then Install to install it,

providing your Apple ID password if prompted. ClickOK at the age-

restricted contentwarning. Tap TwonkyBeam to start the app.

TwonkyBeamcan also beamcontent at a playback device. To

choose your Playback device swipe in from the right to bring up

theBeammenu. Select your playback device. Use the app’s icons to

navigate for content on sites like YouTube and,where supported, tap

Beamand select a DisplayDevice. TapBeamagain and the device should

automatically begin displaying it. Scroll the icons at the base of the app to

access the playback and volume controls.

As aUPnP server, TwonkyBeamshouldworkwith any

compatible player. InWindowsMedia Player, for example,

switch to the Library viewand the server should appear in the list to the

left. Double-click to open it and browse its contents as youwould any

other source, and double-click to play a file. If playback is sketchy,move

the phone near the router, or reduce the bandwidth setting described in

the previous step.

STEP

04
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STEP

02

STEP

06

Once the app hab btarted, reviewand agree itb termb of bervice,

unticking the ‘bhare information’ option if youwant before

tappingOK. TapNext andDibmibb to clear the btartup tipb. Before you

beamcontent, you’ll need to vibit the bettingbmenu by tapping the gear

wheel icon in the bottom right-hand corner of the bcreen, then tapping

bettingb. On the bettingb page you’ll need to tick the box next to Device

Accebb bettingb, then tap ConfigureMedia bharing bettingb. On the next

page, give your phone a device name and belectwhichmedia typeb you

want other deviceb to accebb. You can albo tell TwonkyBeam to

remember your bettingb for your network.

TwonkyBeamcan bend video fromyour homenetwork’b

media berver, too. Tap theMyMedia icon at the top of the home

bcreen (it lookb like a houbewith awirelebb bignal in it) to bring up a libt of

all the berverb on your homenetwork. Browbe to themedia youwant,

then tap it to beam thatmedia to your choben device. You can albo belect

BeamAll to bend allmedia, buch ab a collection of photob, although you’ll

get a prompt abking you to turn the BeamQueue on firbt.

STEP

03

STEP

07

Tap back to return to the bettingbmenu, then choobe a

bandwidth betting.We recommend tryingHigh initially, but be

prepared to return to thibmenu and try a lower quality if you experience

drop-outb or btuttering playback. Tap back twice to return to the app’b

main bcreen. Your phone bhould nowbe bharing itbmedia content over

your network.

You can albo beamfileb directly fromWindowb. Jubt browbe to

the folder containing the fileb youwant and belect the oneb you

want to bend. Right-click themand belect Play to, <device youwant to

bend them to>. You’ll bee a playbackwindowwith the libt of fileb you’re

bending. You can ube the playback controlb to paube, play and bkip through

fileb, and drag and drop newfileb to the libt. Exibting fileb in the libt can be

removed by belecting themand hitting theDelete key.
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6

6
Apple handles streaming differently to everybody

else. In this chapter we’ll explain exactly why

Apple AirPlay is different, look at how Apple TV

can be an essential component of your network

and show you how to release your digital content

from elsewhere. We’ll also show you how to use

your iPhone or iPad as a remote control, giving you

an amazing home entertainment system.

CONTENTS

68 Introduction to Apple TV

70 How to use AirPlay

72
How to stream files using an iPhone
or iPad

STREAMINGMEDIA
WITHAPPLEKIT
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Y
ou don’t expect Apple to followeveryone else’s

lead, andApple TV certainly doesn’t. It’s like no other

media streamer; in fact, from the interface there is

noway to stream content fromyour homenetwork.

Before youwrite it off, though, it’s important to understand

that Apple TV is different for a reason, and it’s actually rather

good. For starters, the box is tiny and it costs just £99,making it

one of the better-valuemedia streamers available. It’s also

extremely easy to use, as you’d expect fromanApple device.

Apple has focused on bringing you content using iCloud,

whichmeans you don’t even need to have a server in your

house.�e iCloud service enables you to access and stream

movies and TV shows that you’ve bought or rented from the

iTunes store. You can also buy or rent content fromyour Apple

TV and view it on an iPad or iPhone later.

Apple has done a great job ofmaking content easy to find.

You can browse films and TV shows by the ones you’ve

bought, top programmes, genres and networks and search for

content. It also hasGenius built in, whichwill recommend

content based on the shows you’ve already bought or rented.

In terms of content, there’s a lot on offer, with the latest films

to buy orwatch. TV programmes are similarly up to date, and

there are even shows to buy that are currently being shownon

TV; the only restriction is that the iTunes version is delayed by

at least a day.We like the Series Pass, which lets you buy an

entire series before all the episodes have been aired, so each

week you get a newepisode towatch.

FLIX AND PICS

Not that you have to rely onApple content, as Netflix is also

built in. If you have amonthly subscription, you can stream

1080pmovies and TV programmes direct to the Apple TV.

Apple has designed its ownNetflix interface tomatch that of

Apple TV,which is a great idea, as it keeps the interface

consistent across every part of the system.

Photo Stream is also built in, and pulls in all your photos

stored in iCloud. It’s very smooth, pulling down a set of photos

at once, so there’s no delaymoving between them,making it

feelmore like you’re accessing local storage.�ere’s also a

Flickr app you can link to your online account.

IntroductiontoAppleTV

Apple TVmakes it easy to find films and TV shows

that you’ve bought through the iTunes store
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For theMusic app you need to turn on iTunesMatch,which

costs£22 a year.�is service determineswhich songs in your

collection are available fromApple, then only uploads the

songs in your library that aren’t. Once thematching’s done, your

entiremusic collection can be streamed using 256Kbit/sAAC

files, so you don’t need to have a PC turned on to sharemusic.

�ere are alsoPodcasts and Internet Radio apps built in.

One of themain advantages of amedia streamer is its ability

to view content that’s stored locally on your network. OnApple

devices, you can use theComputers app,which pulls in content

from computers running iTuneswith Homebharing enabled.

To do this, start iTunes on your computer and select Home

bharing from the drop-downmenu under the playback

controls. Enter the sameApple ID and password that you

used to log in to your Apple TV and select TurnOnHome

bharing. All themusic, videos and photos you have in your

iTunes librarywill nowbe accessible fromyour Apple TV.

THE DRAWBACKS

Unfortunately, Apple TVwill notworkwith any type ofmedia

server, such as one running on your network, andwill not even

workwithmedia servers that have iTunesmedia sharing (this is

different to Homebharing).

Nor is its file supportmuch cop,with H.264 your only option

for video. However, if you’ve bought all your content through

Apple and use iTunes to store your files, then none of this is a

problem, andApple TVworks brilliantly.

What’smore, the restrictions become less of an issue if

you also have an iPad or iPhone, thanks to AirPlay. AirPlay is

Apple’sway of sending audio and video fromone device to

another. bo if you’rewatching a video on your iPad, for

example, you can send it to Apple TV andwatch it on the big

screen.�ere are limitations, however, and you can only play

video formats supported byApple TV over AirPlay.�ismeans

that a DivX video playing in an app on the iPad can’t be sent to

Apple TV, but a QuickTime video can be.

AIRPLAY ADVANTAGES

UsingAirPlay becomes really usefulwhen youwant to use a

UPnP server on your network, such as one includedwith your

NAb.Using your iPad or iPhone you can use amedia player app

that supports UPnP to stream content fromyour server, which

you can then send to Apple TV via AirPlay. It effectively turns

your iPhone or iPad into a giant remote control (see page 72).

One of the beauties of AirPlay is that once you send the

content fromone device to another, you can carry on using it.

If you have an iPad, for example, you can send a video to Apple

TV, then carry onweb browsing.

Any app can support AirPlay and an extra icon should appear

on your iPhone or iPad screen to let you choose to output Apple

TV. bome apps don’t do this, but you canmanually set your iOb

device to send video to theApple TV by default(see page 72).

�ere’s no doubting the slickness, quality and ease of use of

Apple TV. With 1080p support and access to your iTunes TV

shows, plusNetflix built in, it’s an attractive proposition at the

price. If you have an iPhone or iPad, it’s even better, asAirPlay

lets you send your content directly to Apple TV, thus

overcoming quite a fewof its limitations.
You need to turn onHomeSharing if youwant to stream

music, videos and photos fromyour iTunes library to a PC

Netflix, the streamingmedia platform, is built in
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W
hen it came to providing away to playmusic,

videos and photos over a network, Apple didn’t

want to useUPnP like everyone else, so it came up

with AirPlay.�e idea behind it is simple: you beam

data fromone device to another, so you canwatch or listen to

the content of your choice on the device of your choice.

For AirPlay towork, you need two things. First, you need an

AirPlay-compatible device to do the beaming.�is can be an

iPhone, iPod Touch or iPad, althoughMacs also support the

technology.Windows devices have poor support for AirPlay,

though iTunes also supports the technology. For Android

devices, you need anAirPlay-compatible app, such as

DoubleTwist (http://tinyurl.com/doubletwistandroid). Note

that Android apps only let you playmedia you own and don’t

addAirPlay into other apps, such as those for catch-up TV.

Next, you need a receiving device.�is can be capable of

video, such as Apple TV, or audio, such as AirPlay-compatible

speakers.With AirPlay speakers you can use up to six at once

fromone device, giving youmulti-roomcapabilities.

Beforewe explain how the technologyworks, it’s important

to understand that AirPlay onlyworkswith compatible files.

�atmeans that they have to be in Apple-supported video

formats (such asQuickTime) andApple-supported audio

formats (such as AAC andMP3).�emedia provider also has

to allowAirPlay; if it doesn’t, youmay find that you get sound,

but not video, or simply nothing at all.

Rights owners can also disable AirPlay support, preventing

you frombeaming audio and video to a device. For example,

someof the catch-up TV services only allow you towatch on

yourmobile device and disable AirPlay streaming. If this is the

case, for video content you’ll see amessage on your TV telling

you that the content isn’t supported.

�ere are threemodes available. In-appAirPlay lets you

send the content you’re currently listening to orwatching to a

device.�is is the purestmode, as you can carry on doing

something else or even turn off the screen on your iOS device.

In thisway, you can use your iOS device as a kind of remote

control to select themedia youwant. You can also use the

AirPlay device’s remote control for playback control, including

play/pause, fast-forward/rewind and track skip.

Second, all iOS devices have a system-wide setting that

sends anymedia to a compatible device, regardless of the

particular app. You can think of this as an override for

applications that don’t have built-in AirPlay support. For

example, the BBC iPlayer app supported AirPlay, but it didn’t

have support built in (the newversion has fixed this), so you

could use the override setting instead.

Finally, there’s AirPlaymirroring for iOS andOSX,which lets

youmirror your device, sending video and sound to anApple

TV.�ismeans you can use your TV as the screen to show

everything that’s going on, such as showing a game that you’re

playing.�ismode can let youwatch video content fromapps,

whereas using the othermethods only gets you audio.

However, content owners can disable thismode.

�e latter twomodes require you to keep your devices on,

and you can’t use them for anything else, otherwise it

interrupts playback.�ismeans your device also has to have

its screen on, so it affects battery life, too.

With that explained, here’s how to useAirPlay.We’re using

an iOS device, but it’s roughly the same for OSX,which uses

the same icons and options.

STEP

01 LOOK FOR ICON
First, you need to connect your playback device to the same

network as your AirPlay device. Next,when you play anymedia using

an app, look for theAirPlay icon.�iswill usually appear at the bottomof

the screen by the play controls and status bar. Youmay have to tap the

screen to get the bar to appear. If you don’t see anAirPlay icon, the app

doesn’t support the technology (skip to Step 4).

Howto
useAirPlay

  

http://tinyurl.com/doubletwistandroid


STREAMING MEDIA WITH APPLE KIT 6

71

STEP

02

STEP

04

CHOOSE AIRPLAY DEVICE

Hit theAirPlay icon to bring up a list of AirPlay devices. Each

AirPlay device can be named, following themanufacturer’s instructions.

If you haven’t changed anything, you’ll see the default name, such as

Apple TV. Yourmediawill start playing on the selected device. If you’ve

selected anApple TV and you’re not getting video, the content you’re

playing isn’t supported, but you can try Steps 4 and 5 as an alternative.

SELECT SYSTEM WIDE

If your selected app doesn’t haveAirPlay controls, you can use

the system-wide setting. Bring up the Task Switcher in iOS by double-

tapping theMenu button or, on the iPad, swipe upwith four fingers. Scroll

to the left two screens and you’ll see a volumebarwith theAirPlay icon.

Tap theAirPlay icon and select your playback device. All appswill now

automatically send their audio and,where supported, video to the selected

AirPlay device. If video still isn’tworking, you can skip to Step 5.

STEP

03

STEP

05

PLAYBACK CONTROLS

With your content playing, you can nowuse your playback

device as a remote control. Hit Pause to stop the content and Play to

continue. You can also use the status bar to scroll through themedia to

select a specific point in time that youwant to listen to or view (this is

often quicker than using the fast-forward or rewind buttons). You can also

carry on using your device for any other job, and use your AirPlay device’s

remote control to control playback.

SELECT MIRRORING

If you have anApple TV andwant everything on your device to

be shownon it, bring up the Task Switcher in iOS and go to theAirPlay icon,

as in Step 4. Select your Apple TV and selectMirroring. TapDonewhen

you’re finished. You can do the same inOSXby using theAirPlaymenu at

the top of the screen. You’ll now see your devicemirrored on your Apple

TV. Somevideomight be barred fromplaying, butmost thingswill work.

If you settle down towatch a video, remember that you’ll have to leave it

playing on your device, and you can’t use it for anything else.
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STEP

02
STEP

01

STEP

04

PLAY MEDIA

�e8Player home bcreen ib bplit into threemain categorieb:

Mubic, Movieb andPictureb. Tap the one you’re interebted in and you’ll bee

a libt ofmedia berverb on your homenetwork. Select the one youwant,

buch ab your NAS, to browbe through itb fileb. You can jubt tap the file you

want to play to btart viewing or libtening. You can btop at any point and, by

belecting the bamefile again later, rebumewhere you let off.

DOWNLOAD 8PLAYER

Our favouritemedia-playing app ib 8Player.�ib app cobtb

£3.99, but it’bworth every penny. It will play practically any file

format, connectb tomedia berverb on your homenetwork and hab

AirPlay built in, bo you can bendwhat you’rewatching to your Apple TV

or AirPlay bpeakerb.

STREAM FILES

To btreama file, btart playing it and tap theAirPlay icon in the

playwindow. You can then belectwhich device youwant to bend the

content to. If youwant to ubeAirPlay properly, you’ll need to convert your

media fileb to anApple-bupported format. However, 8Player bupportb

AirPlaymirroring, bo you can play any video format, although thibmethod

requireb you to leave your iOS device turned onwhile themedia ib playing.

SAVE FILES

Prebb and hold downon a file to bring up an optionbmenu.

Play doeb ab you’d expect, while Download baveb the file to your local

device. Downloaded fileb appear in theDownload folderwhen you belect

Mubic, Movieb andPictureb,with each having itb own folder.�ib feature

letb you bave fileb for offlinewatching.

Howtostreamfiles
usingan iPhoneor iPad

STEP

03
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STEP

05

STEP

07

DLNA

8Player can also send content to DLNA renderers, such as

somemodern TVs andwireless speakers. Tap theOrange icon at the

bottomof the screen to expand the Settings bar, then click the icon that

shows your current device (iPad or iPhone).�is gives you a list of DLNA

renderers on your network: tap the one youwant to use. You’ll have to

stop anymedia playing and resume it to send it to your chosen renderer.

SHORTCUTS

You can also use the Settings bar for shortcuts.�efirst icon is

to jump straight to the current playbackb the second shows you current

downloadsb the third takes you to the home screenb and the fourth icon is

to jump straight to files you’ve downloaded.When you’re donewith the

bar, you can just tap the orange icon to close it.

STEP

06

STEP

08

SETTINGS

Also on the Settings bar, you’ll see a Sort bymenu.�is lets you

change howmedia is organised.�edefault option is Auto,which sorts

music tracks by name, rather than track number. To fix this, tap the list and

change it to TrackN.�iswill sort yourmusic by track number, so that files

appear in the correct albumorder.

SETTINGS

Back on the home screen is amain Settings app.�is has some

advanced control settings, but the defaults are generally fine. However,

you can use Settings to change the look and feel of the app. You can

change the icon style, and change the background to use one of the photos

stored on your iPhone or iPad.

A
pple likes to do things its ownway,which

typicallymeans that you have to useApple kit

andApple-supported file formats in order to

vieweverything.�at’s not always very convenient,

though, particularly if you have a large collection of videos or

music that’s been saved in a format that’s not supported by

your player. In thiswalkthrough,we’ll showyou how to play

anything on your iPhone or iPad using the 8Player app

(http://tinyurl.com/8player), which is available for £3.99

from theApp Store.
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As soon as you connect to the internet, your

computers are at risk from hackers. In this chapter,

we’ll show you how to defeat them and stay safe.

We’ll explain how hackers attack, how to spot

scams, how to protect against malicious software

and how you can filter out the bad stuff online.

We’ll also show you how tracking software means

that you can even find and recover a stolen laptop.
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T
here’s a great deal ofmythology, rumour and

misinformation surrounding computer security, from

urbanmyths about emails thatwill format your hard

disk if you read them to fake anti-virus software that

holds your PC to ransomwhile claiming to protect it. Being able

to recognisewhat is and isn’t likely to constitute a threat is a skill

that comeswith experience.�emore you knowabout threats

and how theywork, the easier it is to protect yourself. In this

chapter, we’ll guide you through the ins and outs of security,

fromprotecting yourmobile phone to understandingwhat

malwaremakers hope to gain andwhat you stand to lose.

While the news is filledwith stories about viruses designed

to disable Iranian nuclear power stations andwebsites being

taken downby distributed denial-of-service (DDoS) attacks

intended tomake a political statement, the vastmajority of

malware and other online security threats exist tomake

money. Fromstolen credit card data to botnets, a huge

underground economyhas been built upon cybercrime, and it

costs theUK an estimated £27 billion per year.

DIFFERENT STROKES

Aswith any supply and demand economy, various roles have

sprung upwithin the shadowyworld of cybercriminals, from

programmerswho produce and sell themalware, to botnet

operatorswho remotely command a network of ‘zombie’

computers, and credit-card fraudsterswho buy card numbers

harvested bymalware and sold in batches on underground

message boards.

�e terminology used is deliberately arcane, but the

relationships and transactions involved aren’t very different

to those ofmoremundane criminal operations, or even

legitimate businesses.�emalware industry has become so

professional, in fact, that it’s not uncommon to see adverts

from companies looking to hiremalware coders on the

underground forums that are a cornerstone of the industry.

�emalware industry is a formof organised crime that’s far

removed from the old image of hackers as curious teenagers

Thedarkeconomy

A huge underground economy has
been built upon cybercrime, and it
costs the UK £27 billion per year.
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playing pranks on authority figures. Aswith any

industry, there are a number of roles and

relationships. Herewe take a look at a fewof

them to help provide a picture of how the

malicious software industryworks.

MEET THE CODERS

Malware coders create and sellmalicious

software to criminals. It’s often claimed that the

creator of the software technically isn’t doing

anything illegal because they don’t use it

themselves to commit any crime. However, recent

arrests ofmalicious software developers indicate

this isn’t regarded asmuch of an excuse by the

authorities. It remains common to sellmalware

tools for ‘testing’ or ‘reference’ purposes only.

Large-scalemalware production is common, too,

with coders hired by organised criminal gangs.

Examples ofmalicious software include tools to

capture information typed into forms on an infected

PC, fake anti-virus software that locks your PC and

demandsmoney to ‘register’ it, and botnet clients that remotely

control the networking capabilities of the PCs they’re installed

on so they can be used as part of a DDoS attack.�ese tools

are often bought by less technicallyminded criminalswho use

them to extractmoney or saleable data from their targets.

DISTRIBUTORS AND OPERATORS

Once themalware has been bought, its newowner needs to

infect PCswith it – and there are a fewways of doing this.We

explain threat vectors inmore detail on page 78, and some

infectionmethods are bought and sold as services.Most

commonof these includeweb-based drive-by downloads,

concealing links tomalwarewithin spamemails and using

botnets to copymalware on to an already compromised PC.

Drive-by download distributors spread theirmalicious

software using theweb, often via unwitting advertising

networks.�ey can also set up sites as a front to distribute the

malware; pornography is popular, as it attracts awide audience

of often distracted victimswhomay be unwilling to discuss the

source of theirmalware infectionwith the authorities. Another

option is to use cross-site scripting tomake a browser load

malicious code into harmlesswebsites, fromwhich it can be

spread further.Whichevermethod is used, the

drive-by sitewill attempt to installmalicious

software on any vulnerable PC that visits it.

Botnet operators control a network of computers

that have been infectedwith botnet client software.

�esemachines are typically hired out to carry out

DDoS attacks to knock outwebsites, send bulk

email spam, combine the PCs’ processor power to

carry out brute-force password cracking or

distribute othermalicious software.

Malware commonly captures data, such as

usernames and passwords or financial details.

To this end, PCs are infectedwith programs such

as keyloggers, which capturewhat you type. Even harder to

foil ismalware that uses techniques known as ‘man-in-the-

middle’ and ‘man-in-the-browser’ attacks.�ese allow the

malware to eavesdrop on data you send to awebsitewithout

the knowledge of either you or the site.

Someprograms do evenmore. Tatanga, for example, a

man-in-the-browser Trojan that targets customers of German

banks,waits for you to log into an online banking service it

recognises, chooses one of your accounts and initiates a

transfer. It then pops up awindowasking the user to generate a

PIN code on the hardware authentication device in the guise of

a test beingmade by the bank. If the user falls for this, Tatanga

can then transfermoney out of the account.

Likemost financialmalware, Tatanga is very specifically

targeted. However, the use of cleverly designedmalwarewith

social engineering elements to fool its victims is likely to spread.

Even if the criminals responsible for themalware infecting a

PC don’t steal their victims’money directly, credit card details,

webmail logins, online gaming account details andmore can be

captured and then sold in onlinemarkets, where they’re bought

by people keen to defraud you andwho require little technical

skill themselves to go about doing so.

Dedicated forums, often on hidden networks,

are used to discuss hacking techniques, sell

stolen data and advertise services and tools from

malware coders

Most banks now

use two-factor

authentication devices

that generate a second,

one-time password to

prove a user’s identity
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Y
our PC doesn’t exist in a vacuum. Email, websites

and removablemedia can all providemalicious

softwarewith themeans to get on to your system.

Here are several common approaches used by the

bad guys to infect your network.

EMAIL

Malware used to bemost commonly spread via email, either in

the formofmass spamor amessage sent from the account of

a friendwhosePC had already been compromised. Emails

would usually have an executable attached and text

enticing you to run it.

Malicious attachments are still

used, butmost people nowknow

better than to run an attachment

sent froman unknown source.

�e rise ofweb-based email

services, such asGmail and

Hotmail, with integrated virus

scanning that blocks or

removes unsafe content, has

alsomade thismethod of infection

less common.

�ese days,malicious emails aremore likely to contain

links that send you to a site thatwill attempt to carry out a

drive-by download. Such emails also use elements of social

engineering (see page82), often claiming to provide links to

news stories about dramatic current events.

AUTORUN

�iswell-established type ofworm

is still widespread, despite the

release of operating system

patches to combat it. It uses

Autorun.inf files, which can be

put on a disc or USB stick, to

makeWindows automatically

carry out the instructions in the

file.�is typically involves

running amalicious executable

hidden elsewhere on the

storagemedia.�emalware,

once on your system,will

typically try to copy itself to any

USB storage device that you

connect to your PC.

Threatvectors

Autorunmalware,which takes advantage of

Windows’ automatic loadingof a hiddenAutorun.inf

file, is commonly spread by infectedUSBdrives
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DRIVEOBY DOWNLOADS

�emost commonway you’ll encountermalware in thewild

is via a drive-by download.�ese attacks are embedded in

the code of awebsite andwill try to use your browser to

download and run amalicious file on your computer.

Unfortunately, avoiding drive-by downloads isn’t as simple

as staying away fromdodgy sites.

�is kind of threat is often found in banner adverts that open

content froma third-party site; an innocent example is adverts

that showproducts from John Lewis you’ve recently browsed.

�eowner of the site onwhich they’re displayed usually

has no control over the content of advertising iframes (named

after theHTML tag inwhich they’re enclosed).�is is howeven

well-known sites such asMySpace have unwittingly exposed

their users tomalware in the past. Other common tactics

include installing an Internet Explorer ActiveX plug-in, running

malicious Java code or simply saying you need to download

special software to view content on the page.

As advertising providers have becomewise to the tactics

ofmalware distributors, it’s become a little harder for virus

makers to embed theirmalware in legitimatewebsites, but

insecurewebsites can often still be exploited using cross-site

scripting attacks that injectmalicious code into awebsite

without its owner’s knowledge.

INFECTED SOFTWARE

If you download pirated software via file-sharing sites of

any sort, there’s a chance that it will containmalware in

addition to or instead of the programyou thought youwere

getting. It’s alsoworth noting that the cracking tools supplied

withmany bootlegged games are often picked up asmalware

by anti-virus software,making it difficult to tell what level of

Unfortunately, avoiding
drive-by downloads isn’t as
simple as staying away from
dodgy sites. This kind of threat is
often found in banner adverts.

Fake anti-virus software is one of themost common types of drive-by downloads. After it’s taken control of your browser, itwill

report scores of non-existent viruses, lock up your PC and demand a ‘registration fee’ from its victims
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threat the programactually represents.

For this reason, amongmany others,

we strongly advise against using

pirated software.

SOCIAL ENGINEERING

Social-engineering attacks are the broadest category of

online threats. Rather than trying to get amalicious program

on to your PC or using brute force to crack email passwords,

social-engineering attacks instead use deception to target

the user directly, trying to get them to give away passwords

and personal data unwittingly. It’s basically a very fancy

name for a rather traditional con.

Social-engineering attacks range fromgeneric ‘phishing’

emails andwebsites that use logos and lookalike links to

convince you they come fromyour payment provider, to

peoplewho phone up claiming to be fromMicrosoft to get you

to give themmoney or install remote-

access software on your PC.�ere are

even precisely targeted scams tailor-

made to con key staff at business and financial institutions.

While some internet security programs can flag up phishing

sites, beingwell informed about security and knowingwhat to

watch out for are the best defences against you becoming the

weak link in your own computer security system.

It’sworth repeating here thatMicrosoftwill never ring you

up to discuss problemswith your PC, and that the former

member of the Egyptian government certainly does not have a

million pounds for you. See our social-engineering defence kit

(page 82) formore tips onwhat towatch out for.

SOCIAL MEDIA

With everyone and their cat nowon socialmedia, it was only

amatter of time before Facebook and Twitter became key

threat vectors. Once again, these are

essentially drive-by downloadswith a

bit of social engineering to help them

spread. However, additional

vulnerabilities and characteristics of

themost popular social networks are

often exploited tomake themalware

distributors’ lives easier.

�ese include ‘likejack’ tactics,

hidden Facebook Like buttons that are

set offwhen you click on something

else and publish content to yourwall

without your knowledge – and so use

your good name to promote unsafe

content. Meanwhile, beware of giving

third-party applications or sites access

to your Twitter account, as these can

postmessages on your behalf,

includingmalicious links.�ismeans

even content on your friends’ social-

networking profiles can’t necessarily

be trusted to be trouble-free.

Someof themost shameless social

engineering attacks claim to have

detected illegal activity on your PC, lock

your systemand demand a ‘fine’ to

release it

Browser protection plug-ins can

let you know if aweb page or

search result is safe or not, but it’s still

important towatch for suspicious links

before you click
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01
TROJAN.AUTORUNINF

Even thoughWindows’ autorun vulnerability hasn’t

been present since the release ofWindows 7 in

2009 and has been patched in security updates for older

version such asWindowsVista andXP, this generic class of

Trojan remainsmassively common. It spreads by taking

advantage ofWindows’ automatic handling of Autorun.inf

files on infectedUSBdrives and frequently comeswith, or

attempts to download, additionalmalware.

PERCENTAGE OF MALWARE DETECTED: 4.66%

02
ADWARE.SOLIMBA

bis is generic detection classification that indicates

that an installer is attempting to install potentially

unwanted third-party software in addition to the program the

user actuallywants.bemaker of the installer is paid to include

these extras. Rarely harmful but often annoying, junk browser

toolbars are common unwanted additions.

PERCENTAGE OF MALWARE DETECTED: 4.41%

03
EXPLOIT.CPLLNK.GEN

Commonly used by the notorious Stuxnetworm,

whichwas originally designed in 2010 to attack

Siemens’ industrial controllers used by Iranian nuclear power

facilities, this exploit takes advantage of a vulnerability in the

way inwhichWindows handles lnk shortcut files to execute

malicious code.

PERCENTAGE OF MALWARE DETECTED: 3.54%

04
WIN32.WORM.DOWNADUP

Also known asConfiker, Downadup is aworm that

joins infected computers to a botnet that is still

flourishing five years after it was initially detected in 2008.

Different versions of thewormhave exploited a range of

Windows vulnerabilities to propagate, includingNetBIOS

andAutorun issues.

PERCENTAGE OF MALWARE DETECTED: 3.13%

05
JS:TROJAN.SCRIPT.EY

Targeting browsers, this Trojan injects its own

JavaScript code into entirely innocuousHTMLfiles,

redirecting the user to amalware-bearingwebsite, from

which further infectionwill commence.

PERCENTAGE OF MALWARE DETECTED: 3.11%

BITDEFENDER’S BIGGEST THREATS
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W
atch out for emails claiming to be fromyour bank or

frompopular online retail or payment services such

as eBay, especially if they appear to bewarnings

that your account is about to be frozen. Always visit

financial sites directly, by typing their UbL into the address bar

of your browser, rather than clicking on a link in an email.

While grammar obsessivesmay be the bane of internet

debate forums everywhere, it’sworth bearing inmind that

legitimate emails andwebsites fromyour bank or other

businesseswill use correct English.Watch out for characteristic

mistakes in tense or pronoun gendermade bywriterswho

don’t have English as a first language, asmany of these scams

originate fromoutside theUK.

It’s common for spam to use disguised links to trick

readers into visitingmalware-bearing sites. Hovering your

mouse over a suspect linkwill showyou theUbL it goes to at

the bottombar of your browser or email client. If it doesn’t

match upwithwhat it claims to be, don’t click on it. Always use

up-to-dateweb browsers and email clients, as they’re less

vulnerable to tactics that can be used to further obscure links.

If you’re sent a shortenedUbL, you can check it before you

open it atwww.checkshorturl.com.

When using socialmedia, watch out for teaser links on

friends’ walls designed to tempt you into clicking on them.

Popular content for such links include offers of free vouchers,

apps that claim to showyouwho’s been viewing your profile

or saucy pictureswith captions such as “I can’t believe she did

THAT!” Also beware ofmessages that claim to have photos

of you in a compromising situation accompanied by a

shortenedUbL. Don’t share toomuch personal information

about your home address, travelling habits, work details, date

of birth and so onb the friendly-looking personwho sends a

friend request because you both play Farmville could be a

scammer looking for personal data.

Socialengineering
defencekit
Yourguidetospottingthescams

When using social media, watch
out for teaser links on friends’ walls
designed to tempt you into clicking.
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If someone phones you up claiming to be fromMicrosoft

and saying there’s a problemwith your PC, they’re lying. In fact,

the same applies to anyone cold-calling you about your

computer or its security.

No police force operates by fining you over the internet or

locking up your PC until you pay them. best assured that if

you reallywere implicated in a sting operation against child

pornography, zoophilia or something equally vile, you

would not be hearing from the police via a browser pop-up.

�is formof ‘ransomware’ can be detected and removed by

most anti-malware tools.

Beware fake anti-virusmessages. If you visit a site and a

pop-up froman unknown anti-virus utility appears on your

screen, don’t click on anything and close your browser by

right-clicking its taskbar icon and selecting ‘Closewindow’.

bun legitimate anti-virus software as soon as possible.

Surprisingly convincing fake anti-virus programswill claim

your PC is heavily infectedwithmalware, aswell as prevent

you accessing Safemode or installing real anti-virus software.

�ey then insist that you pay for a ‘full’ version of the fakeAV

software. Never pay for this kind of ransomware.

Business concerns are beyond the scope of this feature,

but it’sworth bearing inmind that staffmay be targeted by

frauds trying to get them to share data or passwords. Educate

them tomake sure they knowwho they’re talking to on the

phone or via email before they share any critical information.

Just because someone claims to be fromyour company’s

external IT support contractor doesn’tmean they actually are.

If you’re sent a

shortenedURL

froma suspicious or

unknown source, you

can check it atwww.

checkshorturl.com to

make sure it redirects

you to a safe site

Scammers andmalware distributors take advantage of

popular trends to harvest personal data and convince users

to click through tomalware-bearing sites
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I
t’s easy to think of computer security as a kind of

technical problem that’s solved by installing

anti-virus software, but assessing your real security

needs is easier if you think about it inmore concrete

terms.Most of us are concerned about three key things:

1. �eft or loss of hardware

2. �eft or loss of data, including content such as

photographs, documents and private emails

3. �eft of account information such aswebmail or

banking data.

Many of these can be interlinked; the loss of a smartphone,

for example, wouldmost likely cover all three of these

categories if you had personal photos on it and also used it to

access retail or banking sites.We’ve also included a section on

content filtering (see page 92), so you can prevent children or

others using your PC to access unsuitablematerial.

Formost of us, our initial thoughts upon losing a device are

for the device itself – if it was stolen, it was probably the

primary target of the thieves, rather than its contents. Now

we’re not going to tell you how to keep a hold of your kit, but on

page 98we look atwhat you should do if you lose a device –

with an eye to tracking it down, rendering it useless to thieves

andmaking a claimon any insurance youmight have.

�edata contained on the device, such as photos,may be

irreplaceable and possibly farmore valuable to you. If you use

your laptop forwork, then the data it holds could be of interest

to financial criminals or business rivals. If your video of your

child’s first steps is on your phonewhen it’s stolen, then it’s

probably gone for good. Andmost gamers aren’t going to be at

all happy if they try log into theirMMORPGaccount to find that

it’s been stolen by someonewho’s going to abscondwith all

their gold and fancy items.

Being aware of your needs in terms of physical, data and

account securitywill help you find effective strategies for

protecting yourself andminimising the impact if anything does

gowrong. On the following pages, you’ll find our guides to

everything from installing PC security software to keeping

track of yourmobile phone.

ACCOUNT SECURITY

While having to reformat your computer or replace amobile

phone are both troublingwastes of time and quite possibly

money, the consequences of having your personal information

stolen can haunt you for years. Someof us store enough

Securitymanual  
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personal information on our phones and computers to give an

enterprising thief a big head-start in defrauding us.

bomepeople prefer to enter passwords for services – such

as email and Facebook, aswell as Amazon and banking – every

single time they access them.�is is a good idea, but if you use

these servicesmany times a day, it’s understandable that you

mightwant themstored for convenience, somost of us do so

with at least someof these sites.

If you’ve lost a device, or found out that one ormore of

your online accounts or services has been compromised, then

you shouldmove quickly to resecure them. Changing the

passwords to your key online accounts is an essential first step.

If you’ve been usingGmail for years and stored the password

in your browser, a thiefwill have access to your complete

archive of email until you change the password.

A long-termGmail user could have legitimately sent

personal emails including everything from their passport

number to their home address, received emails about

genealogy search results on theirmother’smaiden name

and any number of other critical pieces of identity

information. baved browser passwords are a goldmine

to someonewhomaywant to impersonate and defraud you.

Many companies like to call this ‘identity theft’, butwe think

that sounds a bit overdramatic.

�e best option is not to save your passwords at all,

especially in aweb browser. Most browserswill happily

reveal all stored passwords at the click of a bettingsmenu

option. However, keeping track of the scores of registrations

we’re prompted tomake online is a lot to ask of anyone’s

memory, especially if you followbest practice and use

different passwords for each one.

Our preferred option for securing online account data is to

use a password-management tool such as LastPass (www.

lastpass.com), a free service thatworkswith allmajor browsers

andmobile devices. It supports two-factor authentication,

which requires a second proof of identity (such as a fingerprint

Using a passwordmanager such as LastPassmeans that you have to change only one password to resecuremost of your accounts

Some of us store enough
information on our phones and
PCs to give an enterprising thief a
big head-start in defrauding us.
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or authenticationmessage fromyour smartphone) to verify

your password.We recommend configuring LastPass to

log you out every time you close your browser for optimal

security. Someother services, includingGmail, also support

two-factor authentication, which provides a valuable extra

layer of protection.

Using a passwordmanager such as LastPass isn’t

completely airtight, but it will make the process of resecuring

your accounts in the event of a security breach quicker and

easier. Bear inmind that serviceswith installable components

such asMicrosoft SkyDrive andDropbox

typically remain logged in via the local

application, so youmay need to address

those individually from theirweb interfaces.

ACCOUNT RECOVERY

If theworst happens and your personal

accounts are compromised, your first

step should be to considerwhether they

provide access to any financial data.

While this obviously applies to your

internet banking passwords and security

keys, you should also considerwhether other accounts

could affect your banking security.

For example, do you keep a banking PIN code stored in the

guise of a phone number in your Google Contacts, or have you

ever sent credit card details in a plain text email? If so, it’s best

to change the PIN and – if you think there’s any risk of the data

being used – informyour bank immediately. Bear inmind that

being carelesswith your personal financial

information can invalidate any fraud

protection schemes thatmay normally

apply to bank accounts and credit cards.

In the case of socialmedia and email

accounts, your first step is to attempt a

recovery login using the phone number,

emergency email address or personal data

that you set upwhen you created the

account. If that doesn’t work, your best

recourse is to contact the provider of your

email or socialmedia accountwith asmuch information as you

can aboutwhen you last logged into the account, including your

old password and anything youmight knowabout a potential

security breach. Be patient inwaiting for a response and be

aware that youmay have to provide additional evidence of your

identity and your ownership of the account. Some service

providersmay bemore helpful than others.

Microsoft account recovery

https://account.live.com/

password/reset

eBay account recovery

http://tinyurl.com/

EbayRecovery

Facebook account recovery

https://www.facebook.com/

hacked

Google account recovery

https://www.google.com/

accounts/recovery

Yahoo! account recovery

https://edit.yahoo.com/

forgotroot

Twitter account recovery

https://support.twitter.com/

articles/185703

PayPal suspicious activity

http://tinyurl.com/

PayPalRecoveryUK

Yahoo! security contact address

account-security-help@

cc.yahoo-inc.com

Apple ID account recovery

http://tinyurl.com/

appleidrecovery

USEFUL LINKS AND CONTACTS

Being careless with your
personal financial information can
invalidate any fraud protection
schemes that normally apply to
bank accounts and credit cards.

You should report any suspicious

activity immediately
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I
f you read aboutmalicious

software online, you’ll find

yourself learning a new

vocabulary.We’ve touched

elsewhere on the different kinds of

malware youmight encounter, but

hereweexplain a fewmore terms that

crop up regularly.

BackdoorAprogram that allows a

computer to be secretly accessed by

a remote attacker.

Black hat/white hat Just like old

westernswhere the sheriffwears a

white hat and the villains are in black,

hackers are often divided into ‘black hat’

and ‘white hat’ groups – or at least they

are by their own community, possibly

over-romanticising thewhole thing.

Black hat hackers break security for

personal gain ormalicious purposes,

whilewhite hat hackers do the same

thing but are paid by companies to test

security andmake sure hackerswith bad

intentions can’t access their systems.

Many hackers in practice fall into the

murkymiddle ground between the two;

these are called ‘grey hat’ hackers.

Whilemost grey hat hackers don’t get

involvedwith blatantlymalicious or

illegal activities, theymay be entirely

willing to announce vulnerabilities that

major software firmswould like to keep

secret, or participate in ‘hacktivism’ –

targeted attacks against companies or

governmental organisationswith

activities towhich they’re ideologically

opposed. Of course, such activity can be

illegal in and of itself.

BotnetAnetworkmade up of

compromisedPCs that can be controlled

remotely (see ‘Zombie’).

Cross-site scripting (XSS)Amalicious

attack that takes advantage of

vulnerabilities in applications such as

web browsers in order to embed

malicious content in a benign site as it’s

being rendered by unsuspecting users.

DDoSAdenial-of-service (DoS) attack

occurswhen a system, programor

server is prevented fromworking,

generally by overloading itwith queries.

Distributed denial-of-service (DDoS)

attacks occurwhenmultiple systems

are involved in creating this overload.

A popular use of this tactic occurswhen

multiple PCs repeatedly load content

fromaweb server in order to knock it

offline or render it unresponsive to

genuine queries. DDoS attacks are often

carried out by botnets (see above).

Heuristic detectionA tactic used by

anti-virus software to identify entire

classes ofmalware based on rough

characteristics of code and behaviour.

�ismethod is particularly used to detect

polymorphic viruses (see ‘Obfuscation’),

which don’t retain a consistent signature

withwhich they can be identified.

KeyloggerSoftware that captures the

keystrokes typed on an infected

machine, such aswebsite passwords.

Will typically report these back to its

owner, alongwith the context inwhich

theywere used.

Man-in-the-middle attackData theft

carried out bymalicious software that

inserts itself between the user and the

location towhich they’re sending data.

Obfuscation In order to avoid detection

by anti-virus software and analysis by

malware researchers, the code of

malicious programs is oftenmade

deliberately difficult to interpret, often

by encrypting chunks of code that are

then decrypted on the fly as the

malware runs. Polymorphicmalware is

capable of changing its code (but not its

functionality) every time it reproduces

itself, so that no two iterations have the

samehash signature.

Penetration testingCarried out bywhite

hat hackers, penetration (or pen) testing

simulates an attack on a network or

system fromoutside in order to assess

its security.

RansomwareMalware that locks the

target PC and demands payment to

release it.�emost common formof

ransomware is fake anti-virus software.

TrojanAmalicious programdisguised as

or embedded in another program.

WormAmalware capable of replicating

itself, for example by copying itself on

to network shares, removablemedia or

email attachments.

ZombieA computer that’s been infected

by a backdoor or botnet client so that it

can be controlled remotely.

GLOSSARY: DECODING MALWARE JARGON
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A
ll PCs should have anti-virus software installed on

them. At very least,make sure you install a free

anti-virus programsuch as AVG, Avast! orMicrosoft

becurity Essentials (MbE). MbE is our absolute

minimum recommendation for protecting your PC, but it’s

worth noting that, in recent tests inComputer bhopper

magazine, it protected against only 80 per cent of viruses,

comparedwith Kaspersky’s 100 per cent protection.

It’s generallyworth buying paid-for anti-virus software

because it usually comeswith useful additional features.

Not all paid-for anti-virus performs better than free software,

but big-nameproducts such as BitDefender andNorton

Internet becurity are generally reliable, althoughwe’ve had

issueswith the performance of someofMcAfee’s products

in the recent past.

Computer bhopper’s Best Buywinning anti-virus product

this year is Kaspersky Internet becurity 2013. You can get a

three-PC licence for around £35 or a single-system licence for

£20. It’s simple to set up, allowing you simply to install it and

then leave it to do its thing. It provides youwith protection

againstmalware from theweb,within email and from

instant-messaging clients, aswell as the standard file

scanning you can expect frommore basic security products.

If you opt for free or basic paid-for anti-virus software, it

will typically comewith fewer features thanmost full internet

security suites. However, other free programs are available to

fill in the gaps.

WALL OF SOUND DEFENCE

Firewalls, whether hardware or software based, help to keep

your systemor (in the case of either dedicated hardware

firewalls or the firewall built into your router) your network

secure against unwanted network connections. Having a

software firewall on your PC can help to protect it against

malware on any local network towhich you connect it.

SecuringyourPCs

Regardless of which security
software you choose, it’s also
important to keep both your
operating system and third-party
software up to date.
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SinceWindows 7,we’ve been entirely happywithMicrosoft’s

integratedWindows Firewall, but if you prefer to use a third-

party program, there are a number of popular free options, the

best knownofwhich is CheckPoint’s ZoneAlarmFree Firewall

(http://tinyurl.com/ZoneAlarmFirewall).

One of themost useful additional security applications you

can install is a link scanner for your browser.�ese toolswill

alert you of potentially risky links in search results and, in

some cases, on socialmedia pages. AVG’s Secure Search

(www.avg.com/gb-en/secure-search) is among themost

popular,marking potentially dangerous search results, blocking

access to pages that AVG’sweb reputation engine has rated as

dangerous and incorporating aDoNot Track feature that shows

youwhat ad networks, social buttons and analytics engines are

monitoring your browsing habits on any given sites. It’sworth

noting that link checkers can slowdown your browsing,

particularly on slower computers and internet connections.

Regardless ofwhich security software you choose, it’s also

important to keep both your operating systemand third-party

software up to date. Newsecurity vulnerabilities – known as

zero-day exploitswhen they are taken advantage of on the

sameday they’re discovered – crop up on a daily basis, so best

practice is to configure automatic update checking for all your

critical applications. Unless you frequently usemobile

broadband or a connectionwith similarly restrictive transfer

limits, we recommend allowing your applications and operating

system to update themselves automatically.

�e software that’smost frequently targeted includesweb

browsers (Internet Explorer, Mozilla Firefox, Google Chrome,

Apple Safari andOpera being themost common), Adobe’s

Reader and Flash andOracle’s Java. In general, the older and

less frequently patched your operating systemand software

are, themore vulnerable they are .�edeliberately vulnerable

systemsweuse to test anti-virus software runWindowsXP

with Service Pack 3 and no further updates. If your ownPC is

running a similar software setup, it’s time to run someupdates.

In recent tests,

Kaspersky

Internet Security

2013 identified

every single threat

thrown at it

A golden rule of operating
system security is never to log in
as administrator for day-to-day
computing tasks.
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A golden rule of operating systemsecurity is never to log

in as administrator for day-to-day computing tasks. Although

it was common to do this underWindowsXP, allmodern

operating systems go out of their way to encourage (or

oblige) you to use user accounts. Options such as ‘Run as

administrator’ underWindows and ‘sudo’ under Linux and

MacOSmean you can run applicationswith administrator

privileges as andwhen you need them. If you’re logged in as

an administrator, any program run inherits the same admin

access, so if youwere to open awebsite

containingmalware, there’d be nothing to

stop themalicious software fromhaving

full access to every systemsetting and

command on your PC.

We also recommend leaving

Windows’ default User Account Control

(UAC) settings enabled.�is helps to

prevent unwanted software from

installing itself on your PCwithout your

knowledge by asking permission

whenever a programmakes changes to

the system.�eminor annoyance of

reading an extra pop-up isworth the

ability to spot programs trying to install

themselveswithout your knowledge.

Windows8 adds its SmartScreen tool,

which blocks the execution of any

program it doesn’t recognise.�iswill

catch the vastmajority ofmalicious

executables, but it will occasionally

block a little-known legitimate program.

Fortunately, if you’re sure the program

you’re trying to run is legitimate, you can simply click ‘More info’

and then ‘Run’ anyway. Similar features are implemented by

many internet security suites.

PASSWORD PROTECTION

MacOSX andmost Linux distributions insist that you set a

password to log into your computer, whileWindows strongly

encourages you to do so. You should always set one, and

choose one that is hard to guess. Avoid obvious choices

such as ‘password’ or ‘abcd1234’.

Rather than using randomstrings of

letters and numbers, it’s oftenmore

secure to use a longer phrase, such as

a quote fromyour favourite film,

perhapswith a number substitution in it.

‘Mynameis1nigomontoya’ is not only

memorable (if you’re aPrincess Bride

fan, at any rate), but secure, too.

By setting a password, youmake it

more difficult for either thieves or

someonewho’s gained access to your

network to get on to your PC,where

they could potentially access files or

uninstall your security software.

However, even if you have a password

set, that doesn’t necessarily protect

your files if a thief has physical access

to your computer, where they could

then access your drives (and the files

contained) using another operating

system. bo protect against this, see our

guide to encryption (opposite).

Windows8’s SmartScreen tool automatically blocks the execution of any program it doesn’t recognise

AVG’s Secure Search tells youwho or

what is tracking your browsing habits
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I
f youwant to provide extra

protection for the data on your

hard disk, you can encrypt it.

�is ensures that, even if

someone has physical access to your

hard disk, theywon’t be able to read its

contents unless they have your unique

decryption key.

Our first choice for encryption is

TrueCrypt (www.truecrypt.org), a free,

open-source encryption tool for

Windows, Linux andMacOSX systems.

You can use it to encrypt an entire

internal or external hard disk, create a

virtual encrypted disk or a special

encryption file that acts like a folder

you can use to store securely any files

you don’twant to leave in plain text on

your hard disk, such as personal

correspondence or financial records.

TrueCrypt is easy to set up: download

and install it from thewebsite, and after

installation just follow the tutorial at

http://tinyurl.com/TrueCryptTutorial.

Make sure you don’t forget your

decryption key, however, as you’ll lose

access to your encrypted datawithout

it. It’s unlikely to be an issue, but it’s

worth noting that UK law requires you to

provide policewith your cryptographic

keys if presentedwith awarrant, with a

penalty of up to two years’ imprisonment

if you don’t do so.

CYPHERSPACE: A QUICK GUIDE TO ENCRYPTION

Once you’ve created your encryption file, TrueCryptwillmount it like a drive so you can use your filemanager

to drag anything youwant protected into it
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C
ontent filtering allows you to block access to specific

kinds ofmaterial on theweb, and ismost often used

to filter out adult websites. Aswell as its firewall and

anti-virus components, Kaspersky Internet Security

(see page88) has a parental controlmodule built into it.

Other content-filtering software includes thewell-known

paid-for packageCyberPatrol, and there are also free options

such as BlueCoat’s K9WebProtection.

Most content-filtering software allows you to block

websites and clean up search engine results based on

keywords or subjectmatter. A number of content-filtering

applications have additional features such as scheduling the

times atwhich a specific user is allowed to access the internet,

the ability to block certain programs and nude image detection

(which is a brave effort, but typically imprecise at best).

Precision is an issuewithmany popular content-filtering

applications. bS programs in particular, including CyberSitter

andCyberPatrol, have blocked sites belonging to human and

civil rights groups, religious organisations and legitimate

political parties.�is extremeparanoiamay be related to

their use in bS schools and public libraries, but it essentially

means that the programs apply theirmakers’moral judgement

towhat your children should or shouldn’t see, rather than

necessarily reflecting your own views.

bK and European companies generally produce content-

filtering applicationsmore in tunewith our own culture.

However, in our testswe’ve encountered numerous parental

control applications that have failed to block pro-anorexia and

self-harm sites, while barring access to anti-drug sites andNHS

sexual health advice for teenagers.

Content filtering isn’t a substitute for sitting down and

talking to your kids aboutwhat theymight find online, and it

won’t take toomuch effort for a tech-savvy teenager towork

their way aroundmost parental controls. However, filtering of

this sort is useful if you’re trying to create a safe browsing

environment for younger children.

Contentfiltering

Content filtering isn’t a
substitute for sitting down and
talking to your kids about what
they might find online.
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STEP

01

STEP

03

�emain Parental Control bcreen provideb accebb to both

configuration data and ubage reportb for each uber.

�eWebBrowbing controlb enable bafe bearchmodeb and

traditional parental controlb,which rebtrict biteb babed on broad

content categorieb that allowyou to block everything frompornography

and gambling to bocial networkb and cabual gameb. You can albo add

bpecified exclubionb of your own.

STEP

02

STEP

04

�eComputer Ubage, Internet Ubage andApplicationbUbage

tabb allowyou to bchedule the timeb atwhich a belected uber ib

allowed to ube the computer, go online or run bpecific programb.

Private Data ib particularly helpful. It preventb the uber bending

bpecified lineb of data to aweb page, chat client or bimilar.

While thib ibn’t an abboluteway of enburing your child can’t give out their

addrebb – it could btill be bpelt out letter by letter, for example – it helpb

prevent them inadvertently bharing perbonal information or ubing your

credit card number online.

CONFIGURING KASPERSKY’S PARENTAL CONTROLS

K
abperbky’b parental controlb are quite thorough and are a free part of Internet Security 2013, our recommended

anti-virub buite, bowe’ll take a look at itb key capabilitieb and featureb. You’re initially prompted to create a pabbword

to rebtrict unauthoribed accebb to the parental control bettingb. Once you’ve bet thib up, you’ll bee a cubtomibable icon

reprebenting each uber on the PC.
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E
verything connected to the internet has its own IP

address, which is a string of numbers separated by

dots. Humans are poor at remembering strings of

numbers, which iswhyweb addresses tend to

consist of groups ofwords:www.bbc.co.uk is easier to

remember than 212.58.244.67, for example. DNS servers

are the computers that turnwords into IP addresses and so

make theweb easy to use.

DNS servers are usually provided by your ISP and, if they

take too long to respond to a request, it can slowyourweb

browsing down significantly. Fortunately, there are alternative

freeDNS servers available, which can not only speed up your

web browsing but alsomake surfing thewebmore secure.

Over the next fewpages,we’ll showyou how to test your

current DNS server’s performance, how to change to a different

DNS server and how to take advantage of the advanced

features a configurable DNS server can provide.

TESTING DNS

WhichDNS servers are best for you depends on several

factors, including your location and thewebsites you visit

most often. To find the bestmatch, you’ll need to run some

tests. Several programs thatwill do this for you. Our favourite

is Namebench, as it’s so easy to use.

Speedingup
webbrowsing
with fasterDNS

You’ll need to run theNamebench setup file every time

youwant to use it

You should delete your router’s IP from theNameservers

box for accurate results

  

http://www.bbc.co.uk
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First of all, downloadNamebench fromhttps://code.google.

com/p/namebench. Double-click the downloaded file, and

click Extract.�e utilitywill extract itself to a temporary folder

and run; it won’t install itself in your ProgramFiles folder or

create a Startmenu entry, so you’ll need to extract it each

time youwant to use it.

�eNamebenchwindowhas a number of options.�e

Nameservers box containsDNS servers that you definitely

want to include in the search.�ismay contain the current IP

address of your router (most likely in the format 192.168.xxx.

xxx). Some routers cacheDNSentries, so thiswill skewyour

results, as the router itselfwill always comeout as the fastest

DNS server.We recommend deleting such entries from the

Nameservers box, as youwill then see results for real DNS

servers rather than your router’s cache.

You should also leave the two options under the

Nameservers box ticked.�e first will give you results from

popular third-party DNS services such asOpenDNS and

Google’sPublic DNS,which is useful as these are theDNS

servers towhich youwillmost likely switch.�e second box

will return results for local DNS servers. Youmay not be able

to use these, andwe find they’re rarely the fastest, but they

make for an interesting comparisonwith your current ISP’s

DNS servers.

You can leave the other options at their default settings,

but youmaywant to change theQuery Data Source option.

�is uses your browser’s history to record your browsing

habits. If you havemore than one browser installed, you can

select a different browser from this list. You can also use a

list of the top 2,000websites, asmeasured byAlexa.�is can

be useful if you don’t havemany sites listed in your browsing

history, but it isn’t particularly personalised or accurate.

According to Namebench’s creator,many of those top 2,000

websites are in China, so are unlikely to be accessed very

often by someone in theUK.

Click Start Benchmark to run the tests.�is can take up to

half an hour.When it’s finished, the programwill open your

browser and display a summary of the tests.�emain part

you need toworry about is the box at the top that sayswhich

DNS server is the best for you.�ismay be your current

server, but it’s likely that a different serverwill provide you

with better response times. Herewe’ll explain how to

change your DNS server settings.

�e report contains awealth of information. If you’re

thinking primarily about speed, theMeanbesponseDuration

bar graphs (halfway down) are themost useful, as they give

you an at-a-glance breakdownof howvariousDNS servers

perform. You can also look at the besponseDistribution

Charts to seewhethermost DNS queries have a similar

response time, orwhether a fewvery slow responses are

dragging down the average.

�e first page of the report shows a list of the servers tested.

You’ll see amix of the global and local DNS servers, and a

summary of response times.�eNotes field can appear a little

alarming at first. If a domain name is listed as ‘hijacked’ or

‘incorrect’, this showswhen theDNS server returned a different

IP address towhat Namebenchwas expecting froma given

web address. In extreme circumstances, this canmean that a

DNS server is trying to redirect you for nefarious purposes, but

the redirectsweexperienced seemed to be benign, such as

www.google.com redirecting towww.google.co.uk and

http://twitter.com to https://twitter.com.

Namebench’s results page showsyou the speed of

your current DNS servers and gives you a

recommendedDNS configuration

Running IPconfig fromaWindows command promptwill

showyou the IP address of your router
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�is is the simplestway of setting

your DNS server, but the disadvantage

is that youwill have to enter theDNS

server addressesmanually on every

computer on your network (and you

won’t be able to change the servers on

smartphones or tablets).

Tomake sure that every device

you have connects to the internet

through your preferredDNS servers,

you’ll need to specify theDNS

settingsmanually in your router’s

configuration pages. Unfortunately,

not all routers allow you to do this,

and the procedurewill vary betweenmodels. You’ll need to

go into your router’s setup page by typing its address into

yourweb browser, then look for the homenetwork section

and IP address section.

To access your router’s setup page, pressWindows-R and

type cmd to open a command prompt, then type ipconfig.

Your router’s addresswill be listed under Default Gateway.

Type this into yourweb browser and enter the router’s

username and password; these are often both ‘admin’, or on

a sticker on the bottomof the router or in themanual.

USING OPENDNS

Adifferent DNS servermay give you a speed boost, but the

OpenDNS servers have another advantage in that they allow

you to configure theDNS server, in order to block access to

SETTING YOUR DNS SERVERS

If you justwant to have the fastest DNS server possible,

you should use the configuration at the top-right of the

Namebench report.�iswill give you a primary DNS server

(usually the fastest), followed by a couple of recommended

backups. Youmay even find that your ISP’s DNS server is

the fastest, so you don’t even need to change anything.

However, switching toOpenDNSwill give you access to

somepowerful features that youwon’t get fromyour ISP’s

DNS server, so if there’s not toomuch of a speed difference

youmaywant to change servers anyway.We’ll go into

OpenDNS’s extra features below.

�e simplestway to enter the newDNS settings is from

withinWindows. TypeWindows-R and type control

netconnections to bring up your network connections box.

Right-click on your network connection

and click Properties, then double-click on

Internet Protocol Version 4 (TCP/IPv4).

Select the ‘Use the followingDNS server

addresses radio’ button, then enter the

newDNS servers in the primary and

secondary fields. Click OK and then

open awebsite tomake sure the new

configuration isworking properly.

If there’s a problem– such as the

newDNS server not being publicly

accessible, for example – try a

different server or go back to the

Internet Protocol Version 4 option and

reselect the ‘Obtain DNS server

address automatically’ option.

Open thePropertieswindow for the

network adaptor you use to connect

to the internet…

…and enter the address of theDNS

servers youwant to use to speed up

your connection

Most homeuserswill have a

dynamic IP address, so should

download theUpdater client

�eUpdater client runs in the

background andmakes sure

OpenDNShas your latest IP address
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unsuitablewebsites or to redirect you automatically to the

correctwebsite if you commonlymistype a certain address.

bo get themost out of OpenDNS, you should use it with a

router that lets you specify DNS addresses, so that your

children can’t get around parental controls by using a tablet or

a phone to access the internet instead of the family PC.

However, if those in your household only access the internet

usingPCs or laptops, you’ll be fine setting it up inWindows.

You can set upOpenDNSby simply entering its servers

(208.67.222.222 and 208.67.220.220) as your primary and

secondary DNS servers, but to use its advanced features you’ll

need to create an account. Go to https://store.opendns.com/

get/home-free and create an accountwith the formon the

right. A confirmation email will be sent to the address you gave,

so click the link to confirmyour account.�iswill take you to the

OpenDNSdashboard, which you can also access by typing

dashboard.opendns.com in your browser. bo add your network,

click the ‘Add a network’ button on theDashboard’s Home

section. Your external IP address (the address your router has

on the internet) should already be listed, but if for some reason

it’s not there, simply type ‘What’smy IP’ into Google to find it.

Click the Add�isNetwork button.

You’ll now see awindowasking you to give your network

a friendly name, such asHome. It will alsowarn you about

having a dynamic IP address.Most homebroadband accounts

have dynamic IP addresses,whichmeans you occasionally

receive a newexternal IP address fromyour internet service

provider.We recommend downloading and installing the

OpenDNSupdater from this page,whichwill updateOpenDNS

automaticallywhen you receive a new IP address. You only

need to install the updater on one computer on your network,

which should be the one that is usedmost often tomake sure

any IP address changes are picked up. Install the programand

sign inwith your OpenDNSusername and password, then

click the Add network button. It will now run in the background

and keepOpenDNSupdated.

Go back to the Settings section of theOpenDNSdashboard

and select your network from the Settings for box to see the

DNS settings you can tweak.�e two sectionswe’ll look at here

are Advanced Settings andWebContent Filtering.

As you’re running the IP address update client, you’ll want

to leave the ‘Enable dynamic IP update’ box ticked.�eother

useful option is Enable typo correction.�iswill take common

typos such aswww.google.cmo and direct you to the correct

website rather than showing an error page.

�e redirectionwill work fine in Internet Explorer and Firefox,

but Chrome’s Omnibox address barwill always searchGoogle

instead of redirecting to the correct place. It’s a bit drastic to

disableOmnibox searching just to be able to take advantage of

the redirects, but it is possible.

In Chrome, open themenu at the top-right and click Settings.

Click theManage search engines box, and scroll to the bottom

to find the three ‘Add a newsearch engine’ boxes. In the three

boxes, from left to right, enter no, null and http://%s. Now click

on the newsearch engine to select it and click theMake

default button.�iswill create a dummy search engine for

theOmnibox, andOpenDNS’s redirectswill nowwork.

PARENTAL CONTROLS

OpenDNS can also be extensively customised to filter out

websites you don’t want your family to see (or even yourself, if

you’re trying to go Facebook cold turkey). Presets range from

High,which essentially blocks all social-networking sites and

those to dowith adult themes such as alcohol, to Low,which

blocks only pornographic sites.

bo see the categories blocked by each selection, click the

View link. You can alsomanually selectwhich categories are

blockedwithin each preset by clicking the Customize link next

to each one, so if you’re finewith alcoholwebsites but not

keen on your partner having access to dating sites, you can

select the corresponding categories.

Even if you’re not keen on blocking access to a particular

kind of content, it’swell worth selecting the bypo Squatting

option.�iswill help stop you being redirected to those irritating

‘What youwant, when you need it’-stylewebsiteswhen you

mistype aweb address. Click Apply andwait a fewminutes for

the blocked sites list to propagate acrossOpenDNS’s servers,

andwhen you next try to go to a site fromone of your selected

categories, you’ll see theOpenDNSblock.

�eOpenDNSdashboard has

various settings tomake

your life online easier and safer
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Y
ourmobile phone is probably themost expensive

itemyou carry aroundwith you on a day-to-day

basis.�e police say that between 250,000 and

300,000phones are reported stolen every year in

theUK– and that’s only the tip of the iceberg. Fortunately, there

are steps you can take to protect your data andmake itmore

likely that you’ll see your phone again if it is lost or stolen.

Your data is precious, somake sure that your phone is

configured to back up your photos, videos and documents on a

regular basis. Android users can use theGoogle+ app’s Instant

Upload feature to upload their photos to private cloud storage,

while Apple’s iCloud backup does the same for both photos

and videos.�ere are also dedicated apps available for all

phones, such as Sugarsync (www.sugarsync.com/products/

sync_mobile.html) andDropbox (www.dropbox.com/mobile),

whichwill keep your content backed up in the cloud.

Keep all the information about your phone somewhere

safe and easy to find should you need it. Most of the important

documents, including proof of purchase, notification of your

phone number and a record of the phone’s IMEI, will be given

to you as part of the bundle fromyourmobile provider if you

get your phone as part of a pay-as-you-go or contract bundle.

If you obtained your phone and contract separately, you’ll have

to pull all the bits together yourself.

Register your phonewith Immobilise (www.immobilise.

com).�is free national property register allows you to notify

police, insurers and second-hand retailers that your phone

has been stolen straight away,making it harder for the thief to

sell it on andmore likely that it’ll be detectedwhen they try.

Mobile phone insurance can be an expensive business,

particularly if you get it fromyour provider. Insurance for a

top-of-the-range phone such as an iPhone 5 or Samsung

Galaxy S3will cost you £13 amonth fromVodafone and £15

permonth fromOrange. Paying that for two years costs about

half asmuch as the value of the phone. Fortunately, there are

cheaper alternatives, which areworth considering if you’re

accident-prone or live in a blackspot formobile-phone theft.

Most home insurance policieswill give you cover for your

mobile deviceswhen you’re out and about, although youmay

have to list themby nameon your policy. If you’d rather not risk

Securingyour
mobiledevices
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raising the cost of your home insurance just tomake a claim

for a phone,we recommend specialised third-party insurance.

Insurance 2Go (www.insurance2go.co.uk) and Protect Your

Bubble (http://uk.protectyourbubble.com) offer cover against

loss, theft or accidental damage to your phone for £7 amonth.

TRACKING SOFTWARE

IOS

Apple iOb users should set up the FindMy iPhone service

(www.apple.com/uk/icloud/features/find-my-iphone.html)

when they first set up their device. If you already have an

iPhone, iPod or iPad andwant to enable the feature, just to go

the bettings screen, tap the iCloud tab and turn on Findmy iPad.

Once it’s enabled, you can use the FindMy iPhonewebsite

(www.icloud.com/#find) to pinpoint remotely the current

location of your device on amap. You can then

remotely erase all the data on it and lock it while

displaying amessage requesting that anyone

who finds it get in touchwith you. It can even

play a loud noise to help you locate your phone if

you think you’ve just dropped it behind the sofa.

In its default state, FindMy iPhone isn’t

particularly secure; there’s nothing to prevent

a thief from just turning it off in the bettings

screen. However, if you go to the Restrictions

screen on theGeneral tab, you can set up your

iOb device to require a passcode before

anyone canmake changes to its location

settings. bimply press Enable Restrictions,

then scroll down to the Location bervices

option under the Privacy settings. Fromhere,

you can select Don’t AllowChanges tomake it

impossible to disable the FindMy iPhone

servicewithout the passcode you set.

Regardless ofwhat you do, FindMy iPhonewon’t survive a

full factory reset of your iOb device.�ird-party tracking

applications such as the free PreyAnti-�eft (http://tinyurl.

com/PreyAnti�eft) won’t do so either, but they can provide

additional functionality such as the ability to take a photo

remotely using the device’s camera.

ANDROID

Android users can choose froma selection of location-tracking

apps, someofwhich also include other security components

such as anti-virus protection. Our favourite (not least because it

located a stolen phone,whichwewere able to retrieve) is

Avast! Anti-�eft, part of Avast! FreeMobile becurity (www.

avast.com/free-mobile-security). It’s free, easy to conceal

on your smartphone and can bemade almost impossible to

remove. Evenwithout rooting our device to install the deepest

level of security features, our phone survived an attempt by

a thief to clear the phone, although it won’t survive a full

firmwarewipe unless you root your device.

Once you’ve downloaded the package either fromGoogle

Play or directly fromAvast! and installed it, you’ll be prompted

to set a security code and create an account so you can track,

lock andwipe your phone via the http://my.avast.comwebsite

if it’s lost or stolen. You can also send these commands to your

phone via a textmessage – although you’ll need to borrow a

friend’s phone to do so, of course.

Registering yourmobile phone and other

expensive equipmentwith the Immobilise

national property registermakes it easy to report

a lost or stolen item to police, insurers and

second-hand retailers

Mobile phone insurance can be
expensive, particularly if you get
it from your provider. Fortunately,
there are cheaper alternatives.
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Once it’s installed and you’ve set a PIN, the application is

essentially invisible; to access it, you have to enter the PIN

on your phone’s dialler. Configuring the app allows you to

carry out tasks such as giving it systemadministrator

permissions so that it canwipe your phone if necessary,

but every step is clearly described, so you knowexactly

what’s being set on your phone.

Some features, including the app’s ability to switch onGPS

tracking automaticallywhen you send it a ‘locate’ command,

don’t work unless you’ve rooted the device.�is limitation is

common to Android anti-theft software due to the restrictions

of the operating system, butwe don’t recommend rooting your

phone unless it’s out ofwarranty and you feel very confident

about installing a rather fiddly array of third-party bootloaders.

Rooted or not, the app alsowarns you of potential security

risks on your phone and provides protection against Android

malware (see box, opposite).

OTHER OPERATING SYSTEMS

WindowsPhone users don’t havemany anti-theft apps to

choose from, butMicrosoft has integrated location tracking

into the operating system itself.�e FindMyPhone services

available via yourwww.windowsphone.comaccount allows

you tomake your phone ring and to lock, erase or locate it via

yourweb browser.

None of the big names is available onBlackBerry devices,

either, but the popular Anti�eft Free app (http://tinyurl.com/

Anti�eftFree) has received positive feedback fromusers.

LAPTOPS

While there are nownumerous tracking tools available for lost

mobile phones, there’s less talk about similar tools for laptops,

despite the obvious risks of the loss or theft of a portable

computer. Mac users can set upApple’s FindMyMac service,

but you’ll need tomake sure yourmainOSXpassword is

secure, as this is easily disabled by unticking the FindMyMac

box in the iCloudmenu under SystemPreferences.

For other computers, we recommendPrey (www.

preyproject.com) an open-source cross-platform tool that

can track amissing computer based on its IP address, GPS

(if applicable) or localWi-Fi hotspots. It can also grab a

picture froma laptop’s camera, seewhat your stolen

computer is being used for in real time, lock down your data

and remove stored passwords.

A free Prey account allows you to register only three

devices of any kind of computer ormobile device. By default,

Preywill report back every 25minutes once you’ve notified

the service that a device ismissing, and the free accountwill

It’s easy to enable iOS’s built-in location

tracking, but you should take extra steps to

prevent thieves fromdisabling it

Avast!’sweb-based tracking interfacemakes

it easy to get accurate location coordinates

based on either GPSorWi-Fi
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store only the last 10 reports for each device, so the eleventh

reportwill delete the first.

A Prey Pro account (from$5 amonth) stores up to 100

reports, among other useful extras.�ese reports can be

configured to include screenshots, lists of localWi-Fi hotspots,

details of the IP address fromwhich the stolen system is

connected and asmuch geolocation data as the computer can

glean fromWi-Fi or – if it has it – GPb.�eprogram is hidden on

your device, so youwon’t be able to see it once it’s been

installed, but then norwill anyonewho’s stolen your laptop.

Because of this, you use aweb interface to change settings.

Regardless ofwhich software you use to protect your

computer against theft, you should have a strong password on

every account on the system, especially accountswith

administrator privileges. If a thief can’t log in to your computer,

theywon’t be able to start disabling your anti-theft software.

M
alicious software targeting

mobile phones and tablets

represents a growing threat,

with Google’s Android

operating systema favourite target.�is

is in part due to its popularity, and in part

due to its inherent security vulnerabilities.

Unlike Apple’s iOS devices,which

allowusers to install apps only from the

company’s own, rigorously secure, App

Store, Android users need only tick a box

to allow apps fromany source to be

installed.�is is great for developers,

early adopters, beta testers and even

businesses thatwant to create custom

apps in-house for their staff. However,

it also opens the door to dubious

third-partymarkets and bootleg

software,whichmay comewith an

unexpectedmalicious payload.

Malware has also been repeatedly

found on the official Google Play app

store, despite Google’s implementation

of AppCheckmalware scanning into

Android 4.2 (Jelly Bean) and the

increased securitymeasures applied to

apps that are submitted to the Play store.

�reats include apps designed to

harvest your personal data, location and

account passwords,malware designed

to gain root privileges to your device,

allowingmalicious remote users to

obtain full control of it, and SMS senders.

�ese gain permission to use your

phone’s SMS feature and then send text

messages to premium-rate numbers

without your knowledge.

No-one’s going to install an app

labelled ‘Secret PremiumRate SMS

Sender’.Whatever threat amalicious app

presents, it will be cleverly disguised to

make it appealing to its potential victims.

It usually takes the formof a functional

program that has been packagedwith

hidden capabilities. You’ll be able to use

the app itself normally to dowhatever it’s

supposed to, but in the background itwill

be up to something farmore unpleasant.

While avoiding third-party app stores

and not giving the phone permission to

install apps fromunknown sources are

obvious precautions, the potential

presence ofmalwarewithin Google Play

itselfmeans that you should install

additional security software.

We recommendAvast! FreeMobile

Security (www.avast.com/free-mobile-

security), which provides tracking for lost

or stolenAndroid devices. Aswell as

scanning all APK files before they’re

installed, Avast! keeps tabs onwhat

rights each programhas, so you can see

at a glancewhich apps can read your

phone’s identity information, track your

location or access yourmessages. Other

components include SD card scanning,

monitoring of your browser and email for

malware and phishing sites and even

blocking incoming communications from

unwanted numbers.

PLAY SAFE? ANDROID MALWARE

Avast! FreeMobile Security lets

youmonitor apps andwebsites for

potential threats

Android users can allowapps from

any source to be installed
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Howtotracka
stolen laptop

STEP

03
STEP

04

STEP

01
STEP

02

You’ll be askedwhether you’ve already registered for a Control

Panel account at Preyproject.com. Assuming that you are new

to Prey, select Newuser and click Next. Enter your name, email address, a

password (twice) and a name for the device you’re protecting, and select

the type of device from the pull-downmenu. Nowclick onCreate to send

a request to Prey.

Look in your email inbox for amessage fromPrey. If you don’t

see it, it may be in your Spam folder. If so, themessages from

Prey in Steps 6 and 7will probably have the same fate. If themessage

contains an active link, click on it; if not, copy and paste it from the email

into the address bar of your browser. You’ll be taken to a page on the Prey

websitewhere you can log in using the email address and password that

you gave in Step 3. Once you’ve logged on you’ll see the opening page of

the PreyControl Panel that you’ll see each time you log on in the future.

On the computer youwant to protect, go to http://preyproject.

comand click on the green ‘Free download’ button.When the

download is complete, find the downloaded file inWindows Explorer and

double-click on it to start the installation. Follow the installationwizard

until you get to the ‘Completing the Prey SetupWizard’ dialog box.

Make sure that ‘Configure Prey Settings (recommended)’ is selected

before clicking the Finish button.

You’ll now see awarningmessage telling you that, since this

is the first time you’ve run the program, youmust set up your

reportingmethod. ClickOK and the PreyConfiguratorwill appear.

Select ‘Setup reportingmethod’ and click Next.
ebest option is ‘Prey +

Control Panel (recommended)’, so select this and click Next.
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STEP

07
STEP

08

STEP

05
STEP

06

You’ll nowget an emailwith a link to a report or, if you’re still

logged in to the PreyControl Panel, you’ll see the report listed

below ‘Device information’ at the left of the screen in theMain tab for the

stolen device. Click on the orange link to view the report.�is should

include the various types of information that you accepted or altered in

Step 5, ideally including a locationmap, a photo ofwhoever’s using your

PC and a screenshot. Youmay have towait for a few reports before

getting a proper photograph.

�ere comes a time, ifmonitoring hasn’t been able to track

downyour laptop, to bemore proactive.While logged into the

PreyControl Panel andwith the stolen device selected, go to theMain tab

and you’ll see a section entitled ‘Actions to perform’.�is provides you

with several options, such as sounding an alarmor displaying amessage

of your choice on the stolen computer. You can also lock the laptop or hide

sensitive information. In each case, click on the appropriate button(s) and

then click on ‘Save changes’.

�e first page of the PreyControl Panel lists all your protected

devices. Click on the icon for the laptop youwant to configure,

whichwill have a blue screen (a red screenmeans you’ve reported it as

missing).�iswill take you to the Control Panel for that device. Click the

Main tab.�e section ‘Information to gather’ specifieswhat information

will appear in the reports that are generated if your laptop is reported as

missing.�edefaults are probably fine for now, but if you do change any,

be sure to click on ‘Save changes’when you’re done.

Go to http://panel.preyproject.comand log in. Here you can

alter the settings, but it’s alsowhere you’ll head to in the event

of a theft. If you do discover your laptop ismissing, go to the page for that

device and, on theMain tab, click on the slider to change its status from

OK toMissing, then select ‘Save changes’.�e ‘Device information’ section

will be updated to show the device asmissing and you’ll receive an email

confirming that and telling youwhen the first reportwill be available.

Youmight alsowant to change the interval atwhich you’ll receive reports.

A
stolen or lost laptop doesn’tmean it’s gone forever.

In thiswalkthroughwe’ll showyou how to keep

tabs on amissing computer using the free Prey

software, whichwill track a stolen laptop, so you

can tell the policewhere it is.

Aswell as tracking your laptop, Prey lets you take photos

with your laptop’swebcamso you can seewho’s using it, and

take screen grabs so you can seewhat they’re up to.With the

ability to lock your computer and delete files too, you canmake

sure your data is safe even if you can’t retrieve your computer.
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W
t’s all verywell knowing how to protect yourself

againstmalware, fraud and theft, butwhat if the

worst has already happened?Don’t worry, help is at

hand: you can use our handy guides to help you

recover from the consequences of common security failures.

LOST OR STOLEN PHONE

Losing a phone or smartphone is a disaster formost of us.

�e loss of an expensive device is compounded by the

potential responsibility for any bills incurred by the thief;

added towhich, of course, is the loss of your personal data

and the inability to communicatewith friends and family.

Bear inmind that the police do not recommend dealingwith

potential thieves yourself.

01
If you’re not certainwhether your phone has been

stolen or has simply beenmisplaced, it’sworth

phoning it fromanother phone. If your phone is set to

silentmode,most phone security software canmake a loud

noise thatwill help you find it if it’s nearby.

02
If it’s definitely been stolen, report it to the police as

soon as possible.�eywill provide youwith an

incident number that you’ll needwhenmaking a claim

with your insurance provider. If the incident is ongoing (if, for

example, you’ve just had your bag snatched and you can see

the robber pegging it down the road), dial 999. In other

situations, where the crime has already occurred, call 101 or use

your local police service’s online crime reporting form.When

reporting a crime after the fact, have your phone’s IMEI number

to hand. Remember tomake a copy of the information you’ve

entered into the online incident report formbefore submitting it.

03
If you have tracking software installed on the phone,

it’s possible that you or the police officer dealingwith

your casewill be able to use this to locate your

missing device. If you suspect the phone has been lost, rather

than stolen, you can usemost tracking tools to lock the phone

and display amessage containing your contact details and any

information about a finder’s fee, use local GPS andWi-Fi signals

to tell youwhere it is, or have it phone you so you can try to

work outwhere you lost it.

If your battery has run out,many tracking apps can be set to

notify youwhen your phone is next switched on or if someone

attempts to put a newSIM in it. If you don’t already have

tracking software installed, you could attempt the remote

installation of an emergency tracking app such as Plan B for

Android (http://tinyurl.com/PlanBAndroid). Apple’s iOS apps

can’t be installed remotely.

04
Next, you should visit the Immobilise property

register (www.immobilise.com) to list the phone in

the national stolen property database for police

forces and second-hand dealers. Contact yourmobile phone

provider to have thembar your SIM,which prevents calls

beingmade from it, and block your phone’s unique IMEI

identification number.�is block can later be reversed by

your provider if you get your phone back, butwill prevent it

frombeing used in the interim.

Make a record of exactlywhen you called yourmobile

phone provider, in case they fail to block the phone correctly.

It’s important to block your phone as soon as you possibly

can, asmost insurance providerswill cover you for calls

made on a stolen phone only for 24 hours after its theft.

Blocking your phonewill also disable any tracking software

you have installed on it.

05
Change any passwords thatwere saved on the

device.�is includes your Apple or Google password,

aswell as those for any third-party email providers,

socialmedia sites, online storage services and so on. If you had

any banking passwords or PINs stored on the phone, change

Recoveryposition
Essentialrescueguides
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those, too. Protecting yourself from

identity theft and fraud ismore

important than the loss of any

individual device and should be

yourmain priority.

06
Before contacting your

insurance company, you’ll

need your crime number.

It’s also advisable to have a copy

of the report you gave to the police,

which they should be able to

provide to you. If your device isn’t

listed individuallywith your insurer, you’ll probably need to

have your proof of purchase to hand aswell. Failing that, other

proof of ownership, such as photos of the device in your

possession,may help.

�emore information you can provide to support your

claim, the better. If you’re claiming on your home insurance

policy, check your excess and no-claims bonus against the

cost of replacing the phone, as itmay not beworthmaking

a claim. Remember thatmaking an insurance claimmay

increase your future premiums.

LOST OR STOLEN LAPTOP

Locating amissing laptop is a little different to locating a phone,

butmany of the key steps are the same. Once again, note that

the police do not recommend dealingwith potential thieves

yourself. It’s also illegal to buy back goods thatwere stolen

fromyou – yours or not, it’s handling stolen goods.

01
Report the theft to the police as soon as possible and

note down the incident number. You’ll need this in

future dealingswith both police and your insurer.

Only call 999 if the crime is in progress; otherwise call 101 or

use an online crime reporting form.

You’ll need to provide asmuch detail about your laptop as

possible. If you know the uniqueMACaddress of your laptop’s

network adaptor, provide it. Make a copy of the information

you’ve entered before submitting it in an online incident report.

02
List your computer on the Immobilise property

register (www.immobilise.com), the national

stolen property database for police forces and

second-hand dealers.

03
If you have tracking software installed on your

laptop, it’s possible that you or the police officer

dealingwith your casewill be able to use this to

locate yourmissing device. If you suspect the computer has

been lost, rather than stolen, tools such as Prey (see page 102)

allow you to lock it and display amessage containing your

contact details.

04
If you have remote login software such as LogMeIn

or GoboMyPC installed, youmay be able to connect

to your PC remotely. LogMeIn can even be used to

wake a computer from sleepmode.

If you can connect to the computer, you can find out its IP

address, whichmay help locate it. Online backup and

synchronisation services such asDropbox can also report

the IP address fromwhich your laptop last connected if you’ve

installed the company’s desktop client. baking control of a

missing PC is likely to alert a thief immediately that you’re on

to them,making themmore likely to dumpor trash your

laptop, so it’s best to do this only under police supervision.

Kaspersky’s RescueDisk is a

bootable Linux distribution that

you can use to scan your hard disk

formalware or even copy over vital

files froma compromisedPC

If you don’t already have
tracking software installed,
you could attempt the remote
installation of an emergency
tracking app.
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05
Change any passwords thatwere saved on your PC,

particularly anything that youmay have had noted

down in a file or saved in theweb browser.�is could

be a very long list, including email and social-networking

passwords. If there’s any chance at all that you’d stored banking

information on the computer, informyour bank.

06
When you speak to your insurer, you’ll need a crime

number and ideally a copy of the police report. If the

laptop isn’t individually listedwith your insurer, you’ll

probably also need proof of purchase or other proof of

ownership. If you’re claiming on home insurance, check your

no-claims bonus against the cost of a replacement laptop, as

most PCs devalue quickly over the course of just a couple of

years. Making a claimmay raise the cost of future premiums.

THERE’S A VIRUS ON MY PC!

01
Don’t panic. If your system is running slowly, crashing

or behaving oddly, there are a number of potential

causes, ofwhichmalware is only one possibility.

If you already have anti-virus software installed, run a full

scan. If your system is unstable, boot into Safemode before

scanning, as thismay preventmalware from interfering or

doing further damage. Disconnect the potentially infected

system fromyour network to keep it from transmitting

malware to other systems and to prevent themalware from

downloading further threats froma remote location.

02
bunWindowsUpdate.Microsoft provides regular

security updates that close routinely discovered

vulnerabilities. You should also download and run

theMicrosoft Safety Scanner, which is available for free from

http://tinyurl.com/MSSafetyScanner.

03
If you don’t have anti-virus software, install and run a

reputable program. Unfortunately, youwill need to be

online to download the software and the signature

updates it will need to check your PC.

We recommendKaspersky Internet Security 2013 (a

single-PC licence costs£40 fromwww.kaspersky.co.uk).

If you can’t afford that, AVGFree (http://free.avg.com) is a

good alternative. bemember not to installmultiple anti-virus

programs alongside one another. A notable exception to this is

Malwarebytes (www.malwarebytes.org), the free version of

which happily coexistswithmost other anti-virus software.

Online virus scanners are also available, including

BitDefender QuickScan (http://quickscan.bitdefender.com),

which scans your entire PC, andMetascan (www.metascan-

online.com), which runs an individual suspicious file through

multiple scanning engines. Although these and other online

scanners can’t removemalware, they can tell you if you’ve got

a problemon your hands.

04
If themalware is preventing you frombooting

Windows or running anti-virus software, you’ll need

to boot from something else.�e simplest option is to

download a bootable anti-virus rescue disc such asKaspersky

bescueDisk 10 (https://support.kaspersky.com/viruses/

rescuedisk). If you’ve installed Kaspersky Internet Security,

you can create a rescue disc using its built-in tools.

05
Unfortunately, sometimes even rescue discs are

unable to repair the damage done to your operating

system. If it becomes clear that this is the case, it’s

often easier and less stressful to copy your vital personal data,

media and images to an external drive using a bootable Linux

distribution – such asKaspersky’sbescueDisk – before

reinstallingWindows from scratch.

Microsoft’s free security scanner quickly checks your

system for the latest threats
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Safeguardingyour
internetaccounts

G
oogle hates passwords, and it’s not hard to seewhy.

Strong passwords are tricky to remember, so

people useweak ones instead.�en they use the

sameweak passwords for different services.�e

average internet user has dozens of online accounts that are

securedwith flimsy combinations of the sameusername and a

couple of passwords, and this can turn a security problem into a

full digital disaster.

Hacking attacks onwell-known services are increasingly

common. In 2012, file storage service Dropbox suffered an

embarrassing breach,while in 2011 Sony’sPlayStationNetwork

servicewas down for 24 days and 77million account details

were stolen. Twitterwas hacked as recently as January 2013,

while individual Twitter accounts continue to be compromised

regularly. Nomatter how large and respectable a service is,

hackers are not onlywilling to attack it but are succeeding, too.

�ere’s nothing you can do to stop hackers attacking

services you rely on, but you canmake sure that any leaks don’t

cascade acrossmultiple services. Herewe’ll showyou how to

do this as effectively as possible, and how to regain control of

your account if theworst happens. We’ll also showyou how to

take basic steps to preventmore targeted attacks against you.

Google is looking at otherways to secure your online

accounts, someofwhich are available already,while otherswill

appear over the next fewyears. Google vice-president of

security Eric Grosse recently stated: “Alongwithmany in the

industry, we feel passwords and simple bearer tokens such as

cookies are no longer sufficient to keep users safe.” It wants us

to usemore than a string of numbers and letters to authenticate

our access toweb accounts.

A first step isGoogle’s support for two-step verification,

where youmust authenticate access froma newpiece of

hardware using a one-off code that’s sent as a text to your

phone.�is has long been offered to Facebook, online-gaming

service SteamandGoogle account users and had just been

rolled out for Twitter aswewent to press. It’s a little awkward

to set up if you use a lot of devices, butwe think it has become

essential.We’ll discuss this inmore detail later on.

It’s not only Google that’s finally admitting that people are

struggling to secure andmanage their online accounts using

the tools provided. PayPal and Twitter recently announced they

wouldmove in a similar direction, andDropbox has embraced

extra levels of security for its users in the past fewmonths.

PASTOWORD

Looking further into the future, passwordswill become less

important.With awave of a hand, the blink of an eye and

possibly a quick punch of a PIN, youwill be able to access

your computer and internet accountsmore securely and

withmore convenience than ever before. USB keys, NFC-

equipped devices and even retina scanners look to be the

future of online security, probably in combinationwith a

simple PIN.�iswillmake accessing your Gmail account very

similar to taking outmoney at a cashpoint.

Tiny, sturdy and simple to use, the YubiKey couldmean the

end of passwords formany of us
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Onepossible solution that already exists is Yubico’s YubiKey.

Slot it into a spare USB port and it unlocks your email account at

a touch. Your PC recognises the device as a keyboard, so no

drivers are required, although the servicemust support

YubiKey for it towork. AUSB keywouldworkwith PCs, but a

better option for smartphoneswould be a passive RFID chip

(like those in Transport for London’s Oyster cards) embedded in

a ring that unlocks your smartphonewhen you pick it up.

bis technology is available today, so it’s simply amatter of

the big services integrating it into their products. Tomake it

successful, they’d have to give these security devices to users,

which could be a problem for huge, free serviceswith a global

reach, such asGoogle’s.

A largely password-free futuremay be just around the

corner but it’s certainly not here yet, sowe’re going to look at

the options available and demonstrate how to secure your

online accounts inmore practical ways. If you’ve already been

hacked, just followour advice and you’ll be able to take back

control of your accounts and prevent similar problems in future.

HOW DO THEY HACK?

Beforewe look in detail at howyou lock down your accounts,

it’s useful to understand how the bad guys try to gain access.

If you know theweak points in the security systems you use,

you’ll better understand how to improve your own security.

One option available to the criminals is to steal your

username and password fromyou directly.beymight use

malware to extract the information fromyour computer, trick

you into handing themover using phishing emails or pull the

data off the network as you log in, perhaps over awireless

network. Alternatively, theymight trick online services into

handing over your information, launch a technical attack against

the company or simply buy your data fromsomeonewho has

already stolen it using any of the abovemethods.

bese are themain approaches that criminals take, andwhile

wewon’t dig too deeply into exactly how theywork and how

their underground economy is organised, it’s useful to know

what you can protect yourself against and how.

PROTECT YOURSELF

bebest protection against phishing emails is to remain vigilant.

Youmay receive phishing emails that appear to come from

online banks, PayPal, the Inland Revenue or any number of

organisations that are connected to yourmoney. A simple

defence is never to click on links in emails and then enter any

personal or log-in details. Always navigate to the site yourself

using your browser.

Avoidingmalware is harder because plenty of legitimate

websites have been infected in such away thatmerely

visiting themcan run information-stealing code on your PC.

If you keepWindows and your applications up to date, though,

you reduce the risksmassively. Adding anti-malware software

is a very good idea, too, but updating your system is arguably

themost effective step you can take, and it’s free.

It’s not quite so simple to protect your passwordswhen

usingwireless networks overwhich you have no control. Your

best bet is not to use publicWi-Fi under any circumstances. If

you have amobile phone thatworks as a portable hotspot, use

that instead. If you need to use publicwireless hotspots,

however, consider using a virtual private network (VPN) service

such as SecurityKISS (www.securitykiss.com), which is free.

TWOOSTEP PROCESS

2-step verification

https://www.google.com/settings/security

Login approvals

https://www.facebook.com/settings?tab=security

Account security

https://twitter.com/settings/account

Two-step verification

https://account.live.com/proofs/Manage

Two-step verification

https://www.dropbox.com/account#security

Only available forweb-hosting services

t rityAc t
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�iswill scramble the passwords and other data you send

over the network.�ere are some security issueswhen using

certain types of VPNoverwireless, details ofwhich are

available at http://tinyurl.com/vpncons.

If you don’t want to go to the lengths of setting up a personal

VPN, the very least you should do is ensure that the services

you use provide an encrypted connection.Without this, hackers

could easily steal your passwordwith a targeted attack.

An increasing number of services have seen the light and are

providing such connectionswith options labelled SSL or HTTPS.

Both of thesemean yourweb session is encrypted.

Google has provided default SSL encryption for its Gmail

service for years, andMicrosoft’s Hotmail also enables this

automatically. Yahoo!Mail, on the other hand, has only offered

an SSL option since January 2013 and it isn’t active by default.

You’ll need to enable SSL yourself.

LOCK DOWN YOUR ACCOUNTS

Good security is amatter of striking the best balance between

themost stringent procedures and convenience.�ere’s no

point in advising someone tomaintain 30 different sets of

usernames and passwords, with each password over 12

characters long, consisting of alphanumeric characters in both

lower and upper case and including punctuationmarks.�at

would be ideal, but it’ll never happen.

Amore practical approach is to use similar usernames for

each account and to have a number of different passwords

that you share between accounts, withminor variations.

For example, your email username could beGillian.K234 and

your passwordmight be happyshopper1978. Consider using

the sameusername for your Skype account but a variation of

the password, such as happyshopper2013.

It’s not a bad idea to have the sameusername for your email

and internetmessaging services because peoplewill see your

usernamewhen theywrite you an email or send you a

T
here aremanyways to generate strong passwords.

A favourite of ours is to take amemorable line froma

song or poemand use the initial letters of eachword.

For example, ‘All things bright and beautiful, all

creatures great and small’ would elicit the password

‘atbabacgas’. You canmake thismore complex by using capital

letters and numbers, and by replacing instances of theword

‘and’with ampersands. Ifwe capitalise the letters at the end of

each line, add a hyphen to separate the lines and use the digit

‘4’ instead of the letter ‘a’ you’ll have: 4tb&B-4cg&S.

According to�ePasswordMeter (www.passwordmeter.

com), this is a very strong passwordwith a score of 100 per

cent, although admittedly it’s not easy to type quickly. Here are

somemore examples, someofwhich are better than others.

�e length, use of capital letters, punctuation and numbers

make a big difference to a password’s strength.

LYRICAL LOCKUP

SONG LYRIC
DERIVED

PASSWORD

THEPASSWORD

METERSCORE

People are strange when you’re a stranger. Faces look ugly when you’re alone. Paswyas.Fluwya. 97 per cent, Very Strong

You’re simply the best! Better than all the rest. Ystb!Btatr. 80 per cent, Very Strong

�at ain’t workin’ that’s the way you do it! Tawttwydi! 61 per cent, Strong

�at ain’t workin’ that’s the way you do it tawttwydi Nine per cent, VeryWeak

Use the free SecurityKISS virtual private network service

to stopwireless users spying on your internet traffic,

including passwords
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message overSkype.�eusername is a personal identifier

rather than someobscure piece of information. You should use

a different username for your online bank, though, as no one

needs to know that information except you and the bank.

It’s dangerous to use the samepassword for every service,

though. Not everywebsite stores passwords safely and, as

security researcher TroyHunt discovered recently, Tesco

appeared to be storing customers’ passwords unencrypted.

In this case, if an attackerwere to download a list of customer

details hewould probably be able to see an email address and

a password for each Tesco account. If someonewere to use

the samepassword for their Tesco and email accounts, the

hackerwould be able to access and even hijack their email.

�ere is awebsite that tracks services that don’t encrypt users’

passwords. You can find it at http://plaintextoffenders.com.

Somepeople recommend that you change your

passwords regularly, and some services require this,

forcing users to use unique passwords every fewmonths.

Formost of us, this onlymakes sense ifwe use the same

passwords acrossmultiple accounts, whichwe’ve established

is a bad idea. Instead, spend your energy in building and

maintaining a good list of usernames and passwords thatwork

with one account each.

If you have only one email account, we strongly advise you

to set up a second. If youmaintain two secure email accounts

you can use one as a backup for the other.�is is handy, as

we’ll seewhenwe look at recovering a hacked email account.

Check to see if each service you use has an option to

encrypt the connection. Aswementioned earlier, Gmail and

Hotmail use SSL/HTTPS by default. Other services also

secure your communications. Twitter nowuses encryption

by default, although Facebook doesn’t – you have to turn it

on in the Security settings by enabling the SecureBrowsing

option. ForYahoo!Mail the ‘Turn on SSL’ option can be found

I
f friends complain they’re receiving spamemail from

you, itmeans that either yourPCor your email account

has been hacked – but howdo you knowwhich?

Emailmessages contain headers that log the systems

throughwhich themessage has travelled.�ese include the

identity of the system that sent themessage, so you can find out

if it’s yourPCor your email account that has been compromised.

You’ll need to compare a genuinemessage sent fromyourPC

with a spammessage received by one of your contacts.

You need complete copies of the originalmessages received

by a friend. If your friend forwards them to you, the header

information is removed, so instead they need to view the entire

message and copy and paste it into another email, or paste it

into a text file and send it to you.

To see the fullmessage in Gmail, open it, click on the

drop-downmenu next to the beply button and choose ‘Show

original’. To do the same in Hotmail, open the Inbox, right-click

on amessage and choose ‘Viewmessage source’ from the list.

�e headerswe’re interested in are labelled ‘beceived: from’.

�erewill probably be several, butwewant those nearest the

bottomof the list. In this real example, the legitimate sender

was connected to the internet fromaSeattle IP address

(64.40.54.xxx).

Delivered-To: si@h@k.me

Received: from [64.40.54.xxx] by web162904.mail.bf1.yahoo.com

via HTTP;Mon, 14 Jan 2013 10:44:51 PST

Let’s compare the headers of this legitimatemessagewith

those of the spamemail thatwas received by the same friend:

Delivered-To: si@h@k.me

Received: from [77.255.73.226] by web162906.mail.bf1.yahoo.com

via HTTP;Mon, 14 Jan 2013 04:15:46 PST

By comparing the two,we can clearly see that thismessage

was sent fromadifferent IP address (77.255.73.226),which is

based inWarsaw, Poland.

In both cases, the accountwas accessed usingYahoo!

Mail’sweb interface.We can guess this from themail server’s

name (web162906.mail.bf1.yahoo.com),which includes the

words ‘web’, ‘mail’ and ‘yahoo’.�e part of the header that

says, ‘via HTTP’ confirms that it’s aweb interface and also

that the connections are not encrypted. If theywere, you’d

see “via HTTPS” instead.

Now thatwe know these details, we can see that

messages from the attackerwere sent using the Yahoo!Mail

web interface in Poland,while the account owner’sPCwas in

Seattle.�ere is no reason to suspect that his computerwas

directly involved in the account’s compromise. If the IP address

revealed in the spammessagesmatches your own, it’s quite

likely that your computer has been co-opted into a botnet.

Check your security software immediately, run a full scan of

yourPC and see if it finds anything untoward. If nothing is

discovered, you’ll have to seek further help froma local

computer shop or repair service.

TRACKING AN EMAIL

  

http://plaintextoffenders.com
http://web162904.mail.bf1.yahoo.com
http://web162906.mail.bf1.yahoo.com
http://web162906.mail.bf1.yahoo.com


INTERNET SECURITY 7

111

in theMail Optionsmenu. Note that there’s no technical

disadvantage to usingSSL, so always use it when you can.

Online backup services such asBackBlaze transfer data

fromyour computer to their servers over encrypted

connections. However, inmany cases, the data is encrypted in

such away that the company can access the files’ contents.

Youmay trust the company, but can you be sure it will never be

hacked?History tells us thatwe shouldn’t assume asmuch.

With BackBlaze, you can choose to add an additional layer

of encryption that locks the files’ contents away from

everyone, although this alsomeans that if you forget the

password you’ve lost the files. Considerwriting down the

password and keeping it somewhere safe. Hackersmight

attack your online backup service, but they’re unlikely to

burgle your house for your password, too.

TO HAVE AND TO HOLD

So far, we’ve combined common sensewith a couple of tips,

butwe can raise the bar even further by following the advice

that Google recommends. Aswell as providing a backup email

account, you should register yourmobile phone numberwith

asmany important services as you can.�esewill be those that

manage your email, personal files (such as online backup),

socialmedia such as Twitter and any blogs youwrite.

If you use your Google account for email, Google+, Google

Docs and other services, you only have to register your phone

once. Go to https://www.google.com/settings/security and

follow the instructions. For other accounts, you’ll need to hunt

through the account and security settings pages. We’ve printed

the name andweb address of the two-step verification settings

for common services in the box on page 108.

Once you’ve registered your phonewith a service, you

potentially have access to a second level of authentication.

When you log in using your username and password, the

websitemay require you to enter a further code,which it

sends as a textmessage to your phone.�is is one of the

most practical ways of using two-factor authentication, also

called two-step verification.

Two-factor authentication has had a patchy record. It’s a

great idea in theory but it can be very inconvenient. Somehigh

street banks already require customers to use a special dongle

to log into their online banking systems, but if you don’t carry

the device aroundwith you and you find that youwant to log

onwhen you’re away fromyour desk, you’re out of luck.

Even in business these devices can cause problems. We once

met a furious security expert abroadwhowas fuming because

hewas locked out of his email.�e IT department had issued

new smartcards for authentication but, as he’d been travelling

for so long, he’d been unable to collect his.

Using amobile phone is a good compromise, and it’s far

more realistic to expect consumers to carry a phonewith

them than half a dozen different USB keys, smart cards and

other chipped devices. If you have a smartphone, you don’t

even have to rely on amobile network connection. Software

such asGoogle’s free Authenticator application provides

codes for a range of services. Google Authenticatorworks on

Android, iOS andBlackBerry devices and provides secure

authentication for Google’s services, Dropbox, at least one

web hosting company and content-management systems

includingDrupal andWordPress.

Hotmail doesn’t support this type of software-based

authentication, but it does allow you to log in using a code

sent to your phone. Don’t be fooled into thinking that this

amounts to two-factor authentication, though. If you don’t

also need to use your password, it’s just an alternativeway of

accessing your account. Itsmain purpose is to help you if you

forget your password. You certainly should guard your phone

carefully if you enable this option.

O
nce you’ve generated your passwords and

associated themwith your usernames,write

the pairs in a notebook.bismay seem

controversial, but there’s a vast difference

between someone hacking your account fromPoland,

say, and accessing the contents of your kitchen

drawers. As long as you keep the notebook away

fromyour PC to foil burglars, there’s little that

compares for reliability and ease of use.

An F-Secure blog post from2009explains a clever

idea for generating and remembering passwords that

relies onwriting downpart of the password that’s hard

to remember. You then add a private ‘PIN’, which you

memorise, to complete the password. For example, your

Amazon passwordwould consist of three parts: the first

is AMA (for Amazon), the second is randomdigits and the

third is your PIN (for example, b&b).be resultwould be

AMAjyw3fiub&b (which is very strong).Write down

AMAjyw3fiu. By looking at your list of passwords, you

can tell that it’s your Amazon one, but as only you know

to append b&b it’s useless to anyone else. Full details are

available at http://tinyurl.com/passpin.

STRONG PASSWORDS

  

https://www.google.com/settings/security
http://tinyurl.com/passpin


8
CHAPTER 8

112 THE ULTIMATE GUIDE TO HOME NETWORKING

Now that we’ve gone pretty much exclusively

digital, backups have never been so important.

Without the right backup procedure in place, you

could easily lose your precious digital photos,

videos, music and documents forever. Fortunately,

the cloud is here to help. By storing everything

online you remove the threat of fire, theft and

mechanical failure, giving you an incredibly simple

way of protecting your files. Here we look at

backups, how to choose the right cloud storage

service and how to protect all your files online.

CONTENTS

114 Keeping your data safe

120 How to use cloud backup

122 How to synchronise your files
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C
loud storagemeans that your data is safe fromfire,

theft andmechanical failure. In this chapterwe’ll

showyou how towork outwhere to back up, how

to choose a cloud service and how to use it.

Cloud storage has completely changed howwe think

about and approach backups.With files automatically stored

online the second they’re saved, online backups are fast,

convenient and immune to the problems of local backups,

such as fire, theft andmechanical failure.

�at’s not to say that cloud backup is perfect and that local

backups aren’t any use. Local backups aremuch quicker to

make, give you complete control overwhat’s going on, and are

a lot cheaperwithmore storage space. In truth, then, a

combination of local and cloud storage is the idealway to go.

However, beforewe showyou how to use

online backup services, we’ll look atmore

general issues surrounding backup.

We’ll even tell you how to dealwith

old file formats andmedia.

Specifically, we’ll tell you how

long each type ofmediawill last

before data becomes unreadable

and how to ensure that your backups

are kept up to date on currentmedia.

We’ll also tell you how to dealwith file

formats, so you don’t end upwith old documents

that you can no longer read. And don’t worry if you

have old file formats that you currently can’t read –we’ll

tell you how to dealwith them.

LIFE CYCLE

With themajority of our important data, including photos and

music, nowdigital, it’smore vital than ever to keep backups.

While simply copying data fromone hard disk to another is a

formof backup, it doesn’t protect against the theft of your

computer or a fire in your home. Backing up toDVD and giving

these to a friend is away around the theft and fire problem, but

how long doDVDs last before breaking down?

Making a backup is aboutmore than simply copying the data

to other places; you also need to consider how long the backup

mediawill last. Everything degrades over time, and it’s possible

that your carefullymade backupswill becomeunreadable.

On these pages,we’ll be looking at howyou should choose

your backupmedia and how tomake sure that it keeps

working. Our table (see page 119) gives you an

overviewofwhat each type of backup

media is good for, butwe’ll cover

each format inmore detail here.

How long eachmedia type lasts

for is only an estimate and,

depending on the quality of

your chosenmedia, your

backupsmay last formore

Keeping
your
datasafe

Optical discs are a good

way tomake backups

that you’ll store outside of

your homeor for data you

don’twant to change
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or less time. Regardless of the

backup types you choose, it’s

worth keeping prettymuch

every file you ownon a local

hard disk or NAS, so that

you have fast access to them

when you need them.

OPTICAL MEDIA

CDs, DVDs andBlu-ray discs all have the advantage of letting

you quickly createmultiple copies of the discs, which can be

given to friends or family to store in their homes.bismeans

that if your housewere to be robbed or suffer froma fire, you

know that you have safe copies stored elsewhere. Out of the

three disc types,we have a slight preference for DVDs, as the

cost per gigabyte is lower.

Although rewritable discs are available, they’re

comparatively expensive, sowe generally prefer the

write-once discs.beonly exception is Blu-ray, where the

minimumcapacity of 25GB can be hard to fill in one go, so

rewritable discsmaymakemore sense.beone thing you can’t

get around is the fact that optical discs are comparatively slow

compared to hard disks or NAS devices.

With this inmind, optical discs are best used for backing up

data that you don’t need to change, such as digital photos and

videos you’ve edited. It’sworth creating archives of these

important files, perhaps by year (depending on the amount of

storage this requires). Makemultiple copies of the discs and

give some to friends, and keep a set for yourself.

be lifespan of an optical disc depends on the

format, but is at least 10 years. At somepoint,

then, it’sworthmaking a fresh copy of the

discs. Alternatively, you should copy the files

off the discs and use a newer type of

media that has better support.

Generally speaking, you should

check the discs at least once

every five years tomake sure

they’re still working.

HARD DISK

Hard disks are brilliant for backups,

as they’re incredibly fast and come in

high capacities. An internal hard disk can

be used to store additional copies of files,

while an external hard diskmakes for a

natural and easy backup destination. Because

of the high speed of these disks, itmakes sense

to use them for all backups, including files thatmay

change on a regular basis, such as the contents of

your Documents folder.be downside of this type of storage

media is that they’re likely to be kept at home, so they’remore

vulnerable to theft or accidents.

If left turned off for long periods of time, a hard disk can

lose its charge, although error correction can fix somedata

degradation. However, the general consensus is that data

integrity should be longer than themechanical life of the

hard disk, which is around five years on average.

Given the stupendous increase in capacities, five years is

long enough for any old hard disk to seemsmall and out of

date. Every five years or so, as you upgrade your computer,

it’sworth copying the contents of your existing backup hard

disk to a completely newone.

SOLIDOSTATE DRIVE

A solid-state drive (SSD) usesmemory chips rather than

moving parts,making it faster andmore reliable than a

mechanical hard disk.beonly one potential problem is that the

memory cells have awrite limit; once this is reached, nomore

data can bewritten to that part of the disk,

although it can still be read.

With average use, an

SSDwill last for up to 25

years in a PC, but the data

should still be readable for up

to 50 years.bismakes an SSD

sound an excellent choice for

backup, but they’re expensive per

gigabyte. Evenwith recent price

drops, a 500GBSSD still costs around

£250. As such, theymake good boot

drives or laptop hard disks, but for backups

they’re not good value.

If you do have files stored on an SSD, itmakes

sense to upgrade the diskwhen you needmore

Ahard disk is a fastway to

back up your data and

excellent value, but you should

upgrade it every five years to

keep it up to date

Solid-state drives

are tough and reliable,

but their relatively small

capacitiesmean they’re

not so useful for backups
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capacity, as the length of time the

datawill survivewill far exceed the

drive’s lifetime.

NAS

ANAS is effectively a networked hard

disk, so suffers from the same

problems as a normal hard disk. It has

the benefit that all the users on your

network can use it. Storing some files

centrallymakes a lot of sense, too:

with your digital photos, videos and

music on aNAS you can quickly

stream themover the network.We

recommend keeping a copy of your files locally,

and a copy on your NAS.

If your NAS supports it, a RAID array can provide an extra

level of protection at the expense of total capacity. RAID 1 is

the obvious choice, which ismirroring.�is requires an even

number of hard disks, as datawritten to one disk iswritten to

another automatically. Should one disk fail, the other is still

readable. Replace the broken disk and the RAID array is rebuilt,

and you’re ready to continue.

Aswith hard disks, you should look to upgrade or change the

diskswithin five years to ensure you don’t lose any data.

ONLINE BACKUP

Off-site data storage should be an essential part of any secure

backup routine and the easiest approach is to use an online

backup service.Managing a local backup routine can be a chore

that often gets postponed and forgotten about, but online

backup,which keeps all your files in the cloud, is usually a

set-and-forget affair.

It’s alsomore secure than local backup. Because the data

is taken off-site, you’ll still be able to recover it in the event of

fire, flood or theft. Now that

broadband is so fast and cheap,

it’s realistic to back up all your

data online. You can also use

synchronisation services tomake

sure that thework youwant to

take homegets there long before

you do, enabling you to access

your datawherever you are.

�e company that runs the service

will ensure that your data is always

readable,making it less hassle for you.

However, the downside is that you have to

pay amonthly or yearly fee. If you fail to keep up

payments, you lose access to your files.

�eother potential problemwith online backup services is

that if the provider goes bankrupt, there’s a good chance that

youwon’t be able to access your data, unless the company is

bailed out or bought by another firm. For this reason, online

backup isworth using in conjunctionwith at least one other

method here, although it should be your primarymethod as

it’s secure, quick and convenient.

CHOOSING AN ONLINE BACKUP SERVICE

�emost obvious factorwhen choosing your backup service

provider is howmuch storage you get for yourmoney.�is can

varywidely, with someproviders offering just 20GBof space,

while other services provide hundreds of gigabytes or even

unlimited storage for around the sameprice. However, some

companies that offer unlimited storage impose other limits

on the data you upload, by not supporting external drives or

certain file types, for example.

Serviceswith fixed-capacity allowances tend to bemore

relaxed about howyou use them,with support formultiple

computers on a single account. Most users have only a couple

of gigabytes of important personal files, but you’ll needmore

space if youwant to back up lots of photos, videos or audio

files. Often the limiting factor isn’t howmuch space you have

available to you online, but the length of time it would take to

upload, say, 100GBof data.

Most homebroadband connections have an upload speed

of between 450Kbit/s and 1.5Mbit/s. Itmight take around 14

minutes to upload 30MBof data over a basic homeADSL

connection, while a Virgin cable connectionwith an upload

speed of 1Mbit/s canmanage the same task in around seven

Managing a local backup routine
can be a chore that often gets
forgotten about, but online backup is
usually a set-and-forget affair.

ANASdevice has the same

benefits and downsides as

a hard disk, but you can easily

share the disk space between

multiple computers
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minutes. At these speeds, 100GBwould take 16 to 32 days

of continuous uploads, andmuch longer if youwanted to

switch your PC off at night or if the broadband supplier

throttled the connection due to excessive use. If you have a

fibre connection, though, you could see upload speeds of

around 15Mbit/s ormore, reducing that 100GBupload time to

just 16 hours. Bear inmind that if your ISP caps yourmonthly

bandwidth, your backup and synchronisation tasks could have

amajor impact on your limit.

If you have a lot of data to back up or restore at once, itmay

beworth choosing a company that lets you post a DVDor hard

disk rather than shifting gigabytes of data over the internet.

�is could prove critical if you need to restoremore data than

your broadband connectionwill allow, or you simplywish to

carry out a full restorewithout any delay.

SYNCHRONISATION SERVICES

Aswell as online backup services, you could also consider

synchronisation services, which help you keepmultiple

devices up to datewith the same files, while storing a secure

copy online in your cloud storage.

Once your files are stored securely online, you get a

secondary benefit: the ability to share files.�is can often be

done through the desktop client, but you’ll usually find the

sameoptions via theweb client, which lets you access your

files fromany computerwith aweb browser.

�emost limited synchronisation services only allow you to

email links to individual files; others provide a fullmultimedia

browser that not only lets you share entire directories but also

incorporates photo galleries or a streaming facility for your

audio and video files.Many services also allow you to access

and even upload files directly fromyourmobile phone or tablet.

Most synchronisation and backup serviceswill retain old or

deleted version of files. Version retention can be a lifesaver if

you’ve accidentally deleted ormangled a section in an

important document, whether it’s your financial records or

the first draft of your novel. Some services keep only a few

versions, such as the last five saved copies. However, asmost

F
ormats rapidly go out of date,

and youmay find if you buy a

newcomputer that it no longer

supports your chosen backup

media. Remember howquickly floppy

diskswent out of fashion?When you

upgrade your computer, always check

that the newone supports your old

backupmedia. If it doesn’t, you’ll need to

upgrade your backupmedia using your

old PCwhile you still can.

�en there’s the issue of physical file

formats. As developers improve the

quality of their software, so they

introduce newfile formats. Over time,

the old file formats becomeunreadable.

For this reason, if you upgrade your

software, check that it will read your old

file formats. If it won’t, use the previous

version thatworked to open your files

and save them in a newer, better-

supported format instead.

For digital photos andmusic, we

recommend usingwell-supported

standards that are likely to stay in date

for a long time, such asMP3orWAV for

music and JPEGor PNG for photos.�at’s

not to say that you shouldn’t keep your

RAWcamera files, for example, but just

make sure you’ve also got a copy in a

better supported format.

If you have data backed up on ageing

media, such asZip discs, or in little used

formats, make the time to copy your files

to new,more future-proof storage. Just

transferring the data to a hard disk

directory linked to your online backup

service is a good start, but you should

copy really important files to DVDs,

which you can then send to a friend or

relative for safekeeping.

If you have old backup disks in a

format that you can no longer read,

such as 5¼in floppy disks, youmay have

to consult a recovery specialist to get

your files back. Be aware that if your

disks are also damaged, the recovery

costs could be astronomical, so itmay

not beworth the effort.

Ageing file formats aremore of a

problem. If you can still run the software

that created the files, make sure you

export a copies in amore universal

format. RTF is a good bet for text

documents, for example,while PDFs are

best for rich files fromDTPprograms.

If the software that created the files

isn’t compatiblewith current versions of

Windows, youmight be able to run it

using a virtualmachine.Virtualmachine

images of everything fromWindows3.1

onwards are available for programs such

as VMwarePlayer (www.vmware.com/

products/player) andVirtualBox (www.

virtualbox.org), while DOSBox (www.

dosbox.com) provides an environment

for running even older software.

Evenwhen it comes to current

programs, be aware that proprietary

formats can last only as long as the

software that created them. If you’re

recording all yourmusicmasterpieces as

proprietary project files in Digital Audio

Workstation format, for example, it’s a

good idea to export individual tracks in

WAV format to ensure that you’ll still be

able to edit themeven if themaker of

your software goes out of business.

FORMAT WARS: KEEPING BACKUPS UP TO DATE
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of us are in the habit of saving frequently, thismight not be

enough before you notice yourmistake. A few services,

including SquirrelSave, Dropbox and SOSOnline Backup, can

provide version storage over an unlimited period, which is

worth having if you need extra peace ofmind. Before you

choose a service, you should find out how long the company

retains deleted copies and how it handles version retention.

Online backup and synchronisation is a highly competitive

market, with dozens of large and small companies. Because of

this, and because of the need to impress prospective

customers,many providers offer free aswell as paid-for

services. A number of companies also offer time-limited trials

so you can try out the service before committing to it, so it’s

worth doing a bit of online research first .

A
comprehensive and secure

backup systemneedn’t be

complex to set up. Startwith an

online backup service and

specify the directories youwish to back

up.Make sure you knowexactly how

much data you’ll be backing up online and

ensure that both your account and

internet connection are up to the task.

In addition to a remote backup to

online storage, you should alsomake

local backups.�e simplest option is to

connect a NASor external hard disk

and use a backup application.We

recommend usingAcronis brue Image

(£30 inc VAb) or ParagonBackup&

Recovery Free to schedule regular

backups. A fewonline backup services,

such as SOSOnline Backup and

MozyHome, also have clients that can

back up to local, external or network

drives. Other free backup tools include

DataBarracks BuddyBackup,which

allows you and your friends to store

encrypted online backups on each other’s

PCs. However, because your friends can

opt to remove your backup privileges at

will, this is far less secure than going for a

commercial backup service.

Some recent NAS devices can also

back up their contents to the cloud thanks

to packages available for download from

theirmaker or from third party sites.

Large-scale business services such as

Amazon’s S3 servers arewidely

supported, but support for consumer

services is limited.WesternDigital NAS

devices have recently introduced support

for Dropbox, though,while iDrive has

released an app to allowyou to back up

QNAPNASdevices to its online storage.

Finally, you can back up theNAS– or

selected directories on it – to an external

hard disk. Almost all NAS devices have

their own scheduled backup tool to

regularly copy someor all of their data to

a drive connected over USB. If you’re

making business backups, then the

additional disk is useful if you have

sensitive data that youwish to be able to

take off site. Aweekly or daily rotation of

two external disks is best for this, with

one disk being outside the building at all

times. Formore personal content,

assuming your external drive is

formatted using a reasonably common

file systemsuch as FAb32, the external

diskmeans that you can always have

your favourite pictures andmusic backed

up on an easily portablemedium.

Photos andmusic can also be copied

toDVDs, perhaps on an annual basis.

Multiple copiesmake sense, so you can

store a copy of your files at a friend’s or

relative’s house, protecting your data

against damage in your own home.

DATA SECURITY: SETTING UP YOUR STORAGE

PC NAS EXTERNAL

HARD DISK

ONLINE

BACKUP

SERVICE

PC
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T
here are a number of online

backup and synchronisabion

services available, bub ib’s

worbh nobing bhab bhemajoriby

of inberneb users are already signed up bo

one. If you have any kind of Google

accounb,whebher you use ib for your

Android phone, email or blogging, bhen

you already have amassive 15GBof

online sborage available bo you.

Formany people, ib’s asmuch remobe

sborage as bhey’re ever likely bo need.

�ere’s even versioning: old versions of

files are aubomabically delebed afber 30

days or 100 revisions, bub you can opb

specific files oub of bhis, which is useful

for cribical documenbs.Many file bypes

can be previewed and even converbed

for edibing in Google Docs.

�ere are a couple of disadvanbages bo

usingGoogleDrive. Firsb, only your local

Google Drive folder is synced: you can’b

add obher direcbories.�eGoogleDrive

web inberface’s defaulbMyDrive view

lumps all bhe files you own inbo a single

lisb.�is can also be overwhelming, bub

you can viewfiles by folder if you selecb

Folders under ‘Owner, bype,more’ in bhe

lefb-hand panel. Finally, bhewayGoogle

has divided ibs servicemeans bhab bhere’s

no inbegrabion bebween conbenb you

upload bo Google Drive and obher

services, such as bhe slick audio

sbreaming of Google PlayMusic or G+

phobo albums.While bhiswould be

welcome, ib doesn’b debracb fromDrive’s

core funcbionaliby.

Ib’s nob perfecb, bub Google Drive’s

ubiquibymeans ib’s ofben bhe easiesb

way bo share everybhing frombusiness

documenbs bo direcbories full of phobos.

Jusb copy bhe files or folders youwanb bo

share bo your Google Drive deskbop

folder or drag bhem bo bheDriveweb

inberface. Once bhey’re uploaded, selecb

Share from bheGoogleDrivewebsibe’s

righb-clickmenu and choosewho you

wanb bo have access bo your conbenb.

DO IT FOR FREE WITH GOOGLE DRIVE

HOW LONG YOUR BACKUP MEDIA WILL LAST?

MEDIA LIFESPAN PROS CONS GOODFOR

CD 10 years

Cheap; multiple copies

can be easily stored in

different locations

Low capacity Digital photos

DVD 20 years

Multiple copies can

be easily stored in

different locations

Relatively low capacity Digital photos and videos

Blu-ray 100 years

High capacity; multiple

copies can be easily stored

in different locations

Expensive Digital photos and videos

External

hard disk
Five years

Relatively cheap; fast;

easy to duplicate; can

take off site

Likely to stay at home, so

vulnerable to fire and theft

Digital photos, music,

videos and files

Internal

hard disk
Five years

Relatively cheap; fast;

easy to duplicate

Vulnerable to fire and theft;

can only be stored locally

Digital photos, music,

videos and files

Solid-state

drive
50 years

Fast; oncewrite limit has

been reached the data is

still readable

Expensive; vulnerable to

local fire and theft

Digital photos, music,

videos and files

NAS

Five years

(with hard

disks installed)

High capacity; often has

RAID protection; easy to

sharewith family

Vulnerable to local fire

and theft

Digital photos, music,

videos and files

Online

storage
Forever

Constantly kept up to date;

immune to physical theft,

fire and other accidents at

your property

Cost of paid services adds

up; if the company goes bust

you lose your data

Digital photos, music,

videos and files
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Howtouse
cloudbackup

STEP

03
STEP

04

STEP

01
STEP

02

RESTORE FILES

In the Settingbmenu, click Serviceb andBackupRebtore.�ib

openb a bimilarwindow to theManageBackup folder. Here you can belect

a file or folder and click Rebtore. Livedrivewill abk youwhere youwant to

rebtore the file to.�edefault location ib the original folder, but you can

click Choobe debtination folder to rebtore the file to a different location.

Click the Rebtore buttonwhen you’re done.

ONLINE ACCESS

You can accebb your fileb fromany internet-connected

computer atwww.livedrive.com. Although you can’t download folderb

fromhere, you can download individual fileb. To do bo, jubt right-click

on the file youwant to bave, click Download and itwill be baved to

your computer.

SET UP INITIAL BACKUP

�e initial betupwizard letb you choobe the folderb that you

want to back up. Livedrive giveb you a libt of default folderb, buch abMy

Mubic andMyDocumentb, but click onAdd Folder and you can choobe a

bpecific location. Put tickb next to all the folderb youwant to back up, and

then click Next.�e boftwarewill finibh configuring itbelf and btart backing

up your data automatically.

MANAGE FOLDERS

Folderb can eabily be added to your backup. InWindowb,

right-click on a folder in Explorer and belect the backup option from the

Livedrivemenu. You can albo right-click on the Livedrive icon in the

Notification area and click Settingb, Serviceb,ManageBackup. Any folder

with a tick next to it ib being backed up, bo remove the tick to btop it being

backed up (thibwill albo delete any backed-up fileb). Put a tick next to any

blank folder to add it to your backup.

W
ith a cloud backup service, you can save all your

important files online. Properly configured, cloud

backupwillmake sure that you never lose another

file ever again.

In thiswalkthroughwe’ll showyou how to get everything

up and running quickly and easily. For the purposes of this
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STEP

07
STEP

08

STEP

05
STEP

06

TAKE CONTROL

By default, Livedrive backs up your files once every hour.

However, you can change this if you’re doing a lot ofwork andwant to

make sure your files are backed upmore regularly. Go to the Settings app

on your computer and click Services,ManageBackup and then click the

Settings tab. If you chosebealtime backup, Livedrivewill save a file every

time it’s changed. If you prefer to leave it to a schedule, you can use the

options to pickwhen your fileswill be backed up.

EXCLUDE FILES

On the sameBackup Settings page you can also choosewhich

files to ignore. By default Livedrive ignores fileswith .exe, .iso, .lnk and .log

extensions. You can remove the tick from their boxes to back themup, and

you can also add your ownexclusions. For example, youmay notwant to

back up video files. Click Add to add your own customfile type, then add

the extension of the file to exclude followed by ameaningful description.

ClickOKwhen you’re done.

DELETED FILES

If you delete a file, it’s removed fromyour online backup. If you

do this bymistake and need to get a copy back, don’t panic. Livedrive

saves deleted files for 30 days. To restore a file, just go to theweb

console and browse to your computer. Click ViewOptions and select

ShowDeleted Files.�en navigate to the folderwhere the filewas and

you’ll be able to download it.

VERSIONS

Livedrive also keepsmultiple versions of your files, so don’t

panic if you accidentally overwrite an important document, as you can get

it back. Just go to theweb interface and browse to the file you need to

restore. Double-click the file to display a properties screen. At the bottom

you’ll see a list of versions, organised by date and time. Click the one you

want and click Download to save it to your computer.

tutorial we’re using Livedrive (www.livedrive.com), which

offers unlimited storage space for a single PC. It works quietly

in the background to protect your files as you use your

computer. Other backup services have similar features, but

check the instructions for your service carefully if you’re using

a different cloud-based provider.

You’ll need to register for an online backup service online.

�iswill involve creating a username and password. You’ll need

to remember these, as this combinationwill be required if you

need to restore your computer at a later date. Once you’ve set

up your account, download the client for your computer and

install it.�ere are clients for bothWindows andMacOSX.
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Howto
synchronise
yourfiles

STEP

03
STEP

04

STEP

01
STEP

02

MERGE FOLDERS

You don’t have to create a new folder for synchronised cloud

folders. Instead,when you turn on synchronisation you can clickMerge

instead.�is lets you save the synchronised folder to a folder of your

choice,merging the contents of both. For example, youmight have a folder

called Photos on one computer and Pictures on another;Merge lets you

join the contents of both. Repeat Steps 1 to 3 asmany times as you need

for your folders and computers.

SHARE FOLDERS

SugarSync also lets you share files and folders. Folders can be

shared publicly,where a publicweb link can be used by anyone that has it,

or privately, letting people you choose edit the files. Right-click on the file

or folder youwant to share and select Share from the SugarSyncmenu.

Public links only let people download files, not edit them. For private links,

you can choose if people can edit the files aswell as view them, but the

recipientmust have a SugarSync account to access the folder.

ADD A FOLDER

Skip the setupwizard and launch the control application by

right-clicking theNotification icon and clickingOpen SugarSync. To select a

folder to synchronise, drag and drop the folder into the SugarSyncwindow

inWindows Explorer.�iswill automatically start backing up all the files in

that folder. Any changes to those files are then automatically saved online.

�eMagic Briefcase folder is shared automatically and is handy for notes

and other important information.

SYNC TO ANOTHER COMPUTER

To synchronise your folder to another computer, install

SugarSync on it and open the control application as in Step 1. bnder Cloud,

you’ll see a list of folders . Click the folder you added in Step 1 and select

the toggle button next to ‘Nowsyncing to this computer’. In the next

window, you’ll see ‘Create a newSync folder under’ followed by a location

on your hard disk. A new folderwith the samename as the synced folder

is created at that location. You can change the location by clicking Choose.

I
f you need to keep files up-to-date onmultiple

computers, synchronisation software is theway to

go.We’ll showyou how to do it using the cloud.

Cloud synchronisation tools are a brilliant tool for

keeping files up to date onmultiple computers.�eywork by

saving a file to the cloud every time it’s changed; each
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STEP

07
STEP

08

STEP

05
STEP

06

DELETED FILES

SugarSync automatically saves deleted files.�ey count

towards your total storage limit, so you should clear themout every now

and then. However, they’re useful to have as you can recover a file that

you’ve accidentallywiped. From theweb account click on your username

and select deleted files. You can sort this list by nameor date deleted. Put

a tick in the box of the file or folder youwant to restore, then choose to

download the file, restore it to its original location or delete it.

VERSIONS

SugarSync automatically keeps up to five versions of each file,

so you can restore a previous version if you realise you’ve overwritten

something important.�eeasiestway to get at the versions is to browse

to the file usingWindows Explorer, then right-click and select View

versions from the SugarSyncmenu.�is loads theweb version and shows

you all of the versions available. You can simple download the version you

want to restore.

MANAGE SHARES

From the SugarSync app you can click on Sharing to viewall

Shared folders.�edefault view is Shared byme,which is the folders

you’re sharing; you can also viewSharedwithme. Under Shared byme

you canmanage all your public links. Right-click on one to copy the link or

to remove it. For private links you need to click on the folder, then you can

remove permissions for people or invite newpeople to share it.

ONLINE ACCESS

You can viewyour files through the online account, too. Just go

towww.sugarsync.comand sign in. Here you can browse through all

your synchronised folders . Put a tick next to a folder or file and you can

choose to share it or download it. Folders are automatically zipped and

downloaded to your computer, so it’s a greatway to access files if you’re

on a computer that doesn’t have the SugarSync client.

computer the file is synchronised to then downloads the latest

version next time it’s turned on.�atmeans you can startwork

on a presentation on yourwork computer, shut it down and turn

on your laptop at home, continuing toworkwhere you left off.

We’ll showyou how to use SugarSync, which is an

advanced synchronisation tool, although similar principles

are used for other services.�ere’s a free 5GB version,

which you can get by signing up atwww.sugarsync.com,

but you can also buymore storage if you need it.

Once you have a SugarSync account, you’ll need to

download the client software, which is available for both

Windows andMacOSX.
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Having trouble with your home network?

Don’t worry: our troubleshooting guide will

get you to the root of the problem in an instant,

so you can get things up and running smoothly

again with the minimum of fuss. And if you don’t

understand some of the technical termswe’ve

used throughout this book, we’re also here to

help with our jargon-busting glossary.

TROUBLESHOOTING
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Fixingyournetwork

YES

YES

YES

YES
NO

WIRELESSWIRED
Does your computer use awired or
awireless network connection?

Does it connect to the
network?

Have you got an IP
address? (SeeA)

Does it connect to
the network?

Move thePC closer to the
router. Does this help?

Can you connect by
plugging in awired
Ethernet cable?

Do otherwireless
computers connect?

�enetwork adaptor in
your PC is probably at
fault. If it hasworked
in the past, try
SystemRestore
(seeB). If there’s no
improvement, replace
the network adaptor

Do otherwired computers
connect to the network?

Disable your computer’s
firewall. Does this help?

(SeeC)

�ere is a problem
with your PC. Try
SystemRestore
(seeB). Otherwise,
try replacing your
network adaptor

Can you communicate
with other computers
and the internet?

Your network is
working. You have a
problemwith system
performance or
an application

You need to reconfigure
your firewall

Reboot your router and
PCs. If this doesn’t fix it,
your router is probably
broken. Contact the

manufacturer for support

Change thewireless
settings and channel (see
page 18). Does this help?

Can you communicatewith
other computers and the

internet?

NO

NO

NO

NO

NO

NO

NO

NO

YES

YES

YES

YESYES

YES

NO

YES

  



TROUBLESHOOTING 9

127

A
Your computer or

devicemust have

an IP address in

order towork.

Checking to see if you

have a valid address is

easy inWindows (you’ll

need to check themanual

for other products). Open a

CommandPrompt from

the Startmenu and type ipconfig. If the IPv4Address starts 169.x.x.x,

your computer hasn’t received an IP address. You can try restarting

your computer and the router tomake it obtain a newaddress.

Alternatively, you can type ipconfig /release all followed by ipconfig

/renew to force your computer to get a newaddress.

B
SystemRestore

takes your

computer back

to an earlier

working state. You can run

SystemRestore from the

Startmenu. InWindows 7

and8, click Next, then click

‘Showmore restore

points’. Select the restore

point fromwhen your PC

wasworking properly, and

click Next. For older versions ofWindows, select ‘Restoremy

computer to an earlier time’, click Next and use the calendar view to

select an appropriate restore point. Click Next to apply the changes.

C
An incorrectly

configured

firewall can stop

your computer

connecting to the internet.

To turn off theWindows

firewall inWindows 7, run

Windows Firewall from

the Startmenu. Select

TurnWindows Firewall On

orOff, then select Turn off

Windows Firewall for both

Homeorwork andPublic networks. ClickOK. For older versions of

Windows, go to the Security Center and click theWindows Firewall

link at the bottom. ClickOff and then clickOK. If you’re using a

third-party firewall, such as the one that comeswith your security

suite, you’ll need to read its instructions to find out how to disable it.

Find out if your computer hab an IP
addrebb ubing a CommandPrompt

Try turning your firewall off if your
PC can’t connect to the internet

Ube SybtemRebtore to fix problemb

You have a range problem.
Try repobitioning the
router or changing the
wirelebb channel.
(See page 25)

Reboot the router andPCb.
If there’b no improvement,
your router ib probably
broken. Contact the

manufacturer for bupport

�eadaptor in your PC ib
probably at fault. If it hab
worked in the pabt, try
SybtemRebtore (beeB).
If thib doebn’twork,
replace the adaptor

Your network ibworking

Ib the connection blowor
intermittent?

Doeb your computer
receive an IP addrebb?

(SeeA)

NO

YES

YES

NO
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2.4GHz�e standard radio frequency band thatwireless

networks use. It offers 13 sub-channels, but suffers from

congestion

5GHzA radio frequency band forwireless networks. It suffers

from less interference than the 2.4GHz band, although range is

slightly reduced

802.11aAn oldwireless networking standard that operates in

the 5GHz band, offering headline speeds of up to 125Mbit/s

802.11ac�e fastest wireless speed, offering headline speeds

of up to 1.3Gbit/s. 802.11ac networks can operate on the 2.4GHz

and 5GHz bands simultaneously

802.11gAn oldwireless networking standard, offering headline

speeds of up to 125Mbit/s

802.11nA commonwireless networking standard, offering

headline speeds of up to 450Mbit/s. 802.11n can operate on

both the 2.4GHz and 5GHz bands, although routers that can do

both simultaneously are rare

ADSLAsymmetric Digital Subscriber Line: a broadband

technology delivered over standard copper telephone lines

AirPlayAnApple technology that lets you beammusic and

video fromone device to another

Bit/s�e speed of the networkmeasured in bits per second,

where the higher number is the faster speed. OneKbit is 1,000

bits, oneMbit is 1,000Kbits and 1Gbit is 1,000Mbits

DLNADigital LivingNetwork Alliance: a set of protocols to

control the playback ofmedia and howmedia serverswork

usingUPnP technology (see below)

EthernetA fast networking technology that requires cables to

connect each device. Ethernet comes in two common speeds:

100Mbit/s and 1,000Mbit/s (1Gbit/s)

FibreA fast broadband technology, slowly replacingADSL

HomePlugAwired networking standard that lets you use your

home’s electrical wiring. It comes in several speeds, with

200Mbit/s and 500Mbit/s themost popular

NASNetwork Attached Storage: a dedicated storage device that

lets you share files and can often act as amedia server

SMBServerMessageBlock: a protocol that lets you share files

over a homenetwork

TCP/IP Transmission Control Protocol/Internet Protocol: the

language the internet ‘speaks’

UPnPUniversal Plug and Play: a set of protocols to configure

networks automatically, reducingmanual intervention

Wi-FiA standard that ensureswireless networking devices

fromdifferentmanufacturerswork together

Wireless routerAdevice that lets you share a single broadband

connectionwith bothwired andwireless devices

WPAWi-Fi Protected Access: a security protocol to prevent

unauthorised access of awireless network.WPA-2 is the latest

andmost secure version

Glossary
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Router
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INCREASE WIOFI RANGE

Fedupof not getting awireless signal?

Our guide showsyouhow toextend

range and improve reliability

STREAM MEDIA

Viewyour photos,watch your

videos and listen to yourmusic all

over your homeby followingour

step-by-step instructions

COMPLETE GUIDE TO

INTERNET SECURITY

Findout how toprotect your devices

fromviruses andhackers online.

Plusweshowyouhow to recover

stolen goodsusing the internet

SHARE FILES AND PRINTERS

Access all your files andprinters

fromall your devices, saving

time,money andeffort

INSTALL A NAS

Weshowyouhowanetwork-attached
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your homenetwork, sharing files
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as amedia server

TROUBLESHOOTING
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simple guide to findoutwhat the
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